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The	Applica+on	Sandbox	













iOS	Malware		







h6ps://developer.apple.com/programs/enroll/	

















Home	Brewed	
Evil	Clients	Malware	



















iOS Playground Rules 
 
z  All code must be signed 
z  All apps are subjected to a review process 
z  All certificates require identification 
z  All installation are validated on device 
z  Any misbehaving developer will be accountable 
 



(demo)	





iPhone	Repair	shops		iPwn	shops	
DEVICE	+	PASSCODE	FTW	!!!	



Hmm,		
Can	an	Evil	Client	Access	the	Sandbox	

“Juicy”	Content	?	



Sandjacking:	Evil	client	hijacking	of	host	
Applica+on	Sandbox	content	



SandJacking,	Sample	Use	case:	

z  Unknown	Applica+on	passphrase	/	passcode	
z  DEMO:	Secure	applica+on	with	WIPE	Enabled	

An	FBI	vs.	Apple	Encrypted	Applica+on:	



SandJacking	on	iOS	<	8.3		
	

	



Alas….	



Hmm,	it	seams	that	apple	had	patch	
the	front	door…	

	
	

But	apperantly	they	le]	a	backdoor	
wide	open	..!	



Introducing	SandJacking	on	any	iOS	
	 	



Introducing	SandJacking	on	any	iOS	>	
8.3	
	

	



Demo	+me	



SandJacking:	Timeline	
	



SandJacking:	SandJacker	-	The	Tool	
	



Ques+ons	&	Answers	



Other Resources 
z  Chilik Tamir, Su-A-Cyder: Home-brewing iOS malware 

like a B0$$  BHAsia 2016  
https://www.blackhat.com/docs/asia-16/materials/
asia-16-Tamir-Su-A-Cyder-Homebrewing-Malware-
For-iOS-Like-A-B0SS.pdf  

z  Claud Xiao, Palo-Alto Networks, 
http://researchcenter.paloaltonetworks.com/author/
claud-xiao/    
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