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Car hacking development

CANSPY: A PLATFORM FOR AUDITING CAN DEVICES

Arnaud Lebrun | Command and Control Engineer, Airbus Defence and Space

Jonathan-Christofer Demay | Penetration Testing Lead, Airbus Defence and Space
Format: 50 Minute Briefing
Tracks: Hardware/Embedded

Internet of Things

In the past few years, several tools have been released allowing hobbyists to connect to

CAN buses found in cars. This is welcomed as the CAN protocol is becoming the backbone
for embedded computers found in smartcars. Its use is now even spreading outside the car
through the OBD-II connector: usage-based policies from insurance companies, air-
pollution control from law enforcement or engine diagnostics from smartphones for
instance. Nonetheless, these tools will do no more than what professional tools from
automobile manufacturers can do. In fact, they will do less as they do not have knowledge

of upper-layer protocols.
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Sensor security
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Car explained
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Components of an Automobile
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ECU (Electronic Cont

Input Output
Ignition Switch + | Ignition Circuit / Spark Plugs
Throttle Position Sensor + | ldling Air Control Valve
Vehicle Speed Sensor : + | Throttle Control
Manifold Air Pressure Sensor ’ Eng' ne + | Injectors
Air Temperature Sensor Control + | 02 Sensor Heaters
Engine Temperature Sensor Uni + | On Board Diagnostics
Engine Oil Pressure Sensor nit +|  Relays & Amplifiers -
Crank Position Sensor 1LWT-i
Cam Position Sensor 2.Fuel Pump
Oxygen (Lambda) sensor 3.Radiator Fan
Fuel Pressure Sensor 4.Alternator
Battery Voltage



https://en.wikipedia.org/wiki/Automotive_industry
https://en.wikipedia.org/wiki/Embedded_system
https://en.wikipedia.org/wiki/Body_Control_Module
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Automotive Mechatronics
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Drive-by-wire system

Drive BY Wire Throttle

Body ~
Electronic Throttle
Control Module .
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Steeringby-wire system Steerby cwire

with mechanical fallback clutch
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Automotive Control System Architecture
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Vehicle Communication System
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Vehicle CAN BUS System
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Vehicle Communication System example
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CAN BUS Signaling
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CAN Frame Structure
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CAN Bus Access Arbitration
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Difficulties of CAN bus defense

Real time requirements
Hard to trace back to sender
High cost of false positive




CAN BUS Attack

ADVANCED CAN INJECTION TECHNIQUES FOR VEHICLE
NETWORKS

Charlie Miller | Security engineer, Uber ATC
Chris Valasek | Security Lead, Uber ATC
Format: 50 Minute Briefing

Tracks: Hardware/Embedded

Smart Grid/Industrial Security

The end goal of a remote attack against a vehicle is physical control, usually by injecting
CAN messages onto the vehicle's network. However, there are often many limitations on
what actions the vehicle can be forced to perform when injecting CAN messages. While an
attacker may be able to easily change the speedometer while the car is driving, she may
not be able to disable the brakes or turn the steering wheel unless the car she is driving
meets certain prerequisites, such as traveling below a certain speed. [In this talk, we
discuss how physical, safety critical systems react to injected CAN messages and how
these systems are often resilient to this type of manipulation. We will outline new
methods of CAN message injection which can bypass many of these restrictions and
demonstrate the results on the braking, steering, and acceleration systems of an

automobile. We end by suggesting ways these systems could be made even more robust in
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Researching and evaluating design processes and [standards

— Evaluating potential to adapt existing functional safety approaches

Investigating Protective/Preventive solutions

— Message authentication for communications Interfaces ( V2V project initiating)
— Gateways, firewalls (project initiating)

Researching/Iintrusion Detection Solutions

— Vehicle bus monitoring for anomalous behavior; (project initiating)

Assessing Treatment Solutions

— Feedback loop for continuous improvements (Monitoring progress in standing up an
Automotive ISAC).

Crosscutting Research: S
— Vulnerability Testing (Publish reports in 2016) NHTSA
— Software — including over the air updates MATIOMAL HIGHWAY TRAFEIC
BAFETY ADMINISTRATION
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WHAT WE DO
OUR SERVTCES

CAR DESIGN
SECURITY TESTING
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Distributed CAN busdefencearchitecture
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Distributed CAN busdefencearchitecture

CAN

iDs| IDS Intrusion
Detection System




CAN busdefence
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CAN security architecture
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Automotive intrusion detection researches
2011 IEEE Intelligent Vehicles Symposium (IV)
Baden-Baden, Germany, June 5-9, 2011

Abstract— Due to an increased connectivity and seamless

integration of information technology into modern vehicles, a

trend of research in the automotive domain is the development
of holistic IT security concepts. Withi}.l/the/s.mpe of this
development, [vehicular attack detection|is one concept which
gains an increased attention, because of its reactive nature that
allows to respond to threats during runtime. In this paper we
explore the applicability of entropy-based attack detection for
in-vehicle networks. We illustrate the crucial aspects for an
adaptation of such an approach to the automotive domain.
Moreover, we show first exemplary results by applying the
approach to measurements derived from a standard vehicle’s

- CAN-Body network.
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Automotive intrusion detection researches
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My method, build a mathematical model

Is it that simple
justa linear equation

= )

You have clutched Notlinear



System model requirements We included temporal features

100 9000
a0 i it 8000
80 4 P f 7000 e Diff ratio 5:1
70 : =
= : ¥t 6000
E’ 60 5000 e CHf ratio 711
- -V flat road
o 4000
2 40
i - 3000 Diff ratio 9:1
20 2000 : .
. o0 CONtinuous Variable
) " Acceleration/Deceleration Limi
000 500 10.00 15.00

Time (sec)




The parameters are related
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Anomaly detection system
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Build a Model Using DeepLearing

weights

()
Transfer

, function
X,

http://playground.tensorflow.org/

transfer
function



http://playground.tensorflow.org/#activation=tanh&batchSize=10&dataset=circle&regDataset=reg-plane&learningRate=0.03&regularizationRate=0&noise=0&networkShape=4,2&seed=0.17315&showTestData=false&discretize=false&percTrainData=50&x=true&y=true&xTimesY=false&xSquared=false&ySquared=false&cosX=false&sinX=false&cosY=false&sinY=false&collectStats=false&problem=classification&initZero=false
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Experi ment car| s CAN network
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The CAN database

2B Sl leareh A dminictratme Mac Lband S45E 25, ovnerlke# s nvn ca |

Message and Signal Information

Message Dletails

Mez==age Hame InstrumentStausLights Message Length(in d
Mezzage ID © Ox 133 Humber of 5
Frame Format Standard Data Format Little Endian

S1gnal Details

Hame Eyte Index Eit Ho Length Type Max Val Min ¥al Dffse:
leftTurnsi £l al 4 bool 1 0.00
rightTurnSigznal 0 ) 1 bool 1 0 0. 00
headlizghtStatus a B 1 bool 1 0 0. 00
highBeam 0 3 1 boaol 1 0 Q.00
windowW1perSwitech 1 0 o UNS1Eh. . . FF 0 Q.00

------ [ ModeSwitch

----- [ InstrumentStausLights
----- [ FrontHoodStatus

------ [ Doorstatus
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Realtime can data stream
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Build the system model
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Data Acquisition Setup




Data Analysis CAN database is kept highly confidential
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Data Preprocessing
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Data Preprocessing

‘ Normalization ‘

¥

‘ Interpolation ‘

v

‘ Sampling ‘




Normalization

X — mih

X =

max — mih

Must make sure the maximum and minimum valaes not
calculated from the training data




Interpolation
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The Training Data
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Model training

| will publish the code the CAN traffic data
later




Results
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Speed-mse-10
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Model testing

Abnormal RPM
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Model testing
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