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Conclusion

e The list of recommendations is not exhaustive. (e.g. memory usage
versus disk usage, custom crypto, logging, debug, VM detection,...)
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s malwr .com A

CNWINDOWS system3Z2NIMM32 . DLL (Bx76390084)
C:sNWINDOWSNsystem32h\msuwsock.d1ll <{Bx71A56060848>
C:sWINDOWSNsystem3Zihnetcfg.dll (Bx662BUHAH)
C:\WINDOUSNSystem32\wshtepip.dll <(Bx71A920004>

ID: 16888
C:sNDOCUHE™1NUser\LOCALS™1s\TempsAnt 1iCuc koo .exe <(BxB0406060004 >
C:\WINDOUS system32\ntdll.dll {Bx7CY00688G>
C:\WINDOUWSNsystem3Z2\kernel32.d1ll <{(Bx7CE8BHALBAH
C:A\WINDOWSNsystem32:\PSAPI .DLL <{8x76BFOB0A>
C:woezozdg~dllsh¥YuMde .dll {(Bx656CHH0GH4>
C:A\WINDOUWSNsystem3Z2:\msvcrt.dll {(Bx77C180800>
C:\WINDOUWSNsystem3IZ\SHLUWAFPI . DLL <8x77F6B0a00>
C:A\WINDOUWSNsystemd2~\ADUAPI32.d1]1l <(Bx77DDOAAA>
C:N\WINDOWSssystem32\RPCRT4.d1l1 {8x77E78080)
C:A\WINDOWSNsystem3d2:\Secur3d2.dll <Bx77FEBOAA>
C:N\WINDOWSNsystem32\GDI32.d11l <{Bx77F188008>)
C:\WINDOUWS system32~\USER32.d11 (Bx7E416808>
C:\WINDOWSNsystem32:\HWS2_32_.DLL <{B8x71ABBAAAD
C:SWINDOWSNsystem32\WSZ2HELP.d1ll <{6x71AAB6B604>
C:\WINDOUWSNsystem3Z2\IMM32.DLL <{Bx763906880>
CasWINDOWSNsystem3Z mswsock.dll <(Bx71A5800H.)
C:\WINDOWSNsystem3Z2 hnetcfg.dll {Bx662BBANANA
C:s\WINDOUWSSSystem32:\wshtcpip.dll <{Bx71A9260000>
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C:\oezozdg\d11\hY

Mozilla Firerc

g Process

Adobe Read

CNWINDOUWSNsystem3ZNIMM32 DLL (Bx76390000)
C:sNWINDOUWSNsystem32h\mswse tk.dll <{Bx71A56060848>
C:NWINDOUSNsystem3Z2:\hnet fg.dll {(Bx662BA000)
C:NWINDOWS System32:wsht :pip.dll <{(Bx71A?2600806>

ID: 1888

C:s\DOCUHE™1NUsersLit AL "1s\TempsAnt 1iCuckoo .exe <(BxB0406060004 >

C:s\WINDOUSxsystem32 at (11 .1 <{Bx7C900008>
C:NWINDOUWSNsystem3d2h. o J132.d11 <Bx7C8HAARBAE>
C:N\WINDOUSNsystemd2\FoAPI . DLL (Bx76BFB0AA)>
C:woezozdg~dllsh¥YuMde .dll {(Bx656CHH0GH4>
C:N\WINDOUWSNsystem3d2'\msvecrt . .dll (Bx77C100004>
C:\WINDOUWSNsystem3IZ\SHLUWAFPI . DLL <8x77F6B0a00>
C:s\WINDOUWSNsystem3d2~ADUAPI32.d11 <Bx77DDBEAAA>
C:NWINDOWSNsystem3Z2\RPCRT4.d11l (8x77E788004)
C:s\WINDOUWSNsystem32:\Secur3d2.dll <(Bx?7FEBBAAD
C:NWINDOUSNsystem32:\GDI32.d1]1 <(Bx77F180680)
C:N\WINDOUWSNsystem32~USER32.d11 {(Bx7E41006060>
GC:N\WINDOUWSNsystem32:\UWE2_32 .DLL <{(8x71ABABHAAD
C:N\WINDOWSNsystem32\WS2HELP.d11l <{Bx71AABBBG>
C:NWINDOWSNsystem32NIMM32 . DLL {(Bx7639800688>
CasWINDOWSNsystem3Z mswsock.dll <(Bx71A5800H.)
C:N\WINDOWSNsystem32xhnetcfg.dll {(Bx662BBEAAD
C:N\WINDOUSNSystem32 wuwshtepip.dll <Bx71A970008>
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Virtualization overhead

M Entry example
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TLB detection
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TLB detection
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BAREMETAL

dad@gambas ~/Projets/DetectHypervisor % ./detect?

000000: 50 65 6e /4 Pent
000000: 69 75 6d 28 1um (
000000: 52 29 20 44 R) D
000000: 75 61 6C 2d ual-

[+] IDT base: 819da000

[+] SIDT[5] : 0x81

[+] SIDT[5] : 0x81

cpuld 1 ecx: 0c00e3bd bit:0
MSW: 8005003b

Ratio: 207.865799




VWARE PLAYER

dad@debian:~% ./detect?2

000000: 50 65 6e /4 Pent
000000: 69 75 6d 28 1um (
000000: 52 29 20 44 R) D
000000: 75 61 6C 2d ual-

[+] IDT base: 8172d000

[+] SIDT[5] : 0x81

[+] SIDT[5] : 0x81

cpuld 1 ecx: 8c202201 bit:1
MSW: 8005003b

Ratio: 1588.099243




ubuntu@ubuntu:~$% ./detect?2
000000: 49 6e 74 65
000000: 6¢C 28 52 29
000000: 20 58 65 6f
000000: 6e 28 52 29

[+] IDT base: 81dd9000

[+] SIDT[5] : 0x81

[+] SIDT[5] : ©0x81

cpuld 1 ecx: 82982203 bit:1
MSW: 8005003b

Ratio: 615.849609

Thanks Pascal!
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root@debian:~# ./detect?2

000000: 51 45 4d 55
000000: 20 56 69 72
000000: 74 75 61 6¢C
000000: 20 43 50 55
[+] IDT base: 8172d000
[+] SIDT[5] : 0x81
[+] SIDT[5] : 0x81

cpuld 1 ecx: 80802001 bit:1

MSW: cccc003b

Ratio:

3.352355

QEMU
Vir
tual
CPU

QEMU



root@debby:~# ./detect2
000000: 51 45 4d 55
000000: 20 56 69 72
000000: 74 75 61 6¢C
000000: 20 43 50 55

[+]1 IDT base: 81738000
[+] SIDT[5] : 0x81

[+] SIDT[5] : 0x81

cpuld 1 ecx: 80802001 bit:1

MSW: 8005003b

Ratio:

901.177551

QEMU
Vir
tual
CPU

KUM



root@Xenny:~# ./detect?
000000: 49 6e 74 65
000000: 6Cc 28 52 29
000000: 20 58 65 6f
000000: 6e 28 52 29

[+] IDT base: 8172d000
[+] SIDT[5] : 0x81

[+] SIDT[5] : ©0x81
cpuld 1 ecx: 81b82221 bit:1
MSW: 8005003b

Ratio: 681.817383

Thanks Alex!
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[ T.Raffetserder}

How to find discrepancies

NO. D0 ED Plans ERRATA
(0] X X MNoFix Transaction is not retried after BINITS#
2 X X NolFix Invalid opcode OFFFH requires a ModHM byte
a3 X X NoFix Processor may hang due to Speculative Page Walks to Mon-Existent System
Mamaory
4 X X NoFix Memory type of the load lock different from its corresponding store unlock
as X% X NoFix Machine chack architecture error reporting and recovery may not work as
expacted
Q6 X X NolFix Debug machanisms may not function as expected
) Cascading of performance counters does not work cormectly when forced
o X X Mol overflow is enabled
Q8 X X NolFn EMON event counting of X&87 loads may not work as expectad
Qs X x NoFi System bus interrupt messages without data and which receive a HardFailura
ix
response may hang the processor
Q1o ¥ X NoFix The Processor Signals Page-Fault Exception (#PF) Instead of Alignmant
Check Exception (#AC) on an Unlocked CMPXCHGEB Instruction
an % X NoFix _FSW mlay not be completely restored after page fault on FRSTOR or FLDENY
mstructions
a12 X X MoFix F'mnas;ur Issues Inconsistent Transaction Size Atinbutes for Locked
Opearation
. When the processor is in tha System Managemeant Mode (SMM), Debug
| x| X NoF% | Registers may be fully wiitesble
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NO. D0 ED Plans ERRATA

m X X MNoFix Transaction is not retried after BINIT#

2 X X NolFix Invalid opcode OFFFH requires a ModHM byte

a3 X X NoFix Processor may hang due to Speculative Page Walks to Mon-Existent System
Mamaory

4 X X NoFix Memory type of the load lock different from its corresponding store unlock

as X% X NoFix Machine chack architecture error reporting and recovery may not work as
expacted

Q6 X X NolFix Debug machanisms may not function as expected

) Cascading of performance counters does not work cormectly when forced

o X X Mol overflow is enabled

Q8 X X NolFn EMON event counting of X&87 loads may not work as expectad

Qs X x NoFi System bus interrupt messages without data and which receive a HardFailura

ix

response may hang the processor

Q1o ¥ X NoFix The Processor signals Page-Fault Exception (#FF) Instead of Alignmant
Check Exception (#AC) on an Unlocked CMPXCHGEB Instruction

an % X NoFix _FSW mlay not be completely restored after page fault on FRSTOR or FLDENY
mstructions

a12 X X MoFix F'mnas;ur lz=ues Inconsistent Transaction Size Atinbutes for Locked
Opearation

a13 % X NoFix When the processor is in tha System Managemeant Mode (SMM), Debug

Hegisters may be fully writeable
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Patching defects

Awesome part: Free code

available!....
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..5et up a threshold, and hide VMM when hit
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