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: R ARM arChItectu re
i & I\/Iarket share 3 Z% (Ql 2013 IlC)

= 145 OOO+ apphca’emns |n W

Intro

. 29 Oct 2012 Wmdows Ph ne 8 released e
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Chambers

usted om p utin gﬂ B a sel { TCl.) =

Leai-5'=et ”'Pr|V| Ieged e
AII other softwar:_ - servi

Dynamic S
Permissions
(LPC) -

pre mstaIIed app'_'
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Capabilities
WMAppManifesét.me
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Sandboxing

Flle system structure is g.hl-dden_, e

o L mlted app-to-af p
commumcatlon’?’ P

Local folder
for App2

Local folder
for Appl
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App-to-app communication

File types assoaatmns

Launch FlleAsynC()

URI assomatu)nS

La u n ch U rlASy n ==

PrOX|m|ty commumcatlon usmg NFC

HackinParis 2013
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Local folder

Physical File Storage

Local Folder

Settings Storage

File Storage

Files

Directory Database




Application protection

. AII bmarles are S|gned

~+ Application file is SIgned
f|Ie lspt mtc appllcatlg-n-s .

| Klnd of checksu;_é
Certlflcate pmnmg for Store

XAP flle has DR ke
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The Microsoft PlayReady Ecosystem

f

PlayReady

PlayReady Request & Issue Clients
Licenses

License
Server

. . PlayReady
4 > Enabled
Register & Issue Port;ble
i ifi Domain Certificates Devices
Domain Certificates

Domain
Packaging Controller
Server

Sideloading Content

Request & Deliver
Content

Distribution
Server

£4 < Usage Data
J

Metering
Server

Client

HackinParis 2013 -




XAP file protection

typedef =truct {
DWORD HDR:
DWORD al;

B Efo re a u g u St 2 O 1 2 | DWORD HDRLength:

DWORD XMLOEfSet;

DWORD XMLLength;

_ ii  - — ZIP arCh|Ve — = .. § DWORD EXapOffSet:

| DWORD EXaplength: /
DWCRD DXaplLength; // decrypt =xap ]
B | PEEHeader:;

= — Slgn

< xmlns=\"http://schemas.microsoft.
com/DRM/2067/83/PlayReadyHeader\” version=\"4.8.8.8\">
£ *

. After august 2012?- T cenemtsekevien

£ *AESCTR</ b

-Ef ‘ {.l'f 5
-_:-— NeW flle fOrmat%.____:_._-_- <K I0>5aM3Te6XZ055/agTQlB1g==</ 10>
e = < »http://microsoft.com/</ >
mlns=\"\"
. — — PlaYReady Header e }?4141TIthF;fra:Eng|{w‘f}=={f >

£ B >

- ‘— AETR algorlthm < }

< »Tsgq+BeEBNFY=</ >
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Windows 8 vs Windows Phone 8

* WP8is mlgratmg from the WmCE core to the
= WmNT core =

. §W| n8/ em u Iato r' (xif___ )
¥ W| n RT/ d eVIce (A R"ﬂ

= =~ =i 516
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WP8 emulator
* Hyper-V images

= %ProgramF|Ies(x86)%\l\/||crosoft SDKs\

|nd OWS Phon:eﬁ'v8 O\Em '-:-_;i?lat|on\lmages\
S Emulator vs Devuce

"-w—x86 S Vs S

B Fake bmarles E

X3 FakeLed sys Fakewbra sys FakeModem dfl etc
g leferent user agent

— Prohlblted to mstaﬁ "5rc

HackinParis 2013 -
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WPS8 device

. Wmdows Phone 8 has standardlzed

C \DHTH\WUPk\HlnduwsPhuneB}ImgHuunt EXNE RH825_1232 211m 1244 EEEE_RETHIL eUu_Euro
1_375_02_104614_prd_signed.ffu

WPg ROM Image Tools v.1.0.204

‘hte ROM Image Editor i) 2009-2012 AnDim & 2DA-Developers - --:“ : 3
ImgMount Tool v.1.@.15

ChtcRIEY Mounting the image file : ’RH825_1232.211m.1244.EEEE_RETHIL_ﬂu_gurui_B?:%u
L 02_104614_prd_signed.ffu’ :

- Loading .FFU image ... ok

~~ ChtcRIE> tUARNING! Successfully detached vhd file : *C:\Usersd.evdokimov“AppDat -
ila\Lucal\Temp\kmdiEﬂi.uhd’ =

=Creating virtual disk ... ok

Mounting Main08 partition as = *~~\RMB25_1232.2110.1244_3002_RETAIL_eu_eurol 375_
02_104614_prd_signed.mnt~* ... ok

: ChtcRIE» Successfully mounted an image file.

Hacklnﬂarls 2013
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Reversing WP8 internals

* No debug symbols

ki .rfestore mfor__matlon from_i Event Tracmg for
= Wlndows (ETW) :

Use IDAPython

MOVS R3, #
LDR.W R2, =dword_ 106681918

- NLDR.W RO, [RE]
- Istr R3, [SP,# +var_94]
=: NLDR.W R3, =aDecryptxap
=8 R1, [SP,# +var_88]
LDR.W R1, [R8,#4]
STR R7, [SP,# +var_BC]
STR RS, [SP,# +var_9a]
BL ETW writer

jaoD R3, SP, # +var_74
STR R3, [sSP,# +var_80]
- [ movs R3, #
I LDR R4, =dword_1056F98
STR R3, [SP,# +var_84]
- fmovs R3, #
~ . JLDR R?, =dword_ 1001918
LDR R1, [R4,#(dword_1056F9C - @x1056F98)]
LDR rRe, [Rra]
‘ISTR R3, [SP,# +var_B8C]
: - =—8LDR B3, =alnstallapplica
= sTR RS, [SP,# +var_88]
' ETW_writer

: *fhsta”erVVorkerexe

19
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Windows API calls

. FuII Windows APl is not avallable by default

rlgmally posted on XDA fo

r W -f|_.n.d owsRT a p ps
— Fmd kernerbase_ill adcfres(”l\/l '
Bale ”LoadleraryA” and ”GetProcAddress”
o Al any functlon yau want

= http // b|t Iv/ Uw?ka6

{3 Works for Wlndows Phone 8

HackinParis 2013
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.NET and CLR

Applications

WP8 0OS, Win8 based

HackinParis 2013 -
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Frameworks

HackinParis 2013
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Application kinds

5?5-IP)

 Microsoft
= OEIVI ~
e XAP flles are not encrypted =

ore apps

. Wlndows Phone St
= C \Data\ProgramsR{Productll}\lnstati

nS“

;B Company appllcatl
— XAP files are not encrypted ("’ZIP)

= Cempany hubs :
. Develtper appllcat|0ﬂs
— Need developer unlock

H”z'“ackinPar;is 2013 :

— C: \PROGRAMS\COEnmonFIIes\Xaps\
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Application file structure

. Appllcatlon assemblles

Resources

AppManlfest Xamll_-?ﬁf
WIVIAppManlfest_ xml

_. '(...-’l'n various fo r7 ats)

|| WPInteropManifest.xml

HackinParis 2013 -

R Applicationlcon.png

AppManifest.xaml

Background.png
CityLens.dll

| lonic.Zlib.dll

MDILFileList.oml
licrosoft.Expression. Drawing.dll
Microsoft.Phone Controls.Maps.dll
Vdicrosoft.Phone Controls. Toolkit.dll

ckia.Analytics.dll

| MokiaAR.dll

Mol dil8FDSADFE-FI8F-43BC-9A5B-B508FID TFEE
RegistryRT.dll

RegistryRT.winmd

RPALManifest.xml

| SecureRouter.dll

SecureRouter.winmd
Splash5creenlmage,jpg
Tile_Large_&%1.png
Tile_Small_13%.png

| WMAppManifest.ml

WMAppPRHeader.xml
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 “One of th e g0a Is of the
platform is to foster the c

Security?!

1ndOWS phone apP

Jéafitl‘.r1 ()f: Ei_:;;;u_";

are secure by dESIgF) and secure b-g:__.defauft

" HackinParis 2013 =
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Application entry points

— User mput

_ 3 __:_zz\;deows Phene 8_

C Hfécki”n_ﬁifaﬁis‘z()fl‘;B: —



Vulnerabilities

i0s

Windows Phone 8~ = N, =

tform mdependent
Inerabllltles =

- Java)

Note Mam programmlng Ianguages in brackets |

29
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Work with SD card

i0S Work with SD card is absent
B \ndroid READ/WRITE

3L

HackinParis 2013 -



Privacy

* Device Unique ID

_— RequwesID CAP IDENTITY DEVICE

= le |ceExtendedPropert|es GeaIue( DewceUnlqueId”) ‘

i Reqwrele CAP_ llEN’I"ITY :U-SER
I ,.::;__ UserExtendedPropertles GetVaIue(

il Both |dent|f|ers are per‘publlsher '

iOS UDID (apps that use UDIDs are no longer accepted, from May 1, 2013)
= Android

telephonyManager.getDeviceld()

HackinParis 2013 -



Privacy, part 2

* Device name, manufacturer flrmware verS|ons
= Requwes ID_ CAP IDENTITY'EDE_VICE
. "Devu:eStatus class "

Locatlon trackmg?};” :

~ ID_CAP_LOCATION

| _— GeoCoordmateV\fatcher ass

i0S

UDID (apps that use UDIDs are no longer accepted, from May 1, 2013)
B Android

telephonyManager.getDeviceld()

HackinParis 2013 -



Secure storage

Device can be encrypted (not for aII countrles)
= _— BitLocker 2. O/TPI\/I

=— Avallable only in busmess settm

Data Protectlon API (BPAPI)

_Algorlthms AES HMACSHAl HIVIACSHA256
Rfc2898Der|veBytes R':i;'A

_,SHA1 SHA256

i0S Keychain, /System/Library/Frameworks/Security.framework
B Android

android.security.KeyChain (from 4.0)

HackinParis 2013 -




Data leak

= ;_ — Controlled by .s |

i0S

plist, Custom created documents, Preferences, Logs, Cache data
Android

Keyboard cache, Pasteboard cache, Cookies

shared_preference, logs, external storage, MODE_WORLD_READABLE
or MODE_WORLD_WRITETABLE

HackinParis 2013 -



Work with URI

Handling function: MapUri()

i0S

openURL(), handleOpenURL()
B Android

android.net.Uri class

HackinParis 2013 -



Cross-site scripting (XSS)

. WebBrowser control (based on IElO)

oo Jla.vaSecrlpt is dlsab ed by default

Ry To see |f enabled

i0S UlWebView Class + stringByEvaluatinglavaScriptFromString()
shouldStartLoadWithRequest()

;=;j Android WebView.getSettings().setJavaScriptEnabled();
' WebV|ew getSettlngs() setPIugmsEnabIed()

HackInParls 2013



Directory traversal

Local folder API accepts paths WIth traversal

_StorageFolder class >

iOS contentsAtPath, fileHandleForReadingAtPath, fopen etc
B Android

ContentProvider + incorrect or missing rights, files functions

HackinParis 2013 -



XML External Entity (XXE)

~* System.Xml namespace -

E-ntlty resolvmg is prohlblted_-.;.___ hy-default

» Entities can be re§o|ves| b'___'usmg custo
s XmIResoIver fo’r_}j_EmIDocument

i0S

libXML2 + xmlIParseMemory

NSXMLParser + setShouldResolveExternalEntities:YES
Android

setFeature(external-general-entities, True)

HackinParis 2013 -



SQL injection

BES-Cring name =
= command cmd = new SglCommand (“SELECT * FROM People WHERE Hame

name) ;

e WHERE MName = @EName"™) ;

aramiame =

new SqglCommand (“SELECT * FROM Peopl

new SglParameter (“EHames",

15glCommand cmd =
cmd . Parameters . Add (paramilame) ;

sglite3_exec()

Android query(), rawQuery(

39
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Memory corruption bugs

* Developers can use native code
. Form=at strm

g, IoF use- after free etc
S C/C++ functlons |

. Compllatlon flags.,_
/NXCOI\/IPAT

i0S

= Android

—fPIE, —fstack-protector-all, -fobjc-arc

Only in native libs, -fstack-protector, -Wformat-security, NX, ASLR, PIE

HackinParis 2013 -
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Securlty related "'.;PI

Conclusion

I\/Iore erX|bIe*i__;_s an in IOS

More S|m ple an |n Andr0|d

HackinParis 2013 -
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Q&A
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