ation Warfare:
arly. Hack Hard.

e still defending against the past.
d, you have to know how to attack.”

Winn Schwartau
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BUILD NO-LICENSE RADIO TRANSCEIVER

POPULAR 52

EI.ECTRONICS

All About Analog Computers

‘Best in Turntable Kits %

Toy Electronic Machin'e,ﬁah

Ultrasonic Cleaners
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The Assault on Personal Privacy
National Economic Security
Industrial Espionage

Solutionsin
Cyberspace




Apathy, Arrogance &
lgnorance

e “We don’t have to worry as much about hackers as
we do about organized groups who are much more
well organized, well funded, and well motivated who
may have real reasons to penetrate systems for
either economic or industrial advantage.”

Winn Schwartau, June 27, 1991, US Congress




Technical Predictions: 198&

e Malware as a form of war and criminal enterprise

B TET ?
\

Chipping
HERF Technology
Cyber Civil Disobedience -

DOS/DDoS Attacks

Deception Technology
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e U.N. for Cyber ! e
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e Redefine National Security WORL

Threat
e Build a Secure Infrastructure ¥ OPTIONS

e Vigilantism L - R

¥* Private or National







He Who Has The W
Next Generation

He who doesn’t, loses.




Weaponizing ‘New’ Tec

e Bronze
* Replacing by Iron ~ 1500BCE

¢ Kinetic Projectile Weapons (Guns)
#* Western US Expansion

e Gatling Gun ~ 1860CE
#* US Civil War

e Aircraft
»* WWI




* ~1905CE

e Radar Detection
#* ~1939CE

e Atomic Weapons
»* ~1950CE




The ‘New’ Technologie

e Cryptography
#* ~1976CE

e Super Computers (Dual Use)
#* ~1985CE
#* China is winning!
#* Amazon EC2

e Computer Communication (IP)
#* ~1995CE




Life Cycle Curve

e Technology
* Idea
* Test/Lab
#* Commercial
#* Consumerize
* Adapt Malware
#* Hostile
* Weapons

Development
Introduction

=




Chat Bots

¢ Customer Service,
Technical Support,
Education, Adult online
services.

e Chatter

* Te I'ro riStS/Crim | Na IS The Source for Artificial Intelligence
* Filtering chat Bots

#* Adding Chaff




The Mobile World: Cybe
e 3B+ Today

e 20-50B 2020

e Even after KNOWING that
Mobile would add ‘Hell’ to
our networks...

e B.Y.O.D.
#* Bring Your Own Disaster
* Breach Your Own Data

e Emulate Enterprise
Securi




Paris (Mobile
Firewall Policy #4)

San Erangisco . +/- 30 Miles, Washington, DC
(Mobile Firewall Policy #2) (Mobile Firewall Policy #1)

Israel (Mobile
FirewallPolicy #6)

India (Mobile
{ Firewall Policy #9)

China (Mobile
Firewall Policy #10)

Saudi Arabia (Mobile
Cuba (Mobile g . FirewallPolicy #3)

Firewall Policy #12)

Caracas, Venezuela
(Mobile Firewall Policy #5)

Rio, Brazil (Mobile
Firewall Policy #11)

Sydney (Mobile
FirewallPolicy #8)
South Africa (Mobile
FirewallPolicy #7)
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Autonomous Driving

Google's modified Toyota Prius uses an array of sensors to navigate public roads without a human
driver. Other components, not shown, include a GPS receiver and an inertial motion sensor.

LD AR «¢cr -t erm st et b e bbb bbb . i POSITION ESTIMATOR
A rotating sensor on the roof : A sensor mounted on the left
scans more than 200 feet in all rear wheel measures small
directions to generate a precise movements made by the car
three-dimensional map of the and helps to accurately locate
car's surroundings. its position on the map.

VIDEO CAMERA -~ [ g '!‘ iu.
A camera A ‘_-’ :
mounted near the ' 1 \

rear-view mimror
detects traffic
lights and helps
the car's onboard
computers
recognize moving
obstacles like
pedestrians and
bicyclists.

Four standard automotive radar sensors, three in front and one
in the rear, help determine the positions of distant objects.

THE NEW YORK TIMES; PROTOCGRAFES BY RAMIN RAHIMIAN FOR THE NEW YORK TIMES






Not-so-Smart Grid: Privacy & Security
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Finance and CIP Targets
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Vehicle Disabling EMP Device

High-Voltage
Discharge Probes

"R" RFC "C"
+ :
High-Voltage [— AWl — g @==r’

Power Supply

(4000VDC) |\ e\ @
Spark Gaps

R = Current Limiting, High-Voltage Resistor
100Q to 2 MQ, depending on H.V. power supply current limit.

RFC = Radio Frequency Choke
Filament chokes from an old microwave oven magnetron.

C = High-Voltage Pulse Capacitor
4 uF /3,000 VDC General Electric Pyranol used here.

Spark Gap = Champion D14 Spark Plugs
Set gap to around 0.04-inches.







e Aircraft (Hexocopters

e The Technology

#* Real Time Radio Control/Servo
Control

#* Real Time Video in Low Light
#* (Sounds like a kid’ s toy)







Bio-Engineering & CyDbe

- How the arm works

~
e

eibdmdesfuedlottehamwn
onthe shoulder detect electrical
impulses emitted from the nerves
and forward them to the arm

@ Doctorsredirected e
nervestothe patient's
chest muscles

eAmmMerpmmﬂ'eeledml
impmsesaf\dnmsm;mpevfom
certain movements, such as flexing
elbow, operlngarﬂdosh]d’ehandard
extending the elbow and wrist

© Whenthe patent tinks bouta
specific movement of the arm or
hand, the nerve impulse travels
from the brain toa corresponding

location on the muscle

© sensationnenves tothe hand reroutet
patch of skin on the chest, giving patier
senseof touch

Netveswould
nommally go from 3
the spine to the am o el







SCARED SHITLESS

leant B boooe Ada’s have sndecwex 30 cda
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#* 2012-2015
#* Carrington Effect
e (1859)

e Complete Failure

#* Satellites

* Power Grid

¥ Communications
* Medical Care

#* Transportation (food,
necessities)

e Answer?




Winn’'s Answers For Relie

e~ Technical

e Take the Lead

#* Community
#* Develop Offense
#* Attack Products

e Turn It Off

#* Graceful Degradation
»* Survivability

¢ Time Based Security

If there's one thing you always look forward to, it's a weekend party You
munch on chips and dip. You chug-a-lug vour beer You bugaloo ull two.

But sometimes you overdo it. You wake up feeling less than your best. When
you do, reach for Alka-Scltzed The moment you drink it, those tiny bubbles
start 1o speed relief through your system. With specially buffered aspinn to soothe
your throbbing head. And antacids to calm your upset stomach

You'll be thankful you have Alka-Seltzer on
hand. Because when morning comes, the only Alka'seltzef

sound your aching head can bear to hearis a Oh “’hal l"ellef CP |
gentle plop plop, fizz fizz. a“ ltls-
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#* Not the users.



e Winn Schwartau
#* Winn@TheSec
% 727.393.6600




