
Beyond Information Warfare:  
Hack Early. Hack Hard. 

“We are still defending against the past.  
To defend, you have to know how to attack.” 

Winn Schwartau  
 



My First DefCon 



1961 



I Grew Up Analog 



Let’s Go Back to 1988-1992 



CyberWar: 1991 

�   Class I 
­ Personal Privacy 

� Class II 
­ Espionage 

� Class III 
­ Nation State 



Apathy, Arrogance & 
Ignorance 

�  “We don’t have to worry as much about hackers as 
we do about organized groups who are much more 
well organized, well funded, and well motivated who 
may have real reasons to penetrate systems for 
either economic or industrial advantage.” 

Winn Schwartau, June 27, 1991, US Congress 



Technical Predictions: 1988-1992 

�  Malware as a form of war and criminal enterprise 

�  Chipping  

�  HERF Technology 

�  Cyber Civil Disobedience 

�  DOS/DDoS Attacks 

�  Deception Technology 



Non-Technical Predictions 

�  Economy is a National Security 
Asset 

�  Electronic Bill of Rights 

�  U.N. for Cyber 

�  Redefine National Security 
Threat 

�  Build a Secure Infrastructure 

�  Vigilantism 
­ Private or National 

 



Convergence: Privacy & Security 



He Who Has The Will To Use 
Next Generation 
Technological Weapons Will 
Be Victorious 

He who doesn’t, loses. 



Weaponizing‘New’ Technologies 

�  Bronze 
­ Replacing by Iron ~ 1500BCE 

�  Kinetic Projectile Weapons (Guns) 
­ Western US Expansion 

�  Gatling Gun ~ 1860CE 
­ US Civil War 

�  Aircraft 
­ WWI 



More‘New’ Technologies 

�  Radio Communications 
­ ~1905CE  

�  Radar Detection 
­ ~1939CE 

�  Atomic Weapons 
­ ~1950CE 



The ‘New’ Technologies 

�  Cryptography 
­ ~1976CE 

�  Super Computers (Dual Use) 
­ ~1985CE 
­ China is winning! 
­ Amazon EC2 

�  Computer Communication (IP) 
­ ~1995CE 



Life Cycle Curve 
�  Technology 

­  Idea 
­ Test/Lab 
­ Commercial 
­ Consumerize 
­ Adapt Malware 
­ Hostile 
­ Weapons 



Chat Bots 

� Customer Service, 
Technical Support, 
Education, Adult online 
services. 

� Chatter 
­ Terrorists/Criminals 
­ Filtering 
­ Adding Chaff 
 



The Mobile World: Cyberwar 4G 
� 3B+ Today 

� 20-50B  2020 

� Even after KNOWING that 
Mobile would add ‘Hell’ to 
our networks… 

� B.Y.O.D.  
­ Bring Your Own Disaster 
­ Breach Your Own Data 

� Emulate Enterprise 
Security 



Mobile Devices Are Mobile 
18 



IoT (Internet of Terror) 





ICS - SCADA 



Not-so-Smart Grid: Privacy & Security 



Home Brew HERF & EMP 

�  158 Meter range  
­ $20 weapons 

�  1km Range 
­ $500 weapons 

�  Internet technology 

�  Finance and CIP Targets 









UAV +  
�  Pizza (or Bombs) 

�  Aircraft (Hexocopters 

�  The Technology 
­ Real Time Radio Control/Servo 

Control 
­ Real Time Video in Low Light 
­  (Sounds like a kid’s toy) 



Flying Bots 



Bio-Engineering & Cyber Sodiers 
�  RF Prosthetics 

�  Brain Interfaces 

�  Cyber Soldiers 



Brain Engineering 



I am Scared Shitless of… 



No more privacy…at all 



Carrington Effect: 2013 
+ 

�  The Sun 
­ 2012-2015 
­ Carrington Effect  

�  (1859) 

�  Complete Failure 
­ Satellites 
­ Power Grid 
­ Communications 
­ Medical Care 
­ Transportation (food, 

necessities) 

�  Answer? 



Winn’s Answers For Relief (Short Version) 

� ~ Technical 
� Take the Lead 

­ Community 
­ Develop Offense  
­ Attack Products 

� Systems!!!!!!! 
� Turn It Off  

­ Graceful Degradation 
­ Survivability 

� Time Based Security 



Human 

�  Simplicity 

�  Teach History 

�  Embrace Failure 

�  It’s our responsibility!  
­ Not the users.  



Questions? 

�  Answers or Responses 

�  Winn Schwartau 
­ Winn@TheSecurityAwarenessCompany.Com 
­ 727.393.6600 
 


