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Windows Security Model

Securable resources are referenced as Objects

Each object has its own Security Descriptor

Each process has a Primary Token and zero or more Impersonation Tokens
Access Check happens whenever an object is created or opened

Effective Token is checked against the object’s Security Descriptor

Results of Access Check are cached to each host process’s Handle Table

Objects and Processes are all hierarchical, so Security Descriptors and Tokens are inheritable
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Access Check

Discretionary Access Control List Check
Privileges and Super Privileges Check
Integrity Level and Mandatory Policy Check
Restricted Token’s Access Check
AppContainer’s Capabilities Check

Trust Level Check

www.zeronights.org
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TOKEN

EPROCESS
+0x358 Token
+0x6AAHProtection

+0x658

ETHREAD

Process

Primary Token
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Thread Thread Thread
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ClientSecurity
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Token Layout
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_SID_AND_ATTRIBUTES_HASH
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TokenlInsight

https://github.com/long123king/TokenInsight

An application for obtaining,
dumping and modifying token

from user land.
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DESKTOP-SH4JMIA/Daniel King

DESKTOP-SH4JMIA/Daniel King

DESKTOP-5H4JHIA/Hone
mandatory,default,enabled,

Everyone
mandatory,default,enabled,

NT AUTHORITY/ZihiE A F0EIE S A RS

deny-only,

BUILTIN/Administrators
deny-only,

BUILTIN/Users
mandatory,default,enabled,

HT AUTHORITY/IHTERACTIVE
mandatory,default,enabled,

Console Logon
mandatory,default,enabled,

HT AUTHORITY/Authenticated Users
mandatory,default,enabled,

HT AUTHORITY/This Organization
mandatory,default,enabled,

NT AUTHORITY/ZE 3K F

mandatory,default,enabled,

Logon Session
mandatory,default,enabled,logon-id,

Local
mandatory,default,enabled,

NT AUTHORITY/NTLH Authentication
mandatory,default,enabled,

Mandatory Label/Hedium Mandatory Level
integrity,integrity-enabled,

seShutdownPrivilege

SeChangeMotifyPrivilege

ts.org
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Calculate Hash of Sid Groups

static
NTSTATUS
RtlSidHashInitialize
(
__in PSID_AND_ATTRIBUTES Groups,
__in size_t GroupsCount,
_inout PSID_AND_ATTRIBUTES_HASH HashBuffer

)
{
if (NULL == HashBuffer)
return @xCoBBBEAD;
memset(HashBuffer, 8, 0x110);
if (@ == GroupsCount || NULL == Groups)
return @;
HashBuffer->SidCount = GroupsCount;
HashBuffer->SidAttr = Groups;
if (GroupsCount > ©x48)
GroupsCount = 8x40;
if (8 == GroupsCount)
return @;
size_t bit_pos = 1;
for (size_t i = @; i < GroupsCount; i++)
{
PISID sid = reinterpret_cast<PISID>((Groups + i}->Sid);
size_t sub_authority_count = sid->SubAuthorityCount;
DWORD sub_authority = sid->»SubAuthority[sub_authority_count - 1];
*(size t*)(&HashBuffer->Hash[(sub_authority & @x800@080F)]) |= bit pos;
*(size t*)(&HashBuffer->Hash[((sub_authority & ©xP00088F8) >> 4) + 8x18]) |= bit_pos;
bit_pos <<= 1;
¥
return @;
}

www.zeronights.org



+0x0ES8

MIGHTS

Linked Token and Session

TOKEN

HLogonSessiond
N

SepLogonSessions

TOKEN

3:ogonSession

_SEP_LOGON_SESSJON_REFERENCES

Logonld

BuddylLogonld
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Object Layout

OBJECT

VARIABLE PART SECURITY DESCRIPTOR

FIXED PART

OBJECT_HEADER
+0x28

BODY
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Security Descriptor Layout

SECURITY DESCRIPTOR

1 Control | ACL ACE
1 Qwner / Header
1 Group | s
| Sacl H_Mask
H Dacl H Sid H
1 ACEs
ACL
1 ACEs [
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Object Layout

-0x40 =OBJ ECT ; ObpInfoMaskToOffset
H T Al
VARIABLE PART 20 40 40 60 RO 50 50 70
:| Creator Info |= 10 30 30 50 28 40 40 60
; 30 50 50 70 40%0 60 80
FIXED PART +0x1A HT -
1 InfoMask
OBJECT_HEADER a
10 _OBJECT_HEADER_PROCESS_INO
08 _OBJECT_HEADER_QUOTA_INFO
2L QRIECT HEARER. HANRLE. INFO.
i 02 _OBJECT_HEADER_NAME_INFO 1
101 _OBJECT HEADER CREATOR_INFO}
BODY
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Object Directory Layout

OBJECT

OBJECT_HEADER_NAME_INFO

1 Name Info

Directory

VARIABLE PART £

Name

HENNEN

Ref Count

FIXED PART

OBJECT_HEADER

BODY

OBJECT

—

Name Info

—

OBJECT_DIRECTORY

HashBuckets

o

O<<«0<«0

0

0




NEGHTS uint8 t CTokenExt::

;
1

Object Type uint8 t byte 2nd _addr = obj _hdr_addr >> 8;

return type index ® m_ob_ header cookie * byte 2nd addr;

(size t type index, size t obj_ hdr_addr)

¥
OBJECT ObHeaderCookie ObTypelndexTable
VARIABLE PART :
FIXED PART +0x18 H Typelndex F XOR
OBJECT_HEADER

BIECT_TYPE

OBJECT_TYPE_INITIALIZER

+0x40 H Typelnfo E

Procedure |
Pointers

11 1.1

BODY




y (kd> *dk pses)

Bxfffredf188c78040 4 62{1e, 1c) System [PP PsProtectedSignerTchb] Integrity Lewvel System(4)
BxFFrredfg1B82Fr6a84n 268 61(38, 68) SM55 .exe [PPL PsPrutectedSignerTch] Integrity Level System{i)
Bxffffedd1badfensno 348 61(38, 08) CSKFSS5.eXe [PPL PsProtectedSignerTch] Integrity Lewel System{4)
Bxffffedd108cfaa8A 412 61(38, B8) wininit.exe [PPL PsProtectedSignerTch] Integrity Lewel System{4)
Bxffffedd108cie BB 428 61(38, ©8) CSKFSS5.eXe [PPL PsProtectedSignerTch] Integrity Lewel System{4)
BxFFFredd188c91080 456 88{80, 88) winlogon.exe Integrity Level System(4) ¢
Bxfffredf1dad2dogn £208 61(38, 68) services.exe [PPL PsProtectedSignerTchb] Integrity Lewel System(u)/
Bxffffefd1BaB38480 528 B8@(aa, 8a8) lsass.exe Integrity Level System(4)
BxffffedfipaBdfoso o6 @A(ea, 68) suchost.exe Integrity Level System(4)
BxfFffe0oddoaiiesso 640 DO(0O, 00) suchost.exe Integrity Level System(4)
OxFFFFed010a99b 680 768 0000, 00) dum_exe k Integrity Level System{4)
Bxffffefd1Ba%e5080 836 B80(88, 88) suchost.exe tO eneXt Integrity Level System(4)
Bxffffefd1Ba?85848 806 B8@(8A, B88) suchost.exe Integrity Level System(4)
BxfFFFedd10aanansn 912 88(88, 08) UBoxService.ex https://github.com/long123king/tokenext Integrity Level System(4)
BxfFffe00d0aisasso 424 pO(00, 00) suchost.exe Integrity Level System(4)
0 ffFFedf10aa93840 Loy 0O(0O, 00) suchost.exe . . . Integrity Level System{4)
BxfFffe0010aadcsyn 608 0O(0O, 00) suchost.exe Integrity Level System(4)
Bz fffredd18abb2840 1112 @a{aa, a4d) suchost.exe A Wlndbg eXtenSIOIl, eXtraCtlng Integrity Level System{4)
8xf ffFe0010a874080 1452 A08( 688, 88) spoolsv.exe tOken I‘EIated contents Integrity Level System(4)
Bxffffefd1BaBaB2ch 1488 BA({68, 84) suchost.exe Integrity Level System(4)
BxfFffe0010and76co 1588 06(00, 00) suchost.exe Integrity Level System(4)
Bxffffe0010ae31 080 1808 00(00, 00) suchost.exe Integrity Level System(4)
Bxffffreddibafofsa0 1988 31(37, 67) MsHMpEng.exe [FPL PsProtectedSignerAntiMalware] Integrity Lewel System{4)
Bxffffeda1B8bB3a6ch 1192 51(38, 68) suchost.exe [PPL PsProtectedSignerWindows] Integrity Lewvel System(4)
BxFFFFedf10b131840 2128 BA(86, 08) sihost.exe Integrity Level Hedium{2)
BxfFFFedf10b134840 2160 BA(86, 08) taskhostu._exe Integrity Level Hedium{2)
OxffFFedl 0b185840 2244 BO(06, 00) ChsIHE.exe Integrity Level Hedium(2)
OxffFFedol0b20as4n 2440 BO(06, 00) userinit.exe Integrity Level Hedium(2)
OxffFFedolob1e 8760 2464 BO(06, 00) explorer .exe Integrity Level Hedium(2)
BxFFFFedf10b2494c0 2508 BA(86, 08) RuntimeBroker . Integrity Level Hedium{2)
BxfFFfed@10b1c3680 7808 BA(68, 0A) ShellExperienc Integrity Level Low(1)
BxfFFFedf10b339840 3000 BA(88, 08) SearchlI .exe Integrity Level Low(1)
Bxffffedf10bo27 080 2396 60{@@, 0@) SearchIndexer. Integrity Level System(4)
OxffFFedolob1d1680 3216 BO(06, 00) UBoxTray .exe Integrity Level Hedium(2)
OxffFFedl 0b4d2 680 3256 BO(06, 00) Onebrive .exe Integrity Level Hedium(2)
BxfFFFedf10b214680 4812 Ba(88, 0A) fpplicationFra Integrity Level Hedium{2)
BxfFFFedf10b691680 16864 BA(B6, B6) WWAHost .exe Integrity Level Low(1)
BxfffFeBda18b5538408 516 12{14, 14) audiodg.exe [PP PsProtectedSignerfAuthenticode] Integrity Lewvel System(4)
OxffFFedl 0967a840 3716 BO(06, 00) suchost.exe Integrity Level Hedium(2)
BxfFFfedf10bOF5840 832 pa(ea, @e) UmiPrusE.exe Integrity Level System(4)
Bxffffedfipadsdsch 3704 00{06, B6H) HubTaskHost .ex Integrity Level Low(1) :
Bxffffedf18aan2680 2628 B88({88, 04@) backgroundTask Integrity Level Low(1) ool dissal:
OxFFFFedf108FdBas4D 1372 BA(86, B6) backgroundTask Integrity Level Low(1)

Bxffffefd1Bafchasa 3684 AA{68, 848) taskhostuw.exe Integrity Level System(4)
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Protected Process

RTL_PROTECTED_ACCESS

1
f/ Domination,
Mask,
{ e,
1 2,
{ 4,
{ 8,
{ 8x18,
{ Bx3e,
{ Bx7e,
¥s

Process,
Restrictions
a,
exeeetcite,
exeeefcite,
exeeetcitt,
exeeefc7tt,
Bxeeatcite,
exeeefc7tt,

[1=

Thread,
Restrictions,
e},
exeeete3td},
exeeete3ftd},
exeeete3tt]},
exeeete3ft},
exeeete3tdl},
exeeete3ft},

/{PsProtectedSign
//PsProtectedSign
//PsProtectedSign
/ /PsProtectedSign
/{PsProtectedSign
/ /PsProtectedSign

PspCheckForInvalidAccessByProtection

If the Host should be subject to Target’s Restrictions?

O Kernel Mode Host
O Target Not Protected

O PP Host

O PPL Host, PPL Target
Host Signer Dominates Guest Signer

L. Others

erfntimalware
erlsa
erlWindows

//PsProtectedSignerTch
RESTRICTIONS
0x000fc7fe
PROCESS
0x000fc7ff
0x000fe3fd
THREAD
0x000fe3ff

Subject To Restriction Type
Byaaae0ala
ByBe0eal1oe
ByBeeala0a
ByB0018600
By88111116
By81111118

PASSES

0x00003801

0x00003800

0x00001c02

0x00001c00

ALLOWED ACCESS

PROCESS_SET_LIMITED_INFORMATION
PROCESS_QUERY_LIMITED_INFORMATION
PROCESS_SUSPEND_RESUME
PROCESS_TERMINATE

PROCESS_SET_LIMITED_INFORMATION
PROCESS_QUERY_LIMITED_INFORMATION
PROCESS_SUSPEND_RESUME

THREAD_RESUME
THREAD_QUERY_LIMITED_INFORMATION
THREAD_SET_LIMITED_INFORMATION
THREAD_SUSPEND_RESUME

THREAD_RESUME
THREAD_QUERY_LIMITED_INFORMATION
THREAD_SET_LIMITED_INFORMATION
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Protected Process

static

NTSTATUS

MNtDebughActiveProcess(
__in HANDLE ProcessHandle,
__in HANDLE DebugObjectHandle

)

PEPROCESS target process = nullptr;
NTSTATUS result = ObReferenceObjectByHandleWithTag(ProcessHandle, &target process});
if (INT SUCCESS{result))

return result;

PEPROCESS host_process = PsGetCurrentProcess();

if (host_process == target_process)
return BxCO80BB22;

if (PsInitialSystemProcess == target process)
return 8xC8800822,;

if (PspCheckForInvalidAccessByProtection{PreviousMode, host process->Protection, target process->Protection))
return BxCO800712;

/[”#;j/rﬂv!ﬁgix&‘ ; \
(7NN LN 4 N 2 ', s
477 e "l Y A

www.zeronights.org



)

static
NTSTATUS
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Protected Process

NtCreateUserProcess(

__out
__out
__i n
__i n

PHANDLE ProcessHandle,

PHANDLE ThreadHandle,

ACCESS_MASK ProcessDesiredAccess,

ACCESS_MASK ThreadDesiredAccess,

POBJECT_ATTRIBUTES ProcessObjectAttributes OPTIONAL,
POBJECT_ATTRIBUTES ThreadObjectAttributes OPTIONAL,
ULONG CreateProcessFlags,

ULONG CreateThreadFlags,
PRTL_USER_PROCESS_PARAMETERS ProcessParameters,
PVOID Parameter9,

PNT_PROC_THREAD_ATTRIBUTE_LIST Attributelist

ACCESS_MASK allowed_process_access = ProcessDesiredAccess;
ACCESS_MASK allowed thread access = ThreadDesiredAccess;
PS_PROTECTION protection = ProcessContext.member at 8x20;

if (PspCheckForInvalidAccessByProtection(PreviousMode, host process->Protection, target process->Protection))

{

S/ 1 << 8x19 = 8xB0006, WRITE_OWMER
if (MAXIMUM ALLOWED == ProcessDesiredAccess)

allowed process_access = (((~RtlProtectediccess[protection.Signer].DeniedProcesshccess) & Ox1FFFFF) | ProcessDesiredAccess) & (~(1 << 8x19));

if (MAXIMUM ALLOWED == ThreadDesiredAccess)

¥

allowed_thread_access = ({(~Rt1Protectediccess[protection.Signer].DeniedThreadAccess) & @x1FFFFF) | ThreadDesiredAccess) & (~(1 << 8x19));

//PspInsertProcess(..., allowed_process_access, ...);
//PspInsertThread(..., allowed thread access, ...);

www.zeronights.org
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Sandbox

TOKEN

Token IL SD IL

| (D

SECURITY DESCRIPTOR
: , é Sacl W
| IntegrityLevelSid
l'l

*S- 1-16-0 Integrity Level Untrusted(0) .,"
S-1-16-4096  Integrity Level Low(1) A

S-1-16-8192 Integrity Level Medium(2

S-1-16-12288  Integrity Level High(3)

S-1-16-16384  Integrity Level System(4)
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Another 2 kinds of sandbox

1. Sandbox based on AppContainer and its Capabilities Sid
Windows Apps and IE Enhanced Protected Mode are built upon this kind of sandbox

2. Sandbox based on Trust Level

\Windows\SharedSection [0x61: Trust Label Lite(PPL) PsProtectedSignerTcb(6)]
\KIIOWIIDHS32\* [0x61: Trust Label Lite(PPL) PsProtectedSignerTcb(6)]
\KnownDlls\* [ox61: Trust Label Lite(PPL) PsProtectedSignerTcb(6)]

Token Object of System Process [ox62: Trust Label Protected(PP) PsProtectedSignerTch(6)]

www.zeronights.org
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Browser Sandbox

p RurtimeBroker exe Medium
EMin::n:usn:nﬂEdgECF'.... AppContainer

iexplore exe Medium

MicrosoftEdgeCP ... | AppContainer

iexplore exe Low

» browser_brolcer exe

IE Protected Mode

s chrome exe Medium
Lowy
Untrusted

iexplore exe Medium

iexplore exe AppContainer

IE Enhanced Protected Mode Chrome
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‘ The way a token from broker to render

Internet Explorer 11

www.zeronights.org
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‘ The way a token from broker to render

Edge

www.zeronights.org
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TOKEN

EPROCESS
+0x358 Token
+0x6AAHProtection

+0x658

ETHREAD

Process

Primary Token

mmmmmmmmmmmm

Thread Thread Thread
Impersonating
Process
Primary Token
Thread Thread Thread

ClientSecurity

TOKEN




Symlink?

Fixed in APSB-15-09

MIGHTS

Is there any way to escape sandbox logically?

= (& . B, L™W"); = (& s » LYWA) )
)
suh_1ﬂl,]2921[:((int)& . (int)& , (int)a , A, 8);
‘ (& y & FILE_ATTRIBUTE_REPARSE_POINT )
{
= (& . GEMERIC_READ, 6, 0, OPEM_EXISTING, . 03;
t= (HANDLE}-1 1}
= {& ¥;
= {LPCUWSTR)Y({? = ( (& Yy o+ ) o+ ¥s
{ {unsigned int) = )

sub_188298F8();

sub_188292633();

{

( )
= GetRepasePoint( . ¥;
= (int)uis;
( )
{
sub_18811934({int) , (int) , (int) );
sub_18811934¢( , (int) ., (int)& );:
sub_18811934¢( , (int) ., (int)& );
e
( ¥3



Did you really get your token?

Code after fix ~ You need more elegant way?

hFile = CreateFile(argzv[l], f{ file to open
ENERIC REAT, Ff open for reading
FILE_SHARE EEAD, /f share for reading
. e . NULL, Ff default security
NO, this is my file! OPEN_EXISTING, /f existing file only
FILE ATTRIBUTE NOEMAL, // normal file
NULL; ; £ no attr. template

if (hFile == INVALID HANDLE WALUE)

{
printf ("Could not open file (error %dsn)”, GetlastError());
return;

h

dwRet = GetFinalPathNameBvHandle (hFile, Path, BUFSIZE, VOLUME_NAME NT) ;
if (dwRet < BUFSIZE)
{
_tprintf (TEXT ("“nThe final path iz: %=\n"), Path);
1
elze printf ("“nThe required buffer size iz %d. “n”, dwRet);

ClozeHandle (hFile) ;
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Mitigations about sandbox bypass

Finally fixed in MS15-090

xrefs to RtllsSandboxedToken(x,x)

Cancel Search

Line 1of 3
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‘ How to make use of Windows sandbox?

https://github.com/trailofbits/AppJailLauncher

www.zeronights.org
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Questions?

www.zeronights.org
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