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‘ Industrial switches firmware modification
Who am |
. 'J Digital
Securlty researcher at SECUI'ity

Main interests:
* Low-level design of computer systems
e Undocumented features
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‘ Industrial switches firmware modification

Industrial switches EtherNet/IP

Scanner

Used in industrial Ethernet

Provide communication between:
e PLC

e HMI

 field devices

EtherNet/IP / Modgu

o = _ &) T
S & ‘ <> .,

Modbus RTU Devices  EtherNet / IP Adapters
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‘ Industrial switches firmware modification

Why industrial switches?

Pwned switch as a part of industrial

network is capable of:

* pwning other devices (switches, field
devices...)

e gathering information about
technical process

* interfering with technical process

www.zeronights.org
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‘ Industrial switches firmware modification

Timeline

TIME TO
STITCH UP SOME
SWITCHES 77/

“Switches get stitches” workshop

Eireann Leverett & Matt Erasmus
September 2014, 44CON

“Switches get stitches”

Eireann Leverett
December 2014, 31c3

“Switches get stitches: episode 3”

Eireann Leverett & Colin Cassidy & Robert Lee
August 2015, BlackHat

www.zeronights.org
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‘ Industrial switches firmware modification

Devices covered
Hirschmann RS20

Managed industrial switch

External interfaces:

e USB

V.24 (RJ11) = RS-232
4 x Ethernet (RJ45)

www.zeronights.org
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‘ Industrial switches firmware modification

Devices covered
Phoenix Contact FL SWITCH MM HS

mpHENIX [
EONTACT

FL SWITCH MM HS
’ 28 32 328

Managed industrial switch

External interfaces:
e V.24 (mini DIN) = RS-232
6 x Ethernet (RJ45)

VS§1-Z1-5W1

IP: 120.161.33.24

www.zeronights.org
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‘ Industrial switches firmware modification

Connecting to the switch

RS-232 Ethernet
(- o000 O®
network
Industrial switch
sEthernet
\ 4
/---.'..lm /---.'..1.“
Host (physical access) Host (remote access)
e Console interface e HTTP web interface

* SNMP

/ / AR A T Tt \\
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‘ Industrial switches firmware modification

Console interface

Railswitch Release L2E-88.8.07
(Build date 2014-10-30 14:45)

Svustem Name: RS-3BE995

Mgmt-IP - 10.133.1.200
Base-MAC : 00:80:63:3B:E9:95
Sustem Time: 2014-01-01 01:060:05

User :admin
Password: s=esxsxes=

MOTE: Enter 7’ for Command Help. Command help displayvs all options
that are valid for the 'normal’ command forms of that particular mode.
For a list of valid 'no’ command forms for that mode, enter the help
command ‘'no 7’ . For the syntax of a particular command form, please
consult the documentation.

(Hirschmann Railswitch) >_

www.zeronights.org
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Industrial switches firmware modification

HTTP web interface

= _f Basic Settings

-9

2 Network
-1y Software 0 System
IE' Port Configuration Device Status

@ Power over Ethernet
H Load/Save

Railswitch g e Arm Reason

Alarm Start Time

[£-4¥) Time System Data
Software Version: 08.0.07 o 2ot

‘? Switching Name RS-3BES95

Login admin [+~ @ QoS/Priority
Eag W) Redundancy Location Hirschmann Railzwitch

Password eesssss I=-{2) Diagnostics

. A’ Advanced Contact Hirgchmann Automation and Control GmbH
Language | English @ Help

Bazic Module RS20-0400T1T1SDAEHH HW:1.20
-
Power Supply 1/2 |present / failed

LIptime 1 dayi(s), 19:15:05

Temperature (*C) & |0 37 | T |70

www.zeronights.org
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‘ Industrial switches firmware modification

Simple Network Management Protocol (SNMP)

OSI Application layer
UDP ports: 161, 162 IP header

UDP header

PDU types (commands):
* GetRequest

* SetRequest

* GetNextRequest

* GetBulkRequest

* Response

* Trap

* InformRequest

UL T 7\ AN NN

error-status

errror-index

variable bindings

www.zeronights.org
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‘ Industrial switches firmware modification

Simple Network Management Protocol (SNMP)

« SNMP v1 used on the switches by default

 SNMP v1 uses default login/password which are not
recommended (by vendor) to be changed

e SNMP vl and SNMP v2c don’t use any encryption

www.zeronights.org
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Hirschmann RS20
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Onboard hardware

1. CPU
Digi NET+ARM NS9360B-0-1155

ARM9 32-bit, no internal memory

2. SDRAM
Micron MT48LCEM16A2
16 MB

3. Flash memory
Intel 28F640JD3D75
8 MB

4. Ethernet switch
Marvell 88E6095F-LG01
CPLD

Xy 200 X1
SSNlddl"quV
20086 ¥BIY

0O92CAY
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‘ Industrial switches firmware modification

Download firmware image

Firmware version is 8.0.07
Download from Hirschmann ftp

The zip archive contains firmware image
(~4 Mbytes)

ORI T T IO
|| ldp_dot1.mib 30,568 4394 MIE File
|| ldp_dot3.mib 31,047 4600 MIE File
| | lidp_hm.mib 45,739 5,330 MIE File
|| lldp_med.mib 61,395 271 MIE File
| | lidp_pno.mib 19,712 3,612 MIE File
=| Readme_08.0.07. bt 45 497 13,433 Text Document
=| Readme_RailSwitch.08.0.07 bt 17,749 4455 Teut Document
E rsLZ2E.bin 4141,275 4137816 BIM File
|| usrgrp.mib 27,149 4126 MIE File

Index of ftp://ftp.hirschmann-usa.com/INET-
IndustrialNetworking/Firmware/RS20-30-40
/RS20-30-40 Enhanced/

t Up to higher level directory

Name Size Last Modified

™= HAC_|ssue-List_2015-10-01.pdf ITI5 KB 10/29/2015  1:13:00 PM
B Web_OpenRailL2E_02002.zip 4501KB  8/5/2009  12:00:00 AM
B Web_OpenRailL2E_03002.zip 5450 KB 8/5/2000  12:00:00 AM
= Weh MrenRaill 2F 02107 7in RA00 KR RSBS00 120000 ARA

= Web_OpenRailL2E_08006.zip 6205 KB 81872014 12:00:00 AM
= Web_OpenRailL2E_08007.zip

E Web_OpenRailL2E_02000.zip 42284 KB 4/20/2015  12:00:00 AM

/,'" R A T Lo A \
SN e RS VATA: \
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Firmware image structure

Industrial switches firmware modification

application
firmware
fw.bin

Module 1. Main application

modulel

module2

Module 2. Pack200 archive -> JAR-file -> web

interface applet

header

compressed
body

(zlib/gzip)

www.zeronights.org
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Industrial switches firmware modification
Firmware image structure
Module header
] 9 A B Z D E F 012345678 9ABCDEF
. . 2 53 4F 04 00 00 00 00 00 1F 47| RsNG........... c
0x00 signature hoooooio OO0 31 2A OA|FF EB DD BD|0O 00 00 06 52 53 4F 47| .1%. . ....... RSNG
e 0x04 filetype poo00020 |00 00 52 53 32 4E 47 00 34 34 00 00 00 00 00 00| ..RS2NG.44......
) ] 00000030 |32 30 31 34 2D 31 30 2D 33 30 20 31 24 3a 34 35| 2014-10-30 14:45
* 0x10 Image Ssize 00000040 OO OA 00 00 00 00 00 00 00 00 62 78 62 30 35 32| .......... bxb052
. 00000050 |38 31 00 0000 3F 2F DBJFF EB DD BD|0O 00 00 O1|81...2/.cuuuno...
* 0x14 Image crc32 D0000060 | 00 68 50 00 OO 08 ED 20 00 17 EZ 40 2E 9c c4 F3| .hp.... ...@....
D0000070 |89 A8 ES ©1 30 38 2E 30 2E 30 37 00 02 00 00 00| ....08.0.07.....
hooo000&80 |00 00 00 00 4c 32 45 00 OR 00 00 00 46 49 4F 41| ....L2E..... FINA
e (0x54 eof offset D00000S0 | 4c 00 00 00 0O 00 00 03 00 0O 00 OO0 00 00 00 00| oe oo e e e oo .
) Doooooz0 |00 00 00O 00 OO 00 00 OO0 0O 0O 00 00 00 00 00 00| « .o .
* 0x58 file crc32 hoooooso |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| oo enne...
o oo 00 00 00 00 00 OO0 00 0O 00 00 00 00 00 00| - .o oo oo ...
OxFC header crc32 00 00 00 00 00 0O 00 00 0O 00 00 00 00 00 «uve oo, ..
00 00 00 00 00 OO0 00 00 00 00 00 00 00 00| ... oo oo ...
. . . . 00 00 00 00 00 00 00 00 00 oof[51 26 6B 08 - .. oo oo .... O&. .
No |dent|ty verification |84 /D OB /C 54 D5 BS 7 OE 33 33 CS% 24 .x..}.|T. 33.5
S 24 91 00 S1 4F 00 35 62 DO 93 07 F2 8A .5..0QN.5b.....
2 &8 50 Cc3 4B AD 52 BD 48 2D FD Z2E 2D D1 Z2<.hP.EKE.R.H—-....
[ T P [+ ] A G A5 Ao i 27 A0 A T T =] 72 = [ 2 = TTLT ) ] r
www.zeronights.org
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‘ Industrial switches firmware modification

Firmware image
packing/unpacking

application 1

firmware —
fw.bin (~4 MBytes)

/,. 1 o7 /\M'..,A;NTJ»‘"\'

mod1.bin
(~7 Mbytes)

mod2.bin
(~3 Mbytes)

la

P Hirschmann_fw.py

mod1.bin
(~7 Mbytes)

15

application
firmware
fw.bin (~ 4 Mbytes)

\

mod2.bin
(~3 Mbytes)

www.zeronights.org
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‘ Industrial switches firmware modification

Aren’t firmware modules too big?

Unpacked modules are ~ 10 Mbytes
But the flash memory size is 8 Mbytes

So, there must be some kind of a bootloader...

www.zeronights.org
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‘ Industrial switches firmware modification y

Firmware analysis Ry e pace

bootcode

Booting process... 1000h

application firmware
SDRAM RTOS VxWorks

- 1000000h

FFFFFEFFFh

www.zeronights.org
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‘ Industrial switches firmware modification

Firmware analysis
Operating system

RTOS VxWorks 5.4.2
old version (latest version 7)

* Found sources for 5.5

* Helps identifying libc-routines and some OS-
specific routines

* Usually, VxXWorks images have symbols table in
the end of the image (definitely not in this case)

/'-,1 ST : \
N7 \¥ )\ X ,v't A 5 )
5 1’,.‘ VR dne-. O S VA "

VxWorks®

D

WIND RIVER

N

DCD memalign_

DCB Ox8C ; 7

DCE OxZ2E, Ox64, OxFA
DCD dword_434+0xcC
DCD 0

DCD aName_removed
DCD sub_521FA0

DCBE Ox24 ; %

DCE Oxd4a, Ox5B6, OxAE
DCD dword_434+0xCC
ALTGN Ox10

DCD aName_removed
oCD memchr

DCE OxdC ; L

DCBE OxC9, 0Ox19, OXEE
DCD dword_434+0xCC
DCcD O

DCD aName_removed
DCD memcmp

DCBE Ox90 ; E

DCBE OxAB, Oxa2, OxXFO
DCD dword_434+0xCC
ALIGN &

DCD aName_removed
DCD memcpy

DCE OxBE&

i "NAME_REMOY
"NAME_REMOV
"NAME_REMOY
"NAME_REMOY

VED"

/ED"

/ED"

ED"

www.zeronights.org
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‘ Industrial switches firmware modification

Firmware analysis
Operating system

DEP no
Stack cookies no
SafeSEH no
ASLR no

No security technologies to protect against binary
vulnerabilities exploitation

www.zeronights.org
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‘ Industrial switches firmware modification

Firmware analysis
Operating system

Known vulnerabilities:

CVE-2015-3963 spoof TCP sessions
CVE-2010-2968 brute-force
CVE-2010-2967 obtain access
CVE-2010-2966 obtain access
CVE-2010-2965 RCE
CVE-2008-2476 DoS

/,. P « *""/\M'..A;NT{‘"\' \



oooca0s0 £2 4B 80 30 SUB RS, R1L, #-var_30
000cA084 EL A0 10 05 MOV RL, RS
000cA088 E3 A0 20 01 MOV R2, #1
[ ] [ ] o00cA08C E3 A0 30 02 MoV, R3,

000cA090 E5 9F 03 E4 LDR RO, =aHmagentsnmpcom :
000cA094 E5 0B €O 30 STR R12, [R11,#var_30]
000cA098 E5 8D 80 00 STR R8, ' [P, #0x40+var_40]
000cA0SC E5 8D 60 04 STR R6, [5P,#0xd0+var_3c]
JO00CAOAD EB FF FA F3 BL sub_CBC74
000cA0Ad EO 87 CO 04 ADD R12, R7, R4
000CA0A8 EL A0 10 05 MoV RL,
000CAOAC E3 AD 20 01 MOV R2, #1
000CA0BO E3 A0 30 40 MOV R3, # ;e
ooocAoB4 ES5 9F 03 c4 LDR RO, =aHmagentsnmpc_0 ;
000cA0BS EO 84 40 06 ADD R4, R4,
000cA0BC ES5 8D €O 00 STR R12, [SP,#0x40+var_40]
000cA0CO E0 87 40 04 ADD R4, 'R7, R
000cA0C4 E5 8D 60 04 STR R6, [SP,#0xd0+var_3c]
JO00CAOC8 EB FF FA E9 BL sub. 74
ooocaocc E1 A0 10 05 MoV R1, RS

. . 3 000cA0D0 E3 A0 20 01 MoV R2, #1

. 000cA0DS E3 A0 30 40 MoV R3, # ;e
000CAODS ES5 9F 03 Ad LDR RO, =aHmagentsnmpc_1 ;
Interesting functionality: e R R M. B
JOOOCAQED EB FF FA E3 sub_CB8C7.
000cAOES E2 4B €O 34 e R12, R11, #-var 3¢
000cAOES E1 A0 10 05 MoV R1, [pozE6cE0 TOC_ZE6CE0 T CODE XREF© Cma_Tnit___+4CT]
° 000CACEC E3 A0 20 01 MoV R2, #1 |p02E6CBO E5 94 30 00 LDR R3, [rR4]
000cAOFD E3 A0 30 02 MOV R3, Jpo2e6ce4 E3 53 00 01 cMp R3, #
[000CAOF4 E5 9F 03 8C LDR RO, =aHmagenyi02e6CB8 E5 9F 00 7 LDR RO, =dword_81F514
399cA0Fs £5 &0 <0 00 o= ;ézy[s[gpégﬂfoazgﬁcsc 0a 00 00 15 BEQ Toc_2e6018
: 2 *0x40002E6CCO EBE FF FF CL BL sub_2E6BCC
00CA100 ER EE EA DR = UL CEC74 02E6CC4 EB 00 02 13 BL cmd_usermode
Jp02E6CCE E5 84 50 00 STR RS, [R4]

° po2e6ccc EB 00 OB 01 BL cme_hiddencommandmode__
02E6CDO EB 00 03 7E BL cme_privilegedmode__
jp02E6CD4 EB 00 04 44 BL cmd_wlanmode__
J02E6CDE EE 00 04 7. BL cmd_globalconfigmode
lpo2e6cDC EE 00 07 DO BL cmd_intfconfigmaode
|P02E6CED EE 00 08 54 BL cmd_1ineconfigmode__
boze6ces EB 00 A0 09 BL sub_30ED10

. Jp02E6CEE EL A0 50 00 MoV RS, RO
Jp02E6CEC E5 9F 00 44 LDR RO, =aUsermode ; “userMo
bo2e6cF0 EB 00 00 1E BL cmd_mode_init2__
PO2E6CF4 ES5 9F 30 34 LDR R3, =dword_81F448
lpoze6cFE E7 83 01 05 STR RO, [R3,R5,L5L#2]
lpo2E6CFC EA FF FF E9 E
lp02E6000 ;
. poze6000
02E6DOO 1oc_2E6D00 ; CODE XREF: cmd_init +6017
lp02E6000 EB 00 A0 02 BL sub_30ED10
]p02E6D04 E1 A0 30 05 MoV R3, RS
lpo2e6008
02E6D08 loc_2E6D08 ; CODE XREF: cmd_init +FCL]
N2Cenne £5 92 10 0n 1op rR1, [R3]
UUZZOSF TOC_Z305F H OUDE AREF - U0 23037038 T] R2, =dword_81F448
002463F8 EB OB 46 E6 BL sub_517F98 " TRD RO,LSL#2]
002463FC E5 9F 00 2C LDR RO, =aramdiskvol ; " exit
L] 00246400 EB 0B 47 57 BL sub_518164
00246404 E5 9F 00 2B LDR RO, =aFilesystem 0 ; "filesystem/"
00246408 EB OB EB 3B BL sub_5404F0
0024640C EA FF FF EC B Jloc_2463C4
00246410 e
00246410
SOOOTOE =S OF 00T o o Toc_246410 ; CODE XREF: sub_24637C+547]
0000400C E5 9F 10 34 LDR 34 14 LDR R3, [R11l,#var_414]
00004010 E& 8D 10 10 STMEA 00 0L cMP R3, #1
00001 BB 17 AT B OE 41 SUB RO, R11, #-var_410
00004018 Toc_4018 ; CODE XREF: sub_3F60+E0] 00 02 MOVNE RO, #2
00004018 E3 EO0 00 00 MoV RO, #OXFFFFFFFF FF FO BNE loc_2463€E8
0000401C -
0000401¢ loc_d01c i CODE XREF: sub_3FG0+CCyj 7 4E BL sub_518164
0000401C E2 4B DO 24 SUB sp, R11, #0x24 00 02 MoV RO, #2
00004020 E8 9D 4D FO LDMFD 5P, {R4-R8,R10,R11,5P,PC} FF FF ED B Tloc_2463e8
00004024 ction st (
00004024
00004024 loc_4024 ; CODE XREF: sub_3r60+9Cij
00004024 E3 54 00 00 P R10, #0
00004028 15 A 10 00 STRNE Rl, [R10] A 6C 70 DCD aramdiskvol
0000402C EA FF FF FA B loc_401C
00004030 e .
00004030 FA 6C BC off_246434 DCD aFilesystem 0
00004030 Toc_4030 ; CODE XREF: sub_3F60+301%
00004030 E1 AO 20 01 MOV R2, RL
00004034 E5 9F 00 10 LDR RO, =asAddr02xoutofR ;
00004038 E5 9F 10 08 LDR Rl, =acpldflashreadw :
0000403C EB 12 9C AS BL rintf
00004040 EA FF FF F4 8 oc_4018
00004040 end of funcrion su
00004040

00004040

0 5¢ 5C DC DCD asTimeoutaddr02
of f_4048 DCD acpldflashreadw
of f_404C DCD asaddro2xoutofr

www.zeronights.org
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‘ Industrial switches firmware modification

Modifying firmware

Main requirement for testing:
the injection mustn’t brick the device

Means that the injected code must be executed on-call

Decided to pick up one of command handler:
“logout” was a good place to start...

www.zeronights.org
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Industrial switches firmware modification

Modifying firmware

cmd_logout_handler__ DAT]
ROM
var_4C = —(Oxd4C
var_48 = (x4 B
MOV R12, SP
STMFD sp!, {R4-RE,R
SUB R11, R1Z2, #4
MOV R4, RO
MOV R5, R2
SUB 5P, 5F, #F0OxZH
BL sub_30AC20
MOV RO, R4
BL out_enter
LDR R3, [R4,#0x1F
CMP R3, #2
LDREDQ Rl, =aIncorre
BEQ loc_30966C
BL sub_30EFCO
TR D m Tl Pl

f BN A e
£ |\ <

cmd_Togout_handler__ DATA XREF: cmd_l
ROM:ofT_2E76501
var_4C = —-0xdC
MOV R12, sP
STMFD sp!, {R4-RB,R10-R12,LR,PC]
SUB R11, R12, #4
SUB SP, 5P, #0x28
MO RS, RO
LDR Ro, =0x5007FFC0
Toc_309640 : CODE XREF: cmd_]
LDR R4, [RE]
ADD RO, RGO, #4
SUB RO, R11, #-wvar_4cC
LDR R1, =al08x ; "%08x "
MOV RZ2, R4
BL sprintf
SUB R1, R11, #-wvar_4C
MOV RO, RS
BL out
LDR R4, =0x100
CMP R4, RG
ENE Toc 309640
LDR RO, =(asc_6lER48+0x24) ;
SUB 5P, R11, #0xZ4
LDMFD SP, {R4-RS8,R10,R11,5P,PC}
i End of function cmd_logout_handler__
dword_30967C DCD Ox100 : DATA XREF: cmd
off_309680 DCD ad8x : DATA XREF: cmd
;o "08x "
dword_309684 DCD Ox5007FF00 : DATA XREF: cmd_

www.zeronights.org
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DEMO 01
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‘ Industrial switches firmware modification

Firmware modification scenario

* No authentication required RS-232

_ _ Industrial switch
* Firmware image can be transferred to the

switch via XMODEM protocol or USB
interface

r o 2 2 1 2 % 3\ N\ N\ N
ASEEEEWWRWN

Host (physical access)

www.zeronights.org



‘ Industrial switches firmware modification

Firmware modification scenario

S . Ethernet
e Authentication is required qeecccccce- Setwork
* try default login/password Industrial switch
* try to brute-force f Ethernet
e try to exploit vulnerability \ 4

r e 2 2 1 2 3\ \N\N
r £ 2 2 K 0 5 9 % N N

Host (remote access)

www.zeronights.org
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‘ Industrial switches firmware modification

Firmware modification conclusion

We have a capability to modify the switch firmware:

 Execute code on the switch
* Execute code on the PC client (JVM)

The original firmware can be easily restored by
standard firmware update operation

/; N \

www.zeronights.org
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‘ Industrial switches firmware modification

How can the modified firmware survive
the update process?

So we though of the bootcode! \ / /

™~

www.zeronights.org
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‘ Industrial switches firmware modification

Bootcode extraction

1. Load first 1000h of SRAM
no sign of bootcode

2. Use NVRAM read/write routines
have full dump of the flash memory

www.zeronights.org
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‘ Industrial switches firmware modification

Bootcode structure

bootcode
. small part
Hirschmann RS20 system board P
. bootblock bootcode
Large part
(Huffman
L compressed)
application

firmware bootcode
fw.bin heeader

storage

www.zeronights.org
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‘ Industrial switches firmware modification

CPU memory space

Bootcode analysis )
a bootcode
small part
Small part: 1000h
° Conﬂgure memory application firmware
RTOS VxWorks
* Load up and execute the large part
. bootcode
Large part: large part
e |nitialize CPU hardware - 1000000h
e Configure interrupt model
* Load and execute an application firmware
FFFFFFFFh
o www.zeronights.org
K NORRENZETRNRR 34
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‘ Industrial switches firmware modification

Bootcode modification

Load up the firmware with functionality to rewrite
CPU memory space

the bootcode with the custom one
bootcode
‘ small part \

Flash memory 2
application firmware

bootcode H RTOS VxWorks
application firmware
custom fw.bin ﬁ bootcode

1 large part
storage
www.zeronights.org
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‘ Industrial switches firmware modification

Bootcode modification

Once modified, the bootcode will restore the
injection in the firmware during runtime

Flash memory

bootcode

application firmware
fw.bin ﬁ

‘ storage \

/; N \

CPU memory space

bootcode
small part

application firmware
RTOS VxWorks

bootcode
large part

www.zeronights.org
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‘ Industrial switches firmware modification

Can the bootcode be
legally updated?

1. Found undocumented
functionality to update the
bootcode from console (but it’s
unused)

2. Found the capability to update

the bootcode by network, but it
seems to be not that simple...

/(-., omrmaviomarsem il ] \

=12 Basic Settings

System
Metwork
i 1) Software
E‘ Port Configuration
@ Power over Ethernet
H Load!Save
‘-.',} Restart
:I'j Security
:IC_",) Time
- Switching
F- @ QoSiPriority
J@ Redundancy
]L_:f:l Diagnostics
- Advanced

[ e e |

- Help

iy Software

Version

Stored Version | L2E-08.3.37 2015-05-12 00:00
Running Yersion |LZE-02.0.07 2014-10-30 14:45
Backup Version |<not available on L2E>

tfitp Software Update

Type @Firmwar (:}Bnntl:nde

URL |tftping2.162.1.100proeduct/product.bin

Software Update

File

www.zeronights.org
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‘ Industrial switches firmware modification

Where to get the bootcode image?

RS20 device update archive

[ ] Tidp.mib 4545 13,273 BIB Hle
lldp_dot1.mib 30,568 4334 MIE File : :
jlldE_dntH.mih 31,047 4,600 MIB File RSB device update archive
L] idp_hm.mib 43,739 3,330 umlll%lpﬁilr"reuu T, 357 THE7F WD e
L] lldp_med.mib 61,385 57N ™ idgp_dot1.mib 30,568 4394 MIB File
j 'F'{dpj”'j";”ﬂig o EE 1;2;: [ lldp_dot3.mib 31,047 4600 MIE File
St s 3 ldp_hm.mib 45,738 5332 MIB File
ﬁ :"‘EI’_:’IE;RE"Sw't‘h'm'ﬂ'm'm - 1:;;‘:2 - 13‘:‘:; [ lldp_pno.mib 19,711 3,607 MIE File
. — it | —| Readme. bt 15,003 5472 Text Document
L] usrgrp.mib 218 120 ) peadme RSB20.6d 1,814 703 Text Document
rsbL2B.bin 4046922 3,737,780 BINFile |
rsl:JLEE_I::IDDt.img 432 944 472087 Disc Imaﬂl
| | usrgrp.mib 27,149 4122 MIB File

www.zeronights.org
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‘ Industrial switches firmware modification

Where to get the bootcode image?

Self Test

With this dialog you can:

e activate/deactivate the RAM test for a cold start of the device. Deactivating the RAM test shortens the booting time for a cold start of the device.
Default setting: activated.

¢ allow or prevent a restart due to an undefined software or hardware state.
Default setting: activated.

¢ to allow/prohibit a change to the system monitor during the system start.
Default setting: enabled, so that changing to the system monitor during the system start via a V.24 connection 1s possible.

This function works exclusively in combination with a boot code 1n version 09.0.00 or higher. To update the boot code, contact vour sales partner.

Note: If changing to the system monitor 1s prohibited and you forget the password, you are permanently unable to access the device. To have the de

contact your sales partner.

www.zeronights.org



‘ Industrial switches firmware modification

Where to get the bootcode image?

Ticket Description
Issue Type: Technical Request
Product Category: Industrial Ethernet
Product ltem IE: OpenRail Compact RS
Summary: RS20 bootcode image request
Description: .

Solution

| use Hirschmann RS20 railswit

bootcode of the device to the late

Lear

Thanks for sending the Firmware and mibs file, this is for download free of charge for customising purpose.

The boot code is not available for customers. If you want to install the latest boot code (makes no sense), it should return the unit to
To Return the device use please the link below:

hitp:/fwww beldensolutions.comien/Senvice/Repairsfindex. phtml

Reguest a Return Authorization number (RMA):

Kind regards,

www.zeronights.org
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‘ Industrial switches firmware modification

Bootcode modification conclusion

We have capability to:
* hide in the bootcode
* restore any injections into firmware during boot

Theoretically, it can be restored the original image

/{'-* N u."/\m'.mmr'\' \
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‘ Industrial switches firmware modification

How to survive the bootcode update process?

Let’s try to dig in a bit deeper...

www.zeronights.org
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‘ Industrial switches firmware modification

CPLD flash modification capability

CPLD (Complex Programmable Logic Device) is type of a PLD
(Programmable Logic Device)

Logic is defined via hardware description language (VHDL,
Verilog, ...)

Has a flash configuration memory

www.zeronights.org
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Industrial switches firmware modification

Phoenix Contact
FL SWITCH MM HS

www.zeronights.org
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‘ Industrial switches firmware modification

Onboard hardware FT b3

H
i
|

B 2-MMSHS
= 22400

1. CPU
PMC RM5231A
MIPS IV 32-bit, no internal memory
2. SDRAM
Micron MT48LCEM16A2
16 MB 2x=32MB
3. Flash memory
Intel ?7?7?
NAND
4. Chipset
Galileo GT-64115

I b

VRY

www.zeronights.org
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Industrial switches firmware modification

Firmware image structure

Downloaded from
Phoenix Contact official

Main firmware — ELF executable

/;-* T LA
5 v \ (99 |

application
firmware
fw.bin

\

header

compressed
body
(zlib)

www.zeronights.org
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Industrial switches firmware modification

Firmware image structure

* 0Ox00 signature

e 0x84 header adler32

e 0x88 decompressed adler32

 0x8C decompressed size
e 0x90 compressed adler32
* 0x94 compressed size

No identity verification
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Industrial switches firmware modification
\ VxWorks®
Firmware analysis @

Operating system WIND RIVER

RTOS VxWorks 6.1
old version (latest version 7)

* No protection from binary vulnerabilities
exploitation

www.zeronights.org
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‘ Industrial switches firmware modification

Firmware analysis
Operating system

Known vulnerabilities:

CVE-2015-3963 spoof TCP sessions
CVE-2013-0714 DoS/RCE
CVE-2013-0714 DoS
CVE-2010-2968 brute-force
CVE-2010-2967 obtain access
CVE-2010-2966 obtain access
CVE-2010-2965 RCE
CVE-2008-2476 DoS

/; N \
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‘ Industrial switches firmware modification

Firmware and bootcode modification

Firmware can be modified via:
 RS-232 (XMODEM) console, no auth
« HTTP Web interface, auth required

Bootcode is present on the flash and can also be
rewritten

www.zeronights.org
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‘ Industrial switches firmware modification

Firmware analysis

i The password must be between four and twelve characters long. Please note that the
° Eng| neer passwo rd password is always transmitted via the network in unencrypted format.

Forgotten your password?

Call the Phoenix Contact phone number listed in the Appendix, making sure you have the
device serial number and MAC address to hand.

* No bootcode update mechanism

* Web interface can be reached without any auth
(though, to make changes you will need a
password)

www.zeronights.org
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Industrial switches firmware modification

DEMO 02

www.zeronights.org

52



Eh R s D B
PG, BN Bh el 1B
o SRl A
AR B Y G B e
o O S A &

‘ Industrial switches firmware modification

Conclusion

* Authorization requirements are not enough:
firmware can be illegally updated

* No identity protection of firmware image:
firmware (bootcode, CPLD...) can be modified

* No security technologies to protect against
binary vulnerability exploitation

www.zeronights.org
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Industrial switches firmware modification

Mitigation

Users:
* Do not use default security configurations
* Update firmware to the latest versions

Developers:
* Must pay more attention to the security model
of their products

www.zeronights.org
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Industrial switches firmware modification

Any questions?

www.zeronights.org
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Industrial switches firmware modification

Thank You

www.zeronights.org
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