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0<$<=7<$&1,<%7$%&29*/"++7*$<>+&?012@&

AB012C&D*E"&1,<%7$%&0"9FGH<F*$&0*.9+"&I+&17E6>:&'("&J"+,&K=.H<F*$&<$=&
1.66*9,&L*9&M*.9&N"O&0<9""9&

AB)<+,"97$%&,("&49,&*/&57PH.>,&0*$8"9+<F*$+&O7,(&1">>"9+&

AB0("E7H<>+&D7=7$%&I$&2><7$&17%(,&

ABK$879*$E"$,<>>:&Q"+6*$+7R>"&D*E"&5"+7%$&<$=&Q"E*=">7$%&



0*$,"$,&1"H.97,:&2*>7H:&

Sike!	



7+&<&E"H(<$7+E&,*&="H><9"&H*$,"$,&9"+,97HF*$+&/*9&O"R&9"+*.9H"+&7$&<&
R9*O+"9&

AB=7+<R>"+&$*9E<>>:&"$<R>"=&H<6<R7>7F"+&7$&O"R&6<%"+&

AB(">6+&,*&=","H,&<$=&69"8"$,&S11T&UI&Q"=9"++7$%T&E7V"=WH*$,"$,&<$=&*,("9&
<X<H;+&

0*$,"$,&1"H.97,:&2*>7H:&



D7+,*9:&

ABI$7F<>&69*6*+<>&R:&J9<$=*$&1,"9$"&W&YZZ[&

AB012&>"8">&\&W&N*8&YZ\Y&

AB012&>"8">&Y&W&].>:&YZ\^&

AB012&>"8">&_&O7>>&7$,9*=.H"+&4&`-'&*/&H(<$%"+&



4=*6F*$3&J9*O+"9+&



4=*6F*$3&a"R+7,"+&

`"++&,(<$&0.2%&*/&4>"V<&,*6&\ZZZZZ&.+"&012&*$&><$=7$%&6<%"&

ABE<$:&$*$+"$+7H<>&6*>7H7"+&

ABE<$:&7$8<>7=&6*>7H7"+&

AB/"O&O"R&69*6"9F"+&.+"&$*$H"W+*.9H"b(<+(W+*.9H"&

ABE*+,&.+"&‘unsafe-inline’ <$=&‘unsafe-eval’

AB+*E"&.+"&="69"H<,"=&6*>7H7"+&



{0*$,"$,&1"H.97,:&2*>7H:&

{ 
directive-name

{ { { 

scheme-source host-source keyword-source

Content-Security-Policy: script-src https: example.com 'self'

source-list

<meta http-equiv="Content-Security-Policy" content="script-src https: example.com; 'self'"> 

5">78"9"=&*8"9&D''2&("<="9&

5">78"9"=&*8"9&E",<&,<%&



0*ER7$7$%&+*.9H"&"V69"++7*$+&

script-src ‘self' https: *.example.com

4&UQ`&.9>&7+&+<7=&,*&E<,H(&<&+*.9H"&>7+,&/*9&69*,"H,"=&9"+*.9H"&7/&<,&least	one&+*.9H"&"V69"++7*$&7$&,("&+",&*/&+*.9H"&
"V69"++7*$+&*R,<7$"=&R:&6<9+7$%&,("&+*.9H"&>7+,&E<,H("+&.9>&/*9&69*,"H,"=&9"+*.9H"c&

<script src=‘http://www.site.com’> ! 

served by http://www.site.com!

<script src=‘http://example.com'> ❌ 

<script src=‘http://api.example.com'> ! 

<script src=‘https://google.com’> ! 

<script src=‘http://api.example.com'> ! 

<= 

<script src=‘http://api.site.com’> ❌ 



)<,H(7$%&

script-src https:;
<script src=‘https://a.com'>
<script src=‘https://a.com:8080'>
<script src=‘ws://a.com:80'>❌	

script-src a.com;
<script src=‘https://a.com'>
<script src=‘http://a.com:8080'>
<script src=‘http://a.com'>

script-src a.com/b;
<script src=‘http://a.com/b'>
<script src=‘http://a.com/bbb'>
<script src=‘http://a.com/b/'>

script-src a.com/b/;
<script src=‘https://a.com/b'>
<script src=‘https://a.com/b/a'>
<script src=‘https://a.com/b/'>

❌	
❌	

❌	
❌	

❌	



579"HF8"+&

img-src

font-src

child-src

frame-src

object-src

connect-src

media-src

style-src

script-src

default-src 

source-list 
frame-ancestors

ancestor-source-list 

form-action base-uri

plugin-types

media-type-list 

report-uri

uri-reference 



5"<>7$%&O7,(&;":O*9=+&

script-src * ‘unsafe-eval’;
style-src * ‘unsafe-eval’

script-src * ‘unsafe-inline’;
style-src * ‘unsafe-inline’

Bad 

Bad 

script-src ‘none’;
style-src ‘none’;

   <script src=‘evil.com’></script>
   <body onclick=‘alert(1337)’>
   <script>eval(evilCode);<script>

HTML 
Good 

❌	
❌	
❌	

HTML 

   <script src=‘evil.com’></script>
   <body onclick=‘alert(1337)’>
   <script>eval(evilCode);<script>

HTML 

   <script src=‘evil.com’></script>
   <body onclick=‘alert(1337)’>
   <script>eval(evilCode);<script>

❌	

❌	



!9<$.><9&O(7,">7+F$%&

script-src ‘nonce-123’;
style-src ‘nonce-123’;

<script src=‘evil.com’></script>
<body onclick=‘alert(1337)’>
<script>eval(evilCode);<script>
<script nonce=‘123’>goodCode()<script>

HTML 

U+"&$*$H"&7/&(<8"&,*&(<8"&7$>7$"&+H976,+&*9&+,:>"+c&!**=&/*9&O(7,">7+F$%&=:$<E7H&H*$,"$,c&

script-src ‘sha256-nnn’;
style-src ‘sha256-mmm’;

<script src=‘evil.com’></script>
<body onclick=‘alert(1337)’>
<script>eval(evilCode);<script>
<script>goodCode()<script>

HTML 

U+"&(<+(&?+(<YdeT&+(<W_f^T&+(<Wd\Y@&7/&(<8"&,*&(<8"&7$>7$"&+H976,+&*9&+,:>"+c&!**=&/*9&
O(7,">7+F$%&+,<FH&H*$,"$,c&

❌	
❌	
❌	

❌	
❌	
❌	



012Y&0("<,+("",&

default-src ‘self’ 
‘nonce-123’ ‘sha256-xxx’

style-src ‘self’ 
‘nonce-123’ ‘sha256-xxx’

script-src ‘self’ 
‘nonce-123’ ‘sha256-xxx’

img-src ‘self’

font-src ‘self’

child-src ‘self’

frame-src ‘self’
frame-ancestors ‘self’

form-action ‘self’

base-uri ‘self’

object-src ‘self’

connect-src ‘self’

media-src ‘self’

plugin-types a/b

sandbox

report-uri /csp-report

upgrage-insecure-requests

block-al-mixed-content

Inherit default-src

Inherit child-src

Inherit nonce and hash 

No inheritance 

Ignored in meta

Future directive 

referrer



0*ER7$7$%&+*.9H"&>7+,+&

Content-Security-Policy: script-src *.example.com;
Content-Security-Policy: script-src ‘self’;
Content-Security-Policy: script-src https: report-uri /report;

Content-Security-Policy: script-src *.example.com, script-src ‘self’, 
script-src https: report-uri /report;

a("$&E.>F6>"&6*>7H7"+&<9"&69"+"$,T&,("&9"+*.9H"&E.+,&E<,H(&all&*/&,("E&

0*ER7$"&E.>F6>"&("<="9+&7$,*&*$"&R:&H*EE<W+"6<9<,"=&&

==



0*ER7$7$%&+*.9H"&>7+,+&

Content-Security-Policy: ‘none’; report-uri /report;

Content-Security-Policy: script-src *.example.com, script-src ‘self’, 
script-src https: report-uri /report;

)<,H(&<>>T&9"E"ER"9g&=*&$*,&/*9%",&<R*.,&9"6*9F$%&H*$,"V,&

!= 

== 

Content-Security-Policy: script-src *.example.com, script-src ‘self’, 
script-src https: report-uri /report;

I/&:*.&7$+,"<=&,9:&,*&H*ER7$"&6*>7H7"+&R:&H*ER7$7$%&+*.9H"&>7+,+&*/&%78"$&=79"HF8"+T&,("&9"+.>F$%&6*>7H:&
O7>>&R"(<8"&=7h"9"$,>:&

Content-Security-Policy: script-src *.example.com ‘self’ https:; 
report-uri /report;



!9<EE<9&i&1"E<$FH+&

default-src a b c;
script-src d;
style-src d;
img-src d;
font-src d;
child-src d;
connect-src d;
object-src d;

default-src d

frame-src is missing. Are there policies identical? Yes, because: 
frame-src is always derived from child-src, if not explicitly specified 
frame-src => frame-src *

== 



!9<EE<9&i&1"E<$FH+&

script-src 'none'

script-src

==	

default-src 'none'

default-src

==	



5"/<.>,+&7$&+H("E"&<$=&6*9,&
script-src http://example.com:80

==	

==	

script-src http://example.com

script-src example.com Default	port	
 

Default	scheme&j&^cYcY&)<,H(7$%&1*.9H"&KV69"++7*$+&
I/&,("&+*.9H"&"V69"++7*$&=*"+&$*,&(<8"&<&+H("E"T&9",.9$&=*"+&$*,&E<,H(&7/&<$:&*/&,("&/*>>*O7$%&<9"&,9."3&
,("&+H("E"&*/&,("&69*,"H,"=&9"+*.9H"k+&UQ`&7+&<&H<+"&7$+"$+7F8"&E<,H(&/*9&D''2T&<$=&.9>W+H("E"&7+&$*,&<&
H<+"&7$+"$+7F8"&E<,H(&/*9&"7,("9&D''2&*9&D''21&
,("&+H("E"&*/&,("&69*,"H,"=&9"+*.9H"k+&UQ`&7+&$*,&<&H<+"&7$+"$+7F8"&E<,H(&/*9&D''2T&<$=&.9>W+H("E"&7+&$*,&<&
H<+"&7$+"$+7F8"&E<,H(&/*9&,("&+H("E"&*/&,("&69*,"H,"=&9"+*.9H"k+&UQ`c&&
In	non-spec	English,	default	scheme	is	http	

l6& Y\&

G>"&

%*6("9& mZ&

(X6& fZ&

(X6+& ^^_&

O+& fZ&

O<+& ^^_&



)*+,&6"9E7++78"&6*>7H:&

Content-Security-Policy: default-src * ‘unsafe-inline’ ‘unsafe-eval’ 
data: filesystem: blob: 

==	

)7++7$%&0*$,"$,W1"H.97,:&=*"+$k,&,*.H(&<$:&O"R&6<%"&H<6<R7>7F"+&

Content-Security-Policy:

==	



)*+,&9"+,97HF8"&6*>7H:&

Content-Security-Policy: default-src; frame-ancestors ‘none’; form-action 
‘none’; sandbox



012&(*+,W+*.9H"&
connect-src ‘self' https:;

XMLHttpRequest	to http://example.com	❌		

served by https://example.com 

XMLHttpRequest	to https://example.com:8080	❌		

XMLHttpRequest	to https://example.com	!		

WebSocket	to ws://example.com:80	❌		

WebSocket	to wss://example.com	❌		

XMLHttpRequest	to https://example.com:443	!		



012&KV<E6>"+&
default-src 'self' ;
script-src 'unsafe-inline' 'unsafe-eval' 'self' * ;
style-src 'unsafe-inline' 'self' * ;
frame-src 'self' * ;
object-src 'self' * ;
img-src 'self' data: * ;
media-src 'self' * ;
font-src 'self' * ;
connect-src 'self' * 

J<=3&default-src * ‘unsafe-inline’ + 
‘unsafe-eval’+ <>>*O+ data: /*9&7E<%"&



012&KV<E6>"+&



012&KV<E6>"+&



012&KV<E6>"+&



012&KV<E6>"+&



012&KV<E6>"+&



a*9+,&6*>7H:&"8"9g&

012&KV<E6>"+&

allow 'self'; frame-ancestors 'self'

"The 'allow' directive 
has been replaced with 
'default-src'. Please 
use that directive 
instead, as 'allow' 
has no effect."
 
57=$n,&E<;"&7$,*&012&>"8">&\c&

"Unrecognized 
Content-Security-
Policy directive 
'frame-ancestors'."
 
 
I$,9*=.H"=&R:&012&>"8">&YT&
9"6><H"+&frame-src



J9*O+"9&D<$=>7$%&*/&J<=&2*>7H7"+&

The	value	for	Content	Security	
Policy	directive	'script-src'	
contains	an	invalid	character:	
'http://google.com/Ã£'.	Non-
whitespace	characters	outside	ASCII	
0x21-0x7E	must	be	percent-encoded,	
as	described	in	RFC	3986,	section	
2.1:	
http://tools.ietf.org/html/
rfc3986#section-2.1.	

Content	Security	Policy:	Couldn't	
parse	invalid	source	
http://google.com/Ð°	

script-src ‘self’ foo.com/\U0001F4A9

Content	Security	Policy:	The	page's	
settings	blocked	the	loading	of	a	
resource	at	self	("script-src	
'none'").	

2<9+7$%&"99*9&+;76+&,("&O(*>"&
=79"HF8"&

2<9+7$%&"99*9&+;76+&*$>:&R<=&+*.9H"&
+*.9H"&"V69"++7*$&



1*E"&*/&1"H.97,:&J.%+&

script-src *.x.y

Chromium bug 534542 - *.x.y must match host that ends with .x.y, but not x.y 

script-src *

Chromium bug 534570 - wildcard (*) should not match data:, filesystem:, blob: 

<script src=‘//x.y/file’>

<script src=‘data:applicication/
javascript, alert(1337)’>



012&Q"6*9F$%&

AB+"$=+&9"6*9,&,*&"8"9:&9"6*9,&UQ`&

ABE.>F6>"&6*>7H7"+&=*&$*,&+(<9"&9"6*9F$%&H*$,"V,T&E"<$7$%&"8"9:&6*>7H:&87*><F*$&O7>>&R"&
9"6*9,"=&,*&7,k+&report-uri

ABI/&,("&*97%7$&*/&9"6*9,&UQ`&7+&,("&+<E"&<+&,("&*97%7$&*/&,("&69*,"H,"=&9"+*.9H"T&H**;7"+&
O7>>&R"&+"$,&,**&?"VH"6,&L79"/*V@&

AB,("9"&<9"&<+&E<$:&9"6*9,&/*9E<,+&<+&,("9"&<9"&R9*O+"9+T&+*&$*9E<>7o"&

report-uri /csp-report /another-endpoint



012&Q"6*9F$%&
Content-Type: application/csp-report

{"csp-report":{  
"document-uri":"http://example.com",

    "referrer":"",
    "violated-directive":"script-src 'self'",
    "effective-directive":"script-src",
    "original-policy":"default-src 'none';script-src 'self' ;img-src 'self'; connect-src 
'self';style-src 'self';frame-ancestors 'none';form-action 'self';report-uri /csp-report",
    "blocked-uri":"http://www.evil.com",
     “status-code":200
}}

    Content-Type: application/json
{"csp-report":{   
   "blocked-uri":"http://www.evil.com/animate.js",
   “document-uri”:”http://example.com“,
   "original-policy":"default-src 'none'; script-src http://example.com; img-srchttp://
example.com; connect-srchttp://example.com; style-src http://example.com; frame-
ancestors 'none'; form-action http://example.com; report-uri http://example.com/csp-report“,
   "referrer":"",
   "violated-directive":"script-srchttp://example.com",
   "user-agent":"Mozilla/5.0 (Macintosh; Intel Mac OS X 10.10; rv:41.0) Gecko/20100101 Firefox/
41.0",
   "level":"info",
   "message":"",
   "timestamp":"2015-10-20T19:54:51.248Z"
}}



Q"6*9,+&0<$&`"<;&5<,<&

ABE<;"&9"6*9,&UQI&p."9:&+,97$%&.$7p."&/*9&+"%E"$,<F*$&<$=&,*&<8*7=&="<>7$%&O7,(&
6*7+*$"=&>*%+c&I,&7+&(<9="9&,*&+6**/ report-uri /csp-report?
id=nonce

AB(<H;"=&+"98"9&O7,(&R7%&<.=7"$H"&E7%(,&R"H*E"&55*1&*9H("+,9<,*9&



K8<>.<,"&R"/*9"&="6>*:7$%&

•  Content-Securty-Policy-Report-Only ("<="9&E*$7,*9+T&9"6*9,+&
R.,&=*"+$k,&"$/*9H"&

AB '9:&$"O&6*>7H:&O7,( Content-Securty-Policy-Report-Only <>*$%&
O7,(&:*.9&H.99"$,&6*>7H:&=">78"9"=&R:&Content-Security-Policy ,*&
H<,H(&69*R>"E+&R"/*9"&7,k+&,**&><,"&

Content-Security-Policy-Report-Only: 
‘self’; report-uri /csp-report



1<>8<F*$&

%"$"9<>&6.96*+"&L-11&]<8<&>7R9<9:&+.66*9,+3&

ABO<9$7$%+&<$=&+:$,<V&"99*9+&O7,(&6*+7F*$&7$/*&

AB6*>7H:&*6FE7+<F*$&

ABE"9%7$%&.+7$%&.$7*$&*9&7$,"9+"HF*$&+,9<,"%:<$+O"97$%&p."+F*$+&>7;"&allowsConnectTo, 
allowsScriptFromSource, allowsStyleWithHash, allowsChildFromSourceT&",H&

7+&.+"=&7$&69*=.HF*$&

,("&*$>:&012&7E6>"E"$,<F*$&*.,+7="&*/&,("&R9*O+"9&

%",&7,&/9*E3&

AB(X6+3bb%7,(.RcH*Eb+(<6"+"H.97,:b+<>8<F*$&

AB)<8"$&0"$,9<>&



)"9%7$%&012&6*>7H7"+&

ABUnionT&O(7H(&7+&.+"/.>&O("$&H9<l7$%&<&6*>7H:T&+,<9F$%&
O7,(&<&9"+,97HF8"&6*>7H:&<$=&<>>*O7$%&"<H(&9"+*.9H"&
,(<,&7+&$""="=c&

default-src a b

!
default-src b c

== 

default-src a b c



)"9%7$%&012&6*>7H7"+&

AB Intersec-on&H*ER7$"+&6*>7H7"+&7$&+.H(&<&O<:&,(<,&,("&
9"+.>,&O7>>&R"(<8"&+7E7><9&,*&(*O&R9*O+"9+&"$/*9H"&
"<H(&6*>7H:&7$=787=.<>>:c&

default-src a b

"
default-src; script-src *; style-src c

== 

default-src; script-src a b 



(X6+3bbH+68<>7=<,*9c*9%&



(X6+3bbH+68<>7=<,*9c*9%&



(X6+3bbH+68<>7=<,*9c*9%&



(X6+3bbH+68<>7=<,*9c*9%&

ABKV6*+"+&<&+.R+",&*/&1<>8<F*$&/"<,.9"+&

AB8<>7=<,"+T&7$+6"H,+T&E"9%"+&

AB,9:&9<$=*E&6*>7H:&R.X*$+&

ABH*E6<9"&9<O&6*>7H:&+"98"=&R:&O"R&+7,"&O7,(&*6FE7+"=&*$"&&

AB+(<9"&6*>7H7"+&&

AB(X6+3bbH+68<>7=<,*9c*9%bq.9>r(X6+3bbOOOc,O7X"9cH*Eb&&

AB(X6+3bbH+68<>7=<,*9c*9%bq("<="9s<>."tdJtd5r+H976,W+9Hu"V<E6>"cH*Ei("<="9s<>."tdJ
td5ri+,9<,"%:r.$7*$&

ABa"R&<66&,<;"+&<=8<$,<%"&*/&R9*O+"9&+"H.97,:&/"<,.9"+&>7;"&D2v2T&D1'1T&012T&+"H.97,:&("<="9+&



D*O&=*"+&%**=&012&6*>7H:&>**;&>7;"g&

default-src ;
script-src 'self' https://www.google-analytics.com 
https://code.jquery.com https://
maxcdn.bootstrapcdn.com ;
img-src 'self' https://www.google-analytics.com ;
font-src 'self' https://fonts.gstatic.com https://
bootswatch.com ;
connect-src 'self' ;
style-src 'self' https://bootswatch.com https://
fonts.googleapis.com ;
frame-ancestors 'none' ;
form-action 'self' ;
report-uri https://cspvalidator.org/csp-report



0*$,97R.F$%&,*&012&

a(7>"&="8">*67$%&1<>8<F*$&

ABw\Z&R.%+&9"6*9,"=&<%<7$+,&,("&012&+6"H7GH<F*$&

ABw\Z&R.%+&9"6*9,"=&<%<7$+,&0(9*E7.E&012&7E6>"E"$,<F*$&

U+"&1<>8<F*$x&

2<9FH76<,"x&a"&(<8"$k,&>**;"=&<,&*,("9&R9*O+"9+&



U+"/.>&+,.h&

¥  https://github.com/w3c/webappsec-csp/issues 

¥  https://oreoshake.github.io/csp/twitter/2014/07/25/twitters-csp-report-collector-
design.html 

¥  https://github.com/yahoo/csptester 

¥  https://github.com/slightlyoff/CriSP 
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