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WHOAMI?

ÅSecurity researcher at HeadLightSecurity

ÅòAttacking MongoDBó at ZeroNights2012

ÅòDatabase honeypot by designó at DefconRussia

ÅWorked at Positive Technologies since 2012 to 2015

ÅòHacking routers as Web Hackeró at DefconMoscow

ÅMember of DC7499



Modems, routers, mobile routers, phones, etc

WHAT IS 4G IN 2015?



WHAT IS YOTA?

Most used YOTA devices:

YotaLua(simple usbmodem)

YotaSwift (modem + wifirouter)

YotaMany (mobile router)



Yotaweb interface:

WHAT IS YOTA?



Yotasoftware:

WHAT IS YOTA?



ÅYotapersonal cabinet (XSS, CSRF, Info Leakage)

ÅYotaMany (Sensitive Info Leakage, RCE)

ÅYotaSwift (RCE)

ÅYotaAccess (Sensitive Info Leakage, RCE)

WHAT CAN WE ATTACK?
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Even 1 XSS can compromise all your data

YOTA SERVICES



Even 1 XSS can compromise all your data

ébut I found 2 of them ;)

YOTA SERVICES



òXSS is boring, it canõt see my passwordó

Donõt be so sure, if you save your passwords in FF

YOTA SERVICES



Just another CSRF with password change

ThnxYotasupport with this bug ;)

YOTA SERVICES



Get userõs balance by VK id ;)

...and other small bugs with info leakage, but you want smthmore cool, isnõt it?

YOTA SERVICES


