Ba3oBble npuemsl UMGPPOBON KOHTpAaLENLNN
N TUTNEHBI JINYHbIX AAaHHbIX

www.zeronights.org




BeegeHune

* VIHTEepHeT 3a/lyMbIBaU/ICS KaK IoBEpeHHas cpeaa
AA KBa]'II/IC*)I/ILI,I/IpOBaHHbIX N OTBETCTBEHHbIX NO/Ib30BaTeNnen: BOEHHbIX, YYEHbIX, YHUBEPCUTETOB

e CHWXeHMe nopora BXOXaeHus
yaelleBneHne AocTyna B MHTEPHET, AeLleBble KOMMNbITEPbI 1 CMAPTHOHbI

e [1pOHMKHOBEHNE B BO/MBLLUNHCTBO CAdhep XN3HM CO BCEMU NOCAEACTBUSAMM
KOMMepLUMs, 6aHKK, rocyAapCTBEHHbIE YC/YTX, COLNasIbHbIE CETU

www.zeronights.org
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XanartHoe OTHOLLUEeHMe K NpuBaTHOCTHK

* J106p0OBOJIbLHOE PaCKPbITUE NOAPOOHOCTEN YACTHOW XNU3HU
coCcTaB CeMbM N B1N3KME, TeOMETKN C AOMALLUHUM afpecoMm, MHTepPEeChl, X066u

e O6WeaoCcTynHble 6a3bl MHOpPMaLK
MO3BOMSAIOT HANTWN NOJTHYIO MHAPOPMALIMIO O JINYHOCTU, UMESI MasTyH0 YacTb AaHHbIX

www.zeronights.org




3abnyxaeHus

* MHe Heuero cKpbiBaTb
[Touemy HeBepHO?

* YrpoXaeT He TO/IbKO BaM, HO U OKpPY>XatoLmm
YTOGbl NPOUNTATL Bally NEepPenuncky, AoOCTaTOYHO B3/1I0MaTh KOro-TO, KTO C BaMu 06L1aeTcs

www.zeronights.org
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XanartHoe OTHOLLUEeHMe K NpuBaTHOCTHK

«HanBHOCTb XepTB onpegenseTcs
cneynasibHbIM CKPUNTOM»:
3/10yMbILWW/IEHHUK paccKasas O
3apaboTKe COTeH ThicAY pyonen
Ha «yroHe» aiicpoHoB

11 HoAOpA HWXeropoAckWil nporpaMmiucT ApTém Kynukos coobumn
0 MOLUEHHUWKAX, KOTOpble 0BMaHOM 3acTaBNAKT NoMb30BaTENed
CETH BBECTW Ha aldoHe uyxMe aaHHsle iICloud, yaanéHHo
BnokupyrT cMapTgoH 1 3aTem TpedyioT 1IeHbIU 3a ero
pas3bnokupoeky. Banomaswunii apyra KynMkoBa MOLLIEHHUK
pacckazan TJ o Tom, KaK BeJET CBOW «OU3HeCs.

MporpaMma ULLET HaUBHBIX M0Jeid. HaMBHOCTL onpegenseTca no
HA/IMYMIO Ha CTPaHWLE PENOCTOB PA3/MUHBIX PO3bIrpbilLei 1
3anucei, creHepupoBaHHbIX NpUNoXeHuAMn «BKoHTakTes.

3NOYMEILWNeHHWK

AMepUKaHCKUN YNHOBHUK
norparun yetTbipe roga un 35
TbiCAY AO01/1apPOB, UTOObI HAUTH
aHOHMMHOTIO aBTOpa O6MAHOro
KOMMeHTapus

[NaBa OKPYXHOro COBETa M3 HeDONLLOro aMepPUKAHCKOro ropoKa
®punopT, n3bupasce Ha 31oT nocT B 2011 roay, Gb1n ockopbnéx
aHOHWMHbIM KOMMEHTapUeM B CBOM afIpec Ha caiTe MecTHOM
raserbl M peLwn HalTi obuaunka. B TeyeHne NoYTH YETLIPEX NET OH
noTpaTtun 35 ThiCAY AONNAPOB M BCE-TAKKW Y3Han, KTo ockopbun ero,
HO OKAa3asICA He Y0BNETBOPEH pe3ynsTatoM. Ero uctopuio
pacckasano n3gaHue The Verge.

www.zeronights.org



‘ XanartHoe OTHOLLUEeHMe K NpuBaTHOCTHK

B
'; AHHa 3HamMeHCKan
“ur'-.._f 20 ceHTADPA - OTPEOAKTUPOBAHD - &

Bbl €L HE CNbILWANA NPOo 3KWH "TIpecTynHaa rpynnupoBka #0unaiy?
CerogHAa - BTOpanA cepua!

MecAl Ha3ag HeM3BECTHLIE NMLA NOMYYUIN MOK CUMKapPTY B "BunaiHe”
be3 fokyMeHTOB. MbITANUCE BCKPLITh AHAEKC. KoLeneK, XakHynm sce
MOYThl, NPULLNOCE NOMEHATL BCe DaHKOBCKWE KapTsl (Bbl npeacTasnaeTe,
YTO 3TO Takoe??)

KomnaHua Akobbl NnpoBena paccnefoBaHWe W 3aABUNa, 4TO "HapylleHusA
YCTpaHeHbl, BAHOBHLIE NPUBNEYEHbI U 3TO HUKOIOA HE NOBTOPUTCA". MHe
faoke 3ayncnunik 2000 pylneid Ha c4éT B KayecTse KoMmneHcauwm (1:))
OgHako..

MNo3as4epa B 18 yacos BeYepa MOA CUMKApPTa CHOBa Dbina BbigaHa
HEW3BECTHbIM nuuam! K cpasy bbinn ykpageHbl AeHbri ¢ HHAEKCA NOo
oaHOopazosoMy napont. MNMpoeeas sedvep cybboTel B othuce BunaiiHa, W
BCMOMHWB BCH) HEHOPMATHUBHYID NEKCHUKY, A 3aMeHWNa CUMKapTY.
HayTpo, Buepa, B 12 yacos gHA MoA cum-kapTa CHOBA Dbina eblgaHa
NOCTOPOHHUM NUUAM B ropofe ExatepuHbypre!!

A cHoBa npuwexana B ohuc brunaiHa 3a HOBOW CUMKOIA.

M ... Yepes 43 muHyThl (1) nocne 3toro moA kapTta Obina BHOBL BblfaHa B
othuce BunaiiHa KoMy-To, TENEpPb YXe B ropode Omcke!!!

www.zeronights.org



Kak obe3onacuTtb cebs

e CounanbHasa rurneHa n BbIobop apysen
HE pacCMaTpmnBardTCAaA B AaHHOM BOPKLLOIMe

www.zeronights.org



O yem BopKLUON?

O HeaonyLeHnm yTedkmn AaHHbIX C TEXHUYECKOWN TOYKU 3PEHUA

* O cpeacTtBax Ana obecneyeHns cCeTeBot 6€30NacHOCTU U
aHOHUMHOCTU KOMMYHUKaLWi

* O TUNUYHbIX OLUMOKaxX MNpu UCrnonb30BaHnK cneLcpeacTs

www.zeronights.org




TpaHCNopPTHbIN K
npuknagHom

CeTeBoM

PU3nNYecKni
N KaHaJ1bHbIWV

' YpoBHM OSI
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‘ KaHa/lbHbIN YPOBEHb

* TpekunHr 6ecnpoBofHbIX ycTponucTB no MAC-agpecy

= _
Smartphone Detection J /I J J J
-ﬂ Bluetooth J J
| '\\ (] i
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CeTeBOM YPOBEHb

* [ly6nnuHbIn IP — 3BOHOK NpoBanaepy, onpeaesieHme
MEeCTOMNO/IOXEHNA C TOUHOCTbLIO A0 ropoaa (0CO6EeHHO aKTyasibHO Ha
MOOWU/IbHMKaX)

* OnacHocTtu IPvV6: no ymon4daHuio BknoyeH Bo Bcex OC,
npuoputeTHee, Yem IPv4, nony4ynTb MOXHO B /1060 MOMEHT, Bbl €0
yXKe UCrnosb3yeTe

* B cepeanHe 2014 ropa, 6 n3 11 poytepoB He 6/10knpoBanm IPv6.

www.zeronights.org




 Router advertisement

SLAAC

DHCPV6
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bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
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--- TTR2:
2 packets transmitted, 2 received,

CeTeBOM YPOBEHb

valdikss@valaptop ~ % ping6 -c2 ff02::1%wlp3s0
PING ffB2::1%wlp3s0(ff02::1) 56 data bytes

from
from
Trom
from
from
from
from
from
from
from
Trom
from
from
from
from
Trom
from
from
from
from
from
from
from
Trom
from

fedd:
fedb:
fedb:
fedb:
fedb:
fedd:
fedb:
fedb:
fedd:
fedb:
fedb:
fedb:
fedb:
fedd:
fedb:
fedb:
fedd:
fedb:
fedd:
fedb:
fedb:
fedd:
fedb:
fedb:
fedb:

: 1%w1p3s0

c223:15FF :febb:240c:

s 7604 35FF : Fedl : ch61:
:96de: 807TT : Tedb: 3aba:
:Seeb:ed8ff:Feld:91d1:
vZ2cBrcaff:fef2:1241:
:9ede; 367T:Feal:Shed:
c 3275127 Fedo: 2abe:
:5al2 437 Fel7:15a4:
r3aboc:laff: fe2d . F202:
1491e:bB6a:2b2a:385¢c:
:6aad: 6dfT:Tedd 9842
rdca:de83:9d93: 3dfF4:
»1849:8a21:3746:2341:
»1438:b840:9330:a3a93:
vAcf i BTch 5793 beld:
s 7adl:ciff:Tedd: cGoo:
ra288:bd4rf: febf:cfch:
V20 297 i Fel6: 2cef:

c22c9:dafrf:
ra288 :bdff:
cAfdc 4424 ;
+1869:chbe:
'b9c3:31561:
:52b7 :c3fT:

fefd:5a49:
feb3:hdg:

cfo:T3d:

b25T :4304:
1ch8:9a27:
Te27:1399:;

12231577 : Febb: 2408c:

ping statistics ---

icmp_seg=1 ttl=64 time=0.028 ms
icmp_seqg=1 tt1=128 time=3.11 ms (DUP!)
icmp_seqg=1 ttl=64 time=3.16 ms (DUP!)
icmp_seqg=1 ttl=64 time=3.18 ms (DUP!)
icmp_seq=1 ttl=64 time=130 ms (DUP!)
icmp_seq=1 ttl=64 time=137 ms (DUP!)
icmp_seq=1 ttl=255 time=137 ms (DUP!)
icmp_seq=1 ttl=255 time=142 ms (DUP!)
icmp_seg=1 ttl=64 time=153 ms (DUP!)
icmp_seq=1 ttl=64 time=153 ms (DUP!)
icmp_seqg=1 ttl=64 time=153 ms (DUP!)
icmp_segq=1 ttl=64 time=157 ms (DUP!)
icmp_seq=1 ttl=64 time=180 ms (DUP!)
icmp_seq=1 ttl=64 time=180 ms (DUP!)
icmp_seq=1 ttl=-64 time=180 ms (DUP!)
icmp_seqg=1 ttl=64 time=200 ms (DUP!)
icmp_seg=1 ttl=64 time=200 ms (DUP!)
icmp_seq=1 ttl=64 time=200 ms (DUP!)
icmp_seq=1 ttl=64 time=203 ms (DUP!)
icmp_seq=1 ttl=64 time=203 ms (DUP!)
icmp_seq=1 ttl=64 time=203 ms (DUP!)
icmp_seqg=1 ttl=64 time=225 ms (DUP!)
icmp_seq=1 ttl=-64 time=358 ms (DUP!)
icmp_seq=1 ttl=64 time=363 ms (DUP!)
icmp_seq=2 ttl=64 time=0.111 ms

+23 duplicates, 0% packet loss, time 1008ms

rtt minsavg/max/mdev = 0.028/155.097/363.778/94,.597 ms

www.zeronights.org



‘ CeTeBOM YPOBEHb

How Tor helped catch the Harvard bomb threat
suspect

A Tor circuit is defined by the nodes that a message traverses and where it
enters and exits, employing a concept called onion routing. While the list of
Tor exit nodes is publicly available, “relays” where connections enter are
known as well. The IP address of the exit node used by the suspect was
included in a header labeled X-Originating-IE’ which is tacked onto emails
sent from GuerillaMail by default, and that IP also would have appeared in
their access logs. On the other hand the address of the entry node, and the
suspect's connection to it, could be observed by Harvard

via metadata analysis of a traffic flow log on their network during the time

in question. It’'s trivial to correlate an IP address with Tor at either end of
the equation.

www.zeronights.org
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\ TpaHCnopTHbIN YPOBEHb

* OcobeHHocTn peanndaunm TCP-cTeka
* TCP Timestamps (onpeaenexHue uptime)

* PasHbin MTU

www.zeronights.org




TpaHCnopTHbIN YPOBEHb

St @ - € & wichvaldikss.org.ru

o

WITCH?
First seen 2015/07/24 18:44:34
Last update 2015/07/24 18:44:34
Total flows 1

Detected 05
HTTP software

FreeBsD 9.X Or newer
Firefox 108.x or newer (ID OS5 mismatch)

MTU 1500

Network link Ethernet or modem

Language English

Distance 11

Sys change 2015/07/24 18:44:34

Uptime 7 days 21 hrs 47 min {(modulo 49 days)
PTR tor-exitel.amity.be

PTR test = Probably server user

Fingerprint and User-Agent mismatch. Either proxy or User-Agent spoofing.
Mo OpenvPN detected.

www.zeronights.org
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[TpuknagHoOn ypoBeHb

CnoHTaHHbIe YTEUKN OaHHbIX HEePE3 MOOW/IbHbIE NMPUNNOXEHNA

YTeukn DNS

PackpbiTne IP npu ncnonb3osaHum Skype, 6paysepos (WebRTC),
NOYTbl, OTKPbITUA OPUCHLIX AOKYMeHTOB 1 PDF

UPnP

www.zeronights.org



‘ [TpuknagHoOn ypoBeHb

Viber, a mobile messenger app that allows users to make phone calls and send text messages and

images for free, also gives up plenty of free user data to anyone who wants to listen.

According to researchers from the University of New Haven (UNH) in Connecticut, US, Viber's app

sends user messages in unencrypted form — including photos, videos, doodles, and location images.

All of that rich data from users is also stored unencrypted on Viber's servers, rather than being

deleted immediately, and is accessible without credentials, just a link, the UNH researchers said.

It's the second cryptographic blunder exposed by UNH researchers in as many weeks — the UNH Cyber
Forensics Research & Education Group disclosed on 13 April 2014 that the WhatsApp messenger app

also gives away user location data in unencrypted form.

Using a Windows PC as a Wi-Fi access point, the UNH team was able to capture data sent by an
Android smartphone with regular traffic sniffing tools, the same approach taken by UNH in their

experiments with WhatsApp.

www.zeronights.org



[MpuKNaaHoW YPOBEHb

Fof

File Edit View Go Capture Analyze Statistics TE|E|‘J|"|IZIF|£ Tools  Internals  Help

@& & m B

Filter: Expression... Clear Appl Save
Mo, Time Source Destination Protocel Length Info
1 0.00000000192.1658.102.20 192.168.102.1 DNS 65 standard query 0x2753 A ya.ru
2 0.00021300192.168.102. 20 192.168.102.1 DNS 65 Standard query 0x9a3e AAMAA va.ru
3 -0.0003800192.168.5.198 192.168.5.1 DNS 65 standard query Oxafa%® A ya.ru
4 0.00553200192.168.5.1 192.168.5.198 DNS

2o e T L IEE QAQaf @M% O

244 standard query response Oxafa9 A 213.180.193.3 A 213.180.204.:

BN KomangHans cTpoka

C:\Users\vboxten>ping ya.ru

NaKkeTaMH [

0 YHCNo
0 o dYucno ¢
oT 2 R
cTHKa Ping anA 213.180.193.3:
eTOB.: OTNpaBneHo = 4, nNonyyYeHo = 4, MOTEpPAHO = &
i noTepb )
ONMZMTENEHOE BpPEMA MPMEMa-Nepefa4l B MC:
MuuumansHoe = 15mcek, MakcvmansHoe = 19 mcex, CpefHes

A\Usersiwhoxten:

www.zeronights.org



«/Llog.txt.2015-84-11:11:17:12
./log.txt.2015-04-11:11:17:13
./log.txt.2015-04-11:11:26:23
./log.txt.2015-04-11:11:26:26
./log.txt.2015-84-11:11:37:45
./log.txt.2015-B4-11:11:38:16
./log.txt.2015-04-11:11:38:19

./log.txt.2015-04-11:11:41:00
./log.txt.2015-84-11:11:54:29
./log.txt.2015-04-11:12:94:10
./log.txt.2015-04-11:12:085:30
./log.txt.2815-04-11:12:85:30
./log.txt.2015-04-11:12:85:31
./log.txt.2015-04-11:12:35:08
./log.txt.2015-04-11:12:35:08
./log.txt.2015-04-11:13:10:17
./log.txt.2015-84-11:13:10:17
./log.txt.2015-04-11:13:13:34
/log.txt.2015-04-11:13:13:34
./log.txt.2015-04-11:13:13:34
./log.txt.2015-04-11:13:13:35

lekcioner
lekcioner
lekcioner
lekcioner
lekcioner
lekcioner
lekcioner
lekcioner
lekcioner
lekcioner
lekcioner
lekcioner
lekcioner
lekcioner
lekcioner
lekcioner
lekcioner
lekcioner
lekcioner
lekcioner

81.23.13.2 65231 192.168.136.136 B5231
81.23.13.2 65231 192.168.136.136 65231
8§1.23.13.2 65231 192.168.136.136 b5231
81.23.13.2 65231 192.168.136.136 65231
81.23.13.2 65231 192.168.136.136 b5231
81.23.13.2 65231 192.168.136.136 b5231
8§1.23.13.2 65231 192.168.136.136 b5231
81.23.13.2 65231 192.168.136.136 b5231
81.23.13.2 65231 192.168.136.136 b5231
81.23.13.2 65231 192.168.136.136 B5231
46.39.229.16 22522 192.168.1.48 22527

81.23.13.2 65231 192.168.136.136 b5231
81.23.13.2 65231 192.168.136.136 65231
46.39.229.16 22522 192.168.1.48 22522

8§1.23.13.2 65231 192.168.136.136 b5231
46.39.229.16 22522 192.168.1.48 22527

81.23.13.2 65231 192.168.136.136 b5231
46.39.229.16 22522 192.168.1.48 22522

81.23.13.2 65231 192.168.136.136 65231
81.23.13.2 65231 192.168.136.136 b5231
81.23.13.2 65231 192.168.136.136 b65231

www.zeronights.org
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[TpuknagHoOn ypoBeHb

Message-Id: <1511f5deeb7-4bff-36b4@webprd-al10.mail.aol.com=>

In-Reply-To: <564DA897.800050 10 NIEG—-

Subject: =?UTF-87Q?Re

MIME-Version: 1.0

Content-Type: multipartfalternative;
boundary="----=_Part_17740_1438786202.1447930167478"

X-MB-Message-Source: WebUI

X-MB-Message-Type: User

X-Mailer: JAS STD

188.162.64.

x-aol-global-disposition: G

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=mx.aol.com;
5=20150623; 1t=1447930168;
bh=bRo9Ws95p069%0DQPhdo@3vijfalliyOmcqN+2 j70m3dY=;
h=From:To:Subject:Message-Id:Date:MIME-Version:Content-Type;
b=R1E518MBqdzXXIaKn1lY/ROga+W6KcqU6owR4cLqdvEhpPelrPIagx5IPWS3EXQIt+

www.zeronights.org
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[TpuknagHoOn ypoBeHb

Demo for: https://github.com/diafvei/webrtc-ips

This demo secretly makes requests to STUN servers that
Your local IP addresses:

e 172.20.32.255
e 10.10.10.45

Your public IP addresses:

e 94.155.
e 95.158.
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BopkLion

* [IpaBunbHaga HacTponka WMdPOBaAHHOIO TYHHENA MO NPOTOKO1IaM
IPsec IKEV1/IKEv2 n OpenVPN

* lcnonb3oBaHue PGP Ha npumepe GnuPG ana coxpaHeHus
CEKPETHOCTN Nepennckn n NoaTBepPXXAEeHNS aBTOpPCTBa HannMcaHHoro

www.zeronights.org




IPsec IKEv2 vs OpenVPN

IPsec IKEv2 OpenVPN

BcTpoeH B 60/MbLUMHCTBO AECKTOMHbIX U Heobxoaumo yctaHoButb OpenVPN.
MobunbHbIX OC (Windows, OS X, i0OS, Android, Pa6otaet Ha Windows, Linux, OS X, Android,
Windows Phone, Blackberry), He Tpebyet 10S.

YCTaHOBKWN CTOPOHHUX MPOorpamMmm

AyTeHTUuKauma no ceptudomnkaram n/mnm EAP  AyteHTudomkauusa no ceptudomukatam u
(Paclunpsiemblin [MpoTokon AyTeHTuukalmn). AOMOSTHUTENLHO MO JIOTUHY U Naposio.
\cnonb3yeT CUCTEMHOE XPaHU/INLLE KITHOYEN.

AIcnonb3yeT CBOW CETEBOW NPOTOKO/, BO3MOXHAa  Vcnonb3yetca nHkancynaumsa B8 TCP nnm UDP

nHkancynauua B UDP no pukcmpoBaHHbIM Ha nbom noprty
nopram
PasznnyHble (noxme) peanusauum [MoYTN HET CTOPOHHUX peanusalnin, paboTtaet

O/ZIVHAKOBO XOPOLLIO Ha Bcex naaTgopmax ¢
HE3HAYNTE/TbHBIMW OT/TMUUSMM

durKCMpoBaHHbIE CTaHAAPTU3MPOBaHHbIe rpynnbl  JTtobbie rpynnsbl DH
DH

BbICTpoe nepenoaknoyeHne npu cMeHe cetu HeT 6bICTpOro nepenoak/itoveHns B TEKYLLEN kil b
(MOBIKE) cTabusibHON Bepcumn



* [IBa noaxoaa c IPsec: ayteHTUdukaums ¢ UCnosib30BaHNEM
ceptudpukaros (RSA, ECDSA) n ayTeHTUUKaLMA NO JIOTUHY U
naponto (EAP-MSCHAPV2)

* https://github.com/ValdikSS/easy-rsa-ipsec — ya00HbIN reHeparTop
ceptudomnkatos ana OpenVPN n IPsec

* Heo6xo0aMMO:

* HacTtpoutb VPN Tak, 4tobbl He 6bI/10 yTeuek yepe3d Wi-Fi xakepa
* HacTtpoutb VPN B pexnme VPN-only

www.zeronights.org


https://github.com/ValdikSS/easy-rsa-ipsec

npWEET

Mpueer, Maww

chywaid, Makc

¥ MeHA npockBa

HY

y TefA ecTb OEHLIW, HA KAPTE 3aHATE?

A0 ETOPHWES

CMOTRA CKONBED

®xoTA Bl 7 T.p. HY:KHO

E Waeane, Bonewwe(

«[ OBOPUTb KPACHbIM>»

[3 He BONpOC, KyAa Knaate?

A yberato yepes 10 MUHYT, TAK YTO HE TOPMO3ZM )

Ha KHEW CMOX?

MOHO

HeMHoro Bonslle 7 CMOXEWR?

Tebe BEpHYTL Ha KapTy? WK eC TOXE HA KMEW, TO NoRgeT?

MHE Be3 pasHULLl, B NPHHUKMNE

Hy 10 OT cuAbl cMory

MHE 9 XBaTHUT

2aiMels?

EBEOHYTE MOXELL NUYHO NOTOM )

9 oK

www.zeronights.org



«[ OBOPUTb KPACHbIM>»

[5:17:42 Pi] ValdikS5: Kopou, vy MeHA 3 YEpanW BCe KapTbl, eCTh TONbKD 00HA KapTa KMBW
[5:17:50 Pi] Pavel Zhovner: A mory NononHATE KMBW € BeEMaHK

[5:17:54 PM] ValdikSS: BOT MHE Ha KMBW HY¥HbI O&HbM

[5:17:56 PiM] Pavel Zhovner: yoooo

[5:17:58 PM] Valdikss: Moxewe? ¥ TebA nprBAIaHo?

[5:18:02 PM] Pavel Zhovner: ykpann?

[5:1812PM] ... a HY-E3 EpacHBIM

[5:18:15 PM] Valdiks5: Hy 7 B OyHEEepe nncan

[5:19:02 PM] ... L — BEGIN PGP SIGMED MESSAGE-----

Hash: SHAZ256

Y MEHA YEPanW OeHera HoYbe, Kowenek, M3 obwarn, Tam Hanwmdkw Beino scero pySnen 300, Ho, 60WH, Bce GaHKOBCKWE KapThl W

BOOMTENbCKOE YOOCTOBEPEHNUE,

Version: GnuPGC v2
Comment: heeps:/fkeybase.iofvaldikss

iIQICBAEBCAACBQIVHQFQAADJEFZXICTviPdyw38F/jkdrEiaBeHI7mpNgpK7delb
3f/4754pFx/cDATSAD53Yck 9BbHp OMYE/LAJP 2VHO a9WCz9WQmowy UDOI5FXE+YB

www.zeronights.org




* [eHepauyunsa ceptudomnkaTos

* [y6nukauma ceptudpmkatoB Ha key server

* [ognuck KNo4Yen NPOBEPEHHbLIX JTHOAEN

* [Nepenayva 3alLIMdPOBaHHbLIX COOOLLEHUN U dhanoB

* [ToANNCb OTKPbITbIX COOOLLIEHW
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[MoaTBepxaeHne OTR

OTR Fingerprint Verification

lam @valdikss.org.ru has sent you
(pavel@zhovner.com) an unknown encryption
fingerprint.

Fingerprint for you: 51820545 008BSE1D 7FE65EFF
54B3F9C2 0C49F9893

Purported fingerprint for iam@valdikss.org.ru:
J608547E EBAB1156 A99B588E CDS932101
7973416E

Accept this fingerprint as verified?

Help Verify Later Accept
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