A Forensic Analysis of
APT Lateral Movement
in Windows Environment

AhnlLab
Junghoon Oh

AhnlLab






ARRRRR AR
IRLERRRRRAN
\\\\\\\\\\ LA

\\\
\\{\ \:\\\\ \\\\ \\\\\ A
.
\

IRRREARNY

W

|
|

T T

T
TR
T
PO T H“““‘HH““““H(’/W"/
i [N i (NN \““‘M“H\“\“““\‘//
| wmh‘mw‘/
it
‘\‘ ‘H‘HH \“\‘H ‘ H HH‘\‘HH\‘/
BNl

‘ (I \‘ |
i TR AER L1 m H“‘

| 1 RS |

e
”
“‘H‘“\\‘\“‘\‘\““‘ (REARRAREN
il
s
\\s‘\

L «\\\\\

T
T
///,’// Sy
TN
/////",'///"H
i1/ 1/

LAY
VALY
it




Introduction

Lateral Movement ?

oy .
/L)\ Accomplishing
Goal of Attack~!!

Lateral Movement

Initial
Breach~!!!
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Introduction

Need for Tracing Lateral Movement

- Detecting
Tracing Lateral Movement Attack~IIl

Finding Root
Cause~!!!

Sole OO « O - |
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Method of Lateral Movement

Active Di

rectory Environment(in Same Domain )

[ewimimikatz 1.0 286 (RC)
g % futhont it icat ion 12 : 0:220243

Package d’authentification = Kerberos
Utilisateur principal : Administrator

Domaine d’awnthentification = NILMTEST
mzul_ W
# Utilisateur : Administrator
* Domaine : NTLMTEST
#* Hazh LM : H8UERUEEHEREARENEREAEHAHNERHEEEREEA
#* Hazh NTLHM : 68198da498ch798c61c66d485a241 A1 F
. o= kerberos
AdmInIStratOI' #* Utilizateur : Adminiztrator
#* Domaine : NTLMTEST.COM
= t‘e'r * Mot de passe @ activedirectory@@
Using cep
1 wdigest
Domaln R #* Utilisateur : Administrator
Administrator = Domaine : NTLMTEST
[) * Mot de passe : activedirectoryB@=
Account P tspky

#* Utilizateur : Adminiztrator
#* Domaine : NTLMTEST
#* Mot de passe : activedirectory@f

—_

Copy Backdoor

Run Backdoor

CNeprvah System
System

Compromised

System sc, at, wmic, reg, psexec,

winrs




Method of Lateral Movement




. aSaSaS—S—————
Method of Lateral Movement

Non-Active Directory Environment

4 A

Stealing Local Administrator’s

DIPWKShstemit Weigessdine kg dii)

Ldlﬁn_hﬁkhaﬂn igmso )

—

Network.8hare Point

| Copy Backdoor >
| Run Backdoor >

Compromised CiNaprarh kystem
WInI‘S

Copyright (C) AhnLab, Inc. All rights reserved.
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Forensic Analysis

Layout of Lateral Movement

Escalation of
Privileges

NetworkShare Pomt

| Copy Backdoor >
Run Backdoor

Attacker Victim System
System

sc, at, wmic, reg,
psexec, winrs

Anti Forensics ]




Forensic Analysis

Program Execution

* Location : Attacker System

* Artifact
v Prefetch

@U" . v Computer » System (C:) » Windows » Prefetch »

Organize « || Qpen Burn Mew folder

Mame WCE EXECUtion ~!!

- Favorites S
B Desktop ‘ ‘ | | WCE.EXE-E9C28FC6.pf

Timeline ] Bookmarks l Search Result ] Application Compatibility Cache l

Control Set | ControlSet001 (Cument) | - | Fiter

Executable File Path Last Modified Time (UTC +09:00) Last Update Time (UTC+03:00) Filesize
v Criwee.exe 2012-03-09 06:43:19 Fri none none

Cain&Abel
Timeline l Bookmarks I Search Result l Application Usage Log l L ExeCUtlon~! !

Accourt | View all | - | Fitter V

User Acoount Mame Type Last Execution Time (LUTC+09...
WIMUSEr {7CSA40EF-ADFB-4BFC-3744-COF 2E0BSFASEF M Cain W ain, exe CTLSESSION 2013-12-11 15:59:10 Wed
VIMLSEr sers Wymuser Whesktop WiCain. Ink CTLSESSION 2013-12-11 15:59:10 Wed




I
Forensic Analysis

Program Execution

Location : Attacker System

Artifact

v" RecentFileCache.bcf

CIOME

b Computer » System (C:) » Windows » AppCompat » Programs

——

for Installing Malware
and
Erasing Event Log
With wevtutil

\

Launching Job Scheduler

_/

Organize * || Open Burn MNew folder
‘¢ Favorites it Mame . Date medified Type
Bl Desktop | AEIMNV_PREVIOUS.xml 12/11/201312:58 ... XML D
& Downloads L | AEINV_WER_{BEF55663-BAD1-440B-92C0... 12/11/201312:58 ... XM
15| Recent Places | RecentFileCache.bcf 12/11/2013 12:58 ...
L 000000015415 00000001 5410 1] o hwindoweshapstem32hat exe
L 000000015456 00000001 B456 1] cwindowshimehnett. exe
L 000000075484 00000007 BASA 1] o mindowshapstemn 324 wevtutl exe
L 00000001 5A00 00000001 BADO 1] cowindawehapstenaagolt exe
L 0000000156812 00000001 5E12 1] o hwindowshapstem3Zhgueny, exe
L 000000015652 00000001 5E52 1] chwwindowshaystem3Zhguzer exe
L 000000015692 00000001 5692 1] o mindowshapstem32h caclz. exe
L 000000015B02 00000001 BED2 1] o hindowshapstern3Zhattrib. exe
L 000000015C14 00000001 5C74 1] cowindowshsystem32hgproces
L 00000001 5C5S 00000007 5C5A 1] o hwwindowshdebughnvidia exe
L 0000000715C96 00000001 5098 1] caindows vepstem s apsteminto, exe

Launching Malware for
J Stealing NTLM Credentials

V' Strings in Memory

0963359048 WCE

0963359168 com)

0963359174 Use -h for help.

0963359152

09633591594 2 CTIVEDIRECTORY S :-NTLMTEST - 00000000000000000000000000000000:B

vl.3beta

(Hindows Credentials Editor) -
096335910812 Rmplia Security — by Hernan Ochoa

0963359254 602C4DT74ARCI4T7004TACLSBBRADSS05E

0963358287 dministrator :NTLMTEST : 00000000000000000000000000000000:&015

0963359347 5DR458CB730Ce1CeeD405R24101F

(o) Z010,2011,20
({hernanfampliasecurity.

<

J Launching WCE~!!
N\




I
Forensic Analysis

Program Execution

* Location : Attacker System
* Artifact : wceaux.dll

v Dropped DLL from wce.exe

* This DLL is injected to LSASS.EXE and used for acquiring/replacing Credentials.

Time | Process [PID | Operation | Path

stan, ..

7= 121165 WICE, BRE 321 CREATE CtDOCUME- 1% orensicWLOC LS~ 1% Tempttwoeaus:, dil
=T = 12166 WICE, BRE 321 DELETE CtDOCUME~ 1 orensicWLOCALS~ 1 Tempiwoeaus, dl
Source Proc... | Target Process | &P | Inj Address

WCE,BHE lsass, exelPI0:GIE) Write ProcesshMemaory (950000

WILE, BHE lsass. exelPI0:GIE) Write ProcesshMemaory (960000

WILE, BHE lsass. exelPI0GIE) Write ProcessMemaory (960815

WCE, BHE lsass. exel(PID:GIE) CreateRemote Thread [x960818

&L PEview — C:WDocuments and Settings#ojhWHIS: SIS HILE_A1

*  Usually Fle iew Go Help
20000 |[#uFH| ===

IMAGE_SECTION_HEADER .reloc fas i Data Description alue

SECTION .text IDDDD1DE9 000217C8  Function Mame RvA 0001 WCEAddNTLMCredentials

SECTION .rdata 000010ED  OOD1FDFC  Function Name RYA - 0002 WCEDelNTLMCredentials

SECTION .data 000010F1 00021092 Function Mame RvA 0003 WCEGetNTLMCredentials

SECTION .wrnp0 000010F4 00032604 Function Mame RvA - 0004 _0212DBDHJKSAHDO183923kjmLKL
SECTION .wrnp1

=- SECTIOM wmp2
IMPORT Hints/Mames & DLL MNarnes
IMAGE_EXPORT_DIRECTORY
EXPORT Address Table
EXPORT Ordinal Table
EXPORT Mame Pointer Table

MPORT Dietony Tabl Malware uses these

IMPORT Marme Table fu nCtionS"‘!!

SECTION .reloc Sl K
Wiewing EXPORT Name Fointer Tahle g




I
Forensic Analysis

Program Execution

* Location : Attacker System

* Artifact : sekurlsa.dll
v DLL used by mimikatz.exe
* This DLL is injected to LSASS.EXE and used for acquiring/replacing Credentials and Password

kad: free,dil kellowaorld, dil
) [LR , | 1000 . ,
kappfree de mimikatz pour Windows, ., kellowoarld de mimikatz pour Windows
f klack dll mimikatz
'ﬁ 1.0,0.0 Q rirnikatz pour Windows
klock de rimikatz pour Windows \J Gentil kiwi

mimnikatz
Al E T
2RKE

Documents and SettingsWiorensicWHlE =18 Wmimikatz_trunkWWin32Wsekurlsa.dll

File Miew Go Help
20000 |Fmd#|[===o
= sekurlsa.dll pFile Data Description Walue
IMAGE_DOS_HEADER 0002795C O00028FFF  Function Name RVA - 0001 addLogonSession
MS-DOS Stub Program 00027960 0002900F  Function Name RYWA 0002 dellogonSession
n H H IMAGE_NT_HEADERS 00027964 0002901F  Function Mame RWA 0003 find_tokens
ThIS DLL IS used b IMAGE_SECTION_HEADER .text 00027963 000280268 Function Mame RWA - 0004 getCredman
IMAGE_SECTION_HEADER .rdata 0002796C 00020035 Function Wame R%A 0005 getCredmanFunctions
IMAGE_SECTION_HEADER .data 00027970 00029044 Function Mame RWA 0006 getDescription
IMAGE_SECTION_HEADER .rsrc 00027974 00022052 Function Mame RYA 0007 getKerberos
IMAGE_SECTION_HEADER .relac 00027978 00029085 Function Mame RVA - 0003 getKerberosFunctions
SECTION text 0002797 ¢ 00029074 Function Mame RWA 0009 getLiveSSP
= SECTION .rdata 00027980 00022085 Function Name RVA  000A getliveSSPFunctions M aIWare u S e S th e S e
IMPORT Address Table 00027954 00029093 Function Mame RVA - 000B getlLocalAccounts
IMAGE_LOAD_CONFIG_DIRECTORY 00027958 000290AA  Function Name RVA - 000C getLogonPasswords -
IMPQRT Directory Table 0002798C  OOOZ90BC  Function Name RVA 000D gelLogonSessions fu n ctl 0 n S~ ! !
IMPORT Mame Table 00027250 000290CD  Function Mame RYA 000 getMSyY
IMPORT Hints/Mames & DLL Names 00027994 00029004 Function Name RVWA - 000F getMSYFunctions
IMAGE_EXPORT_DIRECTORY 000273598 000290E4  Function Name RWA 0010 getSAMFunctions
EXPORT Address Table 0002799C 000290F4  Function Mame RWA 0011 getSECFunctions
00027940 00029104 Function Mame RWA - 0012 getSecrets
EXPORT Ordinal Table 00027944 0002210F  Function Name RVA - 0013 getTsPkg
EXPORT Names 000279A8 00023118 Function Mame RvA 0014 getTsPkgFunctions
SECTION .data o0027sAc 00022124 Function Mame RWA - 0015 getWDigest
SECTION .rsrc 00027980 000239135 Function Mame RVA - 0016 getWDigestFunctions
SECTION .reloc 00027984 00029143 Function Name RVA 0017 incognito
CERTIFICATE Table 0002798 00023153 Function Name RVA 0018 notsupported
00027sEC 000239160 Function Mame RVA 0019 ping
< | ke

Yiewing EXPORT Wame Pointer Table




I
Forensic Analysis

Logon Attempt

Location : Attacker System
Artifact : Security Event Log

v" The event occurs when attempting to logon to another system X ID : 552(evt) or 4648(evtx)
* A logon was attempted using explicit credentials(using ID/PW).

* Information
> Targeted system name
> Process information

@ Process ID, name

@ Normal case : Isass.exe(to Remote), winlogon.exe(to Local), taskhost.exe(to Local), consent.exe(to Local)

@ Suspicious case : Ox4(system), cscript.exe, svchost.exe(to Remote)

v Characteristics of this behavior
* Attempting 10 times logon per second through automation

Subject:

Account

Target S

Attack

Process Intormation:

Metwork

* There is no information whether logon succeeds or not. Automation~I!
& logon was attempted using explicit credentials, Type [Date ¢ [Time |Event [source |cateqary

i\lt Audit Success  Ff13/2013 |415:13PM | 4648 Microsoft-Windows-Security-Auditing  Logon

Security 1D: 5-1-5-21-1992302423-290508237-277687817-1000 | &, auditSuccess  7/13/2013 4:15:13PM | 4648 Microsoft-Windows-Security-Auditing Logon
:EEEEEE Ezm:i:n: ;;nﬂﬁi; ;“'i. Audit Success  7f13/2013 |4:15:13PM | 4648 Microsoft-Windows-Security-Auditing  Logon
Logon ID: Ixd24ee i\l.h Audit Success  Ff13/2013 |4:15:13PM | 4648 Microsoft-Windows-Security-Auditing  Logon
Logon GUID: {00000000-0000-0000-0000-000000000000% i{.\‘ Audit Success  7f13/2013 |4:15:13PM | 4648 Microsoft-Windows-Security-Auditing  Logon
% @, AuditSuccess  7/13/2013 415:13PM | 4648 Microsoft-Windows-Security-Audiing  Logon
- @ pudit Success(F13/2013  4:15:13PM | 4648 Microsoft-Windows-Security-Auditing | Logon
fg;gﬁné&%r?aln. EL?Lnl-lLJtSLSJfJUU—D D0-0000-0000-000000000000} ;\l: Audit Success | 7f13/2013 4:15:13PM | 4648 Microsoft-Windows-Security-Auditing  Logon
rVer: ;“'i. Audit Success  7f13/2013 |4:15:13PM | 4648 Microsoft-Windows-Security-Auditing  Logon
Target Server Mame: mssgl.ntimtest. com i\l.h Audit Success | 7f13/2013 |4:15:13PM | 4648 Microsoft-Windows-Security-Auditing  Logon
Additional Information: mssgl.ntmtest. com @_ AuditSuccess  7/13/2013 4:15:14PM | 4648 Microsoft Windows-Security-Auditing Logon
Process I0: Pl i\l{‘ Audit Success  Ff13/2013 |4:15:14PM | 4648 Microsoft-Windows-Security-Auditing  Logon
Process Mame: i\l.h Audit Success | 7f13/2013 |4:15:14PM | 4648 Microsoft-Windows-Security-Auditing | Logon
nrormaton: Z{L Audit Success  7f13/2013 |4:15:14PM | 4648 Microsoft-Windows-Security-Auditing  Logon
Metwork Address: - @, AuditSuccess  7/13/2013 4 15:14PM | 4648 Microsoft-Windows-Security-Audiing  Logon

Port:




I
Forensic Analysis

NTLM Authentication

* Location : Victim System

» Artifact : Security Event Log
v Network Logon through NTLM authentication X ID : 540(evt) or 4624(evtx)

* Condition
> Logon Type : 3
> Logon Process : NtLmSsp
> Package Name : NTLM V2 X In Case of XP SP3, NTLM

* Information
> New Logon : Account Name, Domain
> Network Information : Workstation Name, IP, Port

An account was successfully logged on.
Subject:
Security ID: 5-1-0-0
Account Name: -
Account Domain:
Logon ID: Ox0
|Iﬁo_gon Type: 3 |
€W Logon:
Security ID: S5-1-5-21-3752613215-1517342238-3900910669-500
Account Name: Administrator
Account Domain: NTLMTEST
Cogon 1D: UX91892
Logon GUID: {00000000-0000-0000-0000-000000000000}
Process Information:
Process ID: 0x0
Process Name: -
Network Information:

Workstation Name: VICTIM
Source Network Address: 192.168.70.102

i Source Port: 62417 .
e Logorn‘ I?’ron:e:s:n : NtLmSsp USIng_ NT_LM
b P Authentication~!!

ited Servires: -
|Package Name (NTLM only): NTLM V2

Rey Length: Wi




I
Forensic Analysis

NTLM Authentication

* Real Case : Finding Lateral Movement
v Online Game Company
v The Security Event Log of Compromised DC(Domain Controller) Server X 3158244 records

v" The filtering result with “Logon Type : 3” keyword(Network Logon) X 176006 records

Security.eviy | X |

{01 1~ A |Filtered: showing 176008 of 315844 event(s) | NT oo
Type Date £ | Time: Ewent Source Category
v Z\\\‘. cE 620 4624 |Microsof do gLogo
Zl\\‘ Audit Success 2{16/2013 7:11:54 AM 4634 Microsoft-Windows-5e Logoff
Z\\ Audit Success 2162013 7111:55 AM 4634 |Microsoft-Windows-5e Logoff
Z\\ Audit Success 2{16/2013 7:12:05 AM 4634 Microsoft-Windows-Se Logoff
ZI\\‘ Audit Success 2162013 Ti12:17 AM 4634 |Microsoft-Windows-5e Logoff
et ' — = ! S t~11
Security.evty X |
S0 1 » A |Filtered: showing 2 of 315844 event(s) | NT o
Type |Date & |T|me |E-.rer1t |Source |Cahegar?
&7{‘ Audit Success 2f19/2013 12:12:27 FM 4624 Microsoft-Windows-5e Logon
Z{“ Audit Success 4624 |Microsoft-Windows-5e

Copyright (C) AhnLab, Inc. All rights reserved.




Forensic Analysis

Copying Backdoor

* Location : Victim System
» Artifact : Security Event Log

v" File share X ID : 5140 (Not default)
* Information
> New Logon : Account Name, Domain
> Network Information : System IP, Network Share Point

'Type |Dahe ¢ |'I'rne [Event |Su|.l::e |Categurr
“Egm Audit Success 12112013 6:26:11 PM 4624 Microsoft-Windows-Se Logon
LN Audit Success 12/11/2013 6:27:29PM | 5140 |Microsoft-Windows-S ;
Y, Audit Success 12/11/2013 6:28:17 PM 4538 Microsoft-Windows-Se Process Creation
g & network share object was accessed. -
[}
T | Subject:
g' Seryrity 10 5-1-5-21-3752613215-1517342238-3900910669-500
Account Mame: Administrator,
Account Domain: NTLMTEST
En-gnn I UxS 1592
Metwork Information:
DEject Type: 192.158.70.102
Source Address: 62417
Source Port: WHCs

Copyright (C) AhnLab, Inc. All rights reserved.



Forensic Analysis

Remote service registration/execution

* Location : Victim System

» Artifact : Security Event Log
V" Service Installation X ID : 4697 (Not Default)
* Information
> Account Name, Domain
> Service Name, Service File Name

4597 |Microsoft-Windows-5¢ Security System Extension
E A service was installed in the system.
9 |Subject:
= SequrityID:  5-1-5-21-3752613215-1517342238-3900310669-500
E’ Account Name: Administrator
Account Domain: NTLMTEST
on 10: Uxoeras
Service Information:
Service Name: testservice
Service File Name: c:\backdoor.exe
Service Type: Ox10
Service Start Type: 2
Service Account: LocalSystem

Copyright (C) AhnLab, Inc. All rights reserved.



Forensic Analysis

Remote service registration/execution

* Location : Victim System

» Artifact : SYSTEM Event Log

V" Service Installation X ID : 7045
* Information
> Service Name
> Service File Name
Changing Service State X ID : 7036
* Information
> Whether backdoor is executed or not

: \S-1-5-21-2313365137-4
(@) Information 7/13/2013 409:53PM 7036 |Service Control Manager | None NJA
[ ) L =
g‘ Service Mame: uytmjkoby
E Service File Mame: %SystemDriveS:
(=]
=3

Service Start Type: 7?2 77
Service Account: LocalSystem

\ 4

Type |Date & |T|me |E~.rent |Sour::e |CatEng'!|l' |L.Iser
® Information 713/2013 4:09:50 PM 7045 Service Control Manager  Mone 15-1-5-21-2313365137-
The uytmjkoby service entered the 77 state.

uopdiasag

Copyright (C) AhnLab, Inc. All rights reserved.



Forensic Analysis

Remote job schedule registration, execution and deletion
* Location : Victim System

* Artifact : Task Scheduler Event Log(since win7)
v Registering Job schedule X ID : 106
* Account Name used to registration
Job Name : Usually “At#” form
v' Starting Job schedule X ID : 200
* The path of file executed for job
v Deleting Job schedule X ID : 141
* Account Name used to registration

Type Date A | Time Ewvent

Saurce Category User

Type Date A | Time Event

Type Date 4 | Time

Event Source Category
11:06:04 PM

141 [Microsoft-Windows-TaskScheduler | Task registration deleted | \SYSTEM

g |User "NT AUTHORITY\System” deleted Task Scheduler task "At1®
(]

Copyright (C) AhnLab, Inc. All rights reserved.



Forensic Analysis

Remote job schedule registration, execution and deletion

Location : Victim System

Artifact : Tasks Folder

v Creating “At#.job” file under “Tasks” folder

. v Computer » Systern (C) » Windows » Tasks

| _ I—

Organize « | ] Open Burn Mew folder

i e Mame Date modified Type

Bl Desktop [ | At 12/11/2013 8:46 PM  File
4. Downloads | SCHEDLGU.TXT 7/14,/2009 2:08 PM Text Docurmnent
v Name File Last Last Entry
Created Wiritten Accessed Modified

IC5) Tasks 2008-01-19 18:41:39 | 2013-07-24 21127132 | 2013-07-24 21:27:32 | 2013-07-24 21:27:32

» Last Vritten
> Last Accessed
» MFT Entry Mdofied

\ 4

Mame

File
Created

Last
Written

Last
Accessed

Entry
Modified

I Tasks

2008-01-19 18:41:39

2013-07-29 11:21:44

2013-07-29 11:21:44 | 2013-07-29 11:21:44




Forensic Analysis

Remote execution with wmic

* Location : Victim System
» Artifact : Security Event Log
v Creating Process X ID : 4688 (Not Default)
* After creating “WmiPrvSE.exe” process, “WmiPrvSE.exe” creates backdoor process.

Type Date / |Time Event Source Category
o
@  Anew process has been created.
2 | Subject:
= Seaurity ID: 5-1-5-18
g‘ Account Name: MSSQLS
Account Domain: NTLMTEST
Logon ID: 0x3e7
Process Information:

MNew Process ID: Oxafc

|New Process Name: C: \Windows\System32\wbem \WmiPrvSE.exe
n Elevanon |ype: TOKENEIEvauon | ypeDerau (1)

Creator Process 1D: 0x2f8

g A new process has been created,
o | Subject:
o Security ID: 5-1-5-20
g' Account Name: MSSQLS
Account Domain: NTLMTEST
Logon ID: Ox3e4
Process Information:

ID: 0x540
New Process Name: C:\backdoor.exe
j : TokenElevationTypeDefault (1)
Creator Process ID: Oxafc

Copyright (C) AhnLab, Inc. All rights reserved.



Forensic Analysis

Remote registry registration

* Location : Victim System
» Artifact : Registry
v' Changing “Last Written Time” of relevant key

Key Properies ¥l Data &
i Tnner ‘(E"f'. [Timeline Ttem
Value Name Yalue Type Value Data .
' Murher of Subk 0 E Viyware Tools REG_SZ "Ci'Werogram FilesWyMwareWMware Tools'|
h p—t
e Hl e [ab yMware User Process REG_SZ “Ci¥erogram FilesWhyMware WMwars Tools'
Mumber of Values 2
4 1 | ¥
HEEY_LOCAL_MACHINEWSOF TWAREWM crosoftéWindows¥WCurrentVersion®Run

key Properties
= SGeneral Inner Key r'l'lmeline Item l
LastiriteTime (GMT+09:00) 2013-12-11 15:32:37 wed | | el e pp—
= Value Name Value Type Value Da
= Properties .
NumI;er oF SLibkevs 2 E YMware Tools REG 57 C:WProgram FilesWyMware W Mware Tools'
Number of 'alue: 2 [ab' ypiyare User Process REG 57 "CWProgram FilesWvMware WMware Tools”
¥
2B ryentry REG_S7 ci¥Wbackdoor.exe I
4| n 3
HEEY _LOCAL_MACHINEWSOFTWAREWicrosoftwWindowsWCurrentWersionWhRun




Forensic Analysis

Remote execution with psexec

* Location : Victim System

» Artifact : Security Event Log
v" File Share X ID : 5140(Not Default)
* Copying backdoor to “SYSTEM32” folder X ADMIN$ share
v Creating Process X ID : 4688 (Not Default)
* After creating “PSEXESVC.EXE” process, “PSEXESVC.EXE” creates backdoor process.

Type

a

5‘? A network share object was accessed.

[a]

T | Subject:

g' i e -1-5-21- 513215-1517342238-3900910669-500
Account Name: Administrator
Account Domain: NTLMTEST
Logon ID: 0x91892

Network tion:

Object Type: 192.168.70.102)
Source Address: 62417
Source Port: WSIADMINS

Type Date /| Time Event Source Category
@?{ Audit Success
& |anew process has been created. g | A new process has been created.
S Subject: 4 | subject:
° Security ID: 5-1-5-18 i3 Security ID: 5-1-5-18
o Account Name: MSSQLS o Account Name: MSSQLS
2 Account Domain: NTLMTEST Account Domain: NTLMTEST
Logon ID: 0x3e7 Logon I_D: Ox3e7
Process Information: Process Information:
New Process ID: Oxba8 ID: Oxb30
New Process Name: C:\Windows \PSEXESVC.EXE Mew Process Name: C:\Windows\System32\backdoor .exe|
“Token Elevaton Type: TokenglevatonTypeDefault (1) 'MI okenEleva efault (1)
Creator Process ID: 0x260 Creator Process ID: Oxba3

Copyright (C) AhnLab, Inc. All rights reserved.



I
Forensic Analysis

Remote execution with psexec

* Location : Victim System

» Artifact : SYSTEM Event Log
v Changing Service State X ID : 7036
= Starting PsExec Service

Type Date £ Time Event Source
G:3%:21PM

The PsExec service entered the 7 state,

uoiduasag

Copyright (C) AhnLab, Inc. All rights reserved.



Forensic Analysis

Remote execution with winrs

* Location : Victim System
» Artifact : Security Event Log
v Creating Process X ID : 4688 (Not Default)

* After Creating “winrshost.exe” process, “winrshost.exe” creates backdoor process through cmd.exe process
The subject of executing backdoor is User Account unlike psexec.

g A new process has been created.

o | Subject:

= Security ID: 5-1-5-18

g' Account Name: MSSQLS
Account Domain: NTLMTEST
Logon ID 0x3e7

ype
Creamr Process ID: szfs

TYDE Type
Q, L) Audit Success
g | A new process has been created. & | Anew process has been created.
o | Subject: ) o |Subject:
g Sequrity I0: S5:1-5:21-3752613215-1517342238-39009 10669-500 = Security ID: S5-1:5-21-3752613215-1517342238-3900910663-500
] Account Name: Administrator o Account Name: Administrator
Account Domain: NTLMTEST 2 Account Domain: NTLMTEST
| g Logon ID: Oxa4486
\Process Information: Process [nformation:
New Process ID: Oxa New Process ID: Oxad4
New Process Name: C: \Wndows\SystemSZ\m‘ld exe New Process Name C: ackduor exe
evanon etault (1) 7 vationTypeDefault (1)
Creator Process ID: 0xa64

Creator Pruces ID: 0xa?4

Copyright (C) AhnLab, Inc. All rights reserved.



Forensic Analysis

Countermeasure for Anti Forensics

* Anti Forensic behavior

v’ After installing backdoor, attacker deletes of “Event Log”, job file and backdoor installation file

wevtutil cl dpplication
wevtutil cl Swstem
wevtutil cl security

del ci#windows#net!.bat

copy cowindowstsystendZnet  exe ciwindowstnet !, exe Ay
del ciwindowsinetl.exe del cwindowsitasks#+. job

*  Countermeasure

705 PDFStreamDumper
1) PerfLogs
303 Program Files
-0 Program Files (x86)
7 0[] ProgramData
5O Python2?
- O[] Recovery
() strawberry
3003 System Volume Information
o0 temp
o 0[] timeline_data_byencases
o ) Users
O%e All users
s O(JI) Defoult
O Default User
OO0 181
1) «splunk
i) .zenmap
]I AppData
O Local
[JIC5) 010 Editor
(% Application Data
5 Apes
[JIC5) Deployment.

05 Google -

007203840

oy

-

LaiDoc ¥4 Transcript 5 picare (=] Report (] consale

@petals D output [ Lock

[] Codepage [ 0/388314

|45 Enseript] QA is “F Filters (55 Conditions 3 Display (] Queries /A, Text styles ) Legend
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Forensic Analysis

Countermeasure for Anti Forensics

* Recovering Deleted Event Records

Back-Tracking~!!

anatln-'-nrk In1;c|rm.atim:|:
Workstation Mame: DCO2

Recorad
Record
Record

Logon Process:
Authentication Package: MTLM
Transited Services: -

Package Mame (WTLM only): NTLM V2
Key Length:

Record
Record
Record




Forensic Analysis

Countermeasure for Anti Forensics

Countermeasure(continue--+)

v Deleting job file

* Job fileis in $MFT with form of resident file due to the file size( < 870 byte ) X Searching within $MFT
*  “MFT Modified Time” of “Tasks” folder is used to find attack time

D:/04 SE AzAAA" A"AvA-A AtABAYA-/04 2013 Av2AAARSASA; A SEAzACAA A AzA
/System Velume Information,/_restore{ACCBF1B1-FOSE-4864-ACF1-9593F9388A97}/RR
/5systern Volume Information/_restore{ACC8F1B1-FOBE-4864-ACF1-9533F9388A57}/RR

date_time MACE scurce sourcetype type desc
2013-01-24 17:27:03 M. LMK Shortcut LMK - Modified
2013-01-24 17:27:03 M_B FILE MNTFS $MFT $FM [M.CB] time
2013-01-24 172703 M_B FILE MTFS $MFT $5I [M..B] time
2013-01-24 17:28:00 M.C. FILE MNTFS $MFT $5I [M.C] time  AWINDOWS, Tasks
2013-01-24 1728107 B FILE MTFS SMFT $FM [MACE] time  WINDOWS,winhlpg4
2013-01-24 17:28:07 ..B FILE MNTFS $MFT $5I [...B] time SWINDOWS /winhlp64
2013-01-24 17:28:29 B FILE MNTFS $MFT $FM [...B] time
2013-01-24 17:28:29 B FILE MNTFS $MFT $5I [...B] time

SRECYCLER/5-1-3-21-3297718615-3020638807-33132277758-13039/DC784~1.PPT

SRECYCLER/5-1-5-21-3297718615-3026638807-3313227778-13039/DC784~1.PPT




Forensic Analysis

Countermeasure for Anti Forensics

Countermeasure(continue--+)

v Deleting malware file
Analyzing file system log($LogFile, $UsnJrnl)

NTFS Log Tracker : https://sites.google.com/site/forensicnote/ntfs-log-tracker

TimeStamp LIS FileMame Full Path{from SMFT) Event

2012-12-25 00:58:55 461968375 nets.bat windows WIMEMnets.bat File_Created

2012-12-2500:53:55 451963455 nets.bat iindows WIME Wnets. bat File_Created, File_Added

2012-12-25 00:58:55 461968536 nets.bat Windows WIME Wnets.bat File_Created, File_Added, Data_Overwritten

2012-12-2500:58:55 461968616 neté.bat Wiwindows WIME Wnets.bat File_Created, Attr_Changed, File_aAdded, Data_Owverwritten

2012-12-25 00:58:55 461968696 nets. cpl windows WIMEMnets. cpl File_Created

2012-12-2500:53:55 451963775 nets. cpl Wiindows WIMEMnets. opl File_Created, File_Added

2012-12-25 00:58:55 461968856 nets. cpl Windows WIMEMnets. opl File_Created, File_Added, Data_Overwritten

2012-12-2500:58:55 461968935 neté. cpl Wiwindows WIME Mnets., cpl File_Created, Attr_Changed, File_aAdded, Data_Owverwritten

2012-12-25 00:58:55 461969016 nets.exe windows WIMEWnets. exe File_Created

2012-12-2500:53:55 451969095 nets.exe iwindows WIME fnets. exe File_Created, File_Added

2012-12-25 00:58:55 461969175 nets. exe iindows WIME Mnets. exe File_Created, File_Added, Data_Overwritten

2012-12-2500:58:55 461969256 neté.exe Wiwindows WIME fnets, exe File_Created, Attr_Changed, File_aAdded, Data_Owverwritten
2012-12-2500:59:07 461969336 netd.bat windows WIME ¥nets. bat File_Created, Attr_Changed, File_aAdded, Data_Owerwritten, File_Closed
2012-12-2500:59:07 461969416 neté. cpl Wiindows WIMEMnets. opl File_Created, Attr_Changed, File_Added, Data_Owerwritten, File_Closed
2012-12-25 00:59:07 4619694596 nets. exe iindows WIME Mnets. exe File_Created, Attr_Changed, File_Added, Data_COverwritten, File_Closed
TimeStamp LIS FileMame Full Path(from SMFT) Event

2012-12-2501:59:12 462450008 nets.bat windowsWdebugnets.bat  File_Closed, File_Deleted

2012-12-2501:59:12 462450088 nets.cpl windowsWdebugnets.cpl  File_Closed, File_Deleted

2012-12-2501:59:12 452450153 nets.exe indows WdebugWhets.exe  File_Closed, File_Deleted



https://sites.google.com/site/forensicnote/ntfs-log-tracker
https://sites.google.com/site/forensicnote/ntfs-log-tracker

I
Forensic Analysis

Countermeasure for Anti Forensics
* Disk Destruction( ex : 3.20 / 6.25 Cyber Attack in South Korea )

Offset o1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 0 :‘~\
00000000000 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRIMCPESPRINCPES |
. 00000000016 S0 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPESPRINCPES
Overwrlted Data 00000000032 50 52 49 4E 43 50 43 53 50 52 49 4E 43 50 45 53 PRINCPEZPRINCPES

00000000048 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPESPRINCPES
00000000064 50 52 49 4E 43 50 43 53 50 52 49 4E 43 50 45 53 PRINCPEZPRINCPES
00000000080 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPESPRINCPES
00000000096 50 52 49 4E 43 50 43 53 50 52 49 4E 43 50 45 53 PRINCPEZPRINCPES
00000000112 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPESPRINCPES
00000000126 50 52 49 4E 43 50 43 53 50 52 49 4E 43 50 45 53 PRINCPEZPRINCPES
00000000144 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPESPRINCPES
00000000160 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53  PRINCPEZPRINCPES

0ffset 01 2 3 4 5 & 7 B 91011 12 13 14 15 0
- 00000000000 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPESPRINCPES
Flle System 00000000016 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPESPRINCPES
00000000032 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPESERINCPES
- 00000000048 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPESPRINCPES
Destructlon 000DDDD00A4 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPESPRINCPES
00000000080 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPESPRINCPES
00000000096 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPESPRINCPES
00000000112 50 52 49 4E 43 50 45 53 S50 52 49 4E 43 50 45 53 PRINCPESPRINCPES
00000000128 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPESPRINCPES
00000000144 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPESPRINCPES
00000000160 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53  PRINCPESPRINCPES

AN

I_>j \

Offset 01 2 3 4 5 8 7 g 9 10 11 12 13 14 15 1]
. 00000000000 50 52 49 4E 43 50 45 53 50 52 49 4FE 43 50 45 53 | PRINCPESPRINCPES
Overwrlted Data 00000000016 S0 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPEZPRINCPES
00000000032 50 52 49 4E 43 50 45 53 50 52 49 4FE 43 50 45 53 | PRINCPESPRINCPES

000000000458 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPEZPRINCPES
0000000006A4 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPESPRINCPES
00000000080 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPEZPRINCPES
00000000096 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPEZPRINCPES
00000000112 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPEZPRINCPES
000000001268 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPEZPRINCPES
00000000144 50 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPESPRINCPES
00000000160 530 52 49 4E 43 50 45 53 50 52 49 4E 43 50 45 53 PRINCPEZPRINCPES <"/




I
Forensic Analysis

Countermeasure for Anti Forensics

* Countermeasure for Disk Destruction
v Recovering VBR by Backup VBT located in end of volume

v Creating New MBR _
Disk
New MBR

Backup VBR
VBR

Backup VBR




Forensic Analysis

Forensic Readiness

* Event Log

v" Remote backup Server

Real-time Backup

The backup server should be excluded in domain.

v Audit policy : Turn on all audits

-
___:_nL, Local Security Pelicy

File Action View Help

«=|»E Xz HE

k3

]

k3

:_?-LI Security Settings

4 Account Policies
4 Local Policies
5 Audit Policy
>[4 User Rights Assignment
- 4 Security Options

Windows Firewall with Advanced Sec

=

| Metwork List Manager Policies
| Public Key Policies

| Software Restriction Policies
| Application Control Policies

Policy

1) Audit account logon events

L) Audit account management
[e) Audit directory service access
1) Audit logon events

o] Audit object access

1) Audit policy change

L] Audit privilege use

[oe] Audit process tracking

5] Audit systern events

Security Setting

Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure

Success, Failure

v wevtutil s1 <LogName> /ms:<Max5izeInBytes:




I
Forensic Analysis

Forensic Readiness

*  $LogFile, $UsnJrnl
v Changing size of log file
* $LogFile : chkdsk /L:<size>(KB)
> Usually 64M X log data is saved for about 3 hours
» One percent of volume size is recommended.

C:Wrchkdsk ~L:1848576

e> (byte) a=<size> (byte) <volume)
> Usually 32M X log data is saved for about 1~2 days
> One percent of volume size is recommended.

C:Wfzutil createjournal m=18073741824 a=187374182 C:



I
Forensic Analysis

Summary
* Attacker System

Behavior Artifact Detail

Copyright (C) AhnLab, Inc. All rights reserved.



Forensic Analysis

Summary
* Victim System

Behavior Artifact Detail

Copyright (C) AhnLab, Inc. All rights reserved.



Forensic Analysis

Summary
* Victim System (continue--)

Behavior Artifact Detail

Copyright (C) AhnLab, Inc. All rights reserved.



Forensic Analysis

Summary
* Victim System (continue--)

Behavior Artifact

ountermeasure tor A orensics

Behavior Response

Response

Copyright (C) AhnLab, Inc. All rights reserved.

Detail

Detail

Detail
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Case Study

Case Study 1 : Defense Contractor in South Korea

Office Network
Not AD Environment

All systems have
same local
administrator ID/PW...

. . : Back
“This system is

compromised.” Tracking
From. Mandiant

Military Research

Institute’s Web Server
[ Watering Hole

Y1
v

Drive by Download




Case Study

Case Study 2 : Online Game Company in South Korea - - Back

Fabricating

Game Office Network Analyzing
AD Environment FTP Log

Can’t find any traces

Using Domain |  Before Formatting
administrator’s

Credentials...

Downloading
Nvidia Driver Installation
Recovering : Program

Del Malicious
eleted Gateway Server { )

Event Records Connected to
| | ‘ OfficeNetwork
) [l |

Using Domain
administrator’s
Credentials...




Case Study

Case Study 3 : 6.25 Cyber Attack in South Korea - : Back

Cable TV Company !

C&C
Server~!!

All systems have
same local
administrator ID/PW...

N 1

(Malware Functions

1. Changing password

2. Lateral Movement via
Network share

3. Disk Destruction

i 1

C
Y.
ootable...

i 1

Recovering Private Line

Destroyed
File System

]/
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Conclusion

* APT Lateral Movement
v" Moving laterally to find targeted server in internal network
v Using windows authentication protocol [X Difficulty of classification
v Necessity of Forensic Analysis X Removing Root cause through tracebacking.

* Forensic Analysis

v Malware Execution
Tracing NTLM Authentication
Countermeasure for Anti Forensics
Forensic Readiness

DN
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Mimikatz : http://blog.gentilkiwi.com/mimikatz
WCE : http://lwww.ampliasecurity.com/researchl/wcefaq.html

3. Authenticated Remote Code Execution Methods in Windows :
http://www.scriptjunkie.us/2013/02/authenticated-remote-code-execution-methods-in-wind
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ows/

4. Mitigating Pass-the-Hash (PtH) Attacks and Other Credential Theft Techniques : http://
www.microsoft.com/en- whnl il x?id=

5. Trust Technologies : : i -us/li —
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