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ᴃּקᾂ ᵖ ἲˉ 
{ŜŎǳǊƛǘȅ ƛǎ ŀ ǇŜƻǇƭŜ ǇǊƻōƭŜƳΧ 

 



ᴃּקᾂ ᵖ ἲˉ 

ᴃּקᾂ ᵖ ἲˉ Ḑ ṧἊ╢ ⅔Ἐ 

Å ⌡Ҳ→ ᴃּקᾂ ᵖ (Windows Registry)  

ᵡ╪ ᴛἵ  ┌ҵ↕ ⇔₅ Ⱡ⁄Ἄ ⇔₅ Ⱡ₮ ╞↔ ᴛ͎₅⇔ ע⁄ ⅝  ♬Ṓᵑ ♇◑ ͙ ─  ̆Ό  

́  ҥ╪ ḽ╪ᾅ (http://support.microsoft.com/kb/256986 )  

Ṩ  ̓♬Ṩ  ᴛ͎╬, Ἄẋᾅ ᾒ , ╞↔ ᴛ͎ע ᾒ , Ợ↔▫ ─ Ӯ ᶛӧ ҿ⁄ ̕⁴  

┌ҵ↕ 3.11, 9x, Me, NT, 2000, XP, 2003, Vista, 2008, 7 ⁄Ἄ Ợ↔ 

 

Å ᴃּקᾂ ᵖ ᴅᾌ ṧἊ╢ ⅔Ἐ 

┌ҵ↕ ᾎᾅ  ṪἍ╥ ὡ ⅝ἵ 

Å ⇔₅ Ⱡ ♬Ṓ, Ợ↔▫ ́♬ ♬Ṓ, ᾎᾅ  ♬Ṓ, ╞↔ ᴛ͎ע ᾒ  ♠, ͐ ♪͐ ᶷἌ Ӯ 

Å ▫ҿ ᾒ  ᶜ(Autoruns) ṪἍ, ῸἛ ӥ ּת 

Å ♇◑ᵰ  Ợ↔ ♠ ṪἍ( ӥӰᾅ , CD-ROM, USB Ӯ) 

Ợ↔▫/ᾎᾅ /♇◑ᵰ  Ợ↔ ♠ ṪἍ Č ʺ♠╬ ᴈᾏ ṪἍ ҍỮ ἐṊ 
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http://support.microsoft.com/kb/256986


ᴃּקᾂ ᵖ ἲˉ 

ᴃּקᾂ ᵖ ṧἊ╢ ᴅᾌ ̒ ♣ 

Å ₠ׇ╩(On-line ) ᴃּקᾂ ᵖ ṧἊ 

Ἓᾎᾅ ⁄Ἄ╥ ᴆּתᾅ ᵙ ṪἍ 

RegEdit(regedit.exe), RegEdt32(regedt32.exe)ŋ   ╬ ʺѫ (http:// support.microsoft.com/kb/141377) 

 

Å ₓ ׇ╩(Off -line ) ᴃּקᾂ ᵖ ṧἊ 

ẋ Ἓᾎᾅ ( ᴈᾏ ṓⱠ ӥג╪ẄϮ ╪Ḉּת)⁄Ἄ╥ ᴆּתᾅ ᵙ ṪἍ 

ᴆּתᾅ ᵙ ╪Ẅ(Hive) ▀╥ ὡ︡╪ ⅝ 

⇔₅ Ⱡ Ḳ♣Ṋ ╪Ẅ ▀╥ ♬  ─ ᵑ Ợ♣⁄ ὢּת 

ᴈᾏ ṪἍ╘ ҍṨṪ ₡ ᾅתᴆּ ╬ג ᵙ ṪἍ╙ ҍỮ╖ᴛ  

 

22 February 2011 forensic-proof.com 

http://support.microsoft.com/kb/141377
http://support.microsoft.com/kb/141377


ᴃּקᾂ ᵖ ἲˉ 

╧ẁ(Hive) ╪╧ב? 
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Å ╧ẁ ╪ 

ᴆּתᾅ ᵙ ♬Ṓᵑ ♇◑ ̆ ▓Ѥ ᶹᵙ♠╬ ▀ 

(Key) ˃ ө╪ бᵙ♠╬ ̯ⱳᴛ ♇◑ 

Ἓᾎᾅ ╥ В⁄Ἄ ╪Ẅ ▀╙ ̕ᵙ 

Å ▀ḙ♠╬ Ḣḹ╖ᴛѤ ♪͐ Ṭʺ 

 

Å ╧ẁ ἢ (Hive Set)  

Ἓᾎᾅ ╥ ᴆּתᾅ ᵙᵑ ̯Ἓ Ѥ ╪Ẅ ▀ ᶜᴜ 

SAM, SECURITY, SYSTEM, SOFTWARE, Default, NTUSER.DAT, Usrclass.dat Ӯ 



ᴃּקᾂ ᵖ ἲˉ 

ᴃּקᾂ ᵖ Ң╧  ᾌ 
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Key 

Value Data Type Data 



ᴃּקᾂ ᵖ ἲˉ 

ᴃּקᾂ ᵖ ᴱ  

22 February 2011 forensic-proof.com 

Root Key 



ᴃּקᾂ ᵖ ἲˉ 

ᴃּקᾂ ᵖ ᴱ  
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Å HKEY_CLASSES_ROOT 

▀ ⁷̕Ἓ̓ COM(Component Object Model) ̱  Ӯᴜ ♬Ṓ 

Å HKEY_CURRENT_USER 

◓ ᾎᾅ ⁄ ᴛ͎╬ӈ Ợ↔▫╥ Ợ↔▫ ᴛ ▀ ♬Ṓ 

Å HKEY_LOCAL_MACHINE 

ᾎᾅ ╥ ӥ≢‡, ἵ ≢‡ ἒ♬ ḓ ѻ‚  ˿ ♬Ṓ 

Å HKEY_USERS 

ᾎᾅ ╥ ᶛӧ Ợ↔▫₮ ͎ᴹ⁄ ̕  ᴛ ▀ ♬Ṓ 

Å HKEY_CURRENT_CONFIG 

ᾎᾅ ╪ ᾎ▬  ԅ Ợ↔ӇѤ ӥ≢‡ ᴛ ▀ ♬Ṓ 

Å HKEY_PERFORMANCE_DATA 

Ἓѫ ♬Ṓᵑ ♇◑ 

 

 



ᴃּקᾂ ᵖ ἲˉ 

ᴃּקᾂ ᵖ ᴱ  ̬ Ἐ ♩ṏ 
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ᴱ  Ἇᶕ „‏ 

HKEY_CLASSES_ROOT HKCR HKLM\SOFTWARE\Classes₮ HKU\<SID>\Classes ᶛ╛ 

HKEY_CURRENT_USER HKCU HKU ῷמ Ợ↔▫ ᴛ ╬ᴛ͎ ◓ אַ ▀  Ợ↔▫╥ ─  

HKEY_LOCAL_MACHINE HKLM ᾎᾅ ⁄ Ⱶ◓ Ѥ ╪Ẅ ▀̓ ᶉᶛᵙ ╪Ẅ ɒ ╛ 

HKEY_USERS HKU Ợ↔▫ H  җ⁄ Ⱶ◓ Ѥ NTUSER.DAT ▀╥ Ͽ↔ 

HKEY_CURRENT_CONFIG HKCC HKLM\SYSTEM\CurrentControlSet\Hardware Profiles\Current╥ Ͽ↔ 

HKEY_PERFORMANCE_DATA HKPD Ἓѫ ⇔  (ᴆּתᾅ ᵙ ͙︡ᵑ  ♪͐ Ṭʺ, ᴆּתᾅ ᵙ ὡᴛᵣ ♪͐) 



ᴃּקᾂ ᵖ ἲˉ 

HKEY_CLASSES_ROOT (HKCR) 
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Å ⌐  ̬Ἐ 

Ṋҵ╥ ╪Ẅᵑ ʺּתּת Ώ̆ ѻᵐ ᴴ ╥ ─ ᴛ ̯Ἓӊ 

HKLM\ SOFTWARE\ Classes + HKU\ <SID>_Classes 



ᴃּקᾂ ᵖ ἲˉ 

HKEY_CLASSES_ROOT (HKCR) 
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Å „ ᵖ ╧ἧ Ḓ╩Ӷ (http:// forensic-proof.com/31) 

 

http://forensic-proof.com/31
http://forensic-proof.com/31
http://forensic-proof.com/31
http://forensic-proof.com/31
http://forensic-proof.com/31


ᴃּקᾂ ᵖ ἲˉ 

HKEY_CLASSES_ROOT (HKCR) 
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Å „ ᵖ ╧ἧ Ḓ╩Ӷ (http:// forensic-proof.com/31) 

 

http://forensic-proof.com/31
http://forensic-proof.com/31
http://forensic-proof.com/31
http://forensic-proof.com/31
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ᴃּקᾂ ᵖ ἲˉ 

HKEY_CLASSES_ROOT (HKCR) 
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Å „ ᵖ ╧ἧ Ḓ╩Ӷ (http:// forensic-proof.com/31) 

 

http://forensic-proof.com/31
http://forensic-proof.com/31
http://forensic-proof.com/31
http://forensic-proof.com/31
http://forensic-proof.com/31


ᴃּקᾂ ᵖ ἲˉ 

HKEY_CURRENT_USER (HKCU) 
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Å ⌐  ̬Ἐ 

HKU (HKEY_USERS) ῷמ╥ ᴛ ╬ᴛ͎ ◓ אַ ▀  Ợ↔▫╥ ─  



ᴃּקᾂ ᵖ ἲˉ 

HKEY_CURRENT_USER (HKCU) 
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Å ⌐  ϼ↑ 

⌐  Ἇᶕ 

AppEvents Ợ⇔ӥ, ╪ḿ  ̕ ᴐ  

CLSID COM ˍ  ⁷˺ ♬Ṓ 

Console ᶘᴖ ᴟ  ┌ҵ↕ ἒ♬ ♬Ṓ (ʺᴛ, Ἕᴛ ͙, ựỮ Ӯ) 

ControlPanel ҥᾅ  ᵡ, Ṓӥ/ᵡ↕ᾅ Ἕ  Ӯ╥ ˿ ἒ♬ ♬Ṓ 

Environment ˿ ṉὡ ♬╥ 

EUDC ꜙ Ợ↔▫ʺ ♬╥  ᶷ▫ ♬Ṓ 

Identities ┌ҵ↕ ᶉ▀ ́ ♬ ♬Ṓ 

Keyboard Layout Ṓӥ ᴆ╪ῷ∕ ἒ♬ ♬Ṓ 

Network Л √  ӥג╪Ẅ ᵰ  ♬Ṓ, ˿ ἒ♬ ˃ 

Printers ᵛ  ⁷˺ ἒ♬ 

Session Information ▬‰ ᾎת⁄ ᾎӇѤ ◓ ᾒ ӇѤ ᴛ͎ע ἒ♬ 

Software ᴛ͎╬  Ợ↔▫ ἵ ≢‡ ᶜᴜ 

System HKLM/SYSTEM ─ ╥ ▀Ṩ (Control, Policies, Services) 

UNICODE Program Groups ᴛ͎╬  Ợ↔▫ ᾎ▬ ᶉќ ͎ᴹ ♬╥ 

Volatile Environment ḛἛ ˿ ṉὡ 



ᴃּקᾂ ᵖ ἲˉ 

HKEY_LOCAL_MACHINE (HKLM) 
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Å ⌐  ̬Ἐ 

ᾎᾅ ╥ ѻ‚  ӥ≢‡, ἵ ≢‡, ˿ ἒ♬ ♬Ṓ 

HKLM ⌐  ╧ẁ ╪ ⌐  

HKLM\ BCD00000000 (Vista/7) 
%SystemRoot%\System32\config\BCD-Template 
%SystemRoot%\System32\config\BCD-Template.Log 

HKLM\ COMPONENTS (Vista/7) 

%SystemRoot%\System32\config\COMPONENTS 
%SystemRoot%\System32\config\COMPONENTS.LOG 
%SystemRoot%\System32\config\COMPONENTS.LOG1 
%SystemRoot%\System32\config\COMPONENTS.LOG2 

HKLM\ HARDWARE Volatile hive 

HKLM\ SAM 
 

%SystemRoot%\System32\config\SAM 
%SystemRoot%\System32\config\SAM.LOG 
%SystemRoot%\System32\config\SAM.LOG1 
%SystemRoot%\System32\config\SAM.LOG2 

HKLM\ SECURITY 

%SystemRoot%\System32\config\SECURITY 
%SystemRoot%\System32\config\SECURITY.LOG 
%SystemRoot%\System32\config\SECURITY.LOG1 
%SystemRoot%\System32\config\SECURITY.LOG2 

HKLM\ SOFTWARE 
 

%SystemRoot%\System32\config\SOFTWARE 
%SystemRoot%\System32\config\SOFTWARE.LOG 
%SystemRoot%\System32\config\SOFTWARE.LOG1 
%SystemRoot%\System32\config\SOFTWARE.LOG2 

HLLM\ SYSTEM 
 

%SystemRoot%\System32\config\SYSTEM 
%SystemRoot%\System32\config\SYSTEM.LOG 
%SystemRoot%\System32\config\SYSTEM.LOG1 
%SystemRoot%\System32\config\SYSTEM.LOG2 



ᴃּקᾂ ᵖ ἲˉ 

HKEY_LOCAL_MACHINE (HKLM) 
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Å ⌐  ϼ↑ 

BCD00000000  ŕ Ṩ  ̯Ἓ ҥ╪ ḽ╪ᾅ ♬Ṓ (Boot.ini ҍ ) 

COMPONENTS ŕ Б  ͙ḙ Ἄẋᾅ ᾅ ̓ ̕ᴐӈ ♬Ṓ 

HARDWARE ŕ ᾎᾅ  ӥ≢‡ Ӱᾅ ᵞἪ̓ ᶛӧ ӥ≢‡╥ ◑  ӥג╪Ḳ ᵰ  ♬Ṓ 

SAM ŕ ᴛ  ́♬ ♬Ṓ₮ ͎ᴹ ♬Ṓ (ᾎᾅ  ́♬ᵣ ♪͐ ʺѫ) 

SECURITY ŕ ᾎᾅ  ṒΌ ♬ ̓ ̾  ҉ ♬Ṓ (ᾎᾅ  ́♬ᵣ ♪͐ ʺѫ) 

SOFTWARE ŕ ᾎᾅ  Ṩ ⁄ ⅝′Ѥ ᾎᾅ  ♣⁵ ̯Ἓ ♬Ṓ (ἵ ≢‡ ♬Ṓ) 

SYSTEM ŕ ᾎᾅ  Ṩ ⁄ ⅝  ᾎᾅ  ♣⁵ ̯Ἓ ♬Ṓ 

Å Ṩ ᾎ HKLM\ SYSTEM ╪ẄѤ ᶹᵙᶉᶛᵙᴛ ᴛӥӇ͙ ԅᶷ⁄ ╪Ẅ ▀ ͙⁄ Ⱡ  

 

 



ᴃּקᾂ ᵖ ἲˉ 

HKEY_LOCAL_MACHINE (HKLM) 
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Å HKLM\ SYSTEM\ CurrentControlSet  

Ӱḕ╪ᾅ ӥג╪Ḳ₮ Ἄẋᾅ Ӯ╥ ᾎᾅ  ˿ ἒ♬ ♬Ṓ 

ControlSet001 ֞Ѥ ControlSet002╥ ҍ  ᵠ  

─ Select ╥ Current ˃⁄ ӻג ◓ Ợ↔ ַא╬ ᵠ  ╬ 



ᴃּקᾂ ᵖ ἲˉ 

HKEY_USERS (HKU) 
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Å ⌐  ̬Ἐ 

ᶛӧ Ợ↔▫╥ ᴛ ▀̓ Ợ↔▫ מᾅ Ӯᴜ ♬Ṓ 

HKU ⌐  ╧ẁ ╪ ⌐  

HKU\ <LocalServices SID> 
XP ς Documents and Settings\LocalService\NTUSER.DAT  

Vista/7 - $SystemRoot%\ServiceProfiles\LocalService\NTUSER.DAT 

HKU\ <NetworkServices SID> 
XP ς Documents and Settings\NetworkService\NTUSER.DAT  

Vista/7 - $SystemRoot%\ServiceProfiles\NetworkService\NTUSER.DAT 

HKU\ <User SID> 
XP ς Documents and Settings\<UserName>\NTUSER.DAT  

Vista/7 ς Users\<UserName>\NTUSER.DAT 

HKU\ <User SID>_Classes 
XP ς Documents and Settings\<UserName>\Local Settings\Application Data\Microsoft\Windows\UsrClass.dat 

Vista/7 ς Users\<UserName>\AppData\Local\Microsoft\Windows\UsrClass.data 

HKU\ .DEFAULT %SystemRoot%\System32\Config\DEFAULT 



ᴃּקᾂ ᵖ ἲˉ 

HKEY_CURRENT_CONFIG (HKCC) 
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Å ⌐  ̬Ἐ 

Ṋҵ╥ ╪Ẅ ▀╙ ʺּתּת Ώ╛ 

◓ Ἓ Ӈ‡ ▓Ѥ ӥ≢‡ ᴛ ▀ ♬Ṓ ⱳ 

HKLM\ SYSTEM\ CurrentControlSet \ Hardware Profiles \ Current╥ ᵠ  



ᴃּקᾂ ᵖ ἲˉ 

HKEY_PERFORMANCE_DATA (HKPD) 
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Å HKPD ἘѨ ↔  (http://msdn.microsoft.com/en-us/library/aa371643(v=vs.85).aspx) 

⇔₅ Ⱡ ̯Ἓ ⅝ἵϮ ἌḲ ╞↔ ᴛ͎ע╥ ˃⁄ ♪͐ ͙ ─  ᵰ ѱּצ 

ᴆּתᾅ ᵙ ͙︡ᵑ  ♪͐ Ṭʺ 

RegQueryValueEx() ₮ ˉ╘ ᴆּתᾅ ᵙ ὡᵑ  ♪͐ ʺѫ 

http://msdn.microsoft.com/en-us/library/aa371643(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/aa371643(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/aa371643(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/aa371643(v=vs.85).aspx


ᴃּקᾂ ᵖ ἲˉ 

Transactional Registry (TxR) 
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Å ᾂקἧ ᴃּ◑ם ᵖ (TxR) (http://forensic.korea.ac.kr/~webmaster/xe/?document_srl=2016) 

Vista ╪♣ ᴆּתᾅ ᵙ⁄ἌѤ נ◔Ἢ ҿ▬╙ ̕ᵙ ͙ ‡ᴎ≠╛ 

Vista Ṩ  KTM(Kernel Transaction Manager)⁄ ╥  ₡ᵆ ṓ̯ʺ ʺѫ  Ἢ ͙ѫ Ợ↔ ʺѫ◔נ 

Not-Transaction API Transaction API 

RegOpenKey RegOpenKeyTransacted 

RegCreateKey RegCreateKeyTransacted 

RegDeleteKey RegDeleteKeyTransacted 

http://forensic.korea.ac.kr/~webmaster/xe/?document_srl=2016
http://forensic.korea.ac.kr/~webmaster/xe/?document_srl=2016


ᴃּקᾂ ᵖ ἲˉ 

Transactional Registry (TxR) 
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Å ᾂקἧ ᴃּ◑ם ᵖ (TxR) 

ᴆּתᾅ ᵙ נ◔Ἢ ♬ṒѤ ▀ᴛ ♇◑ 

%SystemRoot %\ System32 \ config \ TxR 

Å %FILE%{%GUID%}.TM.blf 

Å %FILE%{%GUID%}.TMContainer00000000000000000001.regtrans-ms 

Å %FILE%{%GUID%}.TMContainer00000000000000000002.regtrans-ms 

Å %FILE%{%GUID%}.TxR.blf 

Å %FILE%{%GUID%}.TxR.0.regtrans-ms 

Å %FILE%{%GUID%}.TxR.1.regtrans-ms 

Å %FILE%{%GUID%}.TxR.2.regtrans-ms 



ᴃּקᾂ ᵖ ἲˉ 

Transactional Registry (TxR) 
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Å ᾂקἧ ᴃּ◑ם ᵖ (TxR) 

ᴛ͎ ♬ṒѤ TxR.{0|1|2}. regtrans -ms ▀⁄ ♇◑ (͙ṕ 5MB) 

Header Block 

Data Block 
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ᴃּקᾂ ᵖ ӣ 
{ŜŎǳǊƛǘȅ ƛǎ ŀ ǇŜƻǇƭŜ ǇǊƻōƭŜƳΧ 

 



ᴃּקᾂ ᵖ ӣ 

ᴃּקᾂ ᵖ ╪( ╧ẁ) ӣ ḟῶ 
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Å ₠ׇ╩ ╧ẁ ╪ ӣ 

▀ḙ♠╖ᴛ ᴆּתᾅ ᵙ ▀╘ В⁄Ἄ ⁸̆ ▓͙ ԅᶷ⁄ Ӧ Ṭʺѫ 

ᾎᾅ▀ ♪וֹ ╙ Ἅ ˞Ϯ DeviceIOControl() APIŋ  ╪↔ ⁴ Ӧ 

 

Å ₓ ׇ╩ ╧ẁ ╪ ӣ 

ṓⱠ  ♇◑ᵰ  ╘ ╪Ḉ︣ ҥ╪ ⁄Ἄ ╪Ẅ ▀  

ʻ ⇔₅ Ⱡ Ḳ♣Ṋ ╪Ẅ ▀ ─  ╬ ⅝ 

ᴆּתᾅ ᵙ╥ ╪Ẅ ᶜᴜ ˃ ╬ Č ҉ ˿ᴛ╥ ╪Ẅ ▀  

 



ᴃּקᾂ ᵖ ӣ 

╧ẁ ╪ ⌐  

22 February 2011 forensic-proof.com 

Å ╧ẁ ᶙᴙ  ˀ ╩ 

HKLM\ SYSTEM\ CurrentControlSet \ Control \ hivelist  ᶜᴜ ╬  ҉ ˿ᴛ⁄Ἄ ╪Ẅ ▀  

 



ᴃּקᾂ ᵖ ӣ 

╧ẁ ╪ ⌐  
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Å ╧ẁ ᴃּקᾂ ᵖ ˼ᴘ 

 ᴃּקᾂ ᵖ ˼ᴘ ╧ẁ ╪ ˼ ᴘ 

HKEY_LOCAL_MACHINE\BCD00000000 \Boot\BCD 

HEKY_LOCAL_MACHINE\COMPONENTS %SystemRoot%\System32\Config\COMPONENTS 

HEKY_LOCAL_MACHINE\SYSTEM %SystemRoot%\System32\Config\SYSTEM 

HEKY_LOCAL_MACHINE\SAM %SystemRoot%\System32\Config\SAM 

HEKY_LOCAL_MACHINE\SECURITY %SystemRoot%\System32\Config\SECURITY 

HEKY_LOCAL_MACHINE\SOFTWARE %SystemRoot%\System32\Config\SOFTWARE 

HEKY_LOCAL_MACHINE\HARDWARE Volatile 

HKEY_USERS\<SID of local service account> %SystemRoot%\ServiceProfiles\LocalService\NTUSER.DAT 

HKEY_USERS\<SID of network service account> %SystemRoot%\ServiceProfiles\NetworkService\NTUSER.DAT 

HKEY_USERS\<SID of username> \Users\<username>\NTUSER.DAT 

HKEY_USERS\<SID of username>_Classes \Users\<username>\AppData\Local\Microsoft\Windows\Usrclass.dat 

HKEY_USERS\.DEFAULT %SystemRoot%\System32\Config\DEFAULT 



ᴃּקᾂ ᵖ ӣ 

Ḣ‭ Ḑ ᴘ͋ ╧ẁ 
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Å Ḣ‭ӄ˛ϫ ᴘ͋ᴘ ỵἘӅ ╧ẁ ╪ 

⇔₅ Ⱡ⁄ ╥  ╪Ẅ ▀╘ ḥ‰Ӈ˞Ϯ ̕ᴐ ᴛ͎ʺ ỸἛӊ 

Ḣ‭ ╧ẁ - %SystemRoot%\ System32\ config \ RegBack 

ᴘ͋ ╧ẁ ŕ %SystemRoot%\ System32\ config  (͙ṕ/ḥ‰ ╪Ẅ ᴛ͎ (.LOG, .LOG1, .LOG2)) 

ᴛ͎ ▀ҵ ҿ▀  ╪Ẅ ̯ⱳᵑ ʺ︠ 

ḥ‰╪Ϯ ᴛ͎ ╪Ẅ ▀╘ ͙Ⱶ ╪Ẅ ▀╥ ▀Ṩ ♬Ṓᵣ ♇◑ 



ᴃּקᾂ ᵖ ӣ 

ᾂקἧ ᴃּ◑ם ᵖ ᴘ͋ ӣ 
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Å TxR ᴃּקᾂ ᵖ ᴘ͋ ӣ 

%SystemRoot %\ System32 \ config \ TxR 

 



ᴃּקᾂ ᵖ ӣ 

XP ᾋᾂ  Ṑ∙ ּק♣ 
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Å XP ᾋᾂ  Ṑ∙ ּק♣›Ἁ╢ ╧ẁ ᾂЁἂ 

ᾎᾅ  ṓ∟╙ ─  ᴆּתᾅ ᵙ ╪Ẅ ▀ ᾅЄἅ ḥ‰ 

ḥ‰ӈ ᾅЄἅ ▀╘ ᾎᾅ  ṓ∟ ♬Ṓ ♇◑ ᾎ♩╥ Ợ↔▫ ♠ Ὸ⁄  ҵ∑ 

\ System Volume Information \ _restore{GUID} \ RP##\ snapshot  



ᴃּקᾂ ᵖ ӣ 

Vista/7 ᾋᾂ  Ṑ∙ ּק♣ 
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Å VSS(Volume Shadow Copy) ϼ╢ ╧ẁ Ḣ‭ 

ẋᾅ  ╪ Ṩ Ѥ ᾎᾅ  ṓ∟ ּת♩╙ ─  VSS Ợ↔ 

VSS ṓỢṕ⁄ ╪Ẅ ҥ╪  ♇◑ 



ᴃּקᾂ ᵖ ӣ 

ᴃּקᾂ ᵖ ₠ׇ╩ ╧ẁ ӣ Ҳ̬ ς RegEx  

22 February 2011 forensic-proof.com 

Å RegEx Ř Ἐᾋᾂ ›Ἁ╢ ᴃּקᾂ ᵖ ╧ẁ ╪ Ὕֿפ Ҳ̬ 
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ᴃּקᾂ ᵖ ϼṥ 
{ŜŎǳǊƛǘȅ ƛǎ ŀ ǇŜƻǇƭŜ ǇǊƻōƭŜƳΧ 

 



ᴃּקᾂ ᵖ ϼṥ 

╧ẁ ̬ Ɑ 

22 February 2011 forensic-proof.com 

Å ╧ẁ Ẅᴙ (Hive Block)  

▀ᾎᾅ ᾅױ  ₮ ˉ╪ ╪Ẅ⁄Ἄ Ợ↔ Ѥ бᵙ♠╬ ҉ Ѿ─ 

ẇᴜ ͙ : 4,096 ḕ╪  

Ựᴛ⇔ ҥ╪ ʺ ╪Ẅ⁄ ʺӇᶔ Ữ ẇᴜ Ѿ─ᴛ ּשʺ 

╪Ẅ╥ Ḵ  ẇᴜ╘ ḽ╪ᾅ ẇᴜ (base block) 

Å ᾎ͎ѱ  (ŗregfŘ) 

Å ˔ᾐ ὣἌ Ḵ  

Å ᵡּתᵢ ὡ♬ ᾎʼ 

Å ᴆּתᾅ ᵙ ṓ∟/ṓ̯⁄ ̕  ♬Ṓ 

Å ╪Ẅ ᵶ Ḳ♣ Ḵ  

Å ἕ 

Å ▀ᶘ 

 

 



ᴃּקᾂ ᵖ ϼṥ 

╧ẁ ̬ Ɑ 
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Å ╧ẁ Ẋ (Hive Bin)  

ᴆּתᾅ ᵙ╥ бᵙ♠╬ ͙Ѥ ẇᴜ Ѿ─ᴛ ּשʺ 

ẇᴜ ϿṨ♠╖ᴛ ҥ╪ ᵑ ♇◑ ͙ ─  4,096 ḕ╪ ╥ ̯ⱳ 

ᴆּתᾅ ᵙ ᴛӥᾎ ╪Ẅ ẍ Ѿ─ᵑ ͙ר╖ᴛ ᴛӥ 

ᶛӧ ╪Ẅ ẍ╘ ŗhbinŘ╪גѤ ᾎ͎ѱ  ˃╖ᴛ ᾎ▬ 

 

 



ᴃּקᾂ ᵖ ϼṥ 

╧ẁ ̬ Ɑ 
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Å Ἕ (Cell) 

╪Ẅ Ͽ╥ ѻ‚  ҥ╪ Ѥ ἢ ̯ⱳᴛ ♇◑ (8 ḕ╪ ╥ Ḥὡ) 

 

 

Ң╧  ┘  Ἇᶕ 

 ἢ (Key Cell) 
ᴆּתᾅ ᵙ ʺ ө‡ ▓Ѥ ἢᴛ ᾎ͎ѱ , ▐ᾅ , Ṩᶛ  ╬Ҧᾅ, 
ἌẄ  ╬Ҧᾅ,  ╪ᵒ Ӯ╙ ♇◑ 

˃ ἢ (Value Cell) ⁄ ҍ  ˃ ╪ ө‡▓Ѥ ἢᴛ ᾎ͎ѱ , ˃  ┬ , ˃  ╪ᵒ Ӯ╪ ♇◑ 

─  c ᴜ ἢ (Subkey-list Cell) Ṩᶛ ╥ ɒ ӧ ─  ἢ╥ ╬Ҧᾅ c ᴜ ♇◑ 

˃ c ᴜ ἢ (Value-list Cell) Ṩᶛ ╥ ɒ ӧ ˃  ἢ╥ ╬Ҧᾅ c ᴜ ♇◑ 

ṒΌ ͙ ὥ▫ ἢ (Security-descriptor Cell) ṒΌ ͙ ὥ▫ ♇◑ 



ᴃּקᾂ ᵖ ϼṥ 

╧ẁ ̬ Ɑ 
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Å Ἕ ᵲ (Cell Map)  

ᴆּתᾅ ᵙ ♪͐ᾎ ᵰḴ ╪Ẅ ▀⁄ ♪͐  ╛Ώ תּ

╪Ẅ ♪͐╙ ─  ╪Ẅ ▀ṨṪ╙ ᶉᶛᵙ⁄ ᵰ  

ᶉᶛᵙ Ͽ╥ Ṭ⁷ἶ♠╬ ╪Ẅ ҥ╪ ᵑ ⱳ ͙ ─  ἢ ᵵ╙ ╪↔  ἢ ╬Ҧᾅ Ợ↔ 

 

 Ӱᴇ ᵙ ╬Ҧᾅ ╪ẇ ╬Ҧᾅ ḕ╪  ₡ ἥ 

~ ~ 
~ ~ 

Ἕ ╩ңᾂ 

Ἕ ᵲ ӭᴄ ᵖ 

Ἕ ᵲ ╧Ẅ 

Ҋừ Ẅᴙ 

Ἕ 

0 

0 

511 

1023 

32 0 

Ἕ ᵲ ӭᴄ ᵖ ╩  



ᴃּקᾂ ᵖ ϼṥ 

╧ẁ ̬ Ɑ (http:// technet.microsoft.com/en-us/library/cc750583.aspx) 
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Base Block Empty Bin 

Block(4KB) Block Block 

Root 

Key Cell (Key node) 

Value-List Cell 

Value Cell 

Subkey-List Cell 

Sub 
Key 

Val1 Val2 

http://technet.microsoft.com/en-us/library/cc750583.aspx
http://technet.microsoft.com/en-us/library/cc750583.aspx
http://technet.microsoft.com/en-us/library/cc750583.aspx
http://technet.microsoft.com/en-us/library/cc750583.aspx


ᴃּקᾂ ᵖ ϼṥ 

╧ẁ ̬ Ɑ 
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Å Ẅᴙ ͖ 

4,096 bytes 

Å ╧ẁ Ҕ(Hive Header)  

1 ẇᴜ 

Å ╧ẁ Ẋ (Hive Bin)  

ἢ(Cell)╙ Ѥ ╪Ў 

ʺṉ ͝╪╥ ẇᴜ 

Å Ἕ (Cell) 

ᾒⱠ ҥ╪ ᵑ ♇◑ Ѥ Ѿ─ 

, ─  ᶜᴜ, ˃, ˃ ᶜᴜ, ҥ╪  Ӯ ♇◑ 

Hive Header 

Hive Bin 1 

Hive Bin 2 

Hive Bin 3 

Hive Bin 4 

Hive Bin N 

... 



ᴃּקᾂ ᵖ ϼṥ 

₆) HKLM\ SOFTWARE\ Perl\ BinDir (C:\ Perl64\ bin\ perl.exe) ṧἊ 
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ᴃּקᾂ ᵖ ϼṥ 

₆) HKLM\ SOFTWARE\ Perl\ BinDir (C:\ Perl64\ bin\ perl.exe) ṧἊ 
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Hive Header 

Hive Bin 1 

Hive Bin 2 

Hive Bin 3 

Hive Bin 4 

Hive Bin N 

... 

  0 1 2 3 4 5 6 7 8 9 A B C D E F 

0000 r e g f seq num 1 seq num 2 Timestamp  

0010 (FILETIME) major ver minor ver Type (?) 

0020 Format (?) Start of Root Cell  Start of last hbin  Always 1 

0030 

Hive file path or name (Unicode, 64 bytes)  
0040 

0050 

0060 

0070 GUID 

0080 GUID 

0090 Unknown GUID 

00A0   Unknown                 

ŏ                                 

01F0                         Checksum 

0x20 + 0x1000 = 0x1020 



ᴃּקᾂ ᵖ ϼṥ 

₆) HKLM\ SOFTWARE\ Perl\ BinDir (C:\ Perl64\ bin\ perl.exe) ṧἊ 
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Hive Bin 1 

Hive Bin 2 

Hive Bin 3 

Hive Bin 4 

Hive Bin N 

... 

Hive Header 



ᴃּקᾂ ᵖ ϼṥ 

₆) HKLM\ SOFTWARE\ Perl\ BinDir (C:\ Perl64\ bin\ perl.exe) ṧἊ 
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Hive Bin 1 

Hive Bin 2 

Hive Bin 3 

Hive Bin 4 

Hive Bin N 

... 

Hive Header 

  0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

0000 h b i n Offset Size         

0010         Timestamp          

oŦŦǎŜǘ ƻŦ ǘƘƛǎ ΨhbinΩ  όҌ лȄмлллύ 0x1000 (4096) bytes 

Hive Bin Header 

Cell 1 

Cell 2 

Cell 3 

... 

Cell N 



ᴃּקᾂ ᵖ ϼṥ 

₆) HKLM\ SOFTWARE\ Perl\ BinDir (C:\ Perl64\ bin\ perl.exe) ṧἊ 

22 February 2011 forensic-proof.com 

Hive Bin 1 

Hive Bin 2 

Hive Bin 3 

Hive Bin 4 

Hive Bin N 

... 

Hive Header 

Hive Bin Header 

Cell 1 

Cell 2 

Cell 3 

... 

Cell N 

  0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

0000 Cell Size   

0010 One of the Key ( nk), Subkey-list (lf, lh, ri, li), 
Value (vk), Value-list, Security (sk), and Data ŏ 

00XX Cell Size   

00XX One of the Key ( nk), Subkey-list (lf, lh, ri, li), 
Value (vk), Value-list, Security (sk), and Data ŏ 

Negative if allocated 
0xFFFFFF78   =   -136 

136 



ᴃּקᾂ ᵖ ϼṥ 

₆) HKLM\ SOFTWARE\ Perl\ BinDir (C:\ Perl64\ bin\ perl.exe) ṧἊ 
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Root Key Cell 

Hive Bin Header 

Χ 

... 

Value-list Cell 

Hive Bin Header 

... 

Key Cell 

Hive Bin Header 

Subkey-list Cell 

Hive Header 

Value Cell 

Hive Bin Header 

... 

Data Cell 

0x0004 : Root,  0x0008 : cannot be deleted 
0x0020 : key name is stored in ASCII 

  0 1 2 3 4 5 6 7 8 9 A B C D E F 

0000 Cell Size n k Flag Timestamp  

0010 Unknown Parent key offset  Num of subkeys (stable) Num of subkeys (volatile) 

0020 Subkey-list offset  Subkey-list offset  Num of values  Value-list offset  

0030 Security offset  Classname offset Max name length of subkeys Max classname length of subkeys 

0040 Max name length of values  Max value data size  Unknown Keyname len Classname len 

0050 

Key name 0060 

ŏ 

0x0553D358 
+ 

0x1000 
= 

0x0553E358 

Key Cell 



ᴃּקᾂ ᵖ ϼṥ 

₆) HKLM\ SOFTWARE\ Perl\ BinDir (C:\ Perl64\ bin\ perl.exe) ṧἊ 
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 Ἇᶕ ͋כ

0x0001 ḛἛ  

0x0002 ѻᵐ ╪Ẅ╥ ᵡ⇔  ♩תּ 

0x0004 ᴴ  

0x0008 ợⱠ  ὡ ′Ѥ  

0x0010 ᵠ ӈ  

0x0020  ╪ᵒ╙ ASCIIᴛ ♇◑ (Ṓ ╘ UTF-16LEᴛ ♇◑) 

0x0040 Ḉᵙ ♬╥ӈ  

0x0080 ῼ ὡ ′╛ 

0x1000 ῼ ὡ ′╛ 

0x4000 ῼ ὡ ′╛ 

Å (Key Flags) ͋כ   

 



ᴃּקᾂ ᵖ ϼṥ 

₆) HKLM\ SOFTWARE\ Perl\ BinDir (C:\ Perl64\ bin\ perl.exe) ṧἊ 
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Root Key Cell 

Hive Bin Header 

Χ 

... 

Value-list Cell 

Hive Bin Header 

... 

Key Cell 

Hive Bin Header 

Subkey-list Cell 

Hive Header 

Value Cell 

Hive Bin Header 

... 

Data Cell 

Subkey-list Cell  (lf: Fast Leaf,  lh: Hash Leaf) 

  0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

0000 Cell Size r i Num Subkey-list offset  Subkey-list offset  

0010 Subkey-list offset  Subkey-list offset  Subkey-list offset          

ŏ                                 

Subkey-list Cell  (ri : Index Root,  li: Index Leaf) 

  0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

0000 Cell Size l f Num Key (nk) offset  hash value 

0010 Key (nk) offset  hash value Key (nk) offset  hash value 

ŏ                                 

0x0553D300 + 0x1000 = 0x0553E300 



ᴃּקᾂ ᵖ ϼṥ 

₆) HKLM\ SOFTWARE\ Perl\ BinDir (C:\ Perl64\ bin\ perl.exe) ṧἊ 
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Root Key Cell 

Hive Bin Header 

Χ 

... 

Value-list Cell 

Hive Bin Header 

... 

Key Cell 

Hive Bin Header 

Subkey-list Cell 

Hive Header 

Value Cell 

Hive Bin Header 

... 

Data Cell 

Key Cell 

  0 1 2 3 4 5 6 7 8 9 A B C D E F 

0000 Cell Size n k Flag Timestamp  

0010 Unknown Parent key offset  Num of subkeys (stable)  Num of subkeys (volatile)  

0020 Subkey-list offset  Subkey-list offset  Num of values  Value-list offset  

0030 Security cell offset Classname offset Max name length of subkeys Max classname length of subkeys 

0040 Max name length of values  Max value data size  Unknown Keyname len Classname len 

0050 

Key name 0060 

ŏ 

0x0020 : key name is stored in ASCII 0x01D3E258 + 0x1000 = 0x01D3F258 



ᴃּקᾂ ᵖ ϼṥ 

₆) HKLM\ SOFTWARE\ Perl\ BinDir (C:\ Perl64\ bin\ perl.exe) ṧἊ 
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Root Key Cell 

Hive Bin Header 

Χ 

... 

Value-list Cell 

Hive Bin Header 

... 

Key Cell 

Hive Bin Header 

Subkey-list Cell 

Hive Header 

Value Cell 

Hive Bin Header 

... 

Data Cell 

  0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

0000 Cell Size Value offset  Value offset  Value offset  

0010 Value offset  Value offset  Value offset          

ŏ                                 

invalid offset 
(there are 2 values) 

0x04D2B650 + 0x1000 = 0x04D2C650 

Value-list Cell 



ᴃּקᾂ ᵖ ϼṥ 

₆) HKLM\ SOFTWARE\ Perl\ BinDir (C:\ Perl64\ bin\ perl.exe) ṧἊ 
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Root Key Cell 

Hive Bin Header 

Χ 

... 

Value-list Cell 

Hive Bin Header 

... 

Key Cell 

Hive Bin Header 

Subkey-list Cell 

Hive Header 

Value Cell 

Hive Bin Header 

... 

Data Cell 

Value Cell 

  0 1 2 3 4 5 6 7 8 9 A B C D E F 

0000 Cell Size v k Name len Data length  Data offset  

0010 Data Type Flag Unknown   

0020 
Value Name 

ŏ 

0x04DFFE80 + 0x1000 = 0x04E00E80 

0x0001 : value name is stored in ASCII, 
otherwise it is in Unicode  



ᴃּקᾂ ᵖ ϼṥ 

₆) HKLM\ SOFTWARE\ Perl\ BinDir (C:\ Perl64\ bin\ perl.exe) ṧἊ 
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ˀ ╧ᵏ Ἇᶕ 

0x00 REG_NONE ᾏ ′╛ 

0x01 REG_SZ UTF-16 ᶷ▫⁸ 

0x02 REG_EXPAND_SZ ᾎᾅ  ˿ᴛᴛ Ợ↔ Ѥ UTF-16 ᶷ▫⁸ (₉Σ ά҈{¸{¢9awhh¢҈έύ 

0x03 REG_BINARY ╪ֿב ҥ╪  

0x04 REG_DWORD 32ẋ  ♬ὡ 

0x04 REG_DWORD_LITTLE_ENDIAN 32ẋ  ♬ὡ 

0x05 REG_DWORD_BIG_ENDIGN 32ẋ  Ẍ⁪ӰΌ ♬ὡ 

0x06 REG_LINK ᾔṖᵚ ᵠ  

0x07 REG_MULTI_SZ NULLᴛ ϥϮѤ ┬ѱ ӥ ᶷ▫⁸ Ḥ⁸ 

0x08 REG_RESOURCE_LIST ӥ≢‡ ᵙἵᾅ ἒᶘ 

0x09 REG_RESOURCE_DESCRIPTOR ӥ≢‡ ᵙἵᾅ ἒᶘ 

0x0A REG_RESOURCE_REQUIREMENTS_LIST ᵙἵᾅ ⅝̯Ợ  

0x0B REG_QWORD 64ẋ  ♬ὡ 

0x0B REG_QWORD_LITTTLE_ENDIAN 64ẋ  ♬ὡ 

Å Ң╧  ᾌ (Data Type)  



ᴃּקᾂ ᵖ ϼṥ 

₆) HKLM\ SOFTWARE\ Perl\ BinDir (C:\ Perl64\ bin\ perl.exe) ṧἊ 
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Root Key Cell 

Hive Bin Header 

Χ 

... 

Value-list Cell 

Hive Bin Header 

... 

Key Cell 

Hive Bin Header 

Subkey-list Cell 

Hive Header 

Value Cell 

Hive Bin Header 

... 

Data Cell 

(Normal) Data Cell 

  0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

0000 Cell Size Data 

ŏ                                 

Big Data Cell Version 1.4 or later,   Data size  > 16344 bytes 

  0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

0000 Cell Size d b Num of frag Indirect cell offset  Unknown 

  0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

0000 Cell Size Data offset  Data offset  Data offset  

ŏ Data offset                          

Big Data Indirect Cell 
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ᴃּקᾂ ᵖ Ẑ 
{ŜŎǳǊƛǘȅ ƛǎ ŀ ǇŜƻǇƭŜ ǇǊƻōƭŜƳΧ 

 



ᴃּקᾂ ᵖ Ẑ 

ᴃּקᾂ ᵖ ╪ Ẑ ṧᵃ 
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Å ᶶᵖᶆᶘᵖᴘṥ  ᴃּקᾂ ᵖ Ң╧  Ẑ 

╞↔ ᴛ͎ע ὡ  ̓♬⁄Ἄ Ợ↔ӈ(ỸἛ/▄͙/ῠ͙/ợⱠ) ᴆּתᾅ ᵙ ♬ṒѤ ᴆּתᾅ ᵙ⁄ Ⱶ◓ 

ʻ ᴛἝᾅ ₅⁵╙  ♬ ᴛἝᾅʺ Ợ↔  ᴆּתᾅ ᵙ ♬Ṓ ╬ 

Å ♄◌ᵭ  Ẉ ҆₂⁮╓ᴘṥ  ᴃּקᾂ ᵖ Ң╧  Ẑ 

▀ᾎᾅ  ᵶ╖ᴛ ╬  ᴆּתᾅ ᵙ ▀ ♬Ṓʺ ♇◑ᵰ  ẋ ҉₅⁵⁄ Ⱶ◓  ʺѫἛ 

ᾎᾅ  ṓ∟ּת♩ ỸἛᾎ ᴆּתᾅ ᵙ ṓỢ  җ   ⁄ ╥  ẋ ҉₅⁵⁄ Ⱶ◓  ʺѫἛ (2000/XP) 



ᴃּקᾂ ᵖ Ẑ 

ᶶᵖᶆᶘᵖ Ẑ 
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Å CMHIVE Ẑ (http:// www.dfrws.org/2008/proceedings/p26-dolan-gavitt.pdf) 

ᴆּתᾅ ᵙ ╪ẄѤ ᶉᶛᵙ⁄Ἄ CMHIVE ̯ ⱳᴛ  (http:// www.nirsoft.net/kernel_struct/vista/CMHIVE.html) 

CHHIVE ̯ ⱳᵑ ẓ ⁴ ᴆּתᾅ ᵙ ♬Ṓᵑ Ӧ 

Volatility Plugin (http:// moyix.blogspot.com/2009/01/memory-registry-tools.html) (1.4 Ḳ♣Ṩ  ) 

Å hivescan 

Å hivelist 

Å printkey  

Å hashdump 

Å lasdump 

Å cachedump 

 

 

http://www.dfrws.org/2008/proceedings/p26-dolan-gavitt.pdf
http://www.dfrws.org/2008/proceedings/p26-dolan-gavitt.pdf
http://www.dfrws.org/2008/proceedings/p26-dolan-gavitt.pdf
http://www.dfrws.org/2008/proceedings/p26-dolan-gavitt.pdf
http://www.dfrws.org/2008/proceedings/p26-dolan-gavitt.pdf
http://www.dfrws.org/2008/proceedings/p26-dolan-gavitt.pdf
http://www.nirsoft.net/kernel_struct/vista/CMHIVE.html
http://www.nirsoft.net/kernel_struct/vista/CMHIVE.html
http://moyix.blogspot.com/2009/01/memory-registry-tools.html
http://moyix.blogspot.com/2009/01/memory-registry-tools.html
http://moyix.blogspot.com/2009/01/memory-registry-tools.html
http://moyix.blogspot.com/2009/01/memory-registry-tools.html
http://moyix.blogspot.com/2009/01/memory-registry-tools.html
http://moyix.blogspot.com/2009/01/memory-registry-tools.html


ᴃּקᾂ ᵖ Ẑ 

Ẉ ҆₂⁮ Ẑ 

22 February 2011 forensic-proof.com 

Å ᴃּקᾂ ᵖ ᾋ͋Ѯ  Ẑ (http://seclab.hdu.edu.cn/%E5%AE%9E%E9%AA%8C%E5%AE%A4%E8%AE%BA%E6%96%87

/2009/Carving%20the%20windows%20registry%20files%20based%20on%20the%20internal%20structure.PDF) 

ᴆּתᾅ ᵙᵑ ̯Ἓ Ѥ ẇᴜ, ẍ, ἢ Ӯ╘ ̆┬  ᾎ͎ѱ ᵑ ʺ︠ 

ẋ ҉₅⁵╖ᴛṨ  ᾎ͎ѱ ᵑ ẓ  ᴆּתᾅ ᵙ ̯ⱳ ◓̯Ἓ 

 ᴃּקᾂ ᵖ ̬Ɑ ᾋ͋Ѯ  

Hive regf 

Hive Bin hbin 

Key Node nk 

Key Link lk 

Key Value vk 

Key Security sk 

Folder List lf 

Hash List lh 

Index List li 

Index recursive ri 

http://seclab.hdu.edu.cn/%E5%AE%9E%E9%AA%8C%E5%AE%A4%E8%AE%BA%E6%96%87/2009/Carving the windows registry files based on the internal structure.PDF
http://seclab.hdu.edu.cn/%E5%AE%9E%E9%AA%8C%E5%AE%A4%E8%AE%BA%E6%96%87/2009/Carving the windows registry files based on the internal structure.PDF
http://seclab.hdu.edu.cn/%E5%AE%9E%E9%AA%8C%E5%AE%A4%E8%AE%BA%E6%96%87/2009/Carving the windows registry files based on the internal structure.PDF
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ᴃּקᾂ ᵖ ṧἊ 
{ŜŎǳǊƛǘȅ ƛǎ ŀ ǇŜƻǇƭŜ ǇǊƻōƭŜƳΧ 

 



ᴃּקᾂ ᵖ ṧἊ 

ᴃּקᾂ ᵖ ӭּק  ᴅᾌ ṧἊ 
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Å ᴃּקᾂ ᵖ ṧἊ╢ ӭּק  ᴅᾌ♅ ╢ḅ 

┌ҵ↕ ἒ  ♬Ṓ₮ ́♬ ♬Ṓ Ӯ ╬ ʺѫ 

┌ҵ↕ Ṩ  ᾎ ▫ҿ ᾒ ӇѤ ╞↔ ᴛ͎ע ᶜᴜ ╬ ʺѫ Č ῸἛ ӥ ṪἍ 

͐ Ợ↔  ▀, ᾒ  ᴛ͎ע Ӯ╥ Ợ↔▫ ҿ Ͽ⁵ ╬ ʺѫ 

╞↔ ᴛ͎ע ἒ  ♬Ṓ₮ Ợ↔ Ͽ⁵ Ӯ ╬ ʺѫ 

ᾎᾅ ⁄ Ợ↔  ӥ≢‡ ♬Ṓ ╬ ʺѫ 

ʺ♠╬ ᴈᾏ ṪἍ ҍỮ ἐṊ ʺѫ 



ᴃּקᾂ ᵖ ṧἊ 

ᾋᾂ  ♩ṏ (1/5) 
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Å ͖Ṓ ᾋᾂ  ♩ṏ 

HKLM\ SOFTWARE\ Microsoft \ Windows NT \ CurrentVersion  

 

 

 

 

 

 

 

 

 

Ἓ♬Ṓ ὡ︡ ᾎ systeminfo  ᶘᴖ╙ Ợ↔ 

Å C:\ > systeminfo  



ᴃּקᾂ ᵖ ṧἊ 

ᾋᾂ  ♩ṏ (2/5) 
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Å ͖Ṓ ᾋᾂ  ♩ṏ 

HKLM\ SOFTWARE\ Microsoft \ Windows NT \ CurrentVersion  

Å ProductName  ŕ ⇔₅ Ⱡ ╪ᵒ  

Å Owner  ŕ Ợ↔▫ ╪ᵒ 

Å Organization  ŕ ⱳֹו ╪ᵒ 

Å ProductId  ŕ ⇔₅ Ⱡ ᾏṊ▫ 

Å BuildLab (Ex) ŕ ⇔₅ Ⱡ ἝṨ Ḳ♣ 

Å InstallDate  ŕ ⇔₅ Ⱡ ἒ  ϳ  (┬Ѳᾅ ᾎʼ ᾏ) 

Å SystemRoot  ŕ ⇔₅ Ⱡ ἒ  ᴴ  җ 



ᴃּקᾂ ᵖ ṧἊ 

ᾋᾂ  ♩ṏ (3/5) 
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Å  ╧ᵏ 

HKLM\ SYSTEM\ ControlSet00 X\ Control \ ComputerName \ ActiveComputerName  

ComputerName  ŕ ᾎᾅ  Ӯᴜ ♬Ṓ⁄ Ӯᴜӈ  ╪ᵒ 



ᴃּקᾂ ᵖ ṧἊ 

ᾋᾂ  ♩ṏ (4/5) 
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Å  ╧ᵏ 

HKLM\ SYSTEM\ ControlSet00 X\ Control \ ComputerName \ ActiveComputerName  

ComputerName  ŕ ᾎᾅ  Ӯᴜ ♬Ṓ⁄ Ӯᴜӈ  ╪ᵒ 



ᴃּקᾂ ᵖ ṧἊ 

ᾋᾂ  ♩ṏ (5/5) 

22 February 2011 forensic-proof.com 

Å ᾋᾂ  ᵞּקᵟ ⸗ᴫ ᾋʸ 

HKLM\ SYSTEM\ ControlSet00 X\ Control \ Windows  

ShutdownTime  ŕ ᵡּתᵢ ꜙᴮ ᾎʻ ♇◑ 

Å http://www.digital -detective.co.uk/freetools/decode.asp 

 

http://www.digital-detective.co.uk/freetools/decode.asp
http://www.digital-detective.co.uk/freetools/decode.asp
http://www.digital-detective.co.uk/freetools/decode.asp


ᴃּקᾂ ᵖ ṧἊ 

 ♅ ˼ᾋʹҊ₫ ϰ￼ Ṇ כ

22 February 2011 forensic-proof.com 

Å  ᾋʹҊ כ

HKLM\ SYSTEM\ ControlSet00 X\ Control \ TimeZoneInformation  

 

 

 

 

 

 

 

UTC/GMT ר ᾎʼҍ 

ᾱᵾ ▐ ̕ᴐ ♬Ṓ 

 



ᴃּקᾂ ᵖ ṧἊ 

 ♅ ˼ᾋʹҊ₫ ϰ￼ Ṇ כ

22 February 2011 forensic-proof.com 

Å ϰ￼ Ṇ˼ ♅ (2000/XP/Vista)  

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Explorer \ UserAssist \  

{75048700 -EF1F-11D0-9888-006097DEACF9}\ Count  

Å ϳ  ḓ ᾎʼ Ӯᴜ ♬Ṓ ҍ Ữ▫ʺ Ἓ ӈ ὡ 

 

 

 

 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

 ♅ ˼ᾋʹҊ₫ ϰ￼ Ṇ כ

22 February 2011 forensic-proof.com 

Å ϰ￼ Ṇ˼ ♅ (2000/XP/Vista)  

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Explorer \ UserAssist \  

{75048700 -EF1F-11D0-9888-006097DEACF9}\ Count  

Å HRZR_EHAPCY:gvzrqngr.pcy Č ROT-13: UEME_RUNCPL:timedata.cpl 

Å 0 Ř 3 : Ⱡ‡ ╙  ҍ Ữ▫ᵑ ⁷ ὡ ( ͙˃ 5) 

Å 4 Ř 7 : ▬‰ ᾎת╙  ҍ Ữ▫ᵑ ⁷ ὡ ( ͙˃ 5) 

Å 8 Ř 15 : ҍ Ữ▫ʺ ᵡּתᵢ╖ᴛ ⁸ᵛ ᾎʻ (ṉ˿ӈ ᾎʻ╙ ╥Ḉ  (╛Ѥ Ώתּ

 

 

 

 

 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

╛↑ ᴘ͋ן ♩ṏ (1/12) 

22 February 2011 forensic-proof.com 

Å ╛↑ ᴘ͋ן ở↑ ᴘ͋ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Explorer \ UserAssist  

2000/XP/Vista  

Å {5E6AB780-7743-11CF-A12B-00AA004AE837}\ Count 

Å {75048700-EF1F-11D0-9888-006097DEACF9}\ Count 

7 

Å {CEBFF5CD-ACE2-4F4F-9178-9926F41749EA}\ Count 

Å {F4E57C4B-2036-45F0-A9AB-443BCFE33D9F}\ Count 

 

 

 

 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

╛↑ ᴘ͋ן ♩ṏ (2/12) 

22 February 2011 forensic-proof.com 

Å ╛↑ ᴘ͋ן ở↑ ᴘ͋ (ROT-13 ╩ Ӷ Ř http:// web.forret.com/tools/rot13.asp) 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Explorer \ UserAssist \ {GUID}\ Count  

 

 

 

 

 

 

 

http://web.forret.com/tools/rot13.asp
http://web.forret.com/tools/rot13.asp
http://web.forret.com/tools/rot13.asp


ᴃּקᾂ ᵖ ṧἊ 

╛↑ ᴘ͋ן ♩ṏ (3/12) 

22 February 2011 forensic-proof.com 

Å ╛↑ ᴘ͋ן ở↑ ᴘ͋ 

ROT-13 ╩ Ӷ 

 

 

 

 

 

PRONEER Č CEBARRE 

 

 

 

 

 

 

 

A B C D E F G H I J K L M 

N O P Q R S T U V W X Y Z 



ᴃּקᾂ ᵖ ṧἊ 

╛↑ ᴘ͋ן ♩ṏ (4/12) 

22 February 2011 forensic-proof.com 

Å ╛↑ ᴘ͋ן ở↑ ᴘ͋ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Explorer \ UserAssist \ {GUID}\ Count  

╞↔ ᴛ͎ע ꜙᵆ, ꜙ ᾒ  ᾎʻ, ᾒ  ὡ, ἝἪ ῷ╪Ӱ ╬ ʺѫ 

 

 

 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

╛↑ ᴘ͋ן ♩ṏ (5/12) 

22 February 2011 forensic-proof.com 

Å ╛↑ ᴘ͋ן ở↑ ᴘ͋ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Explorer \ UserAssist \ {GUID}\ Count  

2000/XP/Vista ᴘ͋ ᵳ 

Å 0 Ř 3 : ἝἪ Ḵ  

Å 4 Ř 7 : ╞↔ ᴛ͎ע ᾒ  ὡ ( ͙˃ 5) 

Å 8 Ř 15 : ╞↔ ᴛ͎ע ᵡּתᵢ ᾒ  ᾎʼ 

 

 

 

 

 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

╛↑ ᴘ͋ן ♩ṏ (6/12) 

22 February 2011 forensic-proof.com 

Å ╛↑ ᴘ͋ן ở↑ ᴘ͋ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Explorer \ UserAssist \ {GUID}\ Count  

7 ᴘ͋ ᵳ 

Å 0 Ř 3 : ἝἪ Ḵ  

Å 4 Ř 7 : ╞↔ ᴛ͎ע ᾒ  ὡ 

     ( ʺ˃╘ ╞↔ ᴛ͎ע⁄ ӻג ѻᵒ) 

Å 60 Ř 67 : ╞↔ ᴛ͎ע ᵡּתᵢ ᾒ  ᾎʼ 

 

 

 

 

 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

╛↑ ᴘ͋ן ♩ṏ (7/12) 

22 February 2011 forensic-proof.com 

Å ͋ᵚ ›Ἁ ⁵„Ṓ ╪ ᶙᴙ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Applets \ Paint \ Recent File List  

File# ŕ Ὠ▫ʺ ϻ╙ ὡᴜ ͐⁄ ⁸‡ṕ ▀ (͎ᵝ ╙ ꜙᴮ Ѥ ᾎ♩⁄ ˃ ♇◑) 

 



ᴃּקᾂ ᵖ ṧἊ 

╛↑ ᴘ͋ן ♩ṏ (8/12) 

22 February 2011 forensic-proof.com 

Å −Ӣ Ӣ›Ἁ ⁵„Ṓ ╪ ᶙᴙ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Applets \ wordpad \ Recent File List  

File# ŕ Ὠ▫ʺ ϻ╙ ὡᴜ ͐⁄ ⁸‡ṕ ▀ (√ӥ ӥᵑ ꜙᴮ Ѥ ᾎ♩⁄ ˃ ♇◑) 

 



ᴃּקᾂ ᵖ ṧἊ 

╛↑ ᴘ͋ן ♩ṏ (9/12) 

22 February 2011 forensic-proof.com 

Å MS OFFICE ở↑ ♅ (http:// accessdata.com/downloads/media/Microsoft_Office_2007-2010_Registry_ArtifactsFINAL.pdf) 

͍ ⁵ᵘ Ҕ Ř HKU\ {USER}\ SOFTWARE\ Microsoft \ Office \ {VERSION}\ {APP}\ Place MRU 

͍ ở↑  ╪ Ř HKU\ {USER}\ SOFTWARE\ Microsoft \ Office \ {VERSION}\ {APP}\ File MRU(Recent Files)  

ʻ ╞↔ ᴛ͎ע ḓ Ḳ♣ Ṋᴛ ѻ‚  ♠ ♇◑ 

͐ ⁸ᵛ җ, ͐ Ợ↔  ▀, ͐ Ợ↔ ͐♪ ͐ ,תּ╪   URL ӮӮ 

▫Ἕ  ♠ ᶜᴜ╘ ṥ ᾋ  ╬ 

 

 

 

 

 

 

 

 

http://accessdata.com/downloads/media/Microsoft_Office_2007-2010_Registry_ArtifactsFINAL.pdf
http://accessdata.com/downloads/media/Microsoft_Office_2007-2010_Registry_ArtifactsFINAL.pdf
http://accessdata.com/downloads/media/Microsoft_Office_2007-2010_Registry_ArtifactsFINAL.pdf
http://accessdata.com/downloads/media/Microsoft_Office_2007-2010_Registry_ArtifactsFINAL.pdf


ᴃּקᾂ ᵖ ṧἊ 

╛↑ ᴘ͋ן ♩ṏ (10/12) 

22 February 2011 forensic-proof.com 

Å ͏ ở↑ ♅ 

͍ ở↑  ╪ 

Å ͏ 2005 Ř HKU\ {USER}\ SOFTWARE\ HNC\ Hwp\ 6.5\ RecentFile 

Å ͏ 2007  Ř HKU\ {USER}\ SOFTWARE\ HNC\ Hwp\ 7.0\ HwpFrame\ RecentFile 

Å ͏ 2010 Ř HKU\ {USER}\ SOFTWARE\ HNC\ Hwp\ 8.0\ HwpFrame\ RecentFile 

͖/Ḓλ͖ ᶙᴙ 

Å HKU\ {USER}\ SOFTWARE\ HNC\ Hwp\ FindReplace\ Find 

 

 

 

 

 

 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

╛↑ ᴘ͋ן ♩ṏ (11/12) 

22 February 2011 forensic-proof.com 

Å ̋ ᴃ╧„ ở↑ ♅ 

HKU\ {USER}\ SOFTWARE\ GRETECH\ GomPlayer \ OPTION 

͐ ⁸ᵛ җ, ͐ Ợ↔  ▀ ᶜᴜ, ѻ‚  ἒ♬ ♬Ṓ ♇◑ 

 

 

 

 

 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

╛↑ ᴘ͋ן ♩ṏ (12/12) 

22 February 2011 forensic-proof.com 

Å Ѹ‗  ╛↑ ᴘ͋ן ở↑ ♅ 

WinRAR Archive History  

Å HKU\ {USER}\ SOFTWARE\ WinRAR\ ArcHistory 

Å HKU\ {USER}\ SOFTWARE\ WinRAR\ DialogEditHistory \ ArcName 

XP MediaPlayer  Recent Files 

Å HKU\ {USER}\ SOFTWARE\ Microsoft \ MediaPlayer\ Player\ RecentFileList 

XP MediaPlayer  Recent URLs 

Å HKU\ {USER}\ SOFTWARE\ Microsoft \ MediaPlayer\ Player\ RecentURLList 

Adobe Acrobat | Reader  

Å HKU\ {USER}\ SOFTWARE\ Adobe\ Adobe Acrobat \ {version}\ AVGeneral\ cRecentFiles 

Å HKU\ {USER}\ SOFTWARE\ Adobe\ Acrobat Reader\ {version}\ AVGeneral\ cRecentFiles 

ʺ♠╬ ╞↔ ᴛ͎ע ♠╘ ṥ ᾋ  ╬ 

 

 

 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

ở↑■ ˾ ♩ ♩ṏ (1/7) 

22 February 2011 forensic-proof.com 

Å ᾋᾂ  ở↑■ ᶙᴙ 

HKLM\ SAM\ SAM\ Domains \ Account \ Users\ {RID} 

ʻ Ợ↔▫╥ ́♬ ♬ṒѤ Users╥ ─ ╬ {RID}(R = Relative, ID = ID) җ╥ F, V ˃ ⁄ ♇◑ 

 

 

 

 

 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

ở↑■ ˾ ♩ ♩ṏ (2/7) 

22 February 2011 forensic-proof.com 

Å ᾋᾂ  ở↑■ ᶙᴙ 

HKLM\ SAM\ SAM\ Domains \ Account \ Users\ {RID} 

F ˀ› ♄◌ӄѡ ˾♩ ♩ṏ 

Å ꜙ ᴛ͎╬ ᾎʻ 

Å ᾅ√ӥ ◓ἒ♬ ᾎʻ 

Å ́♬ ᵣᴮ ᾎʻ 

Å ᴛ͎╬ ᾒ  ᾎʻ 

Å RID (SID╥ ᵡּתᵢ ᾏṊṨṪ) 

Å ́♬ Ữ  ♬Ṓ ( Ἓ /ẋ Ἓ, ᾅ√ӥ ἒ♬/ẋἒ♬) 

Å ̰ʺ ӥ (̰Ⱡ ♣ ⁄ Ợ↔ӇѤ ӥ) 

Å ᴛ͎╬ ᾒ  ὡ 

Å ᴛ͎╬ Ἓ̑ ὡ 

 

 

 

 

 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

ở↑■ ˾ ♩ ♩ṏ (3/7) 

22 February 2011 forensic-proof.com 

Å ᾋᾂ  ở↑■ ᶙᴙ 

HKLM\ SAM\ SAM\ Domains \ Account \ Users\ {RID} 

V ˀ› ♄◌ӄѡ ˾♩ ♩ṏ 

Å ᴛ͎╬ ́♬ ╪ᵒ 

Å ♣  ╪ᵒ 

Å ́♬ ἒᶘ 

Å LM ή 

Å NT ή 

 

 

 

 

 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

ở↑■ ˾ ♩ ♩ṏ (4/7) 

22 February 2011 forensic-proof.com 

Å ᾋᾂ  ở↑■ ᴘ  ᶙᴙ 

HKLM\ SOFTWARE\ Microsoft \ Windows NT \ CurrentVersion \ ProfileList \ {SID} 

─ ╬ Ợ↔▫ {SID}Ṋᴛ Ợ↔▫ ᴛ  ♬Ṓ ♇◑ 

 

 

 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

ở↑■ ˾ ♩ ♩ṏ (5/7) 

22 February 2011 forensic-proof.com 

Å ᾋᾂ  ở↑■ ᴘ  ᶙᴙ Ř SID(Security Identifier, ṏῶ ᾌṇ■)  

S Ř 1 Ř 5 Ř 21 Ř 2620438411 Ř 1775267088 Ř 1075560328 Ř 1000   

 

 

 

 

 

SID ̬ ṧ Ἇᶕ 

S SIDŋ  Ϯ ϿѤ ᾏṊ▫ 

1 SID ἝṨ Ḳ♣ 

5 ̾  ᾏṊ▫ 

21ŕ2620438411ŕ
1775267088ŕ1075560328  

ҵᶉ╬╪Ϯ ᴛ   ᾏṊ▫ 

1000 RID(Relative ID)ᴛ ̕ ᵙ▫ ́ ♬╘ 500, Ợ↔▫ ́ ♬╘ 1000Ḵ ╪Ữ╥ ˃ ╙ ̋ ︠ 

̻  ᾌṇ■(Authority Identifier)  

Å 0 ŕ Null Authority  

Å 1 ŕ World Authority  

Å 2 ŕ Local Authority  

Å 3 ŕ Creator Authority  

 

 

 

 

 

 

Å 4 ŕ Non-unique Authority  

Å 5 ŕ NT Authority  

Å 9 ŕ Resource Manager Authority  

 

 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

ở↑■ ˾ ♩ ♩ṏ (6/7) 

22 February 2011 forensic-proof.com 

Å ᵞּקᵟ╓ᴘ ᴘ͋╩  ở↑■ 

HKLM\ SOFTWARE\ Microsoft \ Windows NT \ CurrentVersion \ Winlogon  

DefaultUserName  ˃╪ ᵡּתᵢ╖ᴛ ᴛ͎╬  Ợ↔▫ 

 

 

 

 

 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

ở↑■ ˾ ♩ ♩ṏ (7/7) 

22 February 2011 forensic-proof.com 

Å ở↑■ṇ ͖Ṓ ˼ᴘ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Explorer \ Shell Folders  

ʻ Ợ↔▫Ṋ ͙ṕ ˿ᴛ ♇◑ 

 

 

 

 

 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

⌡Ҳ→ l Ữ ♩ṏ (1/5) 

22 February 2011 forensic-proof.com 

Å 2000/XP ˡỮ„ ᶙᴙ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Search Assistant \ ACMru \ ####  

┌ҵ↕ 2000/XP ự͙⁄Ἄ ˤự╙ Ợ↔  ˿↕ ˤự‡ ᶜᴜ 

 



ᴃּקᾂ ᵖ ṧἊ 

⌡Ҳ→ l Ữ ♩ṏ (2/5) 

22 February 2011 forensic-proof.com 

Å 2000/XP ˡỮ„ ᶙᴙ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Search Assistant \ ACMru \ ####  

╬ С ˤự 

Å HKU\ {USER}\ SOFTWARE\ Microsoft \ Search Assistant \ ACMru \ 5001 

ᶛӧ ▀ ḓ җ ˤự 

Å HKU\ {USER}\ SOFTWARE\ Microsoft \ Search Assistant \ ACMru \ 5603 

▀⁄ ө‡▓Ѥ Ѿ‡Ϯ ᶷ◑/͎ᵝ, ╛Ὸ ֞Ѥ ẋӰ₡ ˤự 

Å HKU\ {USER}\ SOFTWARE\ Microsoft \ Search Assistant \ ACMru \ 5604 

ᵛ ,  ֞Ѥ Ợז/Л √ ⁄ ▓Ѥ /  ͙ ˤự 

Å HKU\ {USER}\ SOFTWARE\ Microsoft \ Search Assistant \ ACMru \ 5647 

 ͙(╫ᾅ ᴛ‡) ?? ŕ ‡Ԑ ˤự╬ּת Ὸ Ӈּת Ώ╛ 

Å HKU\ {USER}\ SOFTWARE\ Microsoft \ CurrentVersion \ Explorer \ FindComputerMRU  



ᴃּקᾂ ᵖ ṧἊ 

⌡Ҳ→ l Ữ ♩ṏ (3/5) 

22 February 2011 forensic-proof.com 

Å 2000/XP ˡỮ„ ᶙᴙ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Search Assistant \ ACMru \ 5603 

Ḵ ʺ ϻ╙ ὡᴜ ͐⁄ ˤự  ˤự‡ 



ᴃּקᾂ ᵖ ṧἊ 

⌡Ҳ→ l Ữ ♩ṏ (4/5) 

22 February 2011 forensic-proof.com 

Å 7 ˡỮ„ ᶙᴙ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Explorer \ WordWheelQuery  

┌ҵ↕ Vista/7 ự͙⁄Ἄ ˤự╙ Ợ↔  ˿↕ ˤự‡ ᶜᴜ 

 



ᴃּקᾂ ᵖ ṧἊ 

⌡Ҳ→ l Ữ ♩ṏ (5/5) 

22 February 2011 forensic-proof.com 

Å 7 ˡỮ„ ᶙᴙ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Explorer \ WordWheelQuery  

MRUListEx ˃╙  ˤự‡ Ợ↔ ὣἌ ╬ 

 

 

 

 

 

 

 
 

 

10 Ą 0F Ą 0E Ą 0D Ą 0C Ą 0B Ą 0A Ą 04 Ą 09 Ą 08 Ą 07 Ą 06 Ą 05 Ą 03 Ą 02 Ą 01 Ą 00 

 



ᴃּקᾂ ᵖ ṧἊ 

͍ ♥͍ ♅ (1/2) 

22 February 2011 forensic-proof.com 

Å ͍› ⁵„Ṓ ╪ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Explorer \ RecentDocs 

͐⁄ ⁸‴Қ ᶷἌ, ͎ᵝ, ╛Ὸ, ҿ₅Ữ Ӯ╥ ▀ 

2000/XP  ŕ My Recent Documents  

Vista/7  ŕ Recent Items 

 



ᴃּקᾂ ᵖ ṧἊ 

͍ ♥͍ ♅ (2/2) 

22 February 2011 forensic-proof.com 

Å ͍› ⁵„Ṓ ╪ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Explorer \ RecentDocs 

MRUListEx ˃╙  ⁸‡ṕ ὣἌ ╬  

 

 



ᴃּקᾂ ᵖ ṧἊ 

͍ ᾏ  ♅ (1/2) 

22 February 2011 forensic-proof.com 

Å ͍› ᾏ  ᶕᴓ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Explorer \ RunMRU 

ŗᾎ▬ Č ᾒ Ř ֞Ѥ ŗCtrl + RŘ ᵑ  ᾒ  ᶘᴖ ᶜᴜ 

 



ᴃּקᾂ ᵖ ṧἊ 

͍ ᾏ  ♅ (2/2) 

22 February 2011 forensic-proof.com 

Å ͍› ᾏ  ᶕᴓ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Explorer \ RunMRU 

͐ ᾒ  ᶘᴖ ὣἌѤ MRUList╥ ῼ Ṅ ὣἌ 

 

 

 

 

 

  

dieajbhgfc  

Å Mspaint  Ą calc Ą regedit  Ą cmd Ą regedt32 ŏ ŏ 

 



ᴃּקᾂ ᵖ ṧἊ 

USB ◌  ⁴˷ ♩ṏ (1/12) 

22 February 2011 forensic-proof.com 

Å USB ♄◌ᵭ  ╩ᾌ ♇  

1. USB ♇◑ᵰ ʺ ⁷˺Ӈᶔ Ḳᾅ ӥג╪ḲѤ PnP ̕ ᵙ▫⁄˭  

◑ ╥ ̆┬  ᾏṊḴ (device descriptor)ᵑ Ợ↔ ⁴ ⁷˺ ῼᵝ 

Å device descriptor  ŕ ⱠⱳỢ, ▀ᴐḴ , ӥג╪Ḳ ♬Ṓ Ӯ╙  

 

2. PnP ̕ ᵙ▫Ѥ Ḛ╘ ♬Ṓᵑ ͙ḙ╖ᴛ Device Class IDŋ  ἒ♬ ̆ ♠♥  ӥג╪Ḳ ˤự 

 

3. ӥג╪Ḳʺ ′╙ ˿↕ Ợ↔▫ ᶛӥ╥ PnP ̕ ᵙ▫Ѥ ҉ ◑ ╥ ≢‡ᴛṨ  ӥג╪Ḳᵑ ♣ҀḚῷ ᴛӥ

̆ ᴆּתᾅ ᵙ⁄ ͙ᴜ 

Å HKLM\ SYSTEM\ ControlSet00 X\ Enum\ USBSTOR\ {DID, device class identifier}  

Å HKLM\ SYSTEM\ ControlSet00 X\ Control \ DeviceClasses\ {GUID} 

 

4. ◑  ӥג╪Ḳ ἒ ̓♬╘ ᴛ͎ ▀⁄ ♇◑ 

 

Á ˺̓♠╖ᴛ ᴘ͋ ╪(setupapi.log) Ḑ ᴃּקᾂ ᵖᵎ  USB ◑ ╥ ♠ Ὸ ʺѫ 

 



ᴃּקᾂ ᵖ ṧἊ 

USB ◌  ⁴˷ ♩ṏ (2/12) 

22 February 2011 forensic-proof.com 

Å ᴃּקᾂ ᵖ  ᵞּקᵟ Ὕ♩ ᾋʹ ♩ṏ ╩ᾋ ד╢ở  

ʻ ᴆּתᾅ ᵙ ⁄Ѥ ҉ ╥ ᵡּתᵢ ὡ♬ ᾎʼ╪ ♇◑ 

ᵡּתᵢ ὡ♬ ᾎʼ ♬Ṓᵑ ↔ ⁴ USB╥ ѻ‚  ♠ Ὸ ʺѫ 

Ѿ, Enum\ USB, Enum\ USBSTOR ─ ╥ ᾎʼ╘ ̆ᴎӇּת Ώῷ‒  

ṒΌ ♬  ἒ♬⁄ ╥  (┌ҵ↕ 7) PnP ̕ ᵙ▫Ѥ ─  ṒΌ  ἒ♬╙ ─  ὡᾎᴛ ♪͐ 

Å ᵡּתᵢ ὡ♬ ᾎʼ ṉ˿ 

 

 



ᴃּקᾂ ᵖ ṧἊ 

USB ◌  ⁴˷ ♩ṏ (3/12) 

22 February 2011 forensic-proof.com 

Å SetupAPI  Logging  

2000/XP Ř %SystemRoot %\ Setupapi.log  

Vista/7 Ř %SystemRoot %\ inf \ Setupapi.dev.log  

 

 

 

 

 

Device Class ID ŕ Disk&Ven_Corsair&Prod_UFD&Rev_0.00 

Unique Instance ID ŕ ddf08fb7a86075&0  

Section Start  ŕ 2010/12/13 01:32:38.960 



ᴃּקᾂ ᵖ ṧἊ 

USB ◌  ⁴˷ ♩ṏ (4/12) 

22 February 2011 forensic-proof.com 

Å DID(Device class ID), UID(Unique Instance ID) ᾌ 

Device Class ID ŕ Disk&Ven_Corsair&Prod_UFD&Rev_0.00 

 

 

 

Unique Instance ID ŕ ddf08fb7a86075&0  

 

 

    Disk & Ven_????? & Prod_????? & Rev_???? 

    Disk & Ven_{ⱠⱳỢᶘ} & Prod_{Ⱡ ᶘ} & Rev_{Ḳ♣Ḵ } 

    ????????????? & # 

    {ᾎᵙ‬Ḵ } & # 

    # & ??????????? & # 

    # & {PnP ̕ ᵙ▫ ỸἛ Ḵ } & # 

ᾎᵙ‬Ḵ ʺ ▓Ѥ ˿ ↕ 

ᾎᵙ‬Ḵ ʺ ′Ѥ ˿ ↕ 



ᴃּקᾂ ᵖ ṧἊ 

USB ◌  ⁴˷ ♩ṏ (5/12) 

22 February 2011 forensic-proof.com 

Å ♄◌ᵭ  ♩ṏ 

HKLM\ SYSTEM\ ControlSet00 X\ Enum\ USBSTOR 

Device Class ID ᾏ╙  ⱠⱳỢ, Ⱡ ᶘ, Ḳ♣ ♬Ṓ ╬ 

 



ᴃּקᾂ ᵖ ṧἊ 

USB ◌  ⁴˷ ♩ṏ (6/12) 

22 February 2011 forensic-proof.com 

Å ᾋᵖ…ḱ  

HKLM\ SYSTEM\ ControlSet00 X\ Enum\ USBSTOR\ {Device Class ID}  

Device Class ID ─ ╥ Unique Instance ID ᾏ╙  ᾎᵙ‬Ḵ  ╬ 

 



ᴃּקᾂ ᵖ ṧἊ 

USB ◌  ⁴˷ ♩ṏ (7/12) 

22 February 2011 forensic-proof.com 

Å ♫Ɑở ID, ♫  ID 

HKLM\ SYSTEM\ ControlSet00 X\ Enum\ USB 

VID_####&PID_#### Č ⱠⱳỢ ID, Ⱡ  ID  

 



ᴃּקᾂ ᵖ ṧἊ 

USB ◌  ⁴˷ ♩ṏ (8/12) 

22 February 2011 forensic-proof.com 

Å ⁴˷Ӆ ṓᵇᶕ 

HKLM\ SOFTWARE\ Microsoft \ Windows Portable Devices \ Devices 

─ Ⱡ אַ  ᶘ ֞Ѥ ᾎᵙ‬Ḵ ᵑ Ѥ  ˤự 

FriendlyName  

Å ◑ ᶘ╪ ἒ♬ӈ ˿↕ ŕ ἒ♬  ◑ ᶘ 

Å ◑ ᶘ╪ ἒ♬Ӈּת Ώ╘ ˿↕ ŕ ⁷˺ӈ Ṗᵊᶘ 

 



ᴃּקᾂ ᵖ ṧἊ 

USB ◌  ⁴˷ ♩ṏ (9/12) 

22 February 2011 forensic-proof.com 

Å  ⁴˷ ᾋʸ 

HKLM\ SOFTWARE\ Microsoft \ Windows Portable Devices \ Devices 

─ Ⱡ אַ  ᶘ ֞Ѥ ᾎᵙ‬Ḵ ᵑ Ѥ  ˤự 

҉ ╥ ᵡּתᵢ ὡ♬ ᾎʼ (Last Written Time)  

Å ◑ ᶘ╪ ἒ♬ӈ ˿↕ ŕ ◑ ᶘ╙ ṉ˿  תּ┬ ΏѤѻᶔ  ⁷˺ᾎʼ תּ

Å ◑ ᶘ╪ ἒ♬Ӈּת Ώ╘ ˿↕ ŕ ⁷˺ӈ Ṗᵊᶘ╪ ṉ˿Ӈּת Ώ̆ ́ἶ Ợ↔Ӈᶔ  ⁷˺ᾎʼ ┬ּת 

 



ᴃּקᾂ ᵖ ṧἊ 

USB ◌  ⁴˷ ♩ṏ (10/12) 

22 February 2011 forensic-proof.com 

Å ṥ  ╧   ⁴˷ ᾋʸ 

HKLM\ SYSTEM\ ControlSet00 X\ Control \ DeviceClasses\ {53f56307 -b6bf -11d0 -94f2 -00a0c91efb8b } 

HKLM\ SYSTEM\ ControlSet00 X\ Control \ DeviceClasses\ {53f5630d -b6bf -11d0 -94f2 -00a0c91efb8b } 

HKLM\ SYSTEM\ ControlSet00 X\ Enum\ USBSTOR\ [Device Class ID ] 

─ Ⱡ אַ  ᶘ╪Ϯ ᾎᵙ‬Ḵ ᵑ Ѥ  ˤự 

҉ ╥ ᵡּתᵢ ὡ♬ ᾎʼ (Last Written Time)  

 

Enum\ USBSTORŋ  Ἄҵ ╬╪ ʺѫ ♬ᵣ ṒΌתּ ⁄ ╥  ᾎʼ♬Ṓ ▐╥ ˔ᾐ╖ᴛ ḕוֹז  ╛Ώ תּ



ᴃּקᾂ ᵖ ṧἊ 

USB ◌  ⁴˷ ♩ṏ (11/12) 

22 February 2011 forensic-proof.com 

Å ᵞּקᵟ ⁴˷ ᾋʸ 

HKU\ {USER}\ Software \ Microsoft \ Windows \ CurrentVersion \ Explorer \ MountPoint2  

HKLM\ SYSTEM\ ControlSetXXX \ Enum\ USB\ VID_####&PID_####  

─ Volume GUID ֞Ѥ ᾎᵙ‬Ḵ אַ  ᵑ Ѥ  ˤự 

҉ ╥ ᵡּתᵢ ὡ♬ ᾎʼ (Last Written Time)  

 

Enum\ USBŋ  Ἄҵ ╬╪ ʺѫ ♬ᵣ ṒΌתּ ⁄ ╥  ᾎʼ♬Ṓ ▐╥ ˔ᾐ╖ᴛ ḕוֹז  ╛Ώ תּ



ᴃּקᾂ ᵖ ṧἊ 

USB ◌  ⁴˷ ♩ṏ (12/12) 

22 February 2011 forensic-proof.com 

Å ᵞּקᵟ ⁴˷/ ♫ ᾋʹ 

HKLM\ SYSTEM\ ControlSet00 X\ Control \ DeviceClasses\ {53f56307 -b6bf -11d0 -94f2 -

00a0c91efb8b} \ ##?#USBSTOR#....[Serial Number ]....{\ |\ #\ }Control  

HKLM\ SYSTEM\ ControlSet00 X\ Control \ DeviceClasses\ {53f5630d -b6bf -11d0 -94f2 -

00a0c91efb8b} \ ##?#USBSTOR#....[Serial Number ].... {\ |\ #\ }Control  

◑ ʺ ⁷˺/ ⱠӇᶔ Control ╥ ᾎʼ╪ ṉ˿ӊ 

Control ╥ ᵡּתᵢ ὡ♬ ᾎʼ (Last Written Time)  

Å USB ⁷˺ Ữ  ŕ USB╥ ᵡּתᵢ ⁷˺ ᾎʼ 

Å USB Ⱡ Ữ  ŕ ᵡּתᵢ ⁷˺ ⁷˺ Ⱡ ᾎʼ 

Ѿ, Control Ѥ Ἓ Ữ ⁄Ἄᵣ ┬ּתӇḃᴛ ₡ ᾅתᴆּ ╬ג ᵙ ṪἍ╘ Ṭʺѫ 

 



ᴃּקᾂ ᵖ ṧἊ 

⁴˷Ӆ ♄◌◌  ♩ṏ (1/7) 

22 February 2011 forensic-proof.com 

Å ᵞ↔ Ӆ ♄◌◌  

USB Thumbdrive   vs.  USB Drive Enclosure ( http:// forensic-proof.com/24) 

 

 

 

 

 

USB Thumbdrive╥ ⁷˺ ♬ṒѤ HKLM\ SYSTEM\ ControlSet00 X\ Enum\ USBSTOR ⁄Ἄ ╬ 

USB Drive Enclosure ⁷˺ ♬ṒѤ HKLM\ SYSTEM\ MountedDevices  ⁄Ἄ ╬ 

USB Thumbdriveᵑ ⁴ ᶛӧ ♇◑◑  ᵡ⇔  ♬ṒѤ MountedDevices ⁄Ἄ ╬ 

Å ᾏ⁄ ӻג ╬ʺѫ  ♬Ṓ╥ ╪ 

 

VS 

http://forensic-proof.com/24
http://forensic-proof.com/24
http://forensic-proof.com/24
http://forensic-proof.com/24


ᴃּקᾂ ᵖ ṧἊ 

⁴˷Ӆ ♄◌◌  ♩ṏ (2/7) 

22 February 2011 forensic-proof.com 

Å ᵞ↔ Ӆ ♄◌◌  

HKLM\ SYSTEM\ MountedDevices  

 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

⁴˷Ӆ ♄◌◌  ♩ṏ (3/7) 

22 February 2011 forensic-proof.com 

Å ᵞ↔ Ӆ ♄◌◌  

HKLM\ SYSTEM\ MountedDevices  

 

 

 

 

 

 

 

ҥ╪ ᵑ  ҉ ӥג╪Ẅ⁄ ᵡ⇔ ӈ ◑  ᾏ ╬ ʺѫ 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

⁴˷Ӆ ♄◌◌  ♩ṏ (4/7) 

22 February 2011 forensic-proof.com 

Å ᵞ↔ Ӆ ♄◌◌  

ӭᾂ  ᾋ͋Ѯ  (Disk Signature)  

 

 

 

 

ᾎᾅ ⁄Ѥ  3ˌ╥ Ӱᾅ ʺ ᵡ⇔  

Å Ӱᾅ  1 ŕ C, D ӥג╪Ẅ( Ἢ) Ợ↔ 

Å Ӱᾅ  2 ŕ E ӥג╪Ẅ( Ἢ) Ợ↔ 

Å Ӱᾅ  3 ŕ F, G ӥג╪Ẅ( Ἢ) Ợ↔ 

 

 

 

 

 

 

 

 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

⁴˷Ӆ ♄◌◌  ♩ṏ (5/7) 

22 February 2011 forensic-proof.com 

Å ᵞ↔ Ӆ ♄◌◌  

ӭᾂ  ᾋ͋Ѯ  (Disk Signature)  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

MBR (Master Boot Record) 

C, D Ӣׇ╧ẁ ᵞ↔  ♩ṏ 

Å MBR Ӱᾅ  ᾎ͎ѱ  + Ἢ ᾎ▬ ─  

Å 0x86C3D8DA + 0x0000000006500000 

 



ᴃּקᾂ ᵖ ṧἊ 

⁴˷Ӆ ♄◌◌  ♩ṏ (6/7) 

22 February 2011 forensic-proof.com 

Å ᵞ↔ Ӆ ♄◌◌  

№◌  ♄◌◌  ᵞ↔  ♩ṏ 

 

 

 

 

 

 

2000/XP Ř \ ??\ STORAGE#RemovableMedia#8&24e3f084&0&RM#{53f5630d-b6bf -11d0-94f2-00a0c91efb8b} 

Vista/7 Ř _??_USBSTOR#Disk&Ven_Corsair&Prod_UFD&Rev_0.0.0#ddf08fb7a86075&0#{53f5630d-b6bf -11d0-94f2-

00a0c91efb8b} 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

⁴˷Ӆ ♄◌◌  ♩ṏ (7/7) 

22 February 2011 forensic-proof.com 

Å ᵞ↔ Ӆ ♄◌◌  

2000/XP Ř \ ??\ STORAGE#RemovableMedia#8&24e3f084&0 &RM# {53f5630d-b6bf -11d0-94f2-00a0c91efb8b} 

Å \ ??\ STORAGE#RemovableMedia#{ParentIdPrefix}&RM# {GUID} 

 

Vista/7 Ř _??_USBSTOR#Disk&Ven_Corsair&Prod_UFD&Rev_0.0.0#ddf08fb7a86075&0 #{53f5630d-b6bf -11d0-94f2-

00a0c91efb8b} 

Å _??_USBSTOR#Disk&Ven_{ⱠⱳỢᶘ}&Prod_{Ⱡ ᶘ}&Rev_0.0.0#{ᾎᵙ‬Ḵ }#{GUID} 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



ᴃּקᾂ ᵖ ṧἊ 

№ṥ ᾋᾂ  ⁴˷ ♩ṏ (1/5) 

22 February 2011 forensic-proof.com 

Å ∙˳ Ңᾂ  ⁴˷ ♩ṏ (RDP) 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Terminal Server Client \ Default  

∟˶ ҥᾅ  ⁷˺(ᾎ▬ Ą ᾒ  Ą ŗmstscŘ)╙ ὡ  ╪♣  IP 

 



ᴃּקᾂ ᵖ ṧἊ 

№ṥ ᾋᾂ  ⁴˷ ♩ṏ (2/5) 

22 February 2011 forensic-proof.com 

Å ∙˳ Ңᾂ  ⁴˷ ♩ṏ (RDP) 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Terminal Server Client \ Default  

MRU#  ŕ Ὠ▫ʺ ♠╙ ὡᴜ ͐⁄ ὡ  ∟˶ ҥᾅ  ⁷˺ IP 

 



ᴃּקᾂ ᵖ ṧἊ 

№ṥ ᾋᾂ  ⁴˷ ♩ṏ (3/5) 

22 February 2011 forensic-proof.com 

Å И −  Ӣׇ╧ẁ ⁴˷ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Explorer \ Map Network Drive MRU  

Ͽ  Ą Л √  ӥג╪Ẅ ⁷˺ (Map network driveŏ.) ᾎ ⁷˺ ♬Ṓ 

 



ᴃּקᾂ ᵖ ṧἊ 

№ṥ ᾋᾂ  ⁴˷ ♩ṏ (4/5) 

22 February 2011 forensic-proof.com 

Å И −  Ӣׇ╧ẁ ⁴˷ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Explorer \ Map Network Drive MRU  

MRUList  ŕ Л √  ӥג╪Ẅ ⁷˺ ὣἌ ╬ 

 



ᴃּקᾂ ᵖ ṧἊ 

№ṥ ᾋᾂ  ⁴˷ ♩ṏ (5/5) 

22 February 2011 forensic-proof.com 

Å ᵞ↔  ╩  

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Explorer \ MountPoints2 \ {GUID} 

CPC\ Volume╥ ─ ₮ ⁷˺ ⁴ ᵡ⇔ ӈ Ṗᵊ ╬ 

ᵡ⇔ ӈ ♇◑◑ (HKLM\ SYSTEM\ MountedDevices ) ♬Ṓ₮ ⁷˺ ⁴ ᵡ⇔  Ợ↔▫ ╬ 

 



ᴃּקᾂ ᵖ ṧἊ 

ʾở ♩  (1/8) 

22 February 2011 forensic-proof.com 

Å 2000/XP ʾở ♩  

Ⱡ‡  Ą ̕ᵙҵ̯ Ą ᴛ  ṒΌ ♬  Ą ᴛ  ♬  Ą ˁỢ ♬  



ᴃּקᾂ ᵖ ṧἊ 

ʾở ♩  (2/8) 

22 February 2011 forensic-proof.com 

Å 2000/XP ʾở ♩  

HKLM\ SECURITY\ Policy \ PolAdtEv  

ᴆּתᾅ ᵙ ˃ ╬╙ ─  ҉ Ợ↔▫⁄˭ ▄͙ ֞Ѥ ᶛӧ ̾  Ṩ⁴ 



ᴃּקᾂ ᵖ ṧἊ 

ʾở ♩  (3/8) 

22 February 2011 forensic-proof.com 

Å 2000/XP ʾở ♩  

HKLM\ SECURITY\ Policy \ PolAdtEv  

 



ᴃּקᾂ ᵖ ṧἊ 

ʾở ♩  (4/8) 

22 February 2011 forensic-proof.com 

Å 2000/XP ʾở ♩  

HKLM\ SECURITY\ Policy \ PolAdtEv  

Å 0x00 : ˁỢ ′╛ 

Å 0x01 : Ἓ̑ ╪ḿ  ˁỢ 

Å 0x02 : ᾒ  ╪ḿ  ˁỢ 

Å 0x03 : Ἓ̑, ᾒ  ╪ḿ  ˁỢ 

01 FA 07 00  
00 00 00 00 
03 00 00 00 
03 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
00 00 00 00 
02 00 00 00 
01 00 00 00 
09 00 00 00 

⌐  (Dec) ˀ (Hex) Ἇᶕ 

0 ς 0 01 
0 : ˁ Ợ♬  ′╛ 
1 : 1̩  ╪Ữ╥ ˁỢ♬ ╪ ἒ♬Ӈ‡ ▓╛ 

4 ς 7 00 00 00 00 ᾎᾅ  ╪ḿ  ˁ Ợ 

8 ς 11 03 00 00 00 ᴛ͎₣ ╪ḿ  ˁ Ợ 

12 ς 15 03 00 00 00 ˌ   Ἕᾅ ˁỢ 

16 ς 19 00 00 00 00 ̾  Ợ↔ ˁỢ 

20 ς 23 00 00 00 00 ᴛἝᾅ ♠ ˁ Ợ 

24 ς 27 00 00 00 00 ♬  ṉ˿ ˁỢ 

28 ς 31 00 00 00 00 ́♬ ̕ ᵙ ˁỢ 

32 ς 35 02 00 00 00 Ӱᴇ ᵙ Ἄẋᾅ  Ἕᾅ ˁỢ 

36 ς 39 01 00 00 00 ́♬ ᴛ͎₣ ╪ḿ  ˁỢ 



ᴃּקᾂ ᵖ ṧἊ 

ʾở ♩  (5/8) 

22 February 2011 forensic-proof.com 

Å Vista/7 ʾở ♩  

Ⱡ‡  Ą ̕ᵙҵ̯ Ą ᴛ  ṒΌ ♬  Ą ᴛ  ♬  Ą ˁỢ ♬  



ᴃּקᾂ ᵖ ṧἊ 

ʾở ♩  (6/8) 

22 February 2011 forensic-proof.com 

Å Vista/7 ʾở ♩  

HKLM\ SECURITY\ Policy \ PolAdtEv  

ᴆּתᾅ ᵙ ˃ ╬╙ ─  ҉ Ợ↔▫⁄˭ ▄͙ ֞Ѥ ᶛӧ ̾  Ṩ⁴ 



ᴃּקᾂ ᵖ ṧἊ 

ʾở ♩  (7/8) 

22 February 2011 forensic-proof.com 

Å Vista/7 ʾở ♩  

HKLM\ SECURITY\ Policy \ PolAdtEv  

 



ᴃּקᾂ ᵖ ṧἊ 

ʾở ♩  (8/8) 

22 February 2011 forensic-proof.com 

Å Vista/7 ʾở ♩  

HKLM\ SECURITY\ Policy \ PolAdtEv  

Å 0x00 : ˁỢ ′╛ 

Å 0x01 : Ἓ̑ ╪ḿ  ˁỢ 

Å 0x02 : ᾒ  ╪ḿ  ˁỢ 

Å 0x03 : Ἓ̑, ᾒ  ╪ḿ  ˁỢ 

00 01 
00 00 
09 00 
00 00 
78 00 
00 00 
01 00 
00 00 
03 00 
00 00 
03 00 
01 00 
01 00 
01 00 
00 00 
01 00 
00 00 
Χ ΧΦ 

⌐  (Dec) ˀ (Hex) Ἇᶕ 

0 ς 0 01 
0 : ˁ Ợ♬  ′╛ 
1 : 1̩  ╪Ữ╥ ˁỢ♬ ╪ ἒ♬Ӈ‡ ▓╛ 

12 ς 21 01 лл лл лл Χ ΧΦ ᾎᾅ  ╪ḿ  ˁ Ợ 

22 ς 39 03 лл лм лл Χ Χ ᴛ͎₣ ╪ḿ  ˁ Ợ 

40 ς 61 00 лл лл лл Χ Χ ˌ   Ἕᾅ ˁỢ 

62 ς 67 00 лл лл лл Χ Χ ̾  Ợ↔ ˁỢ 

68 ς 75 00 лл лл лл Χ Χ ᴛἝᾅ ♠ ˁ Ợ 

76 ς 87 01 лл лм лл Χ Χ ♬  ṉ˿ ˁỢ 

88 ς 99 01 лл лм лл Χ Χ ́♬ ̕ ᵙ ˁỢ 

100 ς 107 01 лл лл лл Χ Χ Ӱᴇ ᵙ Ἄẋᾅ  Ἕᾅ ˁỢ 

108 ς 115 01 лл лм лл Χ Χ ́♬ ᴛ͎₣ ╪ḿ  ˁỢ 

http://www.kazamiya.net/files/PolAdtEv_Structure_en_rev2.pdf 

http://www.kazamiya.net/files/PolAdtEv_Structure_en_rev2.pdf


ᴃּקᾂ ᵖ ṧἊ 

╧Ḽ  ᴘ͋ (1/2) 

22 February 2011 forensic-proof.com 

Å ╧Ḽ  ᴘ͋ Ἇ♩ ♩ṏ 

Ⱡ‡  Ą ̕ᵙҵ̯ Ą ╪ḿ  Ṿ‡ 

 



ᴃּקᾂ ᵖ ṧἊ 

╧Ḽ  ᴘ͋ (2/2) 

22 February 2011 forensic-proof.com 

Å ╧Ḽ  ᴘ͋ Ἇ♩ ♩ṏ 

HKLM\ System\ ControlSet00X \ Services\ eventlog  

ᴛ͎ ▀ ˿ᴛ, ᴛ͎ ▀ ҍ ͙, ᴛ͎ ┬ּת ͙ʼ Ӯ╥ ♬Ṓ ╬ 



ᴃּקᾂ ᵖ ṧἊ 

̎┘ ᶙᴙ (1/2) 

22 February 2011 forensic-proof.com 

Å ̎┘ Ҕ ᶙᴙ 

HKLM\ SYSTEM\ ContolSet00 X\ Services\ LanmanServer \ Shares 

ŗnet shareŘ ᶘᴖ╙  ̑┬ җ ╬ 

͙ṕ♠╬ ̑┬ ᶜᴜ╪ ῷѳ Ợ↔▫ʺ ֹו♪ ʺ  ᶜᵣ ̕ᵙ 

 



ᴃּקᾂ ᵖ ṧἊ 

̎┘ ᶙᴙ (2/2) 

22 February 2011 forensic-proof.com 

Å ̎┘ Ҕ ᶙᴙ 

HKLM\ SYSTEM\ ContolSet00 X\ Services\ LanmanServer \ Shares 

̑┬ җ ˿ᴛ, ̾ , ̑┬ ╪ᵒ Ӯ╥ ♬Ṓ ╬ 

 



ᴃּקᾂ ᵖ ṧἊ 

ᾋᾂ  Ἇ♩ ♩ṏ (1/4) 

22 February 2011 forensic-proof.com 

Å ἉẈᾂ Ḑ Ӣׇ╧ḯ ᶙᴙ 

HKLM\ SYSTEM\ ContolSet00 X\ Services\ {sub folder}  

ŗⱠ‡  Ą ̕ᵙҵ̯ Ą ἌẋᾅŘ ֞Ѥ ŗᾎ▬ Ą ᾒ  Ą msconfig  Ą Ἄẋᾅ Ř⁄Ἄ ╬ ʺѫ  Ἄẋᾅ ᶜᴜ 

ŗdriverquery Ř ᶘᴖ╖ᴛ ╬ ʺѫ  ӥג╪Ḳ ᶜᴜ 

 



ᴃּקᾂ ᵖ ṧἊ 

ᾋᾂ  Ἇ♩ ♩ṏ (2/4) 

22 February 2011 forensic-proof.com 

Å ἉẈᾂ Ḑ Ӣׇ╧ḯ ᶙᴙ 

HKLM\ SYSTEM\ ContolSet00 X\ Services\ {sub folder}  

ʻʻ╥ Ἄẋᾅ ḓ ӥג╪Ḳᵑ ʺᵙ Ѥ ἝṨ  ╥♬ Ἓ גŗTypeŘ ˃⁄ ӻ אַ ˃ 

▫Ἕ  ἝṨ  ˃  ╥Ḉ : http://support.microsoft.com/kb/103000 

 

http://support.microsoft.com/kb/103000
http://support.microsoft.com/kb/103000


ᴃּקᾂ ᵖ ṧἊ 

ᾋᾂ  Ἇ♩ ♩ṏ (3/4) 

22 February 2011 forensic-proof.com 

Å ἉẈᾂ Ḑ Ӣׇ╧ḯ ᶙᴙ 

HKLM\ SYSTEM\ ContolSet00 X\ Services\ {sub folder}  

Type ˃╥ ╥Ḉ 

Å 0x1 ŕ В ◑  ӥג╪Ḳ 

Å 0x2 ŕ ▀ᾎᾅ  ӥג╪Ḳ ( В ◑  ӥג╪Ḳ⁄ҵ ҉) 

Å 0x04 ŕ ‡Ғ ⁄ ҍ  ╬ὡ ︡  

Å 0x10 ŕ Ἄẋᾅ ᴞױ⁄ ╥  ᾎ▬ӇѤ Win32 ᴛ͎ע ( ᴛἝᾅᴛ ҿ▬) 

Å 0x20 ŕ ѻᵐ Win32 Ἄẋᾅ ᴛἝᾅ₮ ̑┬ ʺѫ  Win32 Ἄẋᾅ 

 



ᴃּקᾂ ᵖ ṧἊ 

ᾋᾂ  Ἇ♩ ♩ṏ (4/4) 

22 February 2011 forensic-proof.com 

Å ■Ҽ ᾋ□ ᶙᴙ (130 ‏⁭ˉ╢ ʷ ╩ Ӈ, Autoruns  by Sysinternals.com, Microsoft)  

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows\ CurrentVersion\ Run 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows\ CurrentVersion\ RunOnce 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows\ CurrentVersion\ RunOnceEx 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows NT \ CurrentVersion\ Windows\ Run 

HKLM\ SOFTWARE\ Microsoft \ Windows\ CurrentVersion\ Run 

HKLM\ SOFTWARE\ Microsoft \ Windows\ CurrentVersion\ RunOnce 

HKLM\ SOFTWARE\ Microsoft \ Windows\ CurrentVersion\ RunOnceEx 

HKLM\ SOFTWARE\ Microsoft \ Windows\ CurrentVersion\ Policies\ Explorer\ Run 

HKLM\ SYSTEM\ ControlSet00X\ Control \ Terminal Server\ Wds\ rdpwd \ StartupPrograms 

ŏ ŏ (Ṩ ᾎ  ╬) 



ᴃּקᾂ ᵖ ṧἊ 

И −  ♩ṏ (1/3) 

22 February 2011 forensic-proof.com 

Å И −  ╩ ╧ᾂ ♩ṏ 

HKLM\ SOFTWARE\ Microsoft \ Windows NT \ CurrentVersion \ NetworkCards  

HKLM\ SYSTEM\ ControlSet00 X\ Services\ Tcpip \ Parameter \ Interfaces \ {GUID} 

Śipconfig  .`kkś ᶘᴖ╖ᴛ ╬ ʺѫ  ♬Ṓ ( ʺ♠╬ ♬Ṓ ) 



ᴃּקᾂ ᵖ ṧἊ 

И −  ♩ṏ (2/3) 

22 February 2011 forensic-proof.com 

Å И −  ╩ ╧ᾂ ♩ṏ 

HKLM\ SOFTWARE\ Microsoft \ Windows NT \ CurrentVersion \ NetworkCards  

HKLM\ SYSTEM\ ControlSet00 X\ Services\ Tcpip \ Parameter \ Interfaces \ {GUID} 

NetworkCards  ─ ᵑ  ╬ ╪ᾅ ServiceName (GUID) ╬  Interfaces  ─ ╥ ˃ ╬ 



ᴃּקᾂ ᵖ ṧἊ 

И −  ♩ṏ (3/3) 
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Å Wireless SSID(Service Set IDentifier ) 

HKLM\ SOFTWARE\ Microsoft \ WZCSVC\ Parameters \ Interface \ {GUID} 

802.11 ᶴἐ נ⁄Ἄ Ợ↔ Ѥ AP(Access Point) 

─ Static#00x אַ   ҥ╪ ʺ SSID 

SSID₮ Ζ ᶴἐ ╬ ╪ᾅ⁄ ҉ӈ IP ♬Ṓᵑ Ζ ↔ 
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Å Ӣ≈„ ᶙᴙ 

HKLM\ SYSTEM\ ControlSet00 X\ Control \ Class 

HKLM\ SYSTEM\ ControlSet00 X\ Enum 



ᴃּקᾂ ᵖ ṧἊ 

Ӣ≈„ ♩ṏ (2/2) 

22 February 2011 forensic-proof.com 

Å Ӣ≈„ ᶙᴙ 

HKLM\ SYSTEM\ ControlSet00 X\ Control \ Class 

HKLM\ SYSTEM\ ControlSet00 X\ Enum 
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Å Internet Explorer Ἇ♩ ♩ṏ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Internet Explorer \ Main  

ᾎ▬ ╪ּת, IE8 ᾎʼ ♬Ṓ, ˤự ╪ּת ♬Ṓ Ӯ ѻ‚  ἒ♬ ♬Ṓ ♇◑ 
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Å Internet Explorer ╧  URL ᶙᴙ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Internet Explorer \ TypedURLs 

Ợ↔▫ʺ ╫ᾅ ᴛל ױἵ ╪ ♪וֹ ⁄ ⁴ ╪ҿӈ ╪ּת ᶜᴜ 

ŗ╬ С ₪Ἥ Č ᾅ ᵙ ᶜ ợⱠŘŋ   ˿↕ ҉ Ͽ↔ҵ ợⱠӊ 



ᴃּקᾂ ᵖ ṧἊ 

╩ О ở↑ ♅ (3/11) 

22 February 2011 forensic-proof.com 

Å Internet Explorer Ѹ↔ᴘӢ ˼ᴘ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Internet Explorer  

Download Directory ŕ ╫ᾅ ᴛױᵑ  ▀╙ ѻ⇔ᴛӥ ╙ ˿↕ ꜙ ѻ⇔ᴛӥ ˿ᴛ 
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Å Internet Explorer ■Ҽ ₭Ἐ 

Å ╬ С ╫ᾅ ᴛױ⁄Ѥ ▬Ἓ  ͒╪Ϯ ᾅ√ӥᵑ ͙•  ◓Ѥ ▫ҿ₰Ἓ ͙ѫ╪ Ⱶל

╬ С ₪Ἢ Ą Ͽ↔ Ą ▫ҿ ₰Ἓ 
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Å Internet Explorer ■Ҽ ₭Ἐ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Internet Explorer \ Main  

FormSuggest  PW Ask ŕ ▫ҿ ₰Ἓ ҍ Ữ▫ᵑ ᾎ  ῷѳ ⁴Ṩ תּ╬˦ 

Å ŗyesŘ ŕ ҍ Ữ▫ ᾎ (Ợ↔▫ʺ  Ḗᾅ⁄ ּת Ώ╙ ˿↕) 

Å ŗnoŘ ŕ ҍ Ữ▫ ᾎ Ώ╛ (Ợ↔▫ʺ ᾎ Ό תּ  Ḗᾅ⁄  ˿↕) 
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Å Internet Explorer (4.x Ř 6.x) ■Ҽ ₭Ἐ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Internet Explorer \ IntelliForms \ SPW 

SPW(SavePassWords) ŕ Ợ╪ ╥ ▫ҿ₰Ἓ ♬Ṓʺ ♇◑Ӈ‡ ▓Ѥּ⁴ תṨ 

Å ҍ Ữ▫⁄Ἄ ŗ₉Ř ֞Ѥ ŗῷѱ⅝Ř ‡Ѣ ˦╙ ἐ җגҵ ҉ ˃ ♇◑ 

Å Ḣᶷ  Ợ╪  URL╪ ήӇ‡ ♇◑ 

ŗ₉(Yes)Ř ᵑ ἐ  

Å HKEY\ {USER}\ SOFTWARE\ Microsoft \ Protected Storage System Provider ŕ ῷ╪Ӱ/ ᾅ√ӥ ♇◑ 

ŗῷѱ⅝(No)Řᵑ ἐ  

Å HKEY\ {USER}\ SOFTWARE\ Microsoft \ Protected Storage System Provider ŕ ῷ╪Ӱ ♇◑ 
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Å Internet Explorer (4.x Ř 6.x) ■Ҽ ₭Ἐ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Protected Storage System Provider \ {SID}\ {subkey } 

♇◑  ῷ╪Ӱ ᾅ√ӥѤ   (Triple DES) Ӈ‡ ♇◑ 

\ Data2 ─ ⁄ ₮ saltʺ ♇◑ 

ѻ‚  ṓ̯ ҵ̯ᴛ ṓ  ʺѫ (http:// www.nirsoft.net/utils/internet_explorer_password.html) 

http://www.nirsoft.net/utils/internet_explorer_password.html
http://www.nirsoft.net/utils/internet_explorer_password.html
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Å Internet Explorer (7.x Ř 8.x) ■Ҽ ₭Ἐ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Internet Explorer \ IntelliForms \ Storage1  

Ợ╪  URL╙ ᴛ Ợ↔ ⁴ (Form) ҥ╪ ᵑ    
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Å Internet Explorer (7.x Ř 8.x) ■Ҽ ₭Ἐ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Internet Explorer \ IntelliForms \ Storage2  

Ợ╪  URL╙ ᴛ Ợ↔ ⁴ ῷ╪Ӱ/ ᾅ√ӥᵑ    
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Å Internet Explorer ּנ˲ ͖(Favorite) ᶙᴙ 

HKU\ {USER}\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Explorer \ MenuOrder \ Favorites  

Order  ŕ ּפ˵ ͙ ᶜᴜ ♇◑ 

⌐  ŕ ּפ˵ ͙ җ ╪ᵒ 


