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A ] X->8pa P (Windows Registry)
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ﬁ Registry Editor

Eile

Edit View Favorites Help

a- /M Computer

.. |, HKEY_CLASSES ROOT
» .|, HKEY_CURRENT USER
a- || HKEY_LOCAL MACHINE
».. || BCDO00OO00D

». | HARDWARE

5} SAM

.|| SECURITY
». )| SOFTWARE
4- ) SYSTEM

+ . |, ControlSet001

+- || ControlSet002

b - . CurrentControl5et
..... , MountedDevices
.| RNG

.. L WPA
.. |, HKEY_USERS
.- |, HKEY_CURRENT COMNFIG

«— Key

Mame Type Data

ab (Default) REG_SZ (value not set)

35| CloneTag REG_MULTL SZ Men Jul 13 22:13:43 2009

ab| CmdLine REG_SZ

#%| OOBEInProgress REG_DWORD 0x00000000 (0)

ab| Qs paderPath REG_SZ \

5% RestartSetup REG_DWORD 000000000 (0)

7% SetupPhase REG_DWORD 000000000 (0)

54| SetupType REG_DWORD 000000000 (0)

-Eﬂ SystemPartition REG_5 DevicetHarddiskWVolumel

‘.’.'-ﬂ SysternSetuplnProgress REG_DWORD 0x00000000 {07

31"1 WorkingDirectory REG_5 ChWindows\Panther
Value Data Type Data

4

1L

Computer\ HKEY_LOCAL_MACHINE\SYSTEM\ Setup
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ﬁ Registry Editor

File Edit View Favorites Help

(= [ s

a -8 Computer

L.l HKEY CIASSFS ROOT |
| s L HEEY CURREMT LSER J

| 4-  HEEY LOCAL_MACHINE

-~ BCDOODOO00O0
» - . HARDWARE

5 ) SAM

.|| SECURITY
». || SOFTWARE
a- | SYSTEM

5. | ControlSet001

» .| ControlSet002

- . | CurrentControlSet
----- ; MountedDevices
. }. RNG

----- , Select

> L Setup

o )L WPA

Root Key

| &. . HKEY USERS

| - . HKEY CURREMT_CONFIG

ab| CloneTa g

ab| CrdLine

| OOBEInProgress

ab| OsLoaderPath

?.'-ﬂ RestartSetup

£ Setu pPhase

‘.‘.'-ﬂ SetupType

ab| SystemPartition

‘.‘.'-ﬂ SystemSetuplnProgress
ab| WorkingDirectory

Type
REG_SZ
REG_MULTI_SZ
REG_SZ
REG_DWORD
REG_5Z
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_DWORD
REG_SZ

Data

(walue not set)
Mon Jul 13 22:13:43 2009

000000000 (07

\

000000000 (0]
(00000000 (0]
(00000000 (0]
WDeviceHarddiskVolumel
(00000000 (0]
ChWindows\Panther

1Ll

Computer\HKEY_LOCAL_MACHIMNE\SYSTEM\ Setup
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A HKEY_CLASSES_ROOT

W "E  COM(Component Object Mode)\ Yu =20

A HKEY_CURRENT_USER

~

= ’Aé( / T, Jl[l:U O’<—>‘:"|'|'Q’<—>‘:' T -J’JO

A HKEY_LOCAL_MACHINE

~

AdG 1 nzt i £t €7 d o, . A0
A HKEY_USERS

AG T °06 Qo F M/ T B350
A HKEY_CURRENT_CONFIG

Ad + Aem 1 OoHIE z: 1 M350
A HKEY_PERFORMANCE_DATA

"Ex 200 P
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Ag

HKEY_CLASSES_ROOT HKCR | HKLMSOFTWARElasse® HKU<SID¥Classes =
HKEY_CURRENT_USER | HKCU |HKUpNn Qo= 1 By a7 & Qoo —
HKEY_LOCAL_MACHINE [HKLM [A¢ / F=- K€ $+W ® (o> Lo d

HKEY_USERS HKU Qoo H X/ k= IENTUSER.DATE + o .
HKEY_CURRENT_CONFIG| HKCC | HKLMSYSTEMurrentControlSéHardware ProfileCurrenty 9
HKEY_PERFORMANCE_DATKPD (Ex 4 « (®na@ = ~ 1 YT pNnd WTr 27 )
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HKEY_CLASSES ROOT (HKCR)

A -

N T =|=W'] "N Q

E

OmH

T

T "EH

HKLM\ SOFTWARRB Classes + HKU\ <SID>_ Classes

ﬁ Registry Editor ﬁ Registry Editor EI@ ﬁ Registry Editor ﬁ Registry Editor EI@
File Edit View Favorites Held File Edit View Favorites Help File Edit View Favorites Help Edit View Favorites Help
4} | HKEY_CLASSES_ROOT 4]l Classes - 511 VisualStudio.AddIn.8.0 | VisualStudio.AddIn 8.0
' * : * i s~ VisualStudio.asa.8.0 ) VisualStudio.asax.8.0
SN~ ' TR (IR S S SR o sln b . VisualStudic.asax.8.0 o VisualStudio.ascxB.0
SN [ 111 [ () AN SR SN S % =ln60 b . VisualStudio.ascx8.0 ; VisualStudio.ashx8.0
SO [ 7 A () AN SN SN SR sInil 5 | VisualStudio.ashx8.0 ; VisualStudio.asm 8.0
SO ' ) A (AN R S S sln7l b . VisualStudic.asm.B.0 o VisualStudio.asmaB.0
SN[ 1 [ () AN SR SR S _=In80 b - . VisualStudio.asmx.8.0 J VisualStudio,aspx8.0
o ovbxsln80 [ 8 b J_vhnesIng0 b - VisualStudio.asp.8.0 ; VisualStudio.bsc.8.0
;ovepprsinB0 ) 0 e . _vcppxsing0 - VisualStudio.aspx.8.0 , VisualStudio.c 8.0
o owvesxslnBOD [ FE b b . vesxslnB0 b , VisualStudio.bmp.B.0 . VisualStudio.cc.8.0
JoovsasInB0 0 e . _vijsasinB0 5. || VisualStudio.bsc.8.0 J VisualStudio.cd.8.0
o o._wstasinBO [ 5 b . ._vstasIn80 5 VisualStudio.c.8.0 ; VisualStudio.cod.8.0
coovwdxsln80 [ 8 E b o _vwedxsIng0 b . VisualStudio.cc 8.0 J VisualStudio.config.8.0
S - (T T B J lsc b L VisualStudio.cd 8.0 | VisualStudio.coverage8.0
s - f 386 > - b 386 o~ | VisualStudio.cod.8.0 , VisualStudio.cpp.8.0
Lol 3g2 N o~ 1. VisualStudio.config.8.0 | VisualStudio.cs.8.0
-0 3gp b)) 3gp 5. || VisualStudio.Contentlnstd , VisualStudio.csdproj.8.0
> - 3gp b -0 3gp2 5~ || VisualStudio.Contentlnsts , VisualStudic.csproj 8.0
- 3gpp b - 3gpp b - VisualStudio.coveraged.0 ) VisualStudio.cur.8.0
e Svw S b - VisualStudio.cpp.8.0 ) VisualStudio.cocB 0
y Jz , Iz b L VisualStudio.cs.8.0 ; VisualStudio.datasource.8.0
J Bba . Bba o - VisualStudio.csdpro).8.0 , VisualStudio.def.8.0
J Bbc i fy 8bc A8 b VisualStudio.csproj.8.0 ; VisualStudio.discoB.0
¢ [P O e ; €] [ T | VisualStudio.dmp8.0

Computer\HKEY_CLASSES_ROOT

IComputer\HKE‘r‘_LOCAL_MACHINE\SOFI"."JARE\CIasses |

Computer\HKEY_C LASSES_ROOTl‘u’isu ald

Computer\HKEY_USERS!\5-1-5-21-2620438411-1775267088-1075560328 —1000_Classes\l
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HKEY_CLASSES ROOT (HKCR)

PT £ D[ (http:/forensicproof.com/3])

& Registry Editor =N ESR[S
Eile Edit View Favorites Help

> wmp = || Mame Type Data

>l WMS abl (Default) | REG SZ  GomPlayerwmv |

7 .wmov WithList — | ab) Content Type REG_SZ video,/%-ms-wmy

L OpenW!thPIS . ab| GomPlayer_bak REG.SZ  WMPLL AssocFile WMV
| e Teg 6 ab) PerceivedType REG_SZ video
i | PersistentHandler - -

. b )l Shellx

s - L0 awvmix

> - 0 wmz

el wpe

> - wpl -
4 [m p < m P
Computer\HKE‘r’_CLASSES_ROOT\.wn’f
& Registry Editor =N E=R
File Edit View Favorites Hel

»- 1 GomPlayervob || Mame Type Data

> - GomPlayerwm
> - GomPlayerwmp
.- ) GomPlayerwmy
- . Defaultlcon
a- ]! shel
> - Enqueus
4. open

4

, command
) DropTarget

> GomPlayerwmx
«[m

k

ab]| (Default) REG_SZ

"C\Program Files (x86)\GRETECH\GomPlayer\GOM.exe" /open "%l" I

< |

Ll

Computer\HKEY_CLASSES ROOT\GomPlayer.wrmvshellopenicommand
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http://forensic-proof.com/31
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HKEY_CLASSES ROOT (HKCR)

A, pi LA DL (http:/forensicproof.com/3])

i Registry Editor F=% =R
Eile Edit View Favorites Help
> wmp Type Data
: AMS REG_SZ GomPlayer.wmy
“ me"r WithList a_b]ContentT)rpe REG_SZ video,/x-ms-wmv
' Openwfthp's y 25| GomPlayer_bzk REG 5Z _ WMPIL AssocFile WV
| CpEmTER Teg e ab| PerceivedType REG_SZ video
i PersistentHandler - -
: - 1, ShellEx
s Ll owmix
s L owmz
e L wpc
) wpl
« [Loom b 4 [ b
C0mputer\HKEY_CLASSES_ROOT\.wm{
o Registy Editor =
File Edit VYiew Favorites Hel
5 ) WMP11.AssocFileawfna || Mame Type Data
> - s WMPI11.AssocFile JWMD ab|(Default) REG EX.. "%ProgramFiles(86)%\Windows Media Player\wmplayer.exe’ /prefetch

b L WMPLL AssocFiledVMS
4- ), WMP11.AssocFile WMV
, Defaultlcon

4. shell

. . Engueue

. open
[ , command

¢ bl play
» - Jy shellex

< | i

14|

L

Computer\HKEY_CLASSES_ROOTVWMP11.AssocFile WWV\shellhopenicommand
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HKEY_CLASSES ROOT (HKCR)

A, pi LA DL (http:/forensicproof.com/3])

Windows
=l Windows can't open this file:
J
- File:  forensic-proof. ttes

select from a list of programs that are installed on your computer,

What do you want to do?

@ {lse the Weh service to find the correct program:

(71 Select @ program from a list of installed programs

To open this file, Windows needs to know what program you want to use to
open it. Windows can go online to look it up automatically, or you can manually

=

0K l [ Cancel

)

Open with

— Choose the program you want to use to open this file:
)

File:  forensicproof.ttes

forensicproof.com

G\ pTorrent
w¥ BitTorrent, Inc,

Adobe Acrobat 8.0

~| Adobe Systems Incorporated

ﬁ' Blizzard Launch

FA Internet Explarer
¢ .

010 Editar - The Professional Text/Hex

Adobe Photoshop C53
Adobe Systems, Incorporated

6. Hancom Office Hanword 2010
st | Hancom Inc(HNC).

iTunes
g Apple Inc,

Microsoft Visual Studio Version Selector

Micrasoft Corporation
Microsoft Corporatio

m

Type a description that you want to use for this kind of file:

Always use the selected program to open this kind of file

If the program you want is not in the list or on your computer, you can |ook for the appropriate program on the

Web,

Browse...

OK ] ’ Cancel ]
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HKEY_CURRENT_USER (HKCU)

A

- T

T

L
r

Qoo

@’ Registry Editor
Eile Edit View

Favorites Help

(=[O =]

4! || HKEY_CURRENT_USER

» - | AppEvents
5ol CLSID

b - . Console

s |, Centrol Panel
., Environment
, EUDC

o | Identities

b - Keyboard Layout
. Metwork

s~ Printers

b - . Software

b - Systemn

;- Volatile Envirenment

»- L HEEY_LOCAL_MACHINE
» - |, HKEY_USERS
»+ |, HKEY_CURREMT_COMFIG

4

. E
HKU (HKEY_USERS)pn 1 ®
ﬁ Registry Editor
Eile Edit VMiew Favorites Help
48 Computer MName
»- o HEEY_CLASSES_ROOT ab) (Default)

ol 51-5-18
bl 5-1-5-19
bl 51-5-20
4l |l 5-1-5-21-2620438411-1775267088-1075560328-1000

B

UL

>

. AppEvents

, CLSID

, Conscle

. Control Panel
., Environment
, EUDC

. Identities

. Keyboard Layout
. Metwork

. Printers

. Software

J Systemn

Yolatile Environment

s L) 5-1-5-21-2620438411-1775267088-1075560328-1000_Classes

>~ . HEKEY_CURREMNT_COMFIG

Mame

ab|(Default) |

m

Computer\HKEY_CURRENT_USER

Computer\HKEY_USERS\5-1-5-21-2620438411-1775267088-1075560328-1000
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HKEY_CURRENT_USER (HKCU)

2 Registry Editor [E=H(EcR |~

File Edit View Favorites Help

A - p1
- Ag
AppEvents O<it,fm ' o
CLSID COM_\V 7" a0
Console [~ 3 rut €8s a0CT,ET, ., ,u0VY)
ControlPanel H G x, Oinlxt+&E Y . Ena0
Environment . howay

4 M Computer
» - | HKEY_CLASSES_ROQT
4 | HKEY_CURRENT_USER
»- . AppEvents
>~} CLSID
., Console

., Control Panel
----- . Environment
b |0 EUDC
. Identities
- . Keyboard Layout
----- . Metwork
o | Printers
. Software
. System
» - ., Volatile Environment
>« | HEEY_LOCAL_MACHINE
»- || HKEY_USERS
b - HEKEY_CURREMT_CONFIG

Computer\HKEY_CURREMT_USER

EUDC M° Qs " aq ve 80
Identities ru: r® 550

Keyboard_ayout Oino+@®/ £¢ s a0

Network n v, na$fWa 50, . &8>
Printers v 7T E g

Session Information

% AN/ AHIE - f HIE T VEa

Software

T, 3+ Qo= i £fcu

System

HKLM/SYSTEM— B S (Control, Policies, Services)

UNICODE Program Groups

T, ﬁllf O’(—»‘:‘ TA-[K' Mﬂ'n'

Volatile Environment
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2 Registry Editor [E=8(E=E =

Eile Edit Yiew Favorites Help

4 -8 Computer
» - | HKEY_CLASSES_ROOT

HKEY_LOCAL_MACHINE (HKLM) L1 HKEY_CURRENT USER

4+ HEKEY_LOCAL_MACHINE

. BLO0000G000
, 5. || HARDWARE
A ~ . E | SAM
| SECURITY
| SOFTWARE
Ad T o, mzt, i #t, (&8 20 Lol SYSTEM
.., HKEY_USERS
> || HKEY_CURRENT_CONFIG =

Computer\HKEY_LOCAL MACHINE —

%SystemRodt System32config BCBTemplate
%SystemRodt System32config BCBTemplate.Log

HKLM BCDO00000000 (Vista/7)

%SystemRoottsystem32config COMPONENTS
%SystemRoottsystem32config COMPONENTS.LOG
%SystemRoot¥system32config COMPONENTS.LOG1
%SystemRoot¥system32config COMPONENTS.LOG2

HKLM COMPONENTS (Vista/7)

HKLM HARDWARE Volatile hive

%SystemRodtd System32config SAM

HKLM SAM %SystemRodt System32config SAM.LOG
%SystemRodta System32config SAM.LOG1
%SystemRodta System32config SAM.LOG2

%SystemRodt System32config SECURITY
%SystemRodt System32config SECURITY.LOG
%SystemRodt System32config SECURITY.LOG1
%SystemRodt System32config SECURITY.LOG2

HKLM SECURITY

%SystemRodt System32config SOFTWARE
HKLM SOFTWARE %SystemRodt System32config SOFTWARE.LOG
%SystemRodt System32config SOFTWARE.LOG1
%SystemRodt System32config SOFTWARE.LOG2

%SystemRodt System32config SYSTEM
HLLMSYSTEM %SystemRodt System32config SYSTEM.LOG
%SystemRodt System32config SYSTEM.LOG1
%SystemRodt System32config SYSTEM.LOG2
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2 Registry Editor [E=8(E=E =

Eile Edit Yiew Favorites Help

4 -8 Computer
- HT(EY_CLASSES_ROOT
- |, HKEY_CURRENT_USER
HKEY_LOCAL_MACHINE (HKLM) ey LOCAL WACHIE
[0 BCDo00a0000
>~ }) HARDWARE
A - p1 > b SAM
i || SECURITY
»-J) SOFTWARE
BCD0O0000000 f S . "Ew# | +8d 20O (Bootinib \ ) Lol SYSTEM
.- 1. HKEV_USERS
-1, HKEY_CURRENT_CONFIG
COMPONENTSf1 B . e Ax&8 & ' ' oy 20 ComputerHKEY L OCAL MACHINE
HARDWARE f A& nztf Ya, v H o6 iwziqgrAiafKa a0
SAMfT6&6 5 80F M 50 (A4 " ar 3 " ®)
SECURITYf Ad¢ OO0 sV’ ° v a0 (A6 T oA b7 " R)

SOFTWAREf Ad¢ S / %' KAGd &5  "Es0 (i £t 20)
SYSTEMi AdG S / 9% A& &5  "Es0

A S A HKLM\ SYSTEM FWiKvsypos71 1@, v/ W ® /¢
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HKEY LOCAL_MACHINE (HKLM)

A HKLM\ SYSTEM CurrentControlSet

Yé+a ina$+KF Axd Y Ad )

v

ControlSet001” € ControlSet002 b ¢

— Select 1 Current>/ § A

- JL
QHer ¢,

ﬁ’ Registry Editor

File

Edit View Favorites Help

ﬁ Registry Editor
File Edit View Faveorites Help

E=% ECR ==

Fl ‘li Computer Name Type
- HKEY_CLASSES_RQOT || g REG <7

Data

(value not set)

5 || HKEV_CURRENT_USER

|22 Current REG_DW...

000000001 (1) I/

4|} HKEY_LOCAL_MACHINE
- - || BCDOO00OOOO
b~ |, HARDWARE
5oLl SAM
L. |, SECURITY
»- | SOFTWARE
a- )} SYSTEM
5. | ControlSetd01
5. | ControlSet002
b - , CurrentControlSet
: . MountedDevices
| RNG
e L) Select
> - Setup
b)) WPA
.|| HKEY_USERS
» - | HKEY_CURRENT_CONFIG q| =

24| Default REG_DW...
4| Failed REG_DW...
| LastKnownGood REG_DW...

0500000001 (L)
000000000 (0]
0500000002 (2)

418 Computer

5. || HKEY_CLASSES_ROOT
> . || HKEY_CURRENT_USER
4 || HKEY_LOCAL_MACHINE
> || BCDO0O000OO
5. |, HARDWARE
5o 1) SAM
i |} SECURITY
5.l SOFTWARE
a- 1) SYSTEM
[T Contromemot |

/| Controlsetilz2
pl . CurrentControlSet
- . MountedDevices
| RNG
; . Select

b - Setup

5L WPA
+. || HKEY_USERS
5. || HKEY_CURRENT_CONFIG

Computer\HEEY_LOCAL MACHIME\SYSTEMA CurrentControlSet

| Computer\HKEY_LOCAL_MACHINE\SYSTEM\Select |

forensicproof.com
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ﬁ Registry Editor

File Edit View Favorites Help

4N Computer
5 - || HKEY_CLASSES ROOT
.|| HKEY_CURRENT_USER
5[ HKEY_LOCAL_MACHINE
4- |, HKEY_USERS
[ DEFAULT
b)) 5-1-5-18
b} 51-5-19
ol 51-5-20
_ . | bl 5-1-5-21-2620438411-1775267088-1075560328-1000
O oo na Yv a0 | o 5-1-5-21-2620438411-1775267088-1075560328-1000_Classes
' »- |, HKEY_CURRENT_CONFIG

HKU ~

1 + -1 Computer\HKEY_LOCAL_MACHINE

HKU <LocalServiceSID>

XP¢ Documents and SettingisocalServicdNTUSER.DAT
Vista/7- $SystemRodt ServiceProfiled ocalServicdN TUSER.DAT

HKU <NetworkServicesSID>

XP¢ Documents and SettingSetworkServiceNTUSER.DAT
Vista/7- $SystemRodt ServiceProfiledNetworkServiceNTUSER.DAT

HKU<User SID>

XP¢ Documents and SettingsUseNames\NTUSER.DAT
Vista/7 ¢ User§<UserName\NTUSER.DAT

HKU <User SID>_Classes

XP¢ Documents and SettingsUseName>\LocalSetting$Application DateMicrosoft Windows UsrClass.dat
Vista/7¢ User§<UserName\ AppDataLocalMicrosoft Windowd UsrClass.data

HKU.DEFAULT

%SystemRodt System32Confi DEFAULT

forensicproof.com
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ﬁRegistryEdi‘tor
Eile Edit View Favorites Help

4 M Computer
»- |, HKEY_CLASSES_ROOT
HKEY CURRENT_CONFIG (HKCC) - ). HKEV_CURRENT_USER
- - - |, HKEY_LOCAL_MACHINE
» - |, HKEY_USERS
4| HKEV_CURRENT_CONFIG

A - 'E _=- - 1 Software

s~ System

N 1 T =|=W Bl npnn Q4 Computer\HKEY_CURRENT_CONFIG

HKLM\ SYSTEM CurrentControlSet \ Hardware Profiles \ Currentq @ _
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HKEY PERFORMANCE_DATA (HKPD)

A HKPDEW /I o (http://msdn.microsoft.com/enus/library/aa371643(v=vs.8%)sp)

esVE  E%iT AK Fo T, VT >/ 37 . — RAOQyX
D n é S ~ ) r] ﬁ > T 11}
RegQueryValueEX) ¥ ~ Epmnda = @n "R
Monitoring Applicaion & Anplication B Monitor
Applications MMC Snap-n)
PDH.DLL
Programming RegQueryvalueE x VM|
Interfaces Hi-Perf Provider Interface
- Registry DLL Provider
ADYWAPI32.DLL PerfLib
r
P vt Dot
E p rovm ancs | Dot Diata
O P| System D| E| Performance Hi-Perf Data
Oy Performance D| Extension Provider
DLL — DLL Object

forensicproof.com
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Transactional RegistryT&R

A D»R B8P & P (TXR) (hitp:/forensic.korea.ac.kr/~webmaster/xeffocument_sri=201%
Vista+# pnd =/ AlE 1 " Hewml' = | fugzd
VistaS  KTM(Kernel Transaction Managery T ®$=o0_ " " & ] *'H 2 Q0o"=®
Not-TransactionAPI TransactionAPI
RegOpenKey RegOpenKeyTransacted
RegCreateKey RegCreateKeyTransacted
RegDeleteKey RegDeleteKeyTransacted
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Transactional RegistryT&R

A D R BPO P (TXR)
pRAG = 1+ Hs0k Wy p,

%SystemRoot %\ System32\ config \ TXR

A %FILE%{%GUIDY%FM.blf

A %FILE%{% UID%}. TMContainer00000000000000000001.regtrans-ms

A %FILE%{%GUID%FMContainer00000000000000000002.regtrans-ms

A %FILE%{%GUID0}.TXR.blf

A %FILE%{%GUID%FxR.0.regtransms

A %FILE%{%GUID%JXR.1.regtransms

A %FILE%{%GUID%FxR.2.regtransms
Windows\System3I2config\TxR
Name lExt | size|Created Modified
i
|_]{016888cc-6e6-11de-8d1d-001e0bcde3ec TxR 0 regtrans-ms regt. 50MB 12M0/2010 07°5.. 12/11/2010 11:4 .
|_]{016888cc-6c6f-11de-8d1d-001e0bcde3eck TkR 1.regtrans-ms regt.  5.0MB 12M0/2010 07:5.. 02/10/2011 08:3..
|_] {016888cc-6c67-11de-8d1d-001e0bcde3ec TkR 2 regtrans-ms regt. 5.0MB 12M0/2010 07:5.. 12/10/2010 075..
|_]{016888cc-6o6f-11de-8d1d-00120bcde3ec TxR bif blif  64.0KB 12M0/2010 07°5.. 02/10/2011 08:3..
|_]{016888cd-6c6f-11de-8d1d-001e0bcde3ec TM.blf blf  64.0 KB 12M0/2010 07:5.. 02/10/2011 08:3...
|_] {016888cd-6c6f-11de-8d1d-001e0bcde3ec) TMCoNtainer00000000000000000001 regtrans-ms  |regt.. 0.5 MB 1210/2010 07:5.. 01/28/2011 18:4...
|_] {016888cd-6c6f-11de-8d1d-001e0bcde3ec} TMContainer00000000000000000002 regtrans-ms  |regt . 05MB 1210/2010 07:5.. 02/10/2011 08:3..

forensicproof.com
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Transactional RegistryT&R

A D R BPO P (TXR)

7. 50l T™XR{0|1|2}.regtrans-ms M/ ¢ » ( p 5MB)
Offset D 1 2 3 4 5 § 7 @& 9 A B ¢ D E F &
0C726F5200(15 00 01 00 02 00 02 OO OO0 OO OO OO0 0O OO OO OO
0C726F5210|01 00 00 00 OO0 OO0 00 OO0 0O 02 OO0 00 00 00 00 OO0
0C726F5220|00 00 00 00 FF FF FF FF 70 00 OO0 00 00 OO OO OO VAR
0r726F5230|00 00 00 00 00 00 00 00 OO OO 00 00 00 00 oo oo [ Header Block
0C726F5240 |00 00 00 00 OO0 OO0 00 OO0 0O OO OO0 00 00 OO 00 OO0
0C726F5250|00 00 00 00 OO0 OO0 OO0 OO0 0O OO OO0 00 00 OO OO OO0
0C726F5260| 00 00 00 00 00 00 00 00 FS3 03 00 00 00 00 00 OO0 @
0Cc726F5270 |00 02 00 00 OO OO 00 OO OO0 OO OO0 00 00 00 00 oo
0C726F5280|00 00 00 00 OO OO0 OO0 OO ¢4 Ol OO0 00 00 OO OO OO A
0C726F5290|00 00 28 00 25 00 00 OO0 OA& 06 47 BD o9¢ 01 00 OO [ % @l
0C726FS5240|01 00 00 00 Ol 00 00 OO0 75 4E B9 07 E7 03 EO 11 ubt g &
0C726FS2E0| 82 88 FF 48 12 Cz 2F 73 FC 00 FC 00 00 00 00 00 | 005H A-sii i
0C726F52¢0|A0 12 19 06 A0 F8 FF FF 00 00 00 00 00 00 00 OO @i
OC726F5200 |90 13 19 06 A0 F8 FF FF SC 00 52 00 45 00 47 00
0C726F52E0|49 00 53 00 54 00 52 00 59 00 SC 00 4D 00 41 00
OC726F52F0 |43 00 48 00 49 00 4E 00 45 00 SC 00 53 00 4F 00
OC726F5300 |46 00 54 00 S7 00 41 00 S2 00 45 00 5C 00 4D 00
0C726F5310|69 00 63 00 72 00 6F 00 73 00 &F 00 &6 00 74 00
0C726F5320|50 00 57 00 69 00 6E 00 64 00 &F 00 77 00 73 00
0C726F5330 |20 00 4E 00 5S4 00 5C 00 43 00 75 00 72 00 72 OO
0C726F5340|65 00 6E 00 74 00 56 00 65 00 72 00 73 00 69 OO
0C726F5350|6F 00 6E 00 SC 00 53 00 63 00 &8 00 55 00 64 00
0C726F5360 |75 00 &C 00 65 00 5C 00 S4 00 &1 00 73 00 6B OO
0C726F5370|43 00 61 00 63 00 &8 00 65 00 SC 00 50 00 &C OO
0C726F5380|61 00 69 00 6E 00 5C 00 7B 00 33 00 44 00 42 00
0C726F5390 |37 00 38 00 38 00 46 00 45 00 2D 00 31 00 44 00
0C726F53A0|30 00 39 00 2D 00 34 00 38 00 35 00 46 00 2D OO
0C726F53B0|42 00 39 00 35 00 45 00 2D 00 38 00 35 00 46 OO
OC726F53C0|33 00 38 00 46 00 39 00 44 00 34 00 46 00 39 00
0C726F5300|37 00 70 00 Ol OO0 04 90 48 00 OO0 00 54 00 0O OO
0C726F53EQ| 00 OD OO0 00 14 00 00 OO 02 00 34 00 02 00 OO OO 4
0C726F53F0|00 03 18 00 19 00 03 00 01 02 00 00 00 00 44 01 D
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Hmmm™= — =m0 & mH
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o
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{ SOdzNA (& Aa | LIS2LX S LINRPof SYX
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Wesaqg7rondg = WLGgB/ As” v/ OT" &

i» ®WaAg L A .t DevicelOControl) APh + o <+ O

Ces VE KaeN O FW Wy AL g
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Lw  F -/

A Lw ys

b AL

> HKLM\ SYSTEM CurrentControlSet \ Control \ hivelist ¢ v 4 2.1/ A F£W By
8 Registoy Eitr E=Eon
File Edit View Favorites Help
b - GraphicsDrivers || Name Type Data
. GroupOrderList T
HAL ab|(Default) REG_5Z {value not set)
- hivelict ab|\REGISTRY\MACHINE\BCDO0000000 REG_SZ \Device'HarddiskVelumel\Boot\BCD
' I[;‘Ir:e' o8 ab]\REGISTRY\MACHINE\HARDWARE REG_SZ
i onfi
Keyboargd Layout ‘*ﬂ\REGISTR‘r’\MACHINE\SAM REG_SZ \Device'HarddiskVelume2t\Wind ows\ System32\configh SAM
1 Keyboard Layouts |i| ab|\REGISTRY\MACHINE\SECURITY REG_SZ \Device'HarddiskVelume2tWindows\System32\config\SECURITY
1 Lea ab|\REGISTRYA\MACHINE\SOFTWARE REG_SZ \Device'\HarddiskVolume2yWindows\System32\ configh SOFTWARE
LsaExtensionConfig ab]\REGISTRV\MACHINE\SYSTEM REG_5Z \Device'HarddiskVelume2'Windows\System32\confighSYSTEM
| Lsalnformation ab|\REGISTRY\USERY.DEFAULT REG_SZ \Device'HarddiskVolume2tWindows\System32\config\DEFAULT
| MediaCategories ‘*_"W\REGISTRY\USER\S-l-S-lQ REG_SZ DeviceHarddiskVelume2\Windows\ ServiceProfiles\Local Service\ MTUSER.DAT
. MediaDRM a_‘q\REGISTR‘r'\U SERMNS-1-5-20 REG_SZ Y Device\HarddiskVelume2'\Wind ows\ServiceProfiles\MetworkService\ NTUSER.DAT
, Medialnterfaces ‘*ﬂ\Registry\User\S-l-S-El -2620438411-177... REG_SZ \Device'HarddiskVolume2'Users\ prineer\NTUSER.DAT
, MediaProperties i *"ﬂ\Registry\User\S—l-S—El-2620438411—1??... REG_SZ \Device'HarddiskVelume2\Users\ prineer AppData\Local\Microsoft\Windows\UsrClass.dat

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\ Control\hivelist

forensicproof.com
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Lw  F -/

A Lwespdag P _p

-

BpQa P P

a

tw £ .

HKEY_LOCAL_MACHBED00000000

\Boot\BCD

HEKY_LOCAL_MACHIBEMPONENTS

%SystemRod System32Confi COMPONENTS

HEKY_LOCAL_MACHBMSTEM

%SystemRod System32Config SYSTEM

HEKY_LOCAL_MACHBEM

%SystemRod System3R2Config SAM

HEKY_LOCAL_MACHBECURITY

%SystemRodd System32Confi SECURITY

HEKY_LOCAL_MACHBEFTWARE

%SystemRod System32Confi SOFTWARE

HEKY_LOCAL_MACHHERDWARE

Volatile

HKEY_USERSIDof local service account>

%SystemRod# ServiceProfiled.ocalServicdN TUSER.DAT

HKEY_USERSIDof network service account>

%SystemRodt ServiceProfiledNetworkServiceNTUSER.DAT

HKEY_USERSIDof username>

\Users§<usernameNTUSER.DAT

HKEY_USERSIDof username>_Classes

\Userd<username¥AppDataLocalMicrosoft Windowd Usrclass.dat

HKEY_USERSEFAULT

%SystemRod System32Confi DEFAULT

forensicproof.com
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A Hi g, x P P yEN £w F
s VE/ +W ®Lp%y.t ' o 71, " Y'EH
Hf LW - %SystemRoot%\ System32 config\ RegBack
P*  Lw f %SystemRoot%\ System32 config ( P /h %o
T N, N +W_ wn "7
h%+t 1, +w ®L 1w H_Wg 50,

forensicproof.com

TWr,

(LOG, .LOG1, .LOG2))
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D R BPG P p” %

A TxRBp& P p~ 7

%SystemRoot %\ System32\ config \ TXR

Windows\System3Zconfig\TxR

forensicproof.com

22 February 2011

Name lExt | size | Created Modified
i

| ) 1016288 cc-6c6f-11de-8d1d-001e0bcde3ech TxR. 0.regirans-ms regt.  5.0MB 12M0/2010 07:5.. 12/11/2010 114...
| {016888cc-6c6-11de-8d1d-001e0bcde3ec) TkR. 1.regirans-ms regt.  5.0MB 12(10/2010 07:5.. 02/10/2011 08:3...
| ) {016888cc-6c6f-11de-8d1d-001e0bcde3ec) TkR 2.regirans-ms regt.  50MB 12M0/2010 07°5.. 12/10/2010 07:5..
| ] 1016888 cc-6cf-11de-8d1d-001e0bcde3ech TkR. bif bif  64.0KB 12M0/2010 07:5.. 02/10/2011 08:3...
|_] {016288cd-6c67-11de-8d1d-001e0bcde3ech THbIF bif  64.0KB 12(10/2010 07:5.. 02/10/2011 08:3...
| ) {016888cd-6c6f-11de-8d1d-001e0bcde3eck TMContainer00000000000000000001 regtrans-ms  |regt.. 0.5 MB 12A0/2010 07:5.. 01/28/2011 18:4...
| ] 1016288 cd-6cAf-11de-8d1d-001eDbedeect TMContainer00000000000000000002 regirans-ms  |regt.. 0.5 MB 12A0/2010 07.5.. 02(10/2011 08:3...



XPAQ

A XPAGd O pea>A{ LwaEG

5

’;‘c:
.

Q
O\
-

F

|
v
3
Q

u

5 LV ®EeEd h %
h% GEG ®MEAG 0L 80 e» Al 1 O & O Ty

\ System Volume Information \ _restore{GUID}\ RP##\ snapshot

13ystem Yolume Informationl_restore/ESC1 300DA-BY9BB-4630-B598-90BY93F FCEFO3WRP1snapshot

forensicproof.com

Mame |E}d. | Size |Created |ru10|:|iﬂed |Accessed |A’rtr. |1stsect0
L .

__|Repository 248 B 2011-01-13 15:0... 2011-01-13 15:0... 2011-01-13 15:0... C¥ [3125982
_]_REGISTRY_MACHINE_BAM 240kB 2011-01-13 150, 2011-01-13 148:0... 2011-01-13 15:0... CAx 2106648
L*_|_REGIETH“r’_ruw«CHIr\IE_EEt_‘,URIT‘rr 400 kKB 2011-01-13 150, 2011-01-13 18:0.. 2011-01-13 150, CAX 2594176
L:I_REG'BTRY_MACH'NE_BOFWARE a.amB 2011-01-13 150 2014-01-13 18:0.. 2011-01-13 150, CA 2106424
J_REGISTRY_MACHINE_SYSTEM 24 MmB 2011-01-13 150 20011-01-13 18:0. 2011-01-13 150 CAZ 2106536
L:|_HEGISTR‘r‘_USEH_.DEFMULT DE.. 236KB 2011-01-13 190 2011-01-13 15:0.. 2011-01-13 15:0.. CAX 2108888
L:]_HEGISTH‘r‘_USEH_NTUSER_S—1—5—18 236 KB 2011-01-13 145:0.. 2011-01-13 150, 2011-01-13 150, CAX 2573184
_]_REGIETRY_UBER_NTUBER_S-1-5-19 236 KB 2011-01-13 148:0.. 2011-01-13 15:0.. 2011-01-13 15:0. CAX 2678232
J_REGIETRY_UBER_NTUBER_S-1-5-20 236 KB 2011-01-13 145:0.. 2011-01-13 1500, 2011-01-13 150 CAX 2578280
_]_REGISTRY_UBER_NTUSER_8-1-5-21-1IZIT... 420 KB 2011-01-13 15:0.. 2011-01-13 1500, 2011-01-13 150 A 2108840
J_REGISTRY_UBER_USRCLASS_5-1-5-1El gO0KB 20M11-01-13 150 2011-01-13 150 2011-01-13 15:0.. CAX 2036216
_*_]_REGISTRY_USER_USRCLASS_S-1-5-20 BOKBE 20M11-01-13 150, 2011-01-13 150 2011-01-13 150 CAX 2518272
_]_HEGISTRY_USER_USRCLASS_S—1—5—21—1... g.0KB 2011-01-13 1500, 2011-01-13 15:0.. 2011-01-13 150, CAX 3293688
JCDmDh.DaT BES 22.3kKB 2011-01-13 150, 2011-01-13 148:0... 2011-01-13 150, CAx 2106672
|| domain.td a6 8 2011-01-13 148:0.. 2011-01-13 15:0.. 2011-01-13 15:0.. AX f3125980

22 February 2011



Vista/7AGdG O- p #

A VSS(Volume Shadow Copy) p 4 Lw HJ

© x4 F+ S KAd oLnsLl— vssO-

© VSSO Op/  FWHFE o

VSystem Volume Information

| 13308376k f-4e48-D78e-0404FaF
{3904f4ac-2567-11e0-bad1-005056c00008 1380887 6b-c176-4ed8-b7ae-04046e60C752}

] {3904f503-2567-11e0-bad1-005056 00008380887 6b-c176-ded8-b7ae-04046efcc752)

] {39417 7-2905-11e0-8489-005056c00008}{ 380887 6b-c176-4e48-b7 ae-04046e60Cc7 52}

3 {6b2bdddf-2931-11e0-9b4e-005056c00008H 380887 6b-c176-4e48-b7ae-04046e6cc752)

] {6b2bddfb-2931-11e0-9b4e-005056c00008 380887 6b-c176-4ed8-b7ae-04046efcc752)

] {Gecyed76-2221-11e0-90cd-005056c00008}3808876b-c176-4e48-b7ae-04046e6cc7 52}

3 {7d153fec-22aa-11e0-ab33-005056c00008 1380887 6b-c176-4ed8-b7ae-04046e60C752}

] {93503091-1f74-11e0-9730-005056c00008{3808876b-c176-4ed8-b7ae-04046efcc7h2}

] {93503095-1f74-11e0-9730-005056 00008380887 6b-c176-4e48-b7ae-04046e6cCc752}

3 {9b592008-22f5-11e0-a0c9-005056c00008 1380887 6b-c176-4ed8-b7ae-04046e60C752}

] {9b5920a0-22f5-11e0-a0c9-005056c00008H3808876b-c176-4dedB-b7ae-04046ebcci52}

] {e2b5df93-111f-11e0-981b-005056c00008{3808876b-c176-4e48-b7ae-04046e60C7 52}

3 {e2b5dfc2-1f11-11e0-981b-005056c00008H 380887 6b-c176-4ed48-b7 ae-04046e60C752)
LightningSand.CFD

D MountPointManagerRemoteDatabase

D Syscache. hve

D Syscache.hive LOG1

D Syscache. hve LOGZ

D tracking.log

forensicproof.com

64.0 KB 12/09/2010

337 MB[01/22/2011 01:2..
| 14cBlo1222011 033,
| 1.7 cBlo1/28/2011 03:0..

15:0

MNamea |Ex1 | SizelCreated
L_1SPP 4.1 KB 12/09/2010 15:0...
| IWindows Backup 152 8 122002010 14:5..

01/26/2011 18:5...

294 KB 121172010
0B 1210/2010

8.8 MB 1210/2010
256 KB 1210/2010
0B 1210/2010
20.0 KB 12M10/2010

131
07:5.
075
075
07:5.
07:5.
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Bpa P & 4 Lw a X cRegEx

A RegExR EA& > A{sp& p Lw F Y5 X_

D:WIAxBA1 FORENSICSWHE Tool=WDFRCWREGH>*RegEx.exe
Uzage = RegEx_.exe ""0Option<{-h, —»>" "Save Folder"

D:WIHxBA]1 FOREMSICSUWHE ToolsWDFRCWREGAX

forensicproof.com 22 February 2011
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A LW Wsa (Hive Block)

®AG "G F T+ FW AO. KE6> a4
Wu ., 14,096 ¢& +
UT =nvf " FW 1" Hz OCwu C71 w"

+FW MK® wu E | £& wu (base block)
A A, wM (regfR)
A . nq ®AK

AXxni on A

forensicproof.com
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A L w X (Hive Bin)

PNE > 6°>44  KE€wWwu CO>T1 W"
Wu 9SaqT wE 0 ey — 40%&F T w
pPNG = THA FWx G0, 1q717 TH

0§ FWx ErhbinREAIEA Yd > T Amm

forensicproof.com 22 February 2011



A "E (Cell)

+Wogr o, w$ K€H_wr ey 8+ T H®)

HL

N (Key Cell)

> i (Value Cell)

_ c L r‘] (Subkeylist CeII) S o} T (o) _ r] T %Frm C L P
> ¢ v f| (Valuelist Cell) $o rrG>ApEmicu e
O0. &= H (SecuritydescriptorCell) | OO . &= ¢ »

forensicproof.com
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A "E¥ (Cell Map)

pnNd = » AakKk F+Ww W/, pnQd

Wy L — +WHEBSTLyos/ g

J o O T71 ot FWHE 1 Vw

— ftbl4+o /i O-
Edyd
YeE = b + W 1F M f
32 0
0 "E¥ 3¢ P |7;l‘y Ws
- 0 "Ex LW
> l
1023 -
511
"Ex 53¢ p 4

forensicproof.com
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L W _ A (http:// technet.microsoft.com/enus/library/cc750583.aspx

Block(4KB)

Block

Block

\ 4

A

Y

A

e EEEEEEEV s

Base Block Empty Bin

Key Cell (Key node)

SubkeyList Cell

Value-List Cell

Value Cell

forensicproof.com

Vl

e e e N

22 February 2011


http://technet.microsoft.com/en-us/library/cc750583.aspx
http://technet.microsoft.com/en-us/library/cc750583.aspx
http://technet.microsoft.com/en-us/library/cc750583.aspx
http://technet.microsoft.com/en-us/library/cc750583.aspx

Hive Bin 1

Hive Bir2

Hive Bin3

Hive Bid

Hive BinN

forensicproof.com

A

4,096 bytes

L w B (Hive Header)
1wvu

LW X (Hive Bin)
R (Cell)L ka VY
"0 TET W

"E (Cell)

ARt v 1 e €G-

— cu,>,>cuy,n+$

Yy

P

22 February 2011



s ) HKLMSOFTWAREerhBinDir (C\Perl64 bin\perl.exe)s "A

e

o] SOFTWARE £

i

2dr [gor | AME [ 01E HE |

Oh A
a2
2IF:
37

SOFTWARE

o
SOFTWARE

CotWindowsWSystern 32w config
93.2MB (3T TIZ HIDIES
93, 2MB (37T T2 HIDIES

200348 78 4 ShE2. 2H 1153408
2M0A 108 N 25, 2= TERE2
2010 108 82 SRY. 25 50410

i Dadi 4200,

forensicproof.com

r@’ HA~ED B2 EE
o - P .

OEE #HEE =2/ SAR/A =SgH

< M HFEH
5 || HKEY_CLASSES_ROOT
p -1 HKEY_CURREMT_USER
4 |} HKEY_LOCAL_MACHINE
b -l BCDOOOOO00O
). HARDWARE
. SAM
. SECURITY
, SOFTWARE
- | ActiveState
5o ) Adobe
5~ )0 Aladdin Knowledge Systems
o 1) Apple Computer, Inc.
5 J) ATI Technologies
-} Business Objects
, Classes
) ClientKeeper
b)) Clients
5 }) Debug
) GEAR Software
5~ ), Guidance Software
. |, IDM Computer Seluticns
b ) Intel
5~ )y Macrovision
b-J) Microsoft
, MozillaPlugins
b)) ODEC
... |, OPBXerox
>~ | Policies
| Realtek
) RegisteredApplications
J Sonic
. SRS Labs
5o )L Waves Audio
b Lo WIBU-SYSTEMS
5. 1L WinRAR
b )l WowB432Node
b} Xerox
. ZipAge
.} SYSTEM
.|| HKEY_USERS
HKEY_CURRENT_COMFIG

—

o1& 5 CilolEf
ab| (7] 271 REG 57 C-wPerlsaw
ah1BinDir REG_SZ CPerledwbinstperl.exe I

n

21 EWHKEY_LOCAL_MACHINE#SOFTWAREPerl

R —
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s ) HKLMSOFTWAREBerhBinDir (C\Perl64 bin\perl.exe)s A

0‘1‘2‘3 4‘5‘6‘7 S‘Q‘A‘B C‘D‘E‘F
0000 r e g f seq num 1 seq hum 2 Timestamp
Hive Header 0010 (FILETIME) major ver minor ver Type (?)
0020 Format (?) Start of Root Cell | Start of last hbin Always 1
Hive Bin 1 0030
0040 L .
] ) Hive file path or name (Unicode, 64 bytes)
Hive Bin2 0050
0060
Hive Bir3 0070 GUID
0080 GUID
: : 0090 Unknown GUID
Hive Bind
00AO0 Unknown
0
01F0 Checksum
Hive BinN
SC || regf.C C..aEu\
00 S
00 nce cooolimocooc
00|l | e.m.R.0.0.C.%.5.
oo v.83.c.e.m.3.2.%.
+ =
0x20 + 0x1000 = 0x102 00|/ C.o.n.£.i.9.\.5
00|| 0.F.T.W.A.R.E..
EC | E*h.olB...... fai
EC | E*h.olF...... 133
1IE  ....E*h.olP.....
0o dsirmem. ...
00 || «vvrceeennnnnan.
Bl || ............ TWWt

forensicproof.com 22 February 2011



s ) HKLMSOFTWAREBerhBinDir (C\Perl64 bin\perl.exe)s A

Hive Header 1000h:| 68 &2 &8 6E 00 00 0O OO OO0 10 OO0 OO OO OO0 OO OO hbin............
1010h:| OO0 Q00 OO 00 ES 45 75 5C 00 SE CBE 01 00 00 00O 00 «..2EuML"EL L.,

1020h: 78 FF FF FF 6E 6B 2C 00 76 93 BA CF 42 55 CB 01 | xyyynk, .v"=TBUE.

Hive Bin 1 L—1030n: 00 00 00 00 BO 03 00 00 1E 00 00 00 00 00 00 00 | vvve®errreeeenn.

1040h: 58 D3 53 05 FF FF FF FF 00 00 00 00 FF FF FF FF XO5.9¥v¢....vvev

; ; 1050h: 78 8D OC 00 FF FF FF FF 32 00 00 00 00 00 00 00 | X...90%92.......

Hive Birn2 1060h: 00 00 00 OC OO OO0 OD OO 43 0D 75 00 34 00 00 00 | +.vuwvn.. C.u.4...
Hive Bin3

2000h:| &8 &2 &5 &E 00 10 00 OO 00 10 0O OO QO OO0 OO 00 hbin............
2010h:| OO0 00 OO 00 OO0 Q0 00 OO0 00 00 00 00 00 00 00 00 | ... cven i ennnnnss

Hive Bid 2020n: RO FF FF FF 6E 6B 20 00 E9 DF 33 AD 02 57 CB 01 §yink .&R3-.WE.
2030h: 00 00 00 00 50 OF 00 00 9B 00 00 00 OD 00 00 00  +u..Puvudeeeen..

. 2040n: CO 28 Bl 03 88 1B 00 80 00 00 00 00 FF FF FF FF A(+."..&....9¥y¥

: 2050n: 88 8C OC 00 FF FF FF FF 48 00 01 00 00 00 00 00 “@..99¥yH.......

Hive BinN

3000h: 68 62 69 6E 00 20 00 00 00 10 OO0 OO0 OO0 OO0 00 00 hbin. ..........
3010h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 suevunrnnrnnenns
3020n: RO FF FF FF 6E 6B 20 00 19 CB 4B 90 2B 04 CA 01 §yink ..EK.+.E.
3030h: 00 00 00 00 70 1D 00 00 00 00 00 00 00 00 00 00  +ue.Devevennenn.
3040h: FF FF FF FF FF FF FF FF 02 00 00 00 00 14 00 00 §UVydidd........
3050h: BO 20 00 00 FF FF FF FF 00 00 00 00 00 00 00 00  ° . .09¥¥...v....

forensicproof.com 22 February 2011



s ) HKLMSOFTWAREBerhBinDir (C\Perl64 bin\perl.exe)s A

45|67

Offset

of ¥4 S { hon@

Hive Bin 1

Hive Bir Cell 1
Cell 2

Hive Bin3 Cell 3

Hive Bird :
Cell N

Hive BinN

forensicproof.com

8 9 10|11

Timestamp

0 &t én/@(l\n AxA000 (4096) bytes

689 6E 00 00 OO0 00 GesTasagsao 00 00 00 00
00 Q00 E5 45 75 5C 00 SE

hbbin.......o0...
CE 01 00 00 00 00
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s ) HKLMSOFTWAREBerhBinDir (C\Perl64 bin\perl.exe)s A

: ol1]2]3]als|e|7]|8]9]10]11]12]13]14]15
Hive Header « 0000 Cell Size
0010 One of the Key ( nk), Subkey-list (If, Ih, ri, li),
Hive Bin 1 - o) Value (vk), Value-list, Security (sk), and D ata
00XX CellSize |
. . Cell 1
Hive Bin2 00XX One of the Key ( nk), Subkey-list (If, Ih, ri, i),
Cell 2 o} Value (vk), Value-list, Security (sk), and Data
Hive Bir3 Cell 3 Negative if allocated
OXFFFFFF78 436
Hive Bind :
CeII N 1000h: &8 62|69 &E OO0 OO0 OO0 0O 0O 10 0O OO OO OO OO0 OO hbin. ...cccaaann
. 1010k: OO 00|00 OO0 E5 45 75 5C 00 SE CB 01 00 OO0 00 OO e...aEuh LBl
. 102 T8 FF FE FF| 6E 6B 2C 00 Te 93 AR CF 42 55 CB 01 ®ifiink, . v =IBUE.
103¢k: OO0 OO0 OO0 OO0 BO O3 OO0 00 1E 0O QO QO 0O OO 0O OO e i e ea e aaas
Hive BinN 104qdh: 58 D3 53 05 FF FF FF FF 00 00 00 00 FF FF FF FF  XO0S5.Viii....vvvy
1050RK: 7% 8D OC 00 FF FF FF FF 32 00 00 00 00O OO0 00 0O e WHVV2. ...,
10/ 136 0 00 OO OO0 OO OO0 OO0 OO0 43 OO0 75 00 34 00 00 00 | ....euw. C.u.4...

107gns @3 4D 49 2D 43 72 65 61 T4 65 48 €9 76 €5 7B 31 CMI-CreateHive{l
108Qh: 39 39 44 41 46 43 32 2D 36 46 31 36 2D 34 39 34 OODAFC2-6F16-494
109Qh: 36 2D 42 46 39 30 2D 35 41 33 46 43 33 41 36 30 6&-BFS0-S5A3FC3A60
10A8—35—36—32—FB—FE—85—Ca—o»/88 FF FF FF| 6E 6B 20 00 902}a.E. ¥yink .
10BOh: 55 68 AC 05 3F 04 CA 01 00 00 00 00 20 90 27 00 Uh-.2.E.....
10COR: 00 00 00 00 00 00 00 00 FF FF FF FF FF FF FF FF  +vueun.. GUVTTVYY
10DOR: 00 00 00 00 FF FF FF FF RO 20 F5 01 FF FF FF FF  ....00¥v &.999v
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s ) HKLMSOFTWAREerhBinDir (C\Perl64 bin\perl.exe)s "A

ol1|2|3|a|ls|e|l7]8]lo]alB|c|D|E]|F
/ 0000 Cell Size n  k Flag Timestamp
0010 Unknown Parent key offset | Num of subkeys (stable) /Num of subkeys (volatile)
Root Key Cell Y
0020 Subkey-list offset Subkey-list offset Num of values Value-list offset
X 0030 Security offset Classname offset Max name length of subkeys| Max classnamelength of subkeys
. 0040 Max name length of values Max value data size Unknown Keyname len |Classnamelen
_ 0050
. 0
Valuelist Cell

0x0004 : Root, 0x0008 : cannot be deleted
0x0020 : key name is stored in ASCII

Value Cell 1000h: 68 62 69 6E 00 00 OO0 |00 00 10 00 00 00 00 00 00 hbil.......c....
1010h: 00 00 00 00 E5 45 75(|5C 00 S5E CE 01 00 00 00 00  ....AEu\."E.....

Data Cell 0x0553D358| 1020n: [FE EE EE EE| 6E 68 2C 00 76 93 AL CF 42 55 CB 01 xUvink, .v"=IBUE.
+ 1030h: 00 00 00 00 BO 03 00 oo MENGENGENEE oo oo 00 00 e

0x1000 |e2o4on—EENBENESN6E FF FF FF FF 00 00 00 00 FEFEFEFE XOS.9viv....yyyy
- 1050h: 78 8D OC 00 FF FF FF FF 32 00 00 00 00 00 00 00 | X...9¥0¥2.......

0xO553E358| 1060n: 00 00 00 00 00 00 00 00 43 00 75 00 34 00 00 00 .uv.iue.. C.u.4...

1070n: [43 4D 49 2D 43 72 65 61 74 65 48 69 76 65 7B 31| |[MI-CreateHiwe{l

Key Cell 1080h: /|39 39 44 41 46 43 37 2D 36 46 31 36 2D 34 39 34| |9SDAFCZ-6F16-494
1090h: |36 2D 42 46 39 30 2D 35 41 33 46 43 33 41 36 30| |6-BF90-SA3FC3AED

Subkeylist Cell 10a0h: |39 30 32 7D|FC 03 ca 01 [BETEEVEEFE|6E 6B 20 00  [902)fi.E. - y¥ynk

10BOh: 55 68 AC 05 3F 04 CA 01 00 00 00 00 20 90 27 00  Uha.?.B..... .

10COh: 00 00 00 00 00 00 00 00 FF FF FF FF FF FF FF FF | ..uvo... ST

10DOh: 00 00 00 00 FF FF FF FF AO 20 F5 01 FF FF FF FF | ....99%% 8.99v¥
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s ) HKLMSOFTWAREBerhBinDir (C\Perl64 bin\perl.exe)s A

A D% (Key Flags)
i Ag
0x0001 e "E
0x0002 om FWpx « Ny
0x0004 H
0x0008 ot o'k
0x0010 . H
0x0020 fo Lascit e» (O EUTFI6LE ¢ )
0x0040 C> 21H
0x0080 Qo' 4
0x1000 Qo' 4
0x4000 Qo' 4

forensicproof.com
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s ) HKLMSOFTWAREerhBinDir (C\Perl64 bin\perl.exe)s "A

Subkeylist Cell (i : Index Root, li: Index Leaf)

Hive Header
0l1/2/3/4/5 6|78 9/10/11/12]/13]14]15
0000 Cell Size r i Num Subkey-list offset Subkey-list offset
Root Key Cell 0010 Subkey-list offset Subkey-list offset Subkey-list offset
: ] ] ]

Subkeylist Cell (If: Fast Lealh: Hash Leaf)

I oy ><

ol1]2|3|als|e|7]|8]|9]10]11]12]13]14]15
0000 Cell Size I f Num Key (nk) offset hash value
Valuelist Cell 0010 Key (nk) offset hash value Key (nk) offset hash value
s | | L[ L[ L[

0x0553D300 + 0x1000 = 0x0553E300

A

Value Cell

553:E350h: 50 65 72 6C 44 37|46 33[BE FE EF FE|6C &8 1E 00 PerlD7F3,bivlh..
Data Cell 553:E360h: |48 D1 53 05 69 98|(D2 o7 [EE 18 33 05 2B 14 79 07 HNS5.i"0.&.3.+.v.
553:E370h: |00 FE DF 04 25 F2(94 66 60 57 77 05 2D CF 40 55 .@B.%d"f Ww.-I@U
553:E380h: [6O0EENSENOY 66 10|5F C8 A0 AS 88 04 92 D9 58 53 | "o/.f. E ®.'UXS

553:E390nh: 60 7D 01 00 D& BD|Ec 47 00 F4 78 00 Be b6A CO 48 “}..0.=G.4x.974H

553:E3AO0h: 10 2% F5 04 17 &2|CF 07 F& &2 75 05 FE FC EF 1F 6. . bl sbu.bii.

Key Cell 553:E3B0Oh: B3 01 ED0 04 EB 65|76 81 70 &D 4F 05 F5 87 43 ES ,.é.éev.prr.[:-.ﬁji-lé
553:E3C0h: 78 E9 7C 01 88 El1|€5 08 88 BC 39 05 06 D4 SF 9C | xé|. 2e. H9..0 &

o Subkeyist Cel s EECECE ERLE L LR R e
= - p... . >. {.B.EKjB.

553:E3F0h: 00 D3 53 0O5-33—52'3F 00 C8 1E 01 00 S0 5F 5C BZ .ﬁ-S.SR?.E...._‘\‘

553:E400h: 30 21 35 02 10 S9& E2 20 48 SE 79 00 35 9C 59 1a | 0'5..33 HEy.5eY.
553:E410n: 20 4E 25 02 44 51 24 05 BO 04 3E 02 DA TF 4B E4 ) .DQ..%.>.U. &
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s ) HKLMSOFTWAREerhBinDir (C\Perl64 bin\perl.exe)s "A

Key Cell

Hive Header

Root Key Cell

I oy ><

Valuelist Cell

Value Cell

Data Cell

Key Cell

Subkeylist Cell

forensicproof.com

o|l1]2]3]als|e6|7]s]o]lale|c|p|E]F
0000 Cell Size n k Flag Timestamp
0010 Unknown Parent key offset | Num of subkeys (stable) |Num of subkeys (volatile)
0020 Subkey-list offset Subkey-list offset Num of values Value-list offset
0030 Security cell offset Classname offset Max name length of subkeys| Max classnamelength of subkeys
0040 Max name length of values Max value data size Unknown Keyname len |Classname len
0050
0060 Key name
0
0x0020 : key name is stored in ASCII 0x01D3E258 + 0x1000 = 0x01D3F258
553:E300h:|ﬁﬁ FF FF FFlEE 65 EDTDD F3 C5 22 B8 E7T

553:E310h: 00 00 0O
553:E320h: FEEREENEE
553:E330nh: [DO EE 23
553:E340nh:| OC 00 0O
553:E350h: |50 &3 T2

00 20 00 00 00
Bl FF FF FF FF
01 FF FF FF FF
00 2ZE 00 00 00

00 00 00 00| Q0
02 00 OO0 00 58
00 00 00 00 00
39 3o 38 46 04

6C|44 37 46 33| BE FE FE EE| 6C

EZ2 D3 01
00 00 00

g 1E 00

FYTYIIYY. ... Xab.
Dim. i
00 00 OO0 oo

PerlDTF3 , bivlh. .
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s ) HKLMSOFTWAREerhBinDir (C\Perl64 bin\perl.exe)s "A

Valuelist Cell

Hive Header

Root Key Cell

I oy ><

Valuelist Cell

Value Cell

Data Cell

Key Cell

Subkeylist Cell

A

forensicproof.com

01|23 45678 9/10/1112][13/14 15
0000 Cell Size Value offset Value offset Value offset
0010 Value offset Value offset Value offset
: [ [ [
1D3:F250h: DE 7D D8 01 F8 7D D8 01 |EQ0_FF FE FE|40 SE CF 04 @@.2}8.3v7v@.I.
1D3:F260nh: (20 Be D2 09 EEEEHNNESNNNS D0 FF FF FF SF 00 4D 00 P'E[f}. - (ﬂ.ﬂj,i’j,'rj,’r_.H.'
invalid offset

v

(there are 2 values)

0x04D2B650 + 0x1000 = 0x04D2C650
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s ) HKLMSOFTWAREerhBinDir (C\Perl64 bin\perl.exe)s "A

Value Cell

Hive Header

Root Key Cell

I oy ><

Valuelist Cell

Value Cell

A

Data Cell

Key Cell

Subkeylist Cell

forensicproof.com

ol1][2]3s]a]s|e6]|7]8|e]alB|c|D|E]F

0000 Cell Size \Y Name len Data length Data offset
0010 Data Type ‘ Flag Unknown
0020

. Value Name

[0}

Ox04DFFES80 + 0x108Mx04E00E80
&DE:CEEDh:|ED FF FF FF|?6 6B 06 Q0 [2ZE 00 00 00O 80 FE DF 04 avvivk.

4D2 :Caa0h: fOTSOOSGOSEN 01 00 43 00 |42 &9 &E 44 &9 '?2'-69 Td f eeaa.

C

[oinpssh: |

!

0x0001 : value name is stored in ASCII,

otherwise it is in Unicode
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s ) HKLMSOFTWAREBerhBinDir (C\Perl64 bin\perl.exe)s A

A HL A (Data Type)
? Lk Ag
0x00 REG_NONE A4
0x01 REG_SZ UTF16v = 8
0x02 REG_EXPAND_SZ Ad . TT Oo KUTFI6Y = 8 (92 &2{,{¢9awhh&:2¢0
0x03 REG_BINARY +i v+
0x04 REG_DWORD 3% A6
0x04 REG_DWORD_LITTLE_ENDIAN X s
0x05 REG_DWORD_BIG_ENDIGN 3 Xi YOs®m
0x06 REG_LINK jPwo,
0x07 REG_MULTI_SZ NULE Ut ETydit ves He
0x08 REG_RESOURCE_LIST nzEt =1 Gégf
0x09 REG_RESOURCE_DESCRIPTOR gt =0 6 éEf
Ox0A REG_RESOURCE_REQUIREMENTS |LIST & % O
0x0B REG_QWORD 64X A
0x0B REG_QWORD_LITTTLE_ENDIAN 64X A

forensicproof.com
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s ) HKLMSOFTWAREerhBinDir (C\Perl64 bin\perl.exe)s "A

Hive Header

Root Key Cell

I oy ><

Valuelist Cell

Value Cell

Data Cell

A

Key Cell

Subkeylist Cell

forensicproof.com

l

Big Data Cell

Version 1.4 or later, Data size > 16344 bytes

ol1|2]3]4]5]6]|7]8]9]10]11]12]13]14]15
0000 Cell Size d b |Numof frag| Indirect cell offset Unknown
ol1]2]3]a|ls5]6|7]8]9]10]11]12]13]14]15
0000 Cell Size Data offset Data offset Data offset
o | omote | | | | | | | [ | |||

(Normal) Data Cell

ol1|2]3]4]5]6]|7]8]9]10]11]12]13]14]15
0000 Cell Size Data
: [ LT [
4EQ: 0EE0L : pPESNEENEE FF|I43 00 3A 0D 5C 00 50 00 &5 00O 72 0O E}.F},F}jc .i.8.P.e.r.
4EQ:Q0ES0R: |&eC 00 36 00 34 00 5C 00 &2 00 69 00 &E 00 5C 0O l.6.4.%.b.i.m.M.
4EQ:Q0EAQR: |70 00 65 00 72 00 6C 00 2E 00 65 00 78 00 &5 00 p.2.T.1l...8.X.8.
4EQ:Q0EEORh: || 00 00 01 00 D& BD Ee& 47 |BU FF FF FFlEE 66 20 00 ... 026 Fink
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A epmfrpPps BPO P HET 12Z

Fe 7., V® ' 8/ AQoy(YElg. /0, Iot)pnNG = s0KKoRG =/ F-

: TEG s 5 L 5 T'EE" Qo ®»RE& = 50 &

mAG zqT 3+ o2nd = MWMsO0" erpV x 155/ F=- " R'E
AGd O6LRmJ YEADPRG = 060 X A/ 1 X @ts5/ k=~ " %"E(2000/XP)
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crmpe )2

A  CMHIVE 1 Z (http:// www.dfrws.org/2008/proceedings/p2@olangavitt.pdf)

PNG > +WIE | © >/ A CMHIVE, wTt (http:// www.nirsoft.net/kernel_struct/vista/CMHIVE.htmnl

CHHIVE. w? 4z 4 »pnd = a0n O

Volatility Plugin  (http:// moyix.blogspot.com/2009/01/memokyedgistrytools.html) (1.4K & S )

A hivescan
A hivelist

A printkey

A hashdump
A lasdump

A cachedump

forensicproof.com 22 February 2011


http://www.dfrws.org/2008/proceedings/p26-dolan-gavitt.pdf
http://www.dfrws.org/2008/proceedings/p26-dolan-gavitt.pdf
http://www.dfrws.org/2008/proceedings/p26-dolan-gavitt.pdf
http://www.dfrws.org/2008/proceedings/p26-dolan-gavitt.pdf
http://www.dfrws.org/2008/proceedings/p26-dolan-gavitt.pdf
http://www.dfrws.org/2008/proceedings/p26-dolan-gavitt.pdf
http://www.nirsoft.net/kernel_struct/vista/CMHIVE.html
http://www.nirsoft.net/kernel_struct/vista/CMHIVE.html
http://moyix.blogspot.com/2009/01/memory-registry-tools.html
http://moyix.blogspot.com/2009/01/memory-registry-tools.html
http://moyix.blogspot.com/2009/01/memory-registry-tools.html
http://moyix.blogspot.com/2009/01/memory-registry-tools.html
http://moyix.blogspot.com/2009/01/memory-registry-tools.html
http://moyix.blogspot.com/2009/01/memory-registry-tools.html

A Bpd@ P A" 34 1 Z (http:/iseclab.hdu.edu.cn/95%AE%IEYEI%AAYBCLESWAEAIYESWHAEYBAYEE%S

/2009/Carving%20the%20windows%?20reqistry%20files%20based%200n%20the%20internal%20strugture.PDF

pPNG =0 _E KEwuL,x,q YE T

~

X 559 TS A yMn
Bpa »_d AT 3
Hive regf
Hive Bin hbin
Key Node nk
Key Link Ik
Key Value vk
Key Security sk
Folder List If
Hash List Ih
Index List li

Index recursive

forensicproof.com
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http://seclab.hdu.edu.cn/%E5%AE%9E%E9%AA%8C%E5%AE%A4%E8%AE%BA%E6%96%87/2009/Carving the windows registry files based on the internal structure.PDF
http://seclab.hdu.edu.cn/%E5%AE%9E%E9%AA%8C%E5%AE%A4%E8%AE%BA%E6%96%87/2009/Carving the windows registry files based on the internal structure.PDF
http://seclab.hdu.edu.cn/%E5%AE%9E%E9%AA%8C%E5%AE%A4%E8%AE%BA%E6%96%87/2009/Carving the windows registry files based on the internal structure.PDF

Bpa P SA

{ SOdzNA (& Aa | LIS2LX S LINRPof SYX
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X B

[

File Edit View

Favorites Help

, Windows Desktop Search
, Windows Mail
, Windows Media Device Ma
, Windows Media Foundatiol
, Windows Media Player NS5
, Windows Messaging Subsy
, Windows NT

. CurrentVersion
. Windows Photo Viewer
. Windows Portable Devices
, Windows Script Host
. Windows Search
, Wisp
, Workspaces
, WwanSve

. MozillaPlugins

. ODBC

. Policies

. Python

. QSound Labs, Inc,
. Realtek

. RegisteredApplications

1 |

-~

J ’ ‘

MName

Type

Data

ab] (Default)

ab| Build GUID

ab]| BuildLab

ab| BuildLabEx

ab] CSDBuildNumber
gﬂCurrentBuild

ab| CurrentBuildMumber
3['] CurrentType

ab| CurrentVersion
24 DigitalProductld
%4 DigitalProductldd
ab| EditionID
ﬂﬂlnstallationT}rpe
78| InstallDate
ﬁﬂpathName
ﬂﬂproducﬂd

ab| ProductMame
ﬂﬂRegisteredOrganization
3}_'] Registered Owner
ﬁﬂSD&wareType
ﬁSystemRoot

REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ

REG_BIN...
REG_BIN...

REG_SZ
REG_SZ

REG_DW...

REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ

(value not set)
13aalf3c-8fdf-4f38-aTae-fT769ff48 c0b
7600.win7_gdr100618-1621

760016617 amd64fre.win?_gdr.100618-1621
1

7600

7600

Multiprocessor Free

6.1
a40000000300000035353034312d3030312d3123334363935372d38363837310..
8 04 00 00 04 00 00 00 3500 3500 30 00 34 00 31 00 2d 00 30 0030 00 31 00 37 00 3200 2d 0...
Enterprise

Client

0x4d006ffd (1291874301)

ChWindows

55041-001-1346957-86871

Windows 7 Enterprise

forensic-proof

prineer

System

Ch\Windows

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion

A C)\ > systeminfo

forensicproof.com

A systeminfo [ ~ L O«

22 February 2011




HKLM\ SOFTWARRB Microsoft \ Windows NT \ CurrentVersion

A
A

A

forensicproof.com

ProductName <5 \ £ o0
owner f Q oo o
Organization f wi =0
Productld f <5 \ £ AN-=

BuildLab (EX) f =5 V £ "ES K&

InstallDate  =s V£ EAN | (704G A’

SystemRoot f =5 \ £ € A H

X

A)
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A8 18 (3/5)

ComputerName f Ad Yu 80/ Yuy 1

,

Computer Name | Hardware | Advanced | System Protection | Remote |

f L Windows uses the following infarmation to identify your computer
== onthe network.

Computer description:

For example: "Kitchen Computer” or "Mary's
Computer”.

Full computer name:
Workgroup: WORKGROUP

To use a wizard to join a domain or workgroup, click
Metwork 1D, Network 1D...

To rename this computer or change its domain or
warkgroup, click Change. —

forensicproof.com
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A& L8 (4/5)

[

(]

Lk

A

° HKLM\ SYSTEM ControlSet00 X\ Control \ ComputerName \ ActiveComputerName

> ComputerName f Ad

Yu 80/ Yoyl

File Edit View Favorites Help

- ApplD -
- |y Arbiters

- | BackupRestore
- 1y Citrix

- Jy Class

- EMF

]

. CoDevicelnstallers
. COM Name Arbiter

- ComputerMame
L | ActiveComputerMame
te || ComputerMame

. ContentIndex
, CrashControl =

MName Data
a"‘] {Default) {value not set)
38| ComputerMame PRONEER-PC

1 | 1

Computer\HKEY_LOCAL_MACHIME,SYSTEM\ CurrentCentrolSet\ Control\ ComputerMame\ ActiveComputerilame

forensicproof.com
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Ad

1 8 (5/5)

A AG

Y|'~)5;

n Ay

HKLM\ SYSTEM ControlSet00 X\ Control \ Windows

ShutdownTime

fXxXm; - B

A http://www.digital -detective.co.uk/freetools/decode.asp

S .

i | TimeZonelnformation
. usbflags
J ushstor
, VAN
; Video
| WENCSYC
; Wdf
; WDIL
Lol Windows

b - , Winlogon

i ) Winresume
;WML

-, Enum

o | Hardware Profiles

Mame

ab] (Default)
fgb'\]ComponentizedEuild
74| CSDBuildNumber
J':l'g-'] C5DReleaseType
E'p']CSD‘u‘ersinn
EﬂDirectur}r
EE:']ErrnrMu:ude

vo| MolnteractiveServices
8| ShellErrorfMode

Type
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD

REG_EXPAND_ 57

REG_DWORD
REG_DWORD
REG DWORD

Data

(value not set)
000000001 (1)
(00004001 (16385)
(00000000 (0)
(00000000 (0}
FaSystemRoot®e
(000000000 (0)
(00000000 (0)
(00000001 (1)

! ShutdownTime

REG_BINARY

751decbad7clcb0l |

ab| SystemDirectory

REG_EXPAND_SZ

< |

FaSystemRootoe\systern32
F

Computer\HKEY_LOCAL_MACHIME\SYSTEMY ControlSet001\ Contral\Windows

forensicproof.com
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http://www.digital-detective.co.uk/freetools/decode.asp
http://www.digital-detective.co.uk/freetools/decode.asp
http://www.digital-detective.co.uk/freetools/decode.asp

> A" A d oy GEEN

Ao AN

> HKLM\ SYSTEM ControlSet00 X\ Control \ TimeZonelnformation

File Edit View Favorites Help

.

; S0MServicelist

| Srp

. SrpExtensionConfig
| Stilllmage

| Storage

| SysternInformation
| SystermResources

. TabletPC

. Terminal Server

. TimeZonelnformation
| ushflags

| ushstor

. VAN

Video

-

[ |

Mame Type Data

ab] (Default) REG SZ  (value not set)

fio| ActiveTimeBias REG_DW... Oxfffffded (4294966756)

fio|Bias REG_DW... Oufffffded (4294966756)

fg'g'] DaylightBias REG_DW... Ouxffffffcd (4294967236)

39] DaylightMame REG_SZ @tzres.dll,-621

_?5'9'] Daylightstart REG_BIM... 00000000 00 00 00 00 00 00 00 00 00 00 00 00
_?5'9'] DynamicDaylightTi... REG_DW... 000000000 (0)

fis|StandardBias REG_DW... 000000000 (0)

3_'_’] StandardMame REG_SZ @tzres.dll,-622

fio| StandardStart REG_BIM... 000000 00 00 00 00 00 00 00 00 00 00 000000
QE]TimEZDneKE}rName REG_SZ Korea Standard Time

< |

(L

Computer\HKEY_LOCAL MACHINEVSYSTEMA CurrentControlSet\Control\TimeZonelnformation

forensicproof.com
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> A Md wGEN .

A w@EN_ W (2000/XPIVista)

HKU\ {USER)} SOFTWARE Microsoft \ Windows \ CurrentVersion \ Explorer\ UserAssist\

{75048700 -EF1F11D0-9888-006097DEACFO\ Count

AR A [ EE A2
ST D) AZHT)

@ ¢ -~

=
ro
m
+E
==
I

HI BE MZH: e REA
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> A" I d w GEN W

4

A w@EN_ W (2000/XPIVista)

HKU\ {USER\ SOFTWARE Microsoft \ Windows \ CurrentVersion \ Explorer\ UserAssist\

{75048700 -EF1F11D0-9888-006097DEACFO\ Count

A HRZR_EHAPCY:gvzrgngr.pcf ROT-13: UEME_RUNCPL:timedata.cpl

A OR3:£F L b Oon 7 oMH,. > 5)

A 4R7: wm¥% AN L L Oen 7

27 R AR HED|

MF(Ey EEEY 2100 SHETL =2

3 WorkgroupCrawler
7 Eut
3 Group Palicy

(1 tips ~|| 018 £R HOE 5
0 Trayhlotify [@#HRZR_EHACMGL:P VAR, REG_BINARY 01100 00 00 (= 00 00 O
b g Hig:fsh;!fﬂ'dms B¥]HRZR_EHACNGU:PMIVAQEL, . REG_BINARY 01 00 00 00 07 00 00 Of
@8]HRZA_EHACVOY:%pfvqy2%W, .. REG_BINARY 0100 00 00 10 00 00 0f
a paaieliiegiiataateysel HHZH_EHACVQY:%quyz%w... REG_BINARY 010000 00 1100 00 01
= D{a count ¥ [RE|HRZR_FHACVOY: %ptvgy 2% . REG_BINARY 01 00 a0 00 12 00 00 0
©) VisoalEfects B¥)HRZR_EHACYOY:Spfvay2%),.. REG_BINARY 0100 00 00 13 00 00 0f
) WebView & HRZR_EHAPCY REG._BIMARY 0100 00 00 09 00 00 O
' REG_BINARY 0100 00 00 08 00 00 0t

REG_BINARY

01 00 00 00 06 00 00 00

o]
&8 H

REL_BINARY

(3 GrpCony RZR_PGYFRFFYBA REG_BINARY 82 09 5e De 01 00000
{23 Internet +||| B¥]HRZR_PGYPHNPbhag:pabe REG_BINARY 01 00 00 00 02 00 00 00+
< > £ *

LT OO0 O U U Ot

LH & EEIWHKEY _CURRENT _USERWS oftwareWMicrosoftWind owsWCurrentVersionWExplorerUs erds sisti 715048700-EF 1F-11D0-9885-00609/DEACF I Co
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HKU\ {USER\ SOFTWARE Microsoft \ Windows \ CurrentVersion \ Explorer\ UserAssist

Tow KMPlayer

2000/XP/Vista

S Qlue
A {5E6AB7807743-11CFA12B-00AA004AE837) Count .

'*__I'j' Paint 3
A {75048700-EF1F11D0-9888-006097DEACF% Count :‘ WordPad ’

-| Calculator

_.| Getting Started 3

A {CEBFF5CPACE24F4F9178-9926F41749EA} Count l—( Remote Desktop Connection

A {FAE57C4B2036-45F0-A9AB-443BCFE33D9R} Count

Sticky Motes

P Al Programs

|55’."-" programs and files 2 |
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J 0

A 41+ p¥ | &1 P”

(2/12)

(ROT-13 &1 [ Rhittp:// web.forret.com/tools/rot13.asp

HKU\ {USER\ SOFTWARRE Microsoft \ Windows \ CurrentVersion \ Explorer\ UserAssist\ {GUID}\ Count

o gIEA =2 HED|

maihy EEE)

2V ARG ESEH

EEX

("% Registry Editor

3 RunMRU ~
3 Sessionlnfo |

1 Shell Falders

[ StartPage
(7 Streams

[ StuckRects?

[ tips

3 TrayMatify

(1 User Shell Falders
=] Userdssist
[0 {5EGABTRO0-7TT43-11C
=23 {75048700-EF1F-1100)

|

m VhmnalEHA e

| >

Eile Edit View Favorites Help

e

@) (=22

S8 HRZR_EHACNGL
HRZA_EHACMGLU:P W WVAREB, .,
HRZA_EHACHGU:P#IVanBd, .,
R HRZR_EHACNGLU:P A4 VAQE.. .
R HRZR_EHACYOY: % pfuny 2%,
2] HRZR_EHACYOY: % pfugy25...
HRZR_EHACYOY  2apfeqy 23],
HRZR_EHACYOY  2apfeqy 23],
REHRZR_EHAPCY

R HRZR_EHAPCY:FLFQZ PCY
[AHR7R FHAPTY auzranar nen

REG_SZ

REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BIMNARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY

REG_BIMNARY
REG RINARY

HI0IE 25
(g2h 23 2Eh

01 00 00 00 O 00 00 O
01 00 00 00 07 0000 O
01000000 Oz 0000 O
01 0000000700000
01000000 100000 Of
01000000171 000000
01000000 120000 00—
01 000000130000 00
01 0000000900000

01 00 00 00 05 00 00 O
M1 A0 AN nn ne ononn e

- Streams

..... . StuckRects?

..... , Taskband

..... ) Tips

..... , TypedPaths

..... . User Shell Folders
4. Userfssist

»- . {CEBFF5CD-ACE2-4F4F-9175-9
a | {F4ESTC4B-2036-45F0-A9AB-44

Lol Count

. VisualEffects
- Wallpapers
i | WordWheelQuery

Fut

< |

m | 3

MName

ab]| (Default)

‘.'.'.'.\l.fl"ﬁ QOCAAR_AKSR_ADST _RADN_2MIKSD

Type
REG_SZ

i1 {0139 Q44 R-6MNSR-4952-8690-3QNSP... Rl

4"5[-5]{0139Q44R-6NSR—4952-8690—3QN 5P..
4"5[-3]{0139Q44R-6NSR—4QS2-8690—3QN SP...
4"5'_05]{0139Q44R-6NSR—4952-8690—3QN 5P..
4"5'_-5]{0139(144R-6NSR—4952-8690—3QN 5P..
4"5[05]{0139Q44R-6NSR-4952-8690-3QN SP...
i 4"5'_6]{0139(144R-5NSR—4952-8690—3QN 5P..
4"5'_5]{0139Q44R-6NSR—4QS2-8690—3QN SP...
4"5[-5]{0139Q44R-6NSR—4952-8690—3QN 5P..
4"5'_6]{0139(144R-5NSR—4952-8690—3QN 5P..

REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY

RER RIMARY

4 | 1

Data

| »

(value not set)

04 0000 00 00 00 00 00 0F
040000 00 06 00 0000 00—
04 0000 00 00 00 00 00 0C
04 0000 00 00 00 0000 0
040000 00 0000 0000 0F
04 0000 00 00 00 00 00 O
040000 00 00 00 0000 0
04 0000 00 00 00 00 00 0C
04 00 00 00 00 00 00 00 O
040000 00 00 00 0000 0

N4 NN NN NN N2 00 nn on ne S

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{ F4ESTC4B-2036-45F0- A9ARB-443BCFE33DIF M Count
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HKU\ {USER\ SOFTWARRE Microsoft \ Windows \ CurrentVersion \ Explorer\ UserAssist\ {GUID}\ Count

Fo 17,8 =2 Jd° f AL ®,EH®FY " =

HEZ neg S FEYE AL UTC+0m00) AEE HAOH0C
proneer  {6D809377-6AF0-444B-8957-A3773F02200E} WMicrosoft Office WO ffice 14WPOWERPNT.EXE | CTLSESSION 2011401-31 14:55:24 Mon 36 1]
pronesr  {F33BF404-1043-42F2-3305-670E0B28FC 23} Wregedit.exe CTLSESSIONM 2011-01-31 15:13:44 Mon 3 1]
pronesr  {1AC14E77-02E7-4E5D-B744-2E6 1AE 51988 7 Wspool Wdrivers a4 W 3 WHNCE2PPRCONYS, . CTLSESSION & OHE 0 ]
proneer  Wautoplay.exe CTLSESSION & E D=l 0 ]
proneer  {7C5A40EF-AOFE-4BFC-374A-COF2E0BOF ASE} Wadobe Y Acrobat 8.0 Acrobat WA robat. exe | CTLSESSION 2011-01-31 14:55:34 Mon 26 0
proneer  {7C5A40EF-AQFE-4BFC-374A-COF2E0BOF ASE} Wadobe Y Adobe Photoshop CS3WPhotosho... (CTLSESSION 20110107 21:33:32 Fri 0 1]
proneer YWisersWproneer'WappData Wiocal WTemp W ZSED, TMPWHEISetup 2. exe CTLSESSION &= OHEl 0 0
proneer  {7C5A40EF-AOFB-4BFC-374A-COF 2E0BSF ASEY WHRc WHwWp B0 M Hwp. exe CTLSESSIONM 2011-01-23 19:01:07 Sun 0 a
prOneer {6DB03377-6AF0-4448-8957-A3773F0 ZZDDE}WMiD’DSth OfficeOffice 14WWINWORD.EXE | CTLSESSION 2011-01-29 22:03:42 Sat 3 a
proneer  UsersWproneerAppDataLocal WSk Communications W ATEONWAQdinYAAEB33CE-3.,, (CTLSESSION & EOHE 0 ]
proneer | WUsersWproneerAppDataWlocal WSk CommunicationsWhATEON WA AAEB3I3CE-3.,, CTLSESSION  &EOHE 0 0
pronesr WlsersWproneerWappData Wlocal'sk Communications WHATEON Y Addin WAAEE33C8-3... (CTLSESSION  &E 0= 0 ]
prinesr  {7CSA40EF-AQFB-4BFC-874A-COF 2E0BSFASEHMCommon FilesWadobeMUpdater s¥Adobe, ., (CTLSESSION & O 0 ]
proneer  {7CSA40EF-AOFB-4BFC-874A-COF 2E0B9FASEMMCommon FilesadobeWUpdatersiadobe,., CTLSESSION 4TI OHE 0 0
proneer  {1AC14E77-02E7-4E5D-B744-2E6 1AE 51956 7} Wtaskmar .exe CTLSESSION AT O 0 0
proneer  WUsersWproneerWhesktopWiTunesSetup. exe CTLSESSIOM  :2010-12-11 20:31:50 Sat 0 0
proneer  0x01] PROMEER'W 23 Lecture WE £ 4 -Al® "ECDWI2010-2] WEB HACKINGWTools'Wieb. .. (CTLSESSION  2010-12-11 21:50:07 Sat 0 ]
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Walue name:
{0139044R-6N5R-45952-2650-30NSPMNRES SO8 M lvaghif Snk nag A

Value data:

goon | 04 00 00 oojoo oo oo oa |
noog

0010 Bl DC 53 3E 00 00 00 00 £05:....
0o1g 00 o0 00 a0 o0 00 0o oo
oozo oo o0 g0 BF 00 00 20 BF
nozg 00 o0 g0 BF 00 00 80 BF

0030 IZIEIEIEIEIZIEIF e
0038 03 00 00 45 2F 04 ES | ... % &
0040 |—55 37 CB 01

no4sg
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° HKU\ {USER\ SOFTWARRE Microsoft \ Windows \ CurrentVersion \ Applets\ Paint\ Recent File List

© File#f Qs " ML ouv J 7/ 8tp

| Eile Edit Wiew Favorites Help

-([3

KA/ > B)

< |

4- | CurrentVersion

b - | Action Center

a- Applets

4- )} Paint

. i | RecentFile List

L)) View
> -y Regedit
Ll SysTray

----- , Controls Folder

(1 |

b

Marme Type Data

ab| (Default) REG_SZ {(value not set)
REG_SZ D4 [0:405] PICTURE proneer.bmp
REG_SZ ChUsers\pridneer\Desktoplzon_discussion.png
REG_SZ ChUsers\prineer Desktophdiscussion_ico.png
REG_SZ ChUsers\prlneer\ Desktophzon_search.png
REG_SZ ChUsers\prdneer Desktopimount.png
REG_S5Z ChUsers\prdneer Desktopiwvbr.png
REG_SZ ChUsers\prdneer Desktopihide sheetZ.png
REG_S5Z ChUsers\prdneer\ Desktopthide sheet.png
REG_SZ ChUsers\prineer Desktophexcel_byte_dis.png

L

Computer\HKEY_CURRENT_USER\SoftwareiMicrosoft\Windowsh CurrentVersion\ AppletsiPaint\Recent File List
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J 0 (8/12)

As,O0 Fu-

HKU\ {USER\ SOFTWARRE Microsoft \ Windows \ CurrentVersion \ Applets \ wordpad \ Recent File List

© File#fQs" ML ouv J>/ 8t W (i B IEAI/ > )
i File Edit View Favorites Help
a- . CurrentVersion Mame Type Data
> -l Action Center REG_ 57 {value not set)
4k Appgef‘t REGSZ  Ci\.mnd
- R:medit REG_5Z ChUsershprineer Desktopiwolatilitywolatility branches\y
; 1 5 ngra REG_5Z ChUsers\prineeriDesktopiwvolatility'wolatilityt brancheshe
‘ ‘.“:ru:urdp};d REG 52 C:h\Users\ prineer' Desktop' codegate. bt
- Opticns
- | Recent File List
- | Ribbon

< |

mo |

I

< |

L 3

Computer\HKEY_CURRENT_USER\SoftwaretMicrosoft\Windows\ CurrentVersion' Applets\Wordpad'Recent File List
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4+ p*¥ | 18 (9/12)

A MS OFFICE® 1 H  (http:// accessdata.com/downloads/media/Microsoft Office 268710 Registry ArtifactsFINAL.pd

4, s H RHKU\ {USER\ SOFTWARE Microsoft \ Office\ {VERSION} {APP}\ Place MRU

d., &1 =|= RHKU\ {USER) SOFTWARE Microsoft \ Office\ {VERSION}) {APP}\ File MRU(Recent Files)

(¥ Registry Editor

Eile Edit View Favorites Help

)’ >

URLY ¥

; MSDAIPP
- 1) MSDN
oo L) MSF
5+ 1) Multimedia
Motepad
+ 1 Office
bl 140
- 80
-, Common
, Qutlock
; PowerPoint
- 4 Word
s -y PeerMet

MName

ab] (Default)

Computer\HKEY_CURRENT_USER\Software\Microsoft\Office
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A HKU\ {USER} SOFTWARE HNC\ Hwp\ FindReplace Find
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2005 RHKU\ {USER SOFTWARE HNC\ Hwp\ 6.5\ RecentFile

2007 RHKU\ {USER} SOFTWARE HNC\ Hwp\ 7.0\ HwpFrame\ RecentFile

2010 RHKU\ {USER} SOFTWARE HNC\ Hwp\ 8.0\ HwpFrame\ RecentFile

[iMatch Case(U) [ whole Words Only(W) [ Find Multiple Words(M)
[7'1gnore Spacing() [T Wildcards(T) [H Find Chinese Using Korean(H)
[a"Find Korean Alphabet Unit(A) [ = Conditional Expression(X)

Search Direction: (Pown(0) {iKWplK) (L Whole Document(L)

Find v
) What(®){ d & [ Find(E)
Options

B.lind al(D)

B:place(&). .

Close
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File Edit View Favorites Help

4

M

J Clunet
. Cygnus Solutions

, DataForensics
. DFRC

. DT Soft

. ES-Cemputing
. Gabest

., GetData

. Google

, GRETECH

5

; GomAudio

aJ GomPlayer

a- | OPTION
- || _FILTER0OO
i L) FILTER_BLACKLIST
> - SupCodecs
; GomTVStreamer
HachTah

1 |

3

Mame

ab| RECEMTMEDIAMAMEDLT
ab| RECENTMEDIAMAMED1S
Qﬂ_RECENTMEDLﬂ«NAMEﬂlg
ab| RECEMTMEDIAMAMED20
ab| RECENTMEDIAMAMED2L
Qﬂ_RECENTMEDLﬂ«NAMEUEE
ab| RECEMNTMEDIAMAMED23
ab| RECENTMEDIAMAMED24
Qﬂ_RECENTMEDLﬂ«NAMEUES
ab| RECENTMEDIAMAMED2G
ab| RECENTMEDIAMAMED2T
Qﬂ_RECENTMEDLﬂ«NAMEDEE
ab] RECENTMEDIAMAMEDZS
ab| RECENTMEDIAMAMED30
ab] RECENTMEDIANAMED3L

Y e W T T A R W T

Data

73932d2063c2157ba360d602befbd9a2
d6307f2f6fb7a2el d15dabad40b3adl
58de6687adadfEabi49aB35f051f4 ee3
8bcd6bdbebd555006ackhfd5aladscelc
142e5134ff9db6cec068e14739d431d73
d500de0al30a7lad 35c0fbafl9esdf0d
1daf9857af52e9599af21 24921091529
630513fdceb7f359cabdbe272f11449d
(02a31e8d8078d0d2f605b4394 c63bbbd
d8b53d9471a75c499d11a8834719bb5E
4b7f2580df3bc35b934 c745eeeeel 57
8e0e83a005885ca8cal 3398747 d5dde3
Tel06fa28f9aa2e35b0bloedcac3ibbb
al dbaf47315b5be08933399354 da7d df
1188005388e829716beacdd5ebc26f38

L F i T L B T =Ara 4 mamA4aara

4| m

Computer\HKEY_CURRENT_USER\Software\GRETECH\GomPlayer\OPTION
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WInRAR Archive History

A HKUW\ {USER SOFTWARE WIinRAR\ ArcHistory
A HKU\ {USER SOFTWARE WinRAR\ DialogEditHistory\ ArcName
XP MediaPlayer Recent Files
A HKUW\ {USER SOFTWARE Microsoft\ MediaPlayen Playen RecentFileList
XP MediaPlayer Recent URLs
A HKU\ {USER SOFTWARE Microsoft\ MediaPlayer\ Playeh RecentURLList
Adobe Acrobat | Reader
A HKU\ {USER SOFTWARE Adobe\ Adobe Acrobat \ {version\ AVGeneral cRecentFiles
A HKUW {USER SOFTWARE Adobe\ Acrobat Reader\ {version)\ AVGeneral cRecentFiles

Nn" adk Fo T, v aEVs A s
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1 mys

° HKLM\ SAM\ SAM\ Domains\ Account\ Users\ {RID}

Qoo

3 Registry Editor

File

Edit View Favorites

Help

n nOIE Usersy

1= {RID}R = Relative, ID = ID)

X FV>/ o

4 8 Computer

-~ || HKEY_CLASSES_ROOT

, HEKEY_CURRENT_USER

, HEEY_LOCAL_MACHIME

5
5

e

P
P

e

, BCDOO000OOO
, HARDWARE
| SAM
4. SAM

a- , Demains
a- . Account
b - . Aliases
- Groups
a- ) Users

, 000001F4

----- , 000001F5
----- , 000003ER
----- ; 000003EA
----- ; 000003EC
- Mames

s+~ Builtin
----- ) LastSkulpgrade
..... | RXACT

»

m

Type
REG_SZ

Data

(value not set)

) F

v

REG_EIM...
REG_EIM...

0200010000000000e34512324104 ca0100000000000000000af76ad7 4104 cal..,
(00000000 be00 0000020001 00 be 000000 1a00 000000000000 d8 0000000000000,

-

<

T | »

Computer\HKEY_LOCAL_MACHINE\SAM\SAM\Domains\AccountyUsers\000001F4
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dtrm _J 10 (27

A A6 &1 m ys

HKLM\ SAM\ SAM\ Domains\ Account\ Users\ {RID}

AT R A
A RID(SIDpF x ni ANST)

A" a0 s0( E Ix "E, Vi £ alxé a)

A "0 (£ /7 OoHlEDR)
A, 0 o
AT, +E &)
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dtm _J 10 (37

A A6 &1 m ys

HKLM\ SAM\ SAM\ Domains\ Account\ Users\ {RID}
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File Edit View Favorites Help

b L. Print

) Profilelist ab (Default) REG S7 (value not set]

o S-1-5-18 24| Flags REG_DWORD 0x00000000 (D)

, 5-1-5-19
) 5-1-5-20
, 5-1-5-21-2620438411-1775267088-1075560328-1000

_ﬂ_ﬂ ProfilelmagePath REG_EXPAND_5Z  Ch\Users\priineer
24| ProfileLoadTimeHigh REG_DWORD 0:00000000 (0)
| & ProfilcLoader % ProfileloadTimelow ~ REG_DWORD  0»00000000 (0)
1| ProfileNotification fig| RefCount REG_DWORD 0:00000014 (20)
i || related.desc _?ic'a]RunLogonScriptSync REG_DWORD (000000000 (0)
5. | Schedule o] Sid REG_BINARY 010500000000 000515000000 8b b7 30 9c 1l
| SeCEdit o] State REG_DWORD 000000000 (0}
- , setup
1 _SoftwareProtectionPlatform Sal|L<L LU
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion'\ProfileList\5-1-5-21-2620438411-1775267088-1075560328-1000
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u a1 RSID(Security Identifier, 6 & An m)

A Ad &1 m P

SR1R5 R21 R2620438411 R1775267088 R 1075560328 R 1000
SID & Aa
S SID + 2KAN-
1 SIDES K &
5 © ANe
21f 262043841 1f n n N
1775267088F 1075560328 Lyt T AN
1000 RID(RelativéD)r * = =~ 5 k5000 o=~ 5 k100K 0 > L "~

‘An m (Authority Identifier)
A0 F Null Authority A 4 F Non-unique Authority
A 1 F World Authority A 5 F NT Authority
A 2 f Local Authority A 9 f Resource Manager Authority

A 3 f Creator Authority
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° HKLM\ SOFTWARB Microsoft \ Windows NT \ CurrentVersion \ Winlogon

© DefaultUserName > X R 17 T, £ OQo-

3§ Registry Editor

File Edit View Favorites Help

----- . Userinstallable.drivers || Mame Type Data
""" | WhemPerf ab] (Default) REGSZ  (value not set)
""" i Windows _ | AutoAdminLogon REGSZ 0
>~ Windows Activation Technologies 2] AutoRestartShell REG_DW... 0x00000001 (1)
4 i Winlogon ab)Background REG.SZ 000
e L AutologonChecked -
.. || GPEdensions EﬂCachedLugunsCDunt REG_SZ 10
- winsat QﬂDebugSewerCDmmand REG_SZ no
i WinSATAPI ﬁ[}efaultUserName REG_S5Z prineer I
5. | WUDF 8| DisableCAD REG_DW... 0x00000001 (1)
s - | Windows Photo Viewer f;'_n'r]Fu:urceUnIu:uckLu:ugu:un REG_DW... 0:00000000 (0)
- | Windows Portable Devices 7 gﬂLegalNDticeCaptiun REG_SZ
5} Windows Script Host b QﬂLegalNDticeText REG_SZ
>~ |, Windows Search - ([ ] m |

| »

m

Computer\HKEY _LOCAL_MACHINEWSOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon
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>A

File Edit View Favorites Help

, RecentDocs

, RunMRU

, SearchPlatform
J Sessionlnfo

, Shell Folders

| StartPage

| StartPage?

J StreamMRU

| Streams

) StuckRects2

, Taskband

; Tips

J TypedPaths

J User Shell Folders
J Userfssist

) VisualEffects

| Wallpapers

1 |

1

, WordWheelQuery
I

Name

ab| (Default)

Data

(value not set)

ab| Administrative Tools
ﬁﬂhppData

ab| Cache

QﬂCD Burning

ab| Cookies

3_‘_'] Desktop

L

E_PJ!DD not use this registry...
f_ﬂ{lBBEASDC—BSS?—Al?Sﬁ—...
3[']{3?4DE290—123F—4565—9...
3_‘_']{4C5C32FF-BBQD-4BBU-...
3_‘_']{56?84854—(:6(:8—4628—...
3[']{?D1D3A04—DEBE—4115—...
3_[']{A520A1A4-1?80-4FF6-...
f_ﬂ{BFBQDSEﬂ—CSAQ—AlMC—...

Use the SHGetFolderPath or SHGetKnownFolderPath function instead
Cih\Users\priineer\AppData\Roaming\Microsoft\Windows'Libraries
Ch\Users\prineer\Downloads

ChUsers\prineer\Saved Games

Cih\Users\priineer\Contacts

Ch\Users\priineer\5earches

ChUsers\prineer\AppData\LocalLow

Cih\Users\prineeriLinks
ChUsers\prineerAppData\Roaming\Microsoft\Windows\Start Menu
ChUsers\prineer\AppData\Roaming
CihUsers\priineenAppData\Local\Microsoft\Windows\ Temporary Int
ChUsers\prineerAppData\Local\Microsoft\ Windows\Burn\Burn
ChUsers\prlneerAppData\Roaming\Microsoft\Windows\ Cookies
Ch\Users\prineerDesktop

Ll c

r 4 |

L1

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
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| X! 016 @5

A 2000/ XP ' O, us4

° HKU\ {USER)} SOFTWARBE Microsoft \ Search Assistant\ ACMru\ ####

© 1t 2000/XP

v,/ Auwlos ¢t Cufecu

(=13
OM(E) MEE) 20 SHEIL ZAUD SSTH) [
Orz- @ F|Ozu|iyes [E-
z4(0)[§ W ZEH v Bos
24 c2) x 0= == HY 37 ME s, £
| AZEH AR DY
O = “HAMlS A
Jio = et RSL ALY o 2o o) T2 Er
H TLol =
%EJ =or = i [ Administrator,,, L EQ
(P i}
Sl OA3 cpoe
SMEICZZUN, = ——
ZHEME SN0 wWwEIOAI(C) 22T 19,9GB 12, 4GB
0= I 2 =0
HEE S MEHD Ois™ 840 2= B
@) S22 7 HEH 35007 =
o= =
2= B0 CD E2t0le
JIEt=H ¥
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| X! 0Js 06 (205

A 2000/ XP ' O, us4
HKU\ {USER) SOFTWARRE Microsoft \ Search Assistant\ ACMru\ ####
T Cfu

A HKU\ {USER) SOFTWARE Microsoft \ Search Assistant\ ACMru\ 5001

A HKU\ {USER\ SOFTWARE Microsoft \ Search Assistant\ ACMru\ 5603

M/, o8Bl CXt v/ B 40" KEXYE S v

A HKU\ {USER\ SOFTWARRE Microsoft \ Search Assistant\ ACMru\ 5604

N NS
A HKU\ {USER\ SOFTWARRE Microsoft \ Search Assistant\ ACMru\ 5647

i v, & tF)??frte cvdEn OHR QS

A HKU\ {USER\ SOFTWARRE Microsoft \ CurrentVersion \ Explorer\ FindComputerMRU
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| X ! s 06 (35

A 2000/ XP ' O, us4

HKU\ {USER)} SOFTWARRE Microsoft \ Search Assistant\ ACMru\ 5603

o YRl A ER] WA
DHU(F) TE(E) 22I0Y)

K " mLlouvJd /7 v

SHEIA

Cu:i

S=EH)

=1 Search Assistant Al 012 =2 Ol 0] E4
= 00 ACMu fab] (D1 221 REG_SZ (Zr 8= o=
[at] 000 REG_S7 target find
= oot || 5001 REG_SZ total
D‘%‘ps [ab) 002 REG_SZ datatbae
£ Security Center 3 [ab003 REG_5Z pronaer
< ERIE |

L B EEWHKEY _CURREMT_USERW S oftwareicrosoft®Search AssistantWtACMnowEEDD
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HKU\ {USER) SOFTWARRE Microsoft \ Windows \ CurrentVersion \ Explorer\ WordWheelQuery

rot Vistal7 w, / ASuvl oo 1 Swicu

.---Ex | )
G seshreincomputer L e |

=y 0O @

Date modified

Organize = Save search

- Favorites e

B Libea Searching...
= Libraries
Select a file
to preview.

5| Documents ~ Search again in:
cJ" Music 5 Libraries @y Homegroup Custom.. (& Internet

=] Pictures
g‘] priineer

E Videos

p 0 items
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HKU\ {USER) SOFTWARRE Microsoft \ Windows \ CurrentVersion \ Explorer\ WordWheelQuery

MRULIstEx >

L Syt Oo OA

File Edit View Favorites Help

L
r

3 oy oo o= =

Computer\HKEY_CURRENT_USER\Software\Microsofth\Miaekerm

urrentVersion' Explorer\WordWheel Query

»

b -l Sessionlnfo | Mame Type Data
i~ Shell Folders ab| (Default) REG.SZ  (value not set)
> StartPage )0 REG_BIN.. 7300 Ge00 61 00 64 00 62 00 &6F 00 79 00 00 00
' z::;:i:;u a1 REG_BIN... 7200 6500 76 00 65 00 6c 00 61 00 74 00 69 00 &f 00 Ge 00 00 00
. Streams 2410 REG_BIN... 2a00 6600 6f0072006d0
_____ | StuckRects2 w11 REG_BIN.. 4200430044 000000
_____ | Taskband 12 REG_BIN... 6400 66 006400730066 0l/| izl ie name:
_____ | Tips 413 REG_BIN... 700072006f006e00650( | o) e
_____ | TypedPaths )14 REG_BIN.. 7300650061 007200630
..... | User Shell Folders %515 REG_BIN... 640064 00 64 000000 Value data:
o | UserAssist )2 REG_BIN... 680063 0069000000
b || VisualEffects w3 REG_BIN.. 5600 4d 0057 006100 7240
:> -, Wallpapers |;| T4 REG_BIN... 2a00 2e00 75 00 6o /3 0
b || WordWheelQuery || ®4]5 REG_BIN... 2a00 2e 005400 6f 00 63 0f

b Ext w6 REG_BIN... 2a0Q.2€00 64 00 6f 00 63 0f

----- . Extensions 47 REG_BIN,,~%2 00 79 00 74 00 55 00 2a 0)

>y Group Policy )8 REGAMN... 2200 20070 00 64 00 66 0

> - HomeGroup |9 REG_BIN.. 2a00 2e 00 6a 00700067 0

b me - || BEMRUListES REG_BIN... Of 00 0Q.00.8e-8e000 0d 0

4| ] | 3 4| /m

© 10A OFA OEA ODA OCA OBA OAA O4A 09A 08A O7TA 06A 05A 03A 02A OLA 00
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HKU\ {USER)} SOFTWARE Microsoft \ Windows \ CurrentVersion \ Explorer\ RecentDocs

'/ s"KuvA, B 40,es 0y H

2000/XP f My Recent Documents

b

prineer

Vista/7 f Recent ltems

KMPlayer

all.i:' Paint

mproneer 1 = ocie Documents
| .

. Pictures
£ QI : =x u iFlux 3
e Internet Explorer -

Music

) AUTHORS

Calculator

) AR HY - EH 5 -
lJJ Outlook ?_[Z:rpi‘i‘ Sy o= % CREDITS Recent ltems IE_I] [#7-1] WF - Memory Forensics.pphx
Jb = LEGAL |25 WordPad 3 T [#8-1] OS Aritifacts - Registry.pdf
sor - ~
@ Windows Media Player =/ W 5% [ LICENSE _ Computer IE_‘] [#8-1] OS5 Antifacts - Registry.pphx
ﬂﬁ 3] [2008.05.06] Protected Storage 24 .ppt

x || Event Viewer

README

rol Panel [20110130] Data Carving Techniques.pphx

600-2_7|S QTS A_Si2sy4_2gh 7|Ero| 22 _20110209.pdf

‘3 Windows Messenger

B

@ mome

_.| Getting Started 3

@ Windows XP SH&7| @ 2 2w A Devices and Printers | codegatext
.L\ Remote Desktop Connection CodeGate2011 bt

S RETR (B s Default Programs — ’
»w) o 3 48 JE OEM | S T Forensic analysis of the Windows registry in memory.pdf
> iFlue3 TH S Z - oc = =
v @ =822 A2w m 2 Help and Support =) KISA-WP-2009-0044-21 5 9 E| 0] [] 0 3 2R 2.4 g = oo
{' )\ HZZE i 5 .- 7 Microsoft_Office_2007-2010_Registry_ArtifactsFINAL.pdf

Z4M(E) regrams _:% ReghAn.sin
=) &E(R) T dee T Registry Format.pdf
= 2. Registry Quick Find Chart.pdf
QE =Z=2J3(P) D -'; Volatilit}r and RegRipper User Manual, pdf

& volatility-1.3.Beta | 2 AIWA v+ Registry Editor % NateOn T
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° HKU\ {USER)} SOFTWARRE Microsoft \ Windows \ CurrentVersion \ Explorer\ RecentDocs

° MRULIStEx >

SiF’)

o g AL
WA

|| Eile Edit Miew Favorites Help
. CD Burning “ || Name Type [iata -
. Eig?pen 8|86 REG_BIM... 4c00&6f007600650020041 006006400 2004f0074006800650072
‘ CLSII;VE wa|87 REG_BIM... 43006f0064 00650047 00610074006500320030003100310020074
: Combla32 |88 REG_BIM... 5b00320030003000390030003600310032005d002000440041005
Y om
ControIgPaneI |89 REG_BIMN... 5b00 20004900 4200 44 00 4500 58 00 20 00 54 00 00 00 64 00 320000000
1 Diccardable |9 REG_BIM.. 320030003210031002e00300031002:00320035002000520044002(
1 ExtractionWizard |90 REG_BIM... 5b00 32003000 3000 3900 3000 3300 3200 37 00 5¢ 00 20 00 46 00 6f 00 7.
FileExts 8|91 REG_BIM... 5b00230034002000420061007300690063002000440061 0074006
| FolderTypes 492 REG_BIN... 660061007500 2d 0031 00  Edit Binary Value
. LowRegistry EEE REG_BIN... 5200 65 00 67 0069 00 73 00
| MenuOrder |i| 2494 REG_BIN... 4d 007900 200 4c 00 600 7 | Vaue name:
, Modules 8|95 REG_BIM... 230031002e0072006100 91
, MountPoints2 |96 REG_BIM... 5f005b00 300030003100 Value data:
| MewShortcutHandlers || 5497 REG_BIN... 23003000300033 0000 EB 00 23 00 34 00 20 00 [ . #.4. | .
o ooog 42 00 61 00 73 00 69 00 B.a.s.1i.)[
| RecentDocs %98 REG_BIN... 520 05400650060 Jog1o 63 00 20 OO 44 00 61 00 o .D.a |5
. RunMRU 809 REGEB#T 5300700061 0072007400 00ls 74 00 61 00 20 00 43 00 t.a. .C|
st || (TR — oo, rmovoomeomm ool (2130 £ 80 72 80 76 80 62 0wz s
. Sessioninfo & 0020 &5 00 73 00 74 00 20 00 e.=.t. .
€| 1 | 3 4 | i ago3g 2D 00 20 00 45 00 41 00 -, F. 4.
- - - oo40 54 00 33 00 32 00 20 00 T.3.2. .
Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs 0048 28 00 62 00 79 00 20 00 {.b.y. .
0050 4E 00 69 00 63 00 6B 00 H.i.c.k.
agosg 20 00 4D 00 &9 00 &BE 00 CHo1 k.
0ogd 75 00 73 00 29 00 5D 00 u.=.).]1.] -
[ ok || Cancd |
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° HKU\ {USER)} SOFTWARRE Microsoft \ Windows \ CurrentVersion \ Explorer\ RunMRU

SRS

A R KErctriln +

forensicproof.com

Type the name of a program, felder, document, or Internet
resource, and Windows will open it for you.

calc
regedit
cmd

regedt32

notepad
wmic
mstsc
iexplore
-

=
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d_ A W (2/2)

A . > A A

° HKU\ {USER)} SOFTWARRE Microsoft \ Windows \ CurrentVersion \ Explorer\ RunMRU
SN R [ ~ @A MRUListt Q N ®'A

o

Eile Edit View Favorites Help

»- | Discardable

i || ExtractionWizard
, FileExts
. FolderTypes

. LowRegistry

b | MenuOrder
, Modules
, MountPoints2

| NewShortcutHandler5|_|
, RecentDocs
. RunMRU

- , SearchPlatform

5. | Sessionlnfo

. Shell Folders /

Mame
b (Default)
ab| 3
ab|p
ab| o
ab] 4
ab| e
ab|f
ak g
ab| |
ab];
abj

Type

REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ

Data

(value not set)
emdil
notepadil
mscenfighl
mspaintil
regedit'l
iexplore\l
mstschl
wrmichl
calc\l
regedi32il

ab| MRUList

REG_SZ

dieajbhgfc |

/ 3

4 |

UL

> dieajbhgfc

R\Software\Microsoft\Windows\CurrentVersion\ Explorer\RunMRU

A Mspaint A calc A regedit A cmdA regedt 32 &

forensicproof.com

1%

(0]

22 February 2011



SetupAPI Logging

[y
a
4

h 4

User-mode @
®

USB: A 4 1 0 (1/12) PnP Manager
User mode -

{umpnpmgr.dll)
@ Kernel mode

F

Fy

A USBhrodMd LA e

k.

1. USBer»a V" 77 Ha K& iha KPP 5=/~

F 3

PnP Manager
»A 1 T ANK (device descripto)n Qo 4 7 T QB i

Y

()

@

. . z . . A v ”_
A device descriptor f £ wQ, Mo K iiaf+K 50 Y Bus Driver

2. PnP’ 5= IEEk a0n | eq 71 DeviceClassIDv € 5 ~ &9 iafK Sy

3. nafFK" "L 1 Qoo Pl PP 5o l€ 55 d»A 21TS iAFKI #CEQ T
PRNG =/ _ v
A HKLM\ SYSTEM ControlSet00 X\ Enum\ USBSTOR {DID, device class identifier}

A HKLM\ SYSTEM ControlSet00 X\ Control \ DeviceClasses\ {GUID}

4. N WA FK A sk~ W/ 5,

A " aq1 P¥  F(setupapilog) D Bpd P! USBr»A g & ©O" =
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USBo A 4 _ 4 & (2/12)

A spd P vp3d Yy A" b6 LaT]o
“PRG > /K 3 g xni 08 A F e
Xni ws A" 201 o 4 USBf o, e 0" x

CQ Enum\ USB, Enum\ USBSTOR —
00 sV & a/ 1 (rut: 7)PnP’

A XxXmni ©0s A n.

forensicproof.com
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USB: A 4 1 0 (3/12)

A SetupAPI Logging
2000/XP R %SystemRoot %\ Setupapi.log

Vista/7 R %SystemRoot %\ inf\ Setupapi.dev.log

= I
| setupapi.dev.log - Notepad IE'@IQ

File Edit Format View Help

7 7

“Disk&ven Corsair

=»» |Section start 2010,/12,/13 01:32:38.960
umpT Creating Insta rocess:. Drvlinst.exe 01:32:38.962

ndv: Retrieving device info...

ndv: setting device parameters...

ndv: Searching just Driver Store...

dvi: {Build Driver List} 01:32:38.978 —
dvi: searching for hardware ID(s): L
dvi: usbstordiskcorsair_ufd 0.00

Device Class ID f Disk&Ven_Corsair&Prod UFD&Rev_0.00
Unique Instance ID  ddf08fb7a86075&0

Section Start f 2010/12/13 01:32:38.960
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USBo A 4 _ 1 & (4/12)

A DID(Device class ID), UID(Unique Instance ID) A

Device Class ID f Disk&Ven_Corsair&Prod UFD&Rev_0.00
: Disk &Ven 777?77 Prod_??77'& Rev 2?7?77
! Disk&en {t wOS }&Prod{t [ }J&Revi{K&K )} 5

Unique Instance ID  ddf08fb7a86075&0

>t
u i
|X§
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USB: A 4 1 0 (5/12)
A vodv 106
HKLM\ SYSTEM ControlSet00 X\ Enum\ USBSTOR

Device Class ID AL EwO,t [ ,Ke 50 &

Eile Edit View Favorites Help

“- | USB

al | USBSTOR

- L Disk&Ven_AXI5&Prod_ HMDS-04GCERev_2.00
, Disk&\Ven_CorzairfProd_UFD&Rev 0,00
 Disk&Ven_MawtorftProd_OneTouch&Rev 0121

- L Disk&NVen_SanDisk&Prod_CruzerfRev_1.00

b  Disk&Ven_SanDisk&Prod_Cruzer_MinifRev 0.1

b ) Disk&Ven_SeagatediProd_Freefgent_Go8tRev 102F

> -\l Disk&Ven_SMI&Prod_USE_DISKE&Rev 1100

> L WpdBusEnumRoot

- Hardware Profiles

Prliries

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ ControlSetD01\Enum! USBSTOR
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USB: A 4 1 0 (6/12)
A Ar Lk
HKLM\ SYSTEM ControlSet00 X\ Enum\ USBSTOR {Device Class ID}

Device Class ID —  Unique Instance ID AL A=1 K s

File Edit Wiew Favorites Help

s USB

2| USBSTOR
b -l Disk&Ven_AXIS&Prod_HMDS-04 GC&Rev_2.00
a- | Disk&Ven_CorsairfProd_UFDE&Rev_0.00

o ofl | ddf08fb7a86075810 |
v Disk&Wen_MatorfProd_OneTouch&Rev 0121
s DiskBVen_SanDisk&Prod_CruzerfRev_1.00

Computers\HKEY_LOCAL_MACHIMENSYSTEM\ ControlSet0014\Enum\ USBSTOR A Disk&Ven_Co
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USB: A 4 1 0 (7/12)

> HKLM\ SYSTEM ControlSet00 X\ Enum\ USB

© VID_####&PID_###H# C £ wO ID, £ ID

Eile Edit View Favorites Help

a- |l USB

, ROOT_HUB20
, VID_045E&PID_0039
, VID_046D&PID_CO1F
, VID_046D0&PID_C525
; VID_046D&PID_C525&MI_00
, VID_0460&PID_CS25&MI 01
, VID_04D9&PID_2011
, VID_04D9&PID_2011&MI 00
. 18261 d1027 8080000
| 1853bfoc5 8080000
, VID_04D9&PID_2011 &MI_01
, VID_05ACE&PID_1260
VID 05ACRPID 1281

4 | (1 |

3

Mame

ab] (Default)

4| Capabilities
ab| Class

ab| ClassGUID
3b| CompatiblelDs
i-i'r]ConfigFlags
ab| ContainerlD
ab| DeviceDesc

ab| Diriver

ab| HardwarelD

ab| | gcationlnfor...

Type
REG_SZ

REG_DW...

REG_SZ
REG_SZ

REG_MU...
REG_DW...

REG_SZ
REG_SZ
REG_SZ

REG_MU...

REG_SZ
REG_SZ

Data

{value not set)

(00000080 (128)

HIDClass
{745a17a0-74d3-11d0-b6fe-00a0c90f57da} |
USBYClass_038&5ubClass_01&Prot_01 USB\Clz 3
00000000 (07

{07094 e49-03e7-11£0-8288-806 6100963}
@input.inf, %hid.devicedesc ¥ USE Input Devi
{745a17a0-74d3-11d0-b6fe-00a090f57 da 00—
USB\WID_04 D98 PID_2011 &REV_03908:MI00 |
0000.001d.0000,001.002.,000.000,000.000
@input.inf, %stdmfg e (Standard system devi =

25| Mfg
1 |

I

| r

Computer\HKEY_LOCAL_MACHINE\SYSTEM, ControlSetD01\Enumt USB\VID_04 D98 PID_2011 &MI_00NT 821 d1027 8080000
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USB: A4 4 1 0 (8/12)

° HKLM\ SOFTWARB Microsoft \ Windows Portable Devices \ Devices
° — Nt [T KA K 0 e ‘v
°  FriendlyName

A 2vAl +&ny .t FEa »A]

A 2vAfF&EsHn Qk 1t 77y PaJ

s v o T =

| File Edit View Favorites Help

Mame Type Data

ab| (Default) REG.SZ  (value not set)
|26|FriendlyName ~ REGSZ  PRONEER USB

WIEZ_F7_USBSTOR#DISKANVEN_APPLEAPROD_IPOD&REV_1.62#000427001973C954 802
WIEZF_TT_UISBSTORFDISKANVEMN_AXIS&PROD_HMDS-04 GCAREV_2.00¥AA000000638030EER0#

WIEZ_F7_USBSTOR#DISKANVEN_CORSAIR&PROD_UFD&REV_0.00=DDFOSFET ABBOTS 80

WIEZ 77 UISBSTOR#DISK&VEM _SAMDISK&PROD_CRUZER&REV 1.00#20052443910A15E1 C21580% i
WVIEZ_T?7_USBSTORZFDISK&VEN_SANDISK&PROD_CRUZER_MIMNI&REV_0.1#SMNDKAFFCO4198C 201508 &0% 4
WIEZ_TT_UISBSTOR#DISKANVEM_SMI&PROD_USE_DISKE&REV_1100+AA0401 2700025526802 -

4 | n | » 4| n |

ComputeriHKEY LOCAL MACHINENSOFTWARE\Microsoft\Windows Portable Devices\Devices\ WPDBUSEMUMROOT#UMEB#2237 C186B 80 &5 TORAGESVL
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USB: A 4 1 0 (9/12)

A WA 4 Ay
HKLM\ SOFTWARB Microsoft \ Windows Portable Devices \ Devices
- Xt [ TKAT K O e Cw
T XNi ®a A’ (Last Written Time)

A 2AfF+Esy .1 oAl Ln, mQKoz y4 7 A Tn

A vAl+esygn Qb 1 f7 yPoffn Hn Q@ "~ 1 OoHa u4 7"

forensicproof.com
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USBo A4 ¢ _ 1 & (10/12)

HKLM\ SYSTEM ControlSet00 X\ Control \ DeviceClasses\ {53f56307 -b6bf-11d0-94f2-00a0c91efb8b }
HKLM\ SYSTEM ControlSet00 X\ Control \ DeviceClasses\ {53f5630d -b6bf-11d0-94f2 -00a0c91efb8b }
HKLM\ SYSTEM ControlSet00 X\ Enum\ USBSTOR [Device Class ID |

— Xt [t AT K 0 € <u

T XRi ®a A’ (Last Written Time)

Enum\ USBSTOR Ay #F+F"x ne 00sV/ 1 A 20 |y -nqT éri nQd
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USBo A ¢ _ 1 & (1112)

Ay po 4 AV
HKU\ {USER) Software \ Microsoft \ Windows \ CurrentVersion \ Explorer\ MountPoint2
HKLM\ SYSTEM ControlSetXXX\ Enum\ USB\ VID ####&PID_####
— X VolumeGUID™ € A=1 K 1 e ¢ ow

T XRi ®a A’ (Last Written Time)

Enum\ USB? Ay dF"x ne 008N/ 1 A 20 |y -nqT étri nQd
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USBo A 4 _ 1 & (12/12)

A vypds 4 | agA
HKLM\ SYSTEM ControlSet00 X\ Control \ DeviceClasses\ {53f56307 -b6bf-11d0-94f2 -

00a0c91efb8b} \ ##?#USBSTOR#....[Serial Number ]....{\ |\ #\ }Control

HKLM\ SYSTEM ControlSet00 X\ Control \ DeviceClasses\ {53f5630d -b6bf-11d0-94f2 -

00a0c91efb8b} \ ##?#USBSTOR#....[Serial Number ].... {\ |\ #\ }Control
»A" 77/ £Ha Control T A’ £ n.H
Control 1 X Ri G# A’ (Last Written Time)

A usB” ™ O fUSBpxn; 7 A

A USB £ O fxmn; 77 77 £ A

GQControl K€€ EU /A tnHbBT € Adondg = TAET" x
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USB Thumbdrive vs. USB Drive Enclosure ( http:// forensicproof.com/24)

VS

USB Thumbdrive 7 © 5 O l€ HKLM\ SYSTEM ControlSet00 X\ Enum\ USBSTOR/ A 4
USB Drive Enclosure? ™ 7 O € HKLM\ SYSTEM MountedDevices / A 4t

USB Thumbdriven 4 28 er»rA x - a0l MountedDevices / A 4t

AW sa " ® 807 N
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> HKLM\ SYSTEM MountedDevices

' ™
|| File Edit Wiew Favorites Help

5

5

4 -8 Computer
|

5

. HKEY_CLASSES_ROOT
. HEEY_CURRENT_USER

< L HKEY_LOCAL_MACHIME

-1y BCDOO000O0OD
- ) HARDWARE

bl SAM

...}, SECURITY
o | SOFTWARE
4. SYSTEM

5. |, ControlSet001
5 || ControlSet002
5. | CurrentControlSet
‘ . MountedDevices

, RNG
i by Select
> - Setup
b 1) WPA
. HKEY_USERS

, HKEY_CURREMNT_CONFIG

Mame Type Data

ab| {Default) REG SZ  (value not set)

74)\?"\Volume{07b94e3a-037-... REG_BIN.. 86 c3 d8 da 0000 10 00 00 00 00 00
4)\?7\Volume{07b94e3b-03e7-... REG_BIN.. 86 c3 d8 da 0000 50 06 00 00 00 00
4\7"\Volume{07b34e3c-03€7-... REG_BIN.. 86 c3 d8 da 0000 d0 <5 310000 00

24\ Volume{07b84e3f-03e7-1... REG_BIN... 5c00 3f 00 3f 00 5¢ 00 49 00 44 00 45 00 23 00 43 00 64 0
74)\?"\Volume{28af45ae-0595-1... REG_BIN.. 4838 d4 6c00 7200 00 00 00 00 00
4\?7\Volume{35b150ac-05f8-1... REG_BIM.. 5f00 3f00 3f00 5f00 55 00 53 00 42 00 53 00 54 00 4f 00
4\77\Volume{3aa2d13e-0520-... REG_BIN.. bd 6745 0e 00 7e 00 00 00 00 00 00

24\ MVolumelfecTed0d-2221-,., REG_BIM... 5f00 3f 00 3f 00 500 55 00 53 00 42 00 53 00 54 00 4f 00
74\?"\Volume{7f699543-0d0e-1... REG_BIM.. 5f00 3f00 3F00 5f00 55 00 53 00 42 00 53 00 54 00 4F 00
74\?7\Volume{93503001-174-1... REG_BIM.. 5996 d8 50 00 7e 00 00 00 00 00 00
4\7"\Volume{ac78091e-035d-... REG_BIM.. 5f00 3f00 3F00 5f00 55 00 53 00 42 00 53 00 54 00 4f 00
24\ Volume{b43d6a89-0369-... REG_BIN.. 5c00 3f00 3f 00 5c00 53 0043 00 53 004900 2300430
74)\?7\Volume{c60b7005-1d20-... REG_BIM.. 5f00 3f00 3F00 5f00 55 00 53 00 42 00 53 00 54 00 4F 00
$4\DosDevices\C: REG_BIM... 86 3 d8 da 00 00 50 06 00 00 00 00

4\DosDevices\D: REG_BIN... 86 c3 d8 da 0000 d0 c5 31 00 00 00

24)\DosDevices\E: REG_BIN.. 444d494f324944 3213 48 ef d3 f9 ce dc 46 87 b9 df 2
4\DosDevices\F: REG_BIN.. 5c003f00 300 5c00 49 00 44 00 45 00 23 00 43 00 64 0
4\DosDevices\G: REG_BIM... 5c003f00 300 5c00 53 0043 00 53 00 49 00 23 00 43 0
4\DosDevices\H: REG_BIM... 5f00 3f 00 3f 00 5¢ 00 55 00 53 00 42 00 53 00 54 00 4f 00
24)\DosDevices\L REG_BIM.. 5996 da 5000 7=00 00 00 00 00 00

14|

L

| 3

Computer\HKEY_LOCAL_MACHINE\SYSTEM\MountedDevices
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Value name:
' DosDevicesWH:

Value data:

oooo |sF
nong
noio
nolg
nozo
noza
nozo
n03g
no4o
no4s
noso
0058
na&0

anen

W DosDevices'MF:

Value data:

oooo [S5C
goos
oolo
oole
oozo
ooze
oozo
ooze
oo4do
oode
ooso
oose
00ed

I EaTals]

=)
=)
=)
=)

DR O
Homl Hme
Mo | O

o el
o e O
M0 HHE =Rl

= |

hosomaH RO M@ oW

==} w P

kR ocaoenl
ol k=1 gl

&
2
[¥]
o
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A Y o Il bo

5 G X A" 34 (Disk Signature)

>0 Setup W] \DosDevices\C: REG_BIN... |86 c3 dB da]00 00 50 06 00 00 00 00

> -y WPA 74 \DosDevices\D: REG_BIN... |86 c3 d da00 00 d0 <5 31 00 0000
> - HKEY_USERS 54 \DosDevices\E: REG_BIN... [444d 40 47pa 49 44 3213 48 f d3 0 ce dc 46 87 b9 df 25
> HKEY_CURRENT_CONFIG #)\DosDevices\F: REG_BIN... | 5¢ 00 3f 00 Bf 00 5¢ 00 49 00 44 00 45 00 23 00 43 00 64 0C
4\ DosDevices\G: REG_BIN... | 5c00 3 00 Bf 00 5¢ 00 53 00 43 00 53 00 49 00 23 00 43 0(
4]\ DosDevices\H: REG_BIN... 5f 00 3f 00 3f 00 500 5500 53 00 42 00 53 00 54 00 4f 00

7]\ DosDevices\k REG_BIN... 5996 d8 50 00 7& 00 00 00 00 00 00

4|

I

Computer\HKEY_LOCAL_MACHINE\SYSTEM\MountedDevices

AG /KN 3 Y&, " X <
A V&, 1iC,Dita+W( ™HO-

A V&, 2FEila £W( HOo

To
<:

Qs
w

fF,Gila £W( "H)O-

forensicproof.com
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A v o 1 be

5 G X A" 34 (Disk Signature)

: - 10 Setup 7\ DosDevices\C: REG_BIM... |86 3 d& da|00 00 50 06 00 00 00 00
s WPA %\ DosDevices\D: REG_BIM... |86 3 d& da|00 00 d0 <531 0000 00
Of fset 01 2 3 45 & 7 8 9 A B CDEF G_BIM.. 44 #4494f324944 331348 ef d3 f9 ce dc 46 87 b9 df 25
0000000000 33 ©0 BE DO BC 00 7C BE CO0 8E DB BE 00 7C BF 00 3Albd |IAI®% | & G BIM 00 2F 00 3F 00 5¢ 00 49 00 44 00 45 00 23 00 43 00 64 0C
ooooooon1no Ok B9 OO 02 FC F3 A4 50 w3 1C 0Os CB FE B9 04 00 1 {ig®Ph  Eat - a
gooooooozo BD BE 07 80 FE OO0 OO0 7C OB OF 85 OE 01 83 C5 10 M4 17 | 1 14 G_BIN../" 5c 00 3f 00 3f 00 5¢ 00 53 00 43 00 53 00 49 00 23 00 43 0C

0000000030 E2 F1 0D 18 88 56 00 55 CO6 46 11 OS5 C6 46 10 00 &l 1v ugF &F  |G_BIYL. 5f003f00 3f 00 5F00 55 00 53 00 42 00 53 00 54 00 4f 00
0000000040 B4 41 BB AA 55 CD 13 SO 72 OF 81 FB 55 && 75 09 “A»2Ul |r au2u [GAIN.. 5996 d& 5000 7e 00 00 00 00 00 00

00000000S0 F7 C1 01 00 74 03 FE 46 10 66 60 80 7E 10 00 74 <& + pF £°1° ¢
DDD0000060 26 66 68 00 DD 00 00 66 FF 76 08 68 00 00 68 00 &Fh £ h u C
0000000070 7C 68 01 00 68 10 00 B4 42 SA 56 00 8B F4 CD 13 |k h  “BIV I
00D00000B0 | 9F 83 €4 10 9E EB 14 BS 01 02 BB 00 7C 8& S6 00 MA 1& . »f1v
0000000090 84 76 01 8A 4E 02 84 6E 03 CD 13 66 61 73 1C FE Iv IN In I/fas b
0D0D00000AD 4E 11 75 0C 80 FE 00 80 OF 84 8A 00 B2 80 EB 84 M u 1™ IAL 2141
0DD00000B0 55 32 E4 8 S6 00 ©D 13 5D EB 9E 61 3E FE 7D 55 Uzalv ¥/ ]&l >piu

00000000CO A& 75 6E FF 76 00 ES 8D 00 75 17 FA BO D1 E6 64 2unyy/e uw ufled| © C,D WU . Lwy o J 0

0000000000 ES 83 00 BEO DF E6 60 ES 7C 00 BO FF E6 64 E8 75 &l Me'&| “yedsu

00000000ED 00 FE BE 00 BE CD 1A 66 23 ©O0 75 3B 66 81 FB 54 o/ »1 r#du;r aT

00000000F0 43 S0 41 75 32 61 F9 02 01 72 2C 66 68 07 BB 00 APauz 0 r.fh » o - S
0000000100 00 66 68 00 02 00 00 66 68 OB 00 00 00 &6 53 65/ fh fh £Sf A MBRY a. A wM + H Am—A

0000000110 53 66 55 66 68 00 00 00 00 66 68 00 7C 00 00 Z6 SfUfh fh | f
0000000120 61 68 00 00 07 ¢D 1A S& 32 F6 EA 00 70 00 0f/cD an 1 zzee | I
0000000130 18 A0 B7 07 EB 08 A0 B6 07 EB 03 A0 BS 07 A2 E4 B ME o2& A 0x86C3D8DA + 0x0000000006500000
0000000140 05 00 07 8B FO AC 3C 00 74 09 BB 07 OO 0E CD 15-¢< t » - 1

0000000150 10 EB F2 F4 EB FD 2B (9 E4 64 EB 00 2402 E0 FB | &adey+Edds S am
0000000160 24 02 C3 4% B6E 76 61 6C 69 R4 20 70 72 74 69 $ Alnvalid parti
0000000170 74 69 BF BE 20 74 61 62 6C 65 00 43/72 72 6F V2 tion tahle Error
0000000160 20 6C 6F 61 64 69 6E 67 20 6F 70 72 61 74 69 loading operati
0000000190 6E 67 20 73 79 73 74 65 6D 00 4/ B9 73 73 69 BE ng system Missin
00000001A0 67 20 BF 70 65 72 61 74 69 RE M7 20 73 79 73 V4 g operating syst
00000001ED 65 6D 00 OO0 00 63 ¥B 94 |86 C3 D@ DAJ 00 00 80 20 em c{11&aU 1

gooooooico 21 00 07 DF 13 OC OO0 08 00 OO0 OO0 20 03 00 00 DF 1 B B
oooooooipo 14 OC 07 FE FF FF OO0 28 03 00 00 CO DF 18 00 FE by AR B
00000001ED FF FF 07 FE FF FF 00 EG EZ 18 00 78 8D 5B 00 00 vy byy &3 = [

00000001F0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 55 AA K
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NQ h oo Y o J O
af OIE(M: Value pame:
|WDDSDE\-‘iEESWE! | it DosDeviceshH:
f OIOIE Value data:
0000 |5C 00 3F 00 3F 00 5C 00 ~.7.7.%. » 0oon _P T,
0008 53 00 54 00 4F 00 52 00 S.T.O.R. ooos U.5.B.S.
0010 41 00 47 00 45 00 23 00 A.G.E.#. gg}g E-Q-R-i-
0018 52 00 65 00 6D 00 6F 00 E.e.m.o. ek Drp
0020 76 00 61 00 62 00 6C 00 w.a.b.l. o058 e
0028 &5 00 4D 00 65 00 64 00 e.H.e.d. 0030 oIy
0030 &9 00 61 OO0 23 00 38 00 i.a.#.8. 003 S P ro
0038 26 00 32 00 34 00 65 00 &.2.4.e. 0040 d. 1UF.
0040 33 00 66 00 30 00 38 00 3.f£.0.8. oo4a D.Z.R.e.
0048 34 00 26 00 30 00 26 00 4.&.0.&. 0050 w. 0.
0050 52 00 4D 00 23 00 7B 00 R.M.#.{. 0058 TS
0058 35 00 33 00 66 00 35 00 G6.3.f.5. o 0060 d.f.0.
| =a ][ =32 | | [ cones |

2000/XP R\ ?A STORAGE#RemovableMedia#8&24e3f084&0&RM#{53f5630d-b6bf-11d0-94f2-00a0c91efb8b}

Vista/7 R_?? USBSTOR#Disk&Ven_Corsair&Prod_UFD&Rev_0.0.0#ddf08fb7a86075&(E3f5630d-b6bf - 11d0-94f2-

00a0c91lefb8b}

forensicproof.com 22 February 2011



2000/XP R\ ?2 STORAGE#RemovableMedia®&24e3f084&0 &RM# {53f5630d- b6bf-11d0-94f2-00a0c91efb8b}

A\ 22 STORAGE#RemovableMedi#{ParentldPrefix}&RM# {GUID}

Vista/7 R_??_USBSTOR#Disk&Veorsair&Prod_UFD&Rev_0.0.0#1df08fb7a8607580 #{53f5630d- b6bf - 11d0-94f2-

00a0c91efb8b}

A _2?2USBSTOR#Disk&Ven{t w Q[ }&Prod {£ [ }&Rev 0.0.04A=1 K W{GUID}

forensicproof.com 22 February 2011



Ned Ad + _ 1 & (L/5)

A Hax 4 _ J 6 (RDP)

o

HKU\ {USER)} SOFTWARRE Microsoft \ Terminal Server Client \ Default

L. wd, 7" (A=mA R A rmstscRL ® +al IP

| Remote Desktop
“»¢) Connection

Computer: 152.168.100.128

192.168.100.123
192.168.88.129

You will be asked for credentials when you connect.

User name:

> Options [ Connect ]’ Help

forensicproof.com 22 February 2011



Ne§ "Ad

A, HaEX 4

o

° HKU\ {USER)} SOFTWARRE Microsoft \ Terminal Server Client \ Default
© MRU# f Qo "

(¥ Registry E

|| Eile

a8 (@)

Edit View Favorites Help

) & (RDP)

sl o v/ o L. HG.,

i |) SQMClient
> - SystemCertificates
4. |, Terminal Server Client
¢ i1 Default

, VBA
5 || VisualStudia
oL vsA

, V5Common

. WAB

5. | Web Service Providers

| wis
-1 Windbg
b , Windows
5 | Windows Mail

< |

L

I

MName Type

ab| (Defaylt) REG 57

Data

o] o5z
ab| pMRLUL REG_5Z

(yal
192.168.100.128
192.168.88.129

< |

Computer\HKEY_CURRENT_USER\Software\Microsoft\Terminal Server Client\Default

forensicproof.com
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Nes ‘A& + _ 1 & (3/5

A WU

-NW_. Lw 4

~

HKU\ {USER)} SOFTWARE Microsoft \ Windows \ CurrentVersion \ Explorer\ Map Network Drive MRU

o1 AN Vv, "nafW7" (Map network?” draibved.)

Tow KMPlayer g

= Glue prneer

' Documents
ac i) Paint

Pictures
E WordPad »

Music

= Calculator
— Recent Items
_l| Getting Started

Computer

L- Remuote Desktop Connection

=124

Open
o 7 Manage

n Connect to a Projector

E Adobe Photoshop C53

Microsoft Sitverlight

Map network drive...

Disconnect network drive...

Show on Desktop

Rename

» All Programs .
Properties

Shut down | |

forensicproof.com
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N Ad + _ 1 & (4/5)

A N =W L=w 4

° HKU\ {USER)} SOFTWARRE Microsoft \ Windows \ CurrentVersion \ Explorer\ Map Network Drive MRU

° MRUList f NV, #afW?" oA =

Eile Edit Miew Favorites Help
bl Filebxts || Mame Type Data
>~ FolderTypes ab (Defaulf) ___REG SZ___(value not set)
. EWRSQELT‘CD_ RU | BB REGSZ  '192.168100.128\Python27
i ap Ol FIvVe e ab
» - MenuQrder m REG 52 2
- Modules

b . MountPoints2
i | MewShortcutHandlers

»- || RecentDocs
“ }. RunMRU
b . SearchPlatform i
‘| m | 3 4| 1 | b

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Map Network Drive MRU

forensicproof.com 22 February 2011



Ne§ "Ad

A Yy o

a8 (5/5)

° HKU\ {USER) SOFTWARE Microsoft \ Windows \ CurrentVersion \ Explorer\ MountPoints2 \ {GUID}

¢ CPQ Volumeqr

°© X e

‘,F7“4)(©U|f>a

L
r

H e » » A (HKLM\ SYSTEM MountedDevices) 2 O % 7 °

i ™

Eile Edit View Favorites Help

o
i

FR

; MenuOrder
; Modules
, MountPoints2

, #£192168.100.128#Python27

J {07094 e3b-03e7-110-8288-806 6106063}
) 107694 e3c-03e7-110-8285-800e6f0e6963 }
. {07b94e3f-03e7-110-8288-806e6f60963}

) {28af453e-0595-11e0-bebl-005056 00008}
) 135b150ac-05f8-11e0-9a91-005056.00008 }

- 1. {33a2d13e-0520-11e0-88fb-002666098651 }

) {6ecTed09-2221-11e0-90cd-005056 00008}

- 1. {7f9964a-0d0e-11e0-9dcc-005056c00008}
-0 193503001-1£74-110-9f30-005056c00008}

) {acT8091e-035d-11e0-ac08-002666098651}
) {b43d6a89-0369-110-bbb5-002666098651 )
) 1c60b7005-1d20-110-a0fe-005056 00008}

- 1. {d3efdB13-cef9-46dc-870h9-df23 1964306}
- CPC

-

Mame

< |

ab]| (Default)

m

Type
REG_SZ

Data

(value not

Computer\HKEY_CURREMT_USER\Software\Microsoftt Windows\ CurrentWersion\Explorer\MountPoints2

forensicproof.com
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& (U8)

A 2000/XP °

E T

d . A

A'=>1. ATE6 OO0 2N ATGE 8V AC°O AN

TEE) 534 2 ZSTH)
~ B =
B e S 2ot &y
=08 A B G BRI~ 2T T
- REVHE Bl ZAt ZiAp o
52 REHE 22 0ME 2 e
- B HE S ZA Sl gie
% BEICISEID) AHI2 1M 2 200 i
w (@ 2ot FESER RN 5T Al
ST B AAE DIHE 2t e
[ 2ZEY0 AIE B BT S 2N 2t ois
w8 23 AEEY P worma ||BEZ2HA SR 24 2L Sis
£ |

forensicproof.com
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o )1 (2/8)

A 2000/XP * & J A

HKLM\ SECURITY Policy\ PolAdtEv

| |
pna = > g

2 YK A Ee] MED

O(—»D/

forensicproof.com

]

mriEy BEE) 2 SHFENA ES2H)
= LH E&H 1= EE HalE
@@ HKEY_CLASSES_ROOT ab] (1220 REG_SZ (2F 83 o1l
[ HREY_CURREMT_USER
=23 HEEY _LOCAL_MACHIME
[ HARDWARE
[ SamM
=
S0 - J8 = MERDIEG
[ 5Ye ,J:;Hrﬁ SNy Adrministrators (PROMEER-BTE247EW Administrators)
(3 Hkey_| FAEL. €% SYSTEM
DI HKEY- iy
0IE "L 2R
LHELHZPICE)
ME HEHD)... ZIHDL. | [ HAE
I 012 2AHO) 2 Adrninistrators2] AL2 HEHP) Ha £
= - 2E Ast 0
LH & FEWHKEY_LOCAL_MACHINEWSECURITY 27 O
E3 et
ﬁéi;._'l?_r 3 IZ2 g8HE B0 [U=]18 285t =T

22 February 2011



& s 1 (3/8)

A 2000/XP * & J A

HKLM\ SECURITY Policy\ PolAdtEv

o ARl A ER| HE
DHU(F) ME(E) By SHE

= LH & FE
(3 HKEY_CLASEES_ROOT
(1 HKEY_CURREMT_USER
= HEEY_LOCAL_MACHIMNE

|

£ HARDWARE

L SaM

=23 SECURITY

=-7 Palicy
[ Accounts

[ DefQuata
3 Domains
[ PolacDmM
3 PolécDmS
£ Pol&diEw
3 PaladtFL
[ PaladiLg

(e T I 1P o Y Y |

01 fa 07 00 00 00 00 00 03 00 00 000300000040,

of CHOIES (e

==

2 FEWHRKEY _LOCAL_MACHINEWSECURI TP alicyWFol AdtEw

forensicproof.com

oooo o1

03

nn
0z
04

Iy
£
k-
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2 0B (M)
, - 0000 |01 FA 07 00 00 00 00 00 .a......
ooog 03 00 00 00 02 00 00 0O ...,
Y J /1 (4/8) ooi0 00 00 00 o0 00 00D 0D DO L.l
goilg 00 00 00 o0 00 00D 0D DO L.l
gozo o 02 00 00 00 01 00 00D OO L.l
A ZOOO/XP > 6, J /1 onza 09 00 00 oo
HKLM\ SECURITY Policy\ PolAdtEv
~ /1 (Dec)| ? (Hex) Ag [ =2 ][ 3l
0:°QOny " 4 4
0¢O0 01 R .
1:1 Uy OsVtE syt | 01 FA 07 00
4¢7 00000000 Ag fm ¢ O 00 00 00 00
8¢11 03000000 7, F$m ¢ O 82888888
12¢15 0300 00 00 \' "EQ ¢ O 00 00 00 00
16¢ 19 00000000’ Qo O 00 00 00 00
00 00 00 00
20¢ 23 00000000 T'EG 14 ¢ O 00 00 00 00
24¢27 00000000 sV n, ¢ O 02 00 00 00
28¢31 | 00000000| 2’ = ¢ O 8; 88 88 88
32¢ 35 02000000 YE = Axd& "E& ¢ O
36¢ 39 01000000 s 7T, F+m ¢ O
A o0x00:¢ Q"' 4 R0 ad bl Hot HE
s@az A REAMH HH 2 2 ST o
A 0x01:'E #rm ¢ O @zzah REHE 2R 24 2 38
‘g ';iﬂm =5 BEHE 202 0HE ZHA H5Z
A Oox02:f +m O S e e A 2N e
e BECIZEZ] MHIA B A ZHAL |
A 0x03:E ,f +m O w08 5ot R 2I2 0ME ZHA 23 21
' ' S L M) Al 2B DIHIE ZHA} ZHF SIS
forensieproof.com B 22 ATFD P 2O E E_E._.r’\‘ﬂi ZE AL ZrAEIS




b)

(04

J 1 (5/8)

A Vista/7 > & J A

-

£t A'"=>1_ ATAOa

|| File

&= 25

Action View Help

X:= HmE

50 sV AT& 2V A SO aA

Th Security Settings
4 [ Account Policies

4, Password Policy
‘4, Account Lockout Policy
4[4 Local Policies
4 Audit Policy
>[4 User Rights Assignment
‘4, Security Options

> || Windows Firewall with Advanced Security
| Metwork List Manager Policies

» | Public Key Policies

» || Software Restriction Policies

> || Application Control Policies

> g IP Security Policies on Local Computer

» | Advanced Audit Policy Configuration

Policy

1) Audit account logon events
1) Audit account management
1) Audit directory service access
lie| Audit logon events

1) Audit object access

151 Audit policy change

1) Audit privilege use

1) Audit process tracking

1) Audit system events

Security Setting

Mo auditing
Mo auditing
MNo auditing
Mo auditing
MNo auditing
Mo auditing

MNo auditing
Mo auditing
Mo auditing

forensicproof.com

-
Audit system events P

e B ==

Local Security Setting | Explain

level.

If this policy setting is defined, the administrator can specify
whether to audit only successes, only failures, both successes
and failures, orto not audit these events at all {.e. nether
successes nor failures).

If Success auditing is enabled, an audit entry is generated each

time the OS5 performs one of these activities successfully.

If Failure auditing is enabled, an audit entry is generated each
time the OS5 attempts and fails to perform one of these activities.

Default:
Security State Change Success|
Security System Extension No Auditing

Important: For more control over auditing policies, use the
settings in the Advanced Audit Policy Configuration node. For
more information about Advanced Audit Policy Configuration, see
http://go microsoft.comfwlink/ ?Linkld=140969.

For more information about security policy and related Windows
features, see the Microsoft website.

m

[ ok

] [ Cancel




b)

rd

(04

1 1 (6/8)

A Vista/7 > & J A

© HKLM\ SECURITY Policy\ PolAdtEv

- pnG = > 4L 2 Qaey

# o . =

File Edit View Favorites Help
4 .‘: Computer Mame Type Data
>~ L HEKEY_CLASSES ROOT ab r — - b
: - - (Default) REGSZ  (value not set) . fo sfcu_ [
.|, HKEY_CURRENT_USER = b
-l HEKEY_LOCAL_MACHINE Security
: b ) BCD00000000 Group or user names:
»- . HARDWARE 2, 5YSTEM
L ?:2"1 — PV iminisrtors prineer PCHAdminsirios)
’}__ | SOFT Expand
iy SYST Mew L4
> - HEKEY_US Find...
+ | HKEY C [ Add. || Bemove |
Delete
EEnane Pemissions for Administrators Allow Deny
Full Control O
Export Read &
Permissions... Special pemissions
Copy Key Name =

Computer\HKEY_LOCAL_MACHINE\SECURITY

forensicproof.com

For special pemissions or advanced settings,
click Advanced.

Leam about access control and pemissions

[ ok || canesl || oy

22 February 2011



o ) (7/8)
A Vista/7 T & J A

© HKLM\ SECURITY Policy\ PolAdtEv

Registry Editor

Eile Edit View Favorites Help
e ¥ SECURITY - Mame T}rpe Data
I 4-Ju Policy #%(Default) | REG_MO... 00010000 09000000 78 00 00 00 01 00 00 00 02 00 00 0003000
" @ Accounts
----- , DefQuota
----- . Domains i
----- . PolAcDmM
----- . PolAcDmS Edit Binary Value
----- . PolAdtEv
----- . Poladtlg Value pame:
..... | PolDnDDN L
----- , PolDnDmG
..... | PalDnTrM Value data:
..... | PolEKList oooo
----- | PolOldSyskey noaa
..... | PolPrDmN 1 onio
----- . PalPrDmS gg%g
..... . PolRevision nozs
----- , SecDesc nozon
»- | Secrets =[] no3s
. 0040
Computer\HKEY_LOCAL_MACHINE\SECURITY\Policy\PolAdtEv n04a
ooss
o0e0

forensicproof.com 22 February 2011



n

BPa

b kd

P S

A

A Vista/7 > & J A

HKLM\ SECURITY Policy\ PolAdtEv

o J A (8/8) http://www.kazamiya.net/files/PolAdtEv Structure en rev2.pdf

-~ A (Dec)| * (Hex) Ag
0:° OanN ' 4
0c0 01 1:1 +01° Osv+¢ 2yt
12¢21 olnn n NAax X o
22¢ 39 03nn n qm, % ¢ <O
40¢ 61 oonn n Aan VX "B ¢ Q@
62¢ 67 oonn n nh XX O
68¢ 75 oonn n nn TXEGX1 & ¢ O
76¢ 87 Olnn n nmix X O
88¢ 99 olnn n An aX =Xs QO
100¢107 | 01nn n AYEX=XAXx & "EG ¢ Q
108¢ 115 | 01nn N An ax X £m ¢ 0O
A 0x00:¢ Q' 4
A 0x01:E Fm €O
A 0x02: A m ¢O
A 0x03: E ,fQ m ¢ Q

forensicproof.com

Value name

Value data:
gooo oo 0l o0 oo o3 oo oo oo Lo -
gopag 78 00 00 OO 01 00 00 00 =.......
goio0 03 00 00 OO 03 00 01 0O ... ...
goiag 01 00 01 00 0D OO0 01 0O ... ...
gozo 00 00 OO0 OO OD OO O3 0O ... . ... _
go2g 00 00 OO0 OO OO OO OO OO ........ =
oo30 00 00 00 OO OO OO0 OO OO ........
oo3a 00 00 00 OO OO 00 00 0O ........
go40 00 00 00 OO OD OO0 OO OO . ... . ...
goda 00 00 00 OO OD OO0 01 0O ... . ...
gos0 01 00 00 OO OD OO0 OO OO ... . ...
gosg 00 00 01 OO OO0 OO0 ©01 00 ........
Qoe0 00 00 OO0 OO OO OO0 OO OO ........ =
ok | | Cancel

0001

00 00

09 00

00 00

78 00

00 00

01 00

00 00

03 00

00 00

03 00

01 00

01 00

01 00

00 00

01 00

00 00

X Xo
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http://www.kazamiya.net/files/PolAdtEv_Structure_en_rev2.pdf

A L p* AL J 8

© ok F

File  Action

&= 2EHE

View Help

A’ =1, AFm

@ Event Viewer (Local)
> :'d’ Custom Views
4 ‘!_. Windows Logs
] Application
Q Security
§:| Setup
Eﬂ System
§:| Forwarded Events
4B Applications and Services Logs
Q Hardware Events
Q Internet Explorer
§ﬂ Key Management Service
§E| Media Center
. ] Microsoft
§E| Microsoft Office Alerts
§E| Windows PowerShell
:j Subscriptions

Vi

Level Date and Tirme

() Information  2/9/2011 2:02:15 PM
@Informatiun 2/9/2011 1:51:36 PM
@Informatinn 2/9/2011 1:38:24 PM
(i)Information  2/9/2011 1:38:24 PM
() Informatinn 272011 1:38:24 PM

Source

Service...
Service..
amdk...
amdk...
amdk...

‘| n

Event ID
7036
7036

62464
62464
hAdhd

| »

System  Mumber of events: 51,327

e e

Actions

Event 7036, Service Control Manager

General | Details

The Application Experience service entered the running state.

| »

System

¥ Create Cust..

Import Cus...

Clear Log...

Properties
Find...

DE D«

View

Refresh

ol

Heln

= Open Save...

Filter Curre...

Save All Eve...
Attach a Ta...

»

m

forensicproof.com
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T,T

RS

T = %

5 o AR W URRR—

File Edit View Favorites Help

'

e

, ESENT
. eventlog

- Application

, HardwareEvents

| Internet Explorer

, Key Management Service
, Media Center

, OAlerts

| Security

| System

, Windows PowerShell

4|

T

k

Marme Type Data

abi(Default) | REG.SZ  (value not set)

3!'] DisplayMarmeFile REG_EXP.. %5ystemRoot?system32iwevtapi.dll

%) DisplayNamelD REG_DW... 000000102 (258)

ab]File REG_EXP.. %SystemRoot¥\system32vwinevtiLogsh System.evix
we| MaxSize REG_DW... 0:01400000 (20971520)

3!"] PrimaryModule REG_5Z System

| RestrictGuestAccess  REG_DW... 000000001 (1)

e/ Retention REG_DW... 000000000 (0)

< |

L

Computer\HKEY_LOCAL MACHIME\SYSTEMY Control5etD01\services\ eventlog)System

forensicproof.com
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HKLM\ SYSTEM ContolSet00 X\ Services\ LanmanServer\ Shares
rnet ghralreR” + x 4
. PpedET T cuE He O " iy A ¢, s

B Ch\Windows\system32omd.ex

C:tlzerzthprdneer>net zhare

Share name Resource

Default share
Default share
Default share
Default szhare
Remote IFC
tflindows Remote Admin
Hlsers
UMlare Images
E:tHllare Images
The command completed successfully.

C:tHlserstiprBneer>

forensicproof.com
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" dya (22

A "4 Bus
° HKLM\ SYSTEM ContolSet00 X\ Services\ LanmanServer\ Shares
S T e TR NI

| File Edit View Favorites Help
2o KSecDD & Mame T}rpe Data
| >~ )l KSecPk
o b g ab] (Defaylt] REG SZ {value not set]
b :Z:th:”k ab] Fg REG_MULTLSZ  CSCFlags=0 MaxUses=4204967
i ab| Users REG_MULTLSZ  CSCFlags=2048 MaxUses=4294
4- | LanmanServer
; Aliases gﬂVMWarelmages REG_MULTI_SZ CSCFlags=2048 MaxUses=4294
. AutotunedParameters =
. Linkage
. Parameters Value name: I
- ShareProviders WMWare Images
41 = Shares ] Value data:
e Security CSCHlags=2048 -
>~ LanmanWorkstation MaxUses=4294967295
o - Ida Path=E:#WVMWare Images
| ldap
: et e Pemissions=0
4 | [ | 3 4 10 Remark=
ShareMame="YMWare Images
Computer\HKEY_LOCAL_MACHINE\SYSTEM\ControlSetD01\services\LanmanServeriShares Type=0
1 3

ok || cancel |
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it A’ 1. A AxQ

rdriverquery R[ ~ 4 T

B C\Windows\system32cmd.exe
C:tlzersthprBneer driverquery

Module Mame Diszplay Hame

13%4o0hci 1394 OHCI Compliant Ho
ACPI Microsoft ACPI Driver
AcpiPmi ACPI Power Meter Drive
adp? adp? 4o

adpahci adpahc i

adpulz@d adpul2@

AFD fincillary Function Dri
agpd4@ Intel AGP Bus Filter
aliide aliide

amdide andide

AmdK8 AMD K8 Processor Drive
ELLLL L amdkmdacg

amdkmdap amdkmndap

AmdPPH AMD Processor Driver

forensicproof.com

Eile

Driver Type

Kernel
Kernel
Kernel
Kernel
Kernel
Kernel
Kernel
Kernel
Kernel
Kernel
Kernel
Kernel
Kernel
Kernel

Action  View Help

7/14,2089
7/14,2089
7/14,2087
1262008

5/2,20087 2

2/28,2087
7/14,2089
7/14,2089
7/14,2087
7/14,2089
7/14,2089
2/29,2018
9/29,2818
7/14,2089

A msconfig A Ax

12 AN
:34 AH
117 AH
42 AN

[

1% AN
48 AN
43 AH
47 AN
4% AN
2% AH

(%

R A

dL »
ar

AX Q ¢ v

description.

MName

- ActiveX Installer (...
- Adaptive Brightness
+ AMD External Eve...
+ Apple Mobile Devi..
+ Application Experi...
+ Application Identity
+ Application Infor...

- Application Layer ...
+ Application Mana..,
 ASUS Systern Con...
+ Background Intelli...
- Base Filtering Engi...
+ BitLocker Drive En...
. Block Level Backu...
- Bluetooth Support...

Description

Provides Us...

Menitors a...

Provides th..,
Processes a...
Determines ...
Facilitates t...
Provides su...
Processes in.

Transfers fil...
The Base Fil...
BDESVC hos...
The WBEMG...
The Bluetoo...

Status

Started
Started
Started

Started

Started
Started
Started
Started

Startup Type
Manual
Manual
Automnatic
Automatic
Manual
Manual
Manual
Manual
Manual
Automnatic
Manual
Automatic
Manual
Manual

Manual

Log On As
Local Syste... 3

Local Service
Local Syste...
Lecal Syste..
Lecal Syste...
Local Service
Lecal Syste...
Local Service
Lecal Syste..
Lecal Syste...
Lecal Syste..
Local Service
Local Syste...
Lecal Syste...
Lecal Service
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Ay AL L6 (204)

A AW& D W, £f ys

° HKLM\ SYSTEM ContolSet00 X\ Services\ {sub folder}

y

T AxG d iafKn "5 KEES > X1 TypéR A Eag
- = "E "ES > 7 G :http:/support.microsoft.com/kb/103000

Eile Edit View Favorites Help

. credisk MName Type Data

| crypis2 ab] (Default) REG_SZ {value not set)
3_‘_’] DependOnService REG_MULTI_SZ RPCSS
3!"] Description REG_5Z @%SystemRoot¥\systern32\defragsve.dll,-102
3!"] DisplayMame REG_SZ @%5ystemRoot ¥\ systern32 defragsve.dll,-101
_?5'_5] ErrorControl REG_DWORD (00000001 (1)
. defragsve gﬂlmagepath REG_EXPAND 57  %SystemRoot?e\systern32\svchost.exe -k defragsve
L DfsC 2| ObjectMame REG_SZ localSystern
| Dhcp 3_'_’] RequiredPrivileges REG_MULTI_SZ SeChangeMotifyPrivilege SelmpersonatePrivilege Selncreas
| discache _-f-'_-ﬂSer\.riceSidType REG_DWORD 000000001 (1)
| Disk 24| Start REG_DWORD 000000003 (3)
| Dnscache 34 Type REG_DWORD (00000010 (16) I
) dot3sve
, DPs

) CryptSvc

, C5C

, CecService

; DCLocator

; Deomlaunch

R P

1| o | 3 1|

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CentrolSetd01\services\defragsve
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http://support.microsoft.com/kb/103000
http://support.microsoft.com/kb/103000

HKLM\ SYSTEM ContolSet00 X\ Services\ {sub folder}

Type > 1 TG
A Ox1faB »A iha$K
A ox2f ®AG iwafK @B »A iaFK/ o :if)
A Ox04ftF / b do”
A 0x10f Ax & & =1/ 7 AemHIEWIN32 T,V ( TEIT € )

A O0x20f o™ Win32'Ax & T'E&GF " + " & Win32 Ax §

forensicproof.com 22 February 2011



A8 AL 8 (414)

A me A0 ysa ¢ 1300 ~ 4 w 4 Y, Autoruns by Sysinternals.com, Microsoft)
HKU\ {USER} SOFTWARE Microsoft\ Windows\ CurrentVersion\ Run
HKW {USER SOFTWARE Microsoft\ Windows\ CurrentVersion\ RunOnce
HKU\ {USER SOFTWARE Microsoft\ Windows\ CurrentVersion\ RunOnceEx
HKU\ {USER SOFTWARE Microsoft\ Windows NT\ CurrentVersion\ Windows\ Run
HKLM\ SOFTWARE Microsoft\ Windows\ CurrentVersion\ Run
HKLM\ SOFTWARE Microsoft\ Windows\ CurrentVersion\ RunOnce
HKLM\ SOFTWARE Microsoft\ Windows\ CurrentVersion\ RunOnceEx
HKLM\ SOFTWARE Microsoft\ Windows\ CurrentVersion\ Policies\ Exploren Run
HKLM\ SYSTEM ControlSetO0X\ Control\ Terminal Serven Wds\ rdpwd\ StartupPrograms

5 MYA d)
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M -x 18 W3

A WU

-x 4 L 48

~

Spconfig .~ Kk$T " =

= Lecal Area Connection 2

=

P o

Mew a3

H'Z MH

= [

12 HOIEHO|

AT TCP EE

o A= uop E£E

P2 Contextlist B &
IPASEEE FIEDHCR AFE HE
DHCP MHE = 4

FEZRE A=A -2
IPEE A

P OFE A2

CHCPZ| & Ip &4 2k A2

P WA ST A2
PZEL(PHAEZEE®HE AZ

MEY DA eI AISCE SEE 22

BELEHAE

forensicproof.com

)

HKLM\ SOFTWARB Microsoft \ Windows NT \ CurrentVersion \ NetworkCards

HKLM\ SYSTEM ControlSet00 X\ Services\ Tcpip\ Parameter\ Interfaces\ {GUID}

srO (" a3 50 )

Realtek PCI GEE Family Controller
192, 165,200,101

255.255,255.0

203.245.162.253 164,124, 101.2

192,168,200, 254

AHE

192, 158,200,254
3600 sec
1296455375 sec
1296459476 sec
1296457670 sec
1295459026 sec

0.0.0.0
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N -1 8 (23)

A N -x4i g J 6
e HKLM\ SOFTWARB Microsoft \ Windows NT \ CurrentVersion \ NetworkCards

° HKLM\ SYSTEM ControlSet00 X\ Services\ Tcpip\ Parameter\ Interfaces\ {GUID}

° NetworkCards — 0 & $4§ ServiceName (GUID) 4k  Interfaces — g > 4t

Registry Editor

File Edit View Favorites Help

, Multimedia Data
, NetworkCards

(value not set)

{ Registry Editor = d2 ab| Description Realtek PCT GBE Family Controller
Eie Edit View Favorites Help N'etimkust ab| ServiceMame {43832633-10AB-4F2F-BCBC-BFCFOS5160AH)
b TBS NtVdrmG4
a- | Tepip I
..... , Enum
----- . Linkage
4 Parameters
§ Adapters 2] DhepServg 255.255.255.255
, DMSRegisteredAdapters poery e
. Interfaces 255000
T %] EnableDeadGWDhetect REG_DWORD 000000001 (1)
| {8C176E16-50D0-41E8-869C-CT C6F091B123} %4 EnableDHCP REG_DWORD 0x00000001 (1)
----- | [A3234F27-EF62-4D24-8602-5503BBEED2EF] 18] IsServerNapAware REG_DWORD 0:0000000 (0)
- |, PersistentRoutes f;'_tﬂLease REG_DWORD 000000000 (0)
" }) Winsock 24 LeaseObtainedTime REG_DWORD 000000000 (0)
----- , Performance Ig'_tﬂLeaseTerminatesTime REG_DWORD (00000000 (0)
----- | ServiceProvider || 2b] NameServer REG_SZ
. TCPIPE - 4| RegisterAdapterName REG_DWORD 000000000 (0)
. TCPIPGTUNMEL 4| RegistrationEnabled REG_DWORD 000000001 (1)
>+l tepipreg T REG_DWORD 000000000 (0)
""" i TCPIPTUNNEL T2 REG_DWORD 000000000 (0)
""" i TOPIPE ) UseZeroBroadcast REG_DWORD 0:00000000 (0)
----- | TDTCP 2
] [ i | » 4| i | 2

Computer\HKEY_LOCAL_MACHINE\SYSTEMY ControlSet001\services\T cpip\ParametersiInterfaces\{ 281 38 AE2-5CBD-4850-9BD2-2CB4EEDFDITa}
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N -X 10 (33)

A Wireless SSID(Service Set |Dentifier )
HKLM\ SOFTWARB Microsoft \ WZCSVQ Parameters\ Interface \ {GUID}
802.11J ¢ 1/ 'A QO - € AP(Access Point)
— N Static#00x H$ " SSID

SSIF z! ¢ Fa/ 5ty Paby z o
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HKLM\ SYSTEM ControlSet00 X\ Control \ Class

HKLM\ SYSTEM ControlSet00 X\ Enum

Eile Action MNiew Help

&= |7 HE &

4 g2y prineer-PC
- M Computer

> - Disk drives

» Ml Display adapters

>4 DVD/CD-ROM drives

b Eigj‘ Human Interface Devices

b g IDE ATASATAPI controllers

- a IEEE 1394 Bus host controllers

b EB Keyboards

b --ﬂ Mice and other pointing devices
b Bl Monitors

b -} Metwork adapters

» Y5 Ports (COM & LPT)

b ¥ Processors

: Sound, video and game controllers

c -

Storage controllers
M System devices
o i Universal Serial Bus controllers

forensicproof.com

r. Device Manager 5)( ! ll
=
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u s

HKLM\ SYSTEM ControlSet00 X\ Control \ Class

HKLM\ SYSTEM ControlSet00 X\ Enum

Registry Editor

File Edit View Favorites Help
4- |, Enum
5oL ACPI
; ACPI_HAL
, DISPLAY
; HDAUDIO
, HID
. VID_045E&PID_0039
, 7810196308 8080000
., VID_0460&PID_COLF
, VID_0460&PID_C5258MI1_00

. VID_04D9&PID_20118MI_00

, VID_046D&PID_C525&MI_01 & Colll
. VID_046D&PID_C525&MI_01 & Coll2
. VID_046D&PID_C525&MI_01 & Coll3

. VID_04D9&PID_20118MI_01&Celll
. VID_04D9&PID_2011&MI_01&Celd2

-

Mame
abi(Default] |

Type
REG 57

Data

(value not set)

%4 Capabilities
ab| Class

ab| ClassGUID

ab] CompatiblelDs
E'g']ConfigFlags
ab| ContainerlD
ab| DeviceDesc

ab| Driver

ab| HardwarelD
28] Mfg

ab|Service

REG_DWORD
REG_SZ
REG_SZ
REG_MULTL_SZ
REG_DWORD
REG_SZ
REG_SZ
REG_SZ
REG_MULTIL 57
REG_SZ
REG_SZ

0:000000a0 (160)
Maouse
{4d36e06f-e325-11 ce-bfcl -08002bel 0318}

0:00000000 (0)
{07b94e48-03e7-11e0-8288-806e6f6e6963}
@msmouse.inf, ehidyvid_045e8pid_0039.devi
{4¢36e96f-e325-11 ce-bfcl-08002bel0318 POOO
HIDWWID_045E&:PID_0033&REV_0300 HIDWWID_{
@msmouse.inf, %msmfg % Microsoft

rmauhid

+ |

L

Computer\HKEY_LOCAL_MACHIME\SYSTEM\ ControlSet001\Enum\HIDWVID_045E&:PID_003547 810190308 &0 &0000

forensicproof.com
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L o1t W (1/11)

A Internet Explorer AJ J 0
° HKU\ {USER)} SOFTWARRE Microsoft \ Internet Explorer \ Main

° Amm Fn,IE8A" 50,y FRn s50Y 0o, £2a 20 e

File Edit Miew Favorites Help 1
| Help_Menu_URLs » | Name Type Data o
> - IETId b Local Page REG.SZ  CA\Windows\system32\blank.htm
L Intethn_rms ab| NotifyDownloadComplete REG_SZ ne
: o i:::::i:g‘:;'sw 24 NoUpdateCheck REG_DW... (000000001 (1)

: = LinksBar ab]| Play_Animations REG_SZ yes

: LinksExplorer Qﬂplay_Background_Sounds REG_S5Z yES

 (} Low Rights E ab)Save_Session_History_On_Exit REGSZ  no L

5 [l LowRegistry — QﬂSearch Page REG_SZ http://go.microsoft.com/fwlink/TLinkld=54896

(W Main a6 Show_FullURL REGSZ  no L

5 1) MAD Settings b Show_StatusBar REG_SZ yes

o b Media E_ﬂShow_TnnlBar REG_SZ yes

5o |l MenuExt E_ﬂSth_URLinStatusBar REG_5Z yes M

b New Windaws ab]Show_URLToolBar REG.SZ  yes

L. || PageSetup gm REG_SZ http://www.daum.net/

i~ 1 PhishingFilter % E_?JStart Page Redirect Cache REG_SZ http:/fwww.msn.com, ¥
4| 1] | 3 [l 1] ] G

Computer\HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\Main
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L o1t W (2/11)

A Internet Explorer L URLy 1
HKU\ {USER)} SOFTWARRE Microsoft \ Internet Explorer \ TypedURLs
Qoo & Tvu i1/ i v F 4 Fey £ncu

Mk CHC & = ¢ otR .1 s Dom Ok H

File Edit View Favorites Help

b - Toolbar Type Data

hlypedURl REG_SZ (value not set)

. URLSearchHooks "_b\lurll REG_SZ

§ User Preferences ab] yri10 REG.SZ  http://gmarket.cokr/

a_"] urlll REG_SZ http://cafe.naver.com/mspiriters.cafefiframe_url=/ArticleRead.nhn%3Farticleid=1931

-‘_"\l urll2 REG_SZ http://endic.naver.com/

-‘_"\l urll3 REG_SZ http://movie.naver.com,

"_b\l urlld REG_SZ http://cafe.naver.com/madtoeic

- Microsoft Management Ce El "_‘ﬂurllE REG_SZ http://accessdata.com/downloads/media/

- || MPEGZDemultiplexer e BT REG_SZ http:/faccessdata.com/downloads/media/Registry%e20Quick%e20Find %20 Chart %20 %207 -...

, M5 Design Tools -‘_"\I urll7 REG_SZ httpe/fwww2 tech.purdue.edu/cit/Courses/ cit358/misc/Registry QuickFind Chart. pdf
, MSDAIPP "_l'\|ur|18 REG_SZ http://www.danawa.com/
, MSDN "_b\lurllg REG_SZ http/fwww.daurm.net/
, MSF ab| yrl2 REG_SZ http://seclab.hdu.edu.cn/ZE EF 12 32/2009/ Carving %20the%20windows %20 registry %20fil...
| Multimedia ab] yri20 REGSZ  en

Q| BT 3 ab]yrlz REG_SZ http:/fwww.kangcom.com/

- Loom

, Internet Mail and MNews
; Java VM

, Keyboard

. MediaPlayer

Computer\HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\TypedURLs
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L o0&t w (311)
A Internet Explorer Oy-p N P

-

° HKU\ {USER)} SOFTWARRE Microsoft \ Internet Explorer

> Download Directory  4& 1 1 Blooerin L ¢t U 0ot

(| Eile Edit View Favorites Help

>} IMEMIP Name Type T2
-0 Installer ab) (Default REG 57 [value not set]

i~ Internet Connection Wizard 7] Download Directory REG.SZ  EAMADTOEIC\LC |

4. | Internet Explorer

, BrowserEmulation
, CaretBrowsing

; CommandBar

, Desktop

; Document Windows

4 | e | p 1 |

Computer\HKEY_CURRENT_USER\Scftware\Microsoft\Internet Explorer
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Internet Explorer

C 1 &
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AL
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me KE
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+t

o

SELICE
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AW

e
T ALEE AFETL OIS 2ER)
Oez HE e =20(E)

" &2
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L o0&t w (511)

A Internet Explorer m € K'E
HKU\ {USER) SOFTWARRE Microsoft \ Internet Explorer \ Main
FormSuggest PWAsk f = € §'EL U= A 14n e 4 S

A ryefshR 0'c A @oe" vV, Ea/ V., mnol 1)

ArndR U A RQd Qoo AO V, Ea/ \ c 1)
Atz 28 ot x|

‘4-':) Int;arnet Explorerd A 0] 252 7951 olAI 22 &L

b B
CHEM O] HIOIAS S22 [f 255 [hA QEz ) BES
Internet Explorerfl M O ZES Y2 E & & 2SLICH
[0l CHEH 2R O O EA SHEHD)

A= SR OHEr AP H2 Wy | [ olem |
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A Internet Explorer

o (6/11)

(4x R6.X) m € K'E

CH=SW O MolA s HE2= [ =S ChA BE= S22 RIESE
Intetnet ExplorerH M O] 2EE J2GIES B 5 SISLICH
(10 HEF &FHE O O]4 A 2F 2HD)

A= Sl e NAEFINS wen | [ O |

HKU\ {USER) SOFTWARRE Microsoft \ Internet Explorer\ IntelliForms \ SPW

SPW(SavePassWords) f O+ 1 = ¢4 E 80"

A

A

b

Hwu

o (Yes (R

A HKEX {USER} SOFTWARE Microsoft\ Protected Storage System Provider

roy %( Na) R

A HKEX {USER} SOFTWARE Microsoft\ Protected Storage System Provider

forensicproof.com

URE nAHt

| = B b

Os/ Are R €y %Rt b1 L ¢ XA T

o+

PorHt

-\

®=|=yEn

FQFEY/! GVt o

oy mE(E) HI00 SHEIA ESE(H)
=21 IntelliFarms nz == HI0IE
i [ap] (21 =2Eh REG.SZ (2f 23 oHED
L3 International B $V(AZ ) ACE+) REG_DWORD  0:x00000000 (0)
23 InternetRegistry
[C3 LinksBar
< » < >

LH EEEWHEEY _CURREMT _USERW SoftwareWMicrosoft®internet Explorer®intelliFormsWSPW
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A

W (7/11)

Internet Explorer (4.x R6.x) m € K'E

HKU\ {USER) SOFTWARE Microsoft \ Protected Storage System Provider

ey QFY avinle (Triple DES)H %
\ Data2 — / ¥ salt" e
o, o0, m. T

\ {SID]\ {subkey}

" % (http:// www.nirsoft.net/utils/internet explorer password.htrl

o IR~ ER] TES]

mzchy EEE) 22 SAFEINE) ESEH

L & EEWHKEY_CURREMT _USERWSoftwarehicrosoftProtected Storage Systern Providersts-1-5-21-1073081533-616249376

forensicproof.com

(3 Natepad Al o= =1} HIOIE
1 Mtbackup (712320 AEG_SZ (2t & ot=)
3 Outlook Express ; :
[&¥]Behavior R
{3 Plus! j R
=1 Pratected Storage System Provider .
=3 5-1-5-21-1078081533-616249376-1417001333-1003
= 03 Data [Itern Data |
(£ 14d96c20-2650-11d1-B98f-00c04fbEhfcd af CIOIE ()
-3 89c39569-6841-11d2-953-0000f8085266 gggg Igg gg gg gg [1)2 22 gg gg T ~
=3 el161255a-37c3-11d2-beaa-00c04d929db 11 olgh;
= (1 2161255a-37c3-11d2-bicaa-00cD4d323db 000 BCSECICEIELESLDS MED.O
£ hitps i/ Svewew. google, com/accounts/ServiceLogin:StringData 0020 48 00 00 00 91 43 52 47 H. . . CRG
3 https /A wewwy, qoogle, comSaccounts/Servicelagin: Stringlndex 0028 EB 54 F2 24 2E D4 FD D9 &Tex Op0
=3 Data 2 0030 E9 02 24 74 2D 5B IC F4 & *t—[ &
Wind 0038 CA 25 3D CC B? BD E1 7C Ex=1.]4|
(3 Windows 0040 84 FS 98 12 ED 40 04 B3 .&..i@.°
(31 RAS Phaoneboaok w4 0048 6B 81 7B 61 36 AE 70 A3 Lk {ab®pt

0050 k9 SE DD 88 82 3E 34 BC 1"Y. . :dk
0058 OB 64 0OC 41 82 FB 50 1C . J A 4P,

A n B e T =
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L o0&+t W (8/11)

A Internet Explorer (7.x

HKU\ {USER)} SOFTWARE Microsoft \ Internet Explorer\ IntelliForms \ Storagel

O+ URLL

T O 4

Joinin this group (service)

D

Password
Hame
E-mail
Homepage
Cellular

Mailling List

A A M

=
re
od
H
oK
=

forensicproof.com

2 22| At

pro

R8.x)m€ KE

(Form) v

(22, =M 22 0HI0E ZHEakd 23

FO|

=T .

proneer@gmail.com
proneer@nate.com
proneer@naver.com

M e

ZM
HE Y
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L o0&+t W (911)

A Internet Explorer (7.x R8.xX) m€ K'E
HKU\ {USER)} SOFTWARE Microsoft \ Internet Explorer\ IntelliForms \ Storage2

O+ URLL 1 0o 4 @FY/ avian

Sign in with your
Google Account
Username: proneer@gmail.com

Password: sessssssssssssnsss |

Can't access yvour account?
Sign in as a different user
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A Internet Explorer 1 . \ _ (Favorite) y s
HKU\ {USER)} SOFTWARE Microsoft \ Windows \ CurrentVersion \ Explorer\ MenuOrder \ Favorites
Order f ®« Y, ¢ U0 B

~ fFo«y. )K=|=°
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