
Dino A. Dai Zovi 

Funemployed Security Researcher 

ddz@theta44.org / @dinodaizovi 

http://www.theta44.org / http://blog.trailofbits.com 



!"#$%&$'$"()(*$
!  +",-$."($/)%0.10%2$%//210%.1,34$,5$)(.6)37,)1(3.(8$/),9)%&&139$.,$

(:/2,1.%.1,3$,5$&(&,)#$0,))6/.1,3$;623()%<121.1(4$
!  =>)(;(3.139$."($13.),860.1,3$,5$&%2101,64$0,8($14$3,.$(3,69"$.,$

/)(;(3.$."($(:(06.1,3$,5$&%2101,64$0,&/6.%.1,34?@$

!  A(&,34.)%.($."%.$-"12($(:/2,1.$&1.19%.1,34$&%B($(:/2,1.%.1,3$,5$
&%3#$;623()%<121.1(4$1&/,441<2($,)$&,)($81C062.D$."(#$8,$3,.$/)(;(3.$
%22$(:/2,1.%.1,3$
!  E,8()3$0,&/6.139$3((84$&,)($14,2%.1,3$%38$4(/%)%.1,3$<(.-((3$

0,&/,3(3.4$F/)1;12(9($)(860.1,3D$4%38<,:139D$;1).6%21G%.1,3H$
!  I"($64()74(/%)%.1,3$4(06)1.#$&,8(2$,5$&,8()3$J+$14$3,.$18(%22#$461.(8$

.,$."($41392(764()$4#4.(&$
!  !"#$8,$%22$,5$&#$%//210%.1,34$"%;($%00(44$.,$)(%8$%38$-)1.($%22$,5$&#$

8%.%*$

K$

@L$=I"($M(,&(.)#$,5$'33,0(3.$N2(4"$,3$."($O,3(P$Q(.6)37'3.,7R1<0$-1.",6.$N630.1,3$S%224$F,3$."($:TUH?D$
V,;%;$+"%0"%&$FWSE$SS+$KXXYH$



W9(38%$
!  S6))(3.$+.%.($,5$Z:/2,1.%.1,3$

!  Q(.6)37J)1(3.(8$Z:/2,1.%.1,3$

!  O#/%44139$>()&%3(3.$AZ>$

!  Z:/2,1.139$'Z$=W6),)%?$[623()%<121.#$,3$!138,-4$Y$
!  E+@X7XXK$\$S[Z7KX@X7XK]^$

!  O,)),-(8$'34.)60.1,34$+#3."(.10$S,&/6.()$FO'+SH$

!  S,302641,34$

_$



S6))(3.$+.%.($,5$
Z:/2,1.%.1,3$

]$



W$O)1(5$V14.,)#$,5$E(&,)#$
S,))6/.1,3$

!  E,))14$!,)&$F`,;(&<()$@^TTH$
!  Z:/2,1.(8$%$4.%0B$<6a()$,;()b,-$13$O+A$13Lc39()8$,3$[Wd$
!  >%#2,%8$1446(8$(:(0;(F=\<13\4"?D$XD$XH$4#4.(&$0%22$81)(0.2#$

!  I",&%4$R,/%.10$/6<214"(4$)(&,.($4.%0B$<6a()$,;()b,-$(:/2,1.$
%9%134.$`S+W$VII>A$5,)$V>7>W$FN(<)6%)#$@^^eH$

!  =+&%4"139$."($+.%0B$5,)$N63$%38$>),c.?$<#$W2(/"$J3($/6<214"(8$
13$>")%0B$]^$FW6964.$@^^UH$

!  Q(4(%)0"()4$c38$%38$(:/2,1.$4.%0B$<6a()$,;()b,-4$13$%$;%)1(.#$
,5$f31:$4,5.-%)($."),69",6.$."($2%.($^Xg4$

!  E%3#$4(06)1.#$(:/().4$.",69".$F130,))(0.2#H$."%.$4.%0B$<6a()$
,;()b,-4$-()($."($,32#$(:/2,1.%<2($/),<2(&$

e$



W$O)1(5$V14.,)#$,5$E(&,)#$
S,))6/.1,3$

!  =h>ZM$SJE$E%)B()$>),0(44139$[623()%<121.#$13$`(.40%/($O),-4()4?$<#$
+,2%)$A(4193()$Fh62#$KXXXH$
!  A(&,34.)%.(4$(:/2,1.%.1,3$,5$"(%/$<6a()$,;()b,-4$<#$,;()-)1.139$

"(%/$5)(($<2,0B$3(:.\/)(;1,64$213B(8$214.$/,13.()4$

!  W/%0"(\''+$S"63B(87Z30,8139$[623()%<121.1(4$8(&,34.)%.($
(:/2,1.%.1,3$,5$13.(9()$,;()b,-$;623()%<121.1(4$
!  '3.(9()$,;()b,-$ij$4.%0B$,5$"(%/$&(&,)#$0,))6/.1,3$

!  '3$(%)2#$KXXXg4D$-,)&$%6.",)4$.,,B$/6<214"(8$(:/2,1.4$%38$632(%4"(8$
-,)&4$."%.$0%64(8$-18(4/)(%8$8%&%9($
!  Z:/2,1.(8$4.%0B$<6a()$,;()b,-$;623()%<121.1(4$13$E10),4,5.$,/()%.139$

4#4.(&4$
!  Q(462.4$13$O122$M%.(4g$=I)64.-,)."#$S,&/6.139?$&(&,$

!  E10),4,5.g4$+(06)($A(;(2,/&(3.$R15(0#02($F+ARH$0,&<13(4$4(06)($
0,8139D$%681.139D$%38$(:/2,1.$&1.19%.1,3$

U$



Z:/2,1.$E1.19%.1,3$
!  >%.0"139$(;()#$4(06)1.#$;623()%<121.#$%38$-)1.139$@XXk$<6975)(($

0,8($14$1&/,441<2($
!  Z:/2,1.$&1.19%.1,34$%0B3,-2(89($."14$%38$%..(&/.$.,$&%B($

(:/2,1.%.1,3$,5$)(&%13139$;623()%<121.1(4$1&/,441<2($,)$%.$2(%4.$
&,)($81C062.$

!  !138,-4$d>$+>K$-%4$."($c)4.$-18(4/)(%8$,/()%.139$4#4.(&$.,$
130,)/,)%.($(:/2,1.$&1.19%.1,34$
!  >),.(0.(8$4.%0B$&(.%8%.%$F[146%2$+.681,$0,&/12()$\M+$b%9H$
!  >),.(0.(8$"(%/$&(.%8%.%$FQ.2V(%/$+%5($f3213B139H$
!  +%5(+ZV$F0,&/12(7.1&($(:0(/.1,3$"%382()$)(914.)%.1,3H$
!  +,5.-%)(D$V%)8-%)(7(35,)0(8$A%.%$Z:(06.1,3$>)(;(3.1,3$FAZ>H$

!  !138,-4$[14.%$1&/2(&(3.4$W88)(44$+/%0($R%#,6.$
Q%38,&1G%.1,3$FW+RQH$
!  '3;(3.(8$<#$%38$c)4.$1&/2(&(3.(8$13$>%d$/),l(0.$5,)$R136:$

Y$



E1.19%.1,34$E%B($Z:/2,1.%.1,3$
V%)8()$

+.%0B$
>),.(0.1,3$

V(%/$
>),.(0.1,3$

+%5(+ZV$

AZ>$

W+RQ$

T$

Z:
/2
,1
.$A

1C
06

2.#
$

E1.19%.1,34$



Z:/2,1.$.(0"31m6(4$Q(38()(8$
'3(a(0.1;($

+.%0B$)(.6)3$%88)(44$,;()-)1.($

+ZV$5)%&($,;()-)1.($

V(%/$5)(($<2,0B$
&(.%8%.%$,;()-)1.($

W//210%.1,37
4/(01c0$8%.%$

***$

^$



E1.19%.1,34$)(m61)(4$J+D$S,&/12()D$%38$
W//210%.1,3$>%).101/%.1,3$%38$%)($%881.1;($

J+$)637.1&($

&1.19%.1,34$

W//210%.1,3$
,/.713$

&1.19%.1,34$

S,&/12()7
<%4(8$

&1.19%.1,34$

@X$

+.%0B$
0,,B1(4D$
+%5(+ZV$

AZ>D$
W+RQ$

V(%/$/),.(0.1,34D$
+ZV$S"%13$[%218%.1,3$



!"%.$&1.19%.1,34$%)($%0.1;($13$&#$
%//*$

!  '.$14$81C062.$5,)$(;(3$%$B3,-2(89(%<2($64()$.,$8(.()&13($-"10"$
&1.19%.1,34$%)($/)(4(3.$13$."(1)$%//210%.1,34$
!  '4$."($%//210%.1,3$0,&/12(8$-1."$4.%0B$/),.(0.1,3*$
!  '4$."($%//210%.1,3$0,&/12(8$-1."$+%5(+ZV*$
!  A,$%22$(:(06.%<2($&,862(4$,/.713$.,$AZ>$F`dSJE>WIH$%38$W+RQ$

FAn`WE'SOW+ZH*$
!  '4$."($/),0(44$)633139$-1."$AZ>$%38\,)$>()&%3(3.$AZ>*$

!  '3.()3(.$Z:/2,)()$T$,3$!138,-4$Y$14$@XXk$4%5(D$)19".*$
!  'ZT$,3$!138,-4$Y$64(4$."($0,&/2(.($461.($,5$(:/2,1.$&1.19%.1,34$
!  o$%4$2,39$%4$#,6$8,3g.$134.%22$%3#$_)87/%).#$/269134$,)$W0.1;(d$

0,3.),24$

!  !"%.$%<,6.$W8,<($Q(%8()*$
!  n,6$8,3g.$-%3.$.,$B3,-o$

@@$



Q(.6)37J)1(3.(8$
Z:/2,1.%.1,3$

@K$



Q(.6)37.,721<0$
!  Q(.6)37.,721<0$F)(.K21<0H$

!  W3$%..%0B$%9%134.$3,37
(:(06.%<2($&(&,)#$
4(9&(3.4$FAZ>D$!pdD$(.0H$

!  '34.(%8$,5$,;()-)1.139$
)(.6)3$%88)(44$.,$)(.6)3$
13.,$4"(220,8(D$)(.6)3$13.,$%$
2,%8(8$21<)%)#$.,$41&62%.($%$
5630.1,3$0%22$

!  A%.%$5),&$%..%0B()g4$
0,3.),22(8$<6a()$,3$4.%0B$
%)($64(8$%4$."($5630.1,3g4$
%)96&(3.4$

!  1L(L$0%22$4#4.(&F!"#H$

@_$

N630.1,3$

`(:.$
5630.1,3$

W)9$@$

W)9$K$

+.%0B$M
),-

."$

=M(..139$%),638$3,37(:(06.%<2($4.%0B$F%38$c:H?D$+,2%)$A(4193()$FOfMIQWqD$W6964.$@^^YH$



Q(.6)3$S"%13139$
!  +.%0B$63-1384$6/-%)8$

!  S%3$<($64(8$.,$0%22$
&62.1/2($5630.1,34$13$
4600(441,3$

!  N1)4.$5630.1,3$&64.$)(.6)3$
13.,$0,8($.,$%8;%30($
4.%0B$/,13.()$,;()$
5630.1,3$%)96&(3.4$
!  1L(L$/,/7/,/7)(.$
!  W446&139$08(02$%38$K$

%)96&(3.4$

N630.1,3$@$

+.%0B$M
),-

."$

$%&'&(&'&()*+,-

W)96&(3.$@$

W)96&(3.$K$

N630.1,3$K$

$%&'&(&'&()*+,-

W)96&(3.$@$

W)96&(3.$K$



Q(.6)3$S"%13139$
0043a82f:  

 ret 

 … 

X:YTX8%]80$

+.%0B$M
),-

."$

$%&'&(&'&()*+,-

W)96&(3.$@$

W)96&(3.$K$

N630.1,3$K$

$%&'&(&'&()*+,-

W)96&(3.$@$

W)96&(3.$K$



Q(.6)3$S"%13139$
780da4dc:   

 push ebp 

 mov ebp, esp 

 sub esp, 0x100 

 … 

 mov eax, [ebp+8] 

 … 

 leave 

 ret 

./0*#-*1&-

+.%0B$M
),-

."$

$%&'&(&'&()*+,-

W)96&(3.$@$

W)96&(3.$K$

N630.1,3$K$

$%&'&(&'&()*+,-

W)96&(3.$@$

W)96&(3.$K$



Q(.6)3$S"%13139$
780da4dc:   

 push ebp 

 mov ebp, esp 

 sub esp, 0x100 

 … 

 mov eax, [ebp+8] 

 … 

 leave 

 ret 

*1&-

+.%0B$M
),-

."$

$%&'&(&'&()*+,-

W)96&(3.$@$

W)96&(3.$K$

N630.1,3$K$

$%&'&(&'&()*+,-

W)96&(3.$@$

W)96&(3.$K$



Q(.6)3$S"%13139$
780da4dc:   

 push ebp 

 mov ebp, esp 

 sub esp, 0x100 

 … 

 mov eax, [ebp+8] 

 … 

 leave 

 ret 

*1&-

+.%0B$M
),-

."$

$%&'&(&'&()*+,-

W)96&(3.$@$

W)96&(3.$K$

N630.1,3$K$

$%&'&(&'&()*+,-

W)96&(3.$@$

W)96&(3.$K$



Q(.6)3$S"%13139$
780da4dc:   

 push ebp 

 mov ebp, esp 

 sub esp, 0x100 

 … 

 mov eax, [ebp+8] 

 … 

 leave 

 ret 

*1&-

+.%0B$M
),-

."$

$%&'&(&'&()*+,-

W)96&(3.$@$

W)96&(3.$K$

N630.1,3$K$

$%&'&(&'&()*+,-

W)96&(3.$@$

W)96&(3.$K$



Q(.6)3$S"%13139$
6842e84f:  

 pop  edi 

 pop  ebp 

 ret 

*1&-

+.%0B$M
),-

."$

$%&'&(&'&()*+,-

W)96&(3.$@$

W)96&(3.$K$

N630.1,3$K$

$%&'&(&'&()*+,-

W)96&(3.$@$

W)96&(3.$K$



Q(.6)3$S"%13139$
6842e84f:  

 pop edi 

 pop  ebp 

 ret 

*1&-

+.%0B$M
),-

."$

$%&'&(&'&()*+,-

W)96&(3.$@$

W)96&(3.$K$

N630.1,3$K$

$%&'&(&'&()*+,-

W)96&(3.$@$

W)96&(3.$K$



Q(.6)37.,7R1<0$
!  Q(.6)37.,7R1<0$%38$)(.6)3$0"%13139$%)($(3,69"$.,$814%<2($

AZ>$,3$d>$+>K$%38$[14.%$+>X$
!  NtSetInformationProcess(-1, 34, &2, 4)@$

! !)1.(>),0(44E(&,)#FH$+(257>%.0"$I(0"31m6(K$
!  d>$+>_D$[14.%$+>@D$%38$!138,-4$Y$)(4/,38(8$-1."$

=>()&%3(3.$AZ>?$
!  +(.>),0(44AZ>>,210#F>QJSZ++rAZ>rZ`WORZH$
!  I"14$)(m61)(4$%..%0B()4$.,$=6/$."(1)$9%&(?$

@L$=O#/%44139$!138,-4$V%)8-%)(7Z35,)0(8$A%.%$Z:(06.1,3$>)(;(3.1,3?D$
$$$$$4B%/($%38$+B#-139$Ff3135,)&(8$h,6)3%2D$J0.,<()$KXXeH$
KL$=Z:/2,1.%.1,3$!1."$!)1.(>),0(44E(&,)#FH?D$+/(30()$>)%..$FN6227A1402,46)(D$_\_X\KX@XH$



Q(.6)37,)1(3.(8$>),9)%&&139$
!  '34.(%8$,5$)(.6)3139$.,$

5630.1,34D$)(.6)3$.,$
134.)60.1,3$4(m6(30(4$
5,22,-(8$<#$%$)(.6)3$
134.)60.1,3$

!  S%3$)(.6)3$13.,$&1882($,5$
(:14.139$134.)60.1,34$.,$
41&62%.($81a()(3.$134.)60.1,34$

!  W22$-($3((8$%)($64(%<2($<#.($
4(m6(30(4$%3#-"()($13$
(:(06.%<2($&(&,)#$/%9(4$

K_$

=I"($M(,&(.)#$,5$'33,0(3.$N2(4"$,3$."($O,3(P$Q(.6)37'3.,7R1<0$-1.",6.$N630.1,3$S%224$F,3$."($:TUH?D$
V,;%;$+"%0"%&$FWSE$SS+$KXXYH$

B8 89 41 08 C3 

mov eax, 0xc3084189 

mov [ecx+8], eax 
ret 





Q(.6)37J)1(3.(8$>),9)%&&139$
!  [%)1,64$134.)60.1,3$

4(m6(30(4$0%3$<($0,&<13(8$
.,$5,)&$2/#2*+.-

!  M%89(.4$/()5,)&$"19"()7
2(;(2$%0.1,34$
!  !)1.($4/(01c0$_K7<1.$;%26($

.,$4/(01c0$&(&,)#$
2,0%.1,3$

!  W88\46<\%38\,)\:,)$;%26($
%.$&(&,)#$2,0%.1,3$-1."$
1&&(81%.($;%26($

!  S%22$5630.1,3$13$4"%)(8$
21<)%)#$ M%89(.4$

add 
eax,ecx 

ret 

/,/$(%:$

)(.$
mov 

[eax],ecx 
ret 

Ke$



Z:%&/2($M%89(.$

pop eax 
ret 

pop ecx 
ret 

mov 
[ecx],eax 

ret 

34567-
8997:8;47-

<;=>7-

KU$



Q(.6)37J)1(3.(8$!)1.(]$M%89(.$
684a0f4e: 

 pop eax 

 ret 

684a2367: 

 pop ecx 

 ret 

684a123a: 

 mov [ecx], eax 

 ret 

0x684a0f4e!

+.%0B$M
),-

."$

0xdeadbeef!
0x684a2367!
0xfeedface!
0x684a123a!



Q(.6)37J)1(3.(8$!)1.(]$M%89(.$
684a0f4e: 

 pop eax 

 ret 

684a2367: 

 pop ecx 

 ret 

684a123a: 

 mov [ecx], eax 

 ret 

0x684a0f4e!

+.%0B$M
),-

."$

0xdeadbeef!
0x684a2367!
0xfeedface!
0x684a123a!



Q(.6)37J)1(3.(8$!)1.(]$M%89(.$
684a0f4e: 

 pop eax 

 ret 

684a2367: 

 pop ecx 

 ret 

684a123a: 

 mov [ecx], eax 

 ret 

0x684a0f4e!

+.%0B$M
),-

."$

0xdeadbeef!
0x684a2367!
0xfeedface!
0x684a123a!



Q(.6)37J)1(3.(8$!)1.(]$M%89(.$
684a0f4e: 

 pop eax 

 ret 

684a2367: 

 pop ecx 

 ret 

684a123a: 

 mov [ecx], eax 

 ret 

0x684a0f4e!

+.%0B$M
),-

."$

0xdeadbeef!
0x684a2367!
0xfeedface!
0x684a123a!



Q(.6)37J)1(3.(8$!)1.(]$M%89(.$
684a0f4e: 

 pop eax 

 ret 

684a2367: 

 pop ecx 

 ret 

684a123a: 

 mov [ecx], eax 

 ret 

0x684a0f4e!

+.%0B$M
),-

."$

0xdeadbeef!
0x684a2367!
0xfeedface!
0x684a123a!



Q(.6)37J)1(3.(8$!)1.(]$M%89(.$
684a0f4e: 

 pop eax 

 ret 

684a2367: 

 pop ecx 

 ret 

684a123a: 

 mov [ecx], eax 

 ret 

0x684a0f4e!

+.%0B$M
),-

."$

0xdeadbeef!
0x684a2367!
0xfeedface!
0x684a123a!



Q(.6)37J)1(3.(8$!)1.(]$M%89(.$
684a0f4e: 

 pop eax 

 ret 

684a2367: 

 pop ecx 

 ret 

684a123a: 

 mov [ecx], eax 

 ret 

0x684a0f4e!

+.%0B$M
),-

."$

0xdeadbeef!
0x684a2367!
0xfeedface!
0x684a123a!



M(3()%.139$%$Q(.6)37J)1(3.(8$
>),9)%&$

!  +0%3$(:(06.%<2($&(&,)#$)(91,34$,5$0,&&,3$4"%)(8$
21<)%)1(4$5,)$64(562$134.)60.1,3$4(m6(30(4$5,22,-(8$<#$
)(.6)3$134.)60.1,34$

!  S"%13$)(.6)34$.,$18(3.1c(8$4(m6(30(4$.,$5,)&$%22$,5$."($
8(41)(8$9%89(.4$5),&$%$I6)13970,&/2(.($9%89(.$0%.%2,9$

!  I"($9%89(.4$0%3$<($64(8$%4$%$<%0B(38$.,$%$S$0,&/12()$
!  +(($V,;%;$+"%0"%&g4$/%/()$5,)$8(.%124$,3$."(1)$0,&/12()$%38$

8(&,34.)%.1,3$,5$)(.6)37,)1(3.(8$m610B4,).$

!  !"#$#%&'%()&*#)'%&"+,-.&'+%)+/)012'.'+-3)!"#$)'3)%+&)
#%+-(*)&+)4"#$#%&)&*#)#5#.-&'+%)+/)012'.'+-3)
!"%&'()(*"+,-

_]$



O#/%44139$AZ>$

_e$



A%.%$Z:(06.1,3$>)(;(3.1,3$
!  AZ>$64(4$."($`d\dA$<1.$,5$:TU$/),0(44,)4$.,$(35,)0($."($3,37

(:(06.1,3$,5$&(&,)#$/%9(4$-1.",6.$>QJIrZdZS$/()&1441,3$
!  J3$3,37>WZ$/),0(44,)4\B()3(24D$QZWA$ij$ZdZS$
!  >%d$/),l(0.$02(;()2#$41&62%.(8$`d$<#$8(4#30"),31G139$134.)60.1,3$

%38$8%.%$IRO4$

!  Q(m61)(4$(;()#$&,862($13$."($/),0(44$FZdZ$%38$ARR4H$.,$<($
0,&/12(8$-1."$\`dSJE>WI$b%9$

!  AZ>$0%3$<($.6)3(8$,a$8#3%&10%22#$5,)$."($-",2($/),0(44$<#$
0%22139$F,)$)(.6)3139$13.,H$`.+(.'35,)&%.1,3>),0(44FH@$

!  d>$+>_D$[14.%$+>@D$%38$!138,-4$Y$46//,).$=>()&%3(3.$AZ>?$
."%.$,30($(3%<2(8D$0%33,.$<($814%<2(8$%.$)637.1&($

_U$

@L$=O#/%44139$!138,-4$V%)8-%)(7Z35,)0(8$A%.%$Z:(06.1,3$>)(;(3.1,3?D$
$$$$$4B%/($%38$+B#-139$Ff3135,)&(8$h,6)3%2D$J0.,<()$KXXeH$



Q(.6)37J)1(3.(8$Z:/2,1.4$
!  N1)4.D$%..%0B()$&64.$0%64($4.%0B$/,13.()$.,$/,13.$13.,$%..%0B()7

0,3.),22(8$8%.%$
!  I"14$0,&(4$5,)$5)(($13$%$4.%0B$<6a()$,;()b,-$
!  Z:/2,1.139$,."()$;623()%<121.1(4$F1L(L$"(%/$,;()b,-4H$)(m61)(4$64139$%$

.+/!?-&@0'+$4(m6(30($.,$/,13.$Z+>$13.,$%..%0B()$8%.%$
!  mov esp, eax 

ret 
!  xchg eax, esp 

ret 
!  add esp, <some amount> 

ret 

!  W..%0B()70,3.),22(8$8%.%$0,3.%134$%$)(.6)37,)1(3.(8$(:/2,1.$/%#2,%8$
!  I"(4($/%#2,%84$&%#$<($@XXk$)(.6)37,)1(3.(8$/),9)%&&139$,)$41&/2#$

%0.$%4$%$.(&/,)%)#$/%#2,%8$4.%9($."%.$(3%<2(4$46<4(m6(3.$(:(06.1,3$
,5$%$.)%81.1,3%2$&%0"13(70,8($/%#2,%8$

_Y$



Q(.6)37J)1(3.(8$>%#2,%8$+.%9($
!  VZW>rSQZWIZrZ`WORZrZdZSfIZ$&(.",8@$

hHeap = HeapCreate(HEAP_CREATE_ENABLE_EXECUTE, 0, 0); 
pfnPayload = HeapAlloc(hHeap, 0, dwPayloadLength); 
CopyMemory(pfnPayload, ESP+offset, dwPayloadLength); 
(*pfnPayload)(); 

!  [1).6%2W22,0FH$&(.",8$
VirtualAlloc(lpAddress, dwPayloadSize, MEM_COMMIT, 

PAGE_EXECUTE_READWRITE); 
CopyMemory(lpAddress, ESP+offset, dwPayloadSize); 
(*lpAddress)(); 

!  [1).6%2>),.(0.FZ+>H$&(.",8$
VirtualProtect(ESP+offset & ~(4096 – 1), 

dwPayloadSize, PAGE_EXECUTE_READWRITE); 
(*ESP+offset)(); 

_T$

@L$=AZ>R'O?D$>%<2,$+,2($FVKVS$`,;(&<()$KXXTH$



A,$."($E%."$

+.%0B$>1;,.$

Q(.6)37
J)1(3.(8$
>%#2,%8$
+.%9($

I)%81.1,3%2$
>%#2,%8$

>()&%3(3.$
AZ>$

O#/%44$
Z:/2,1.$

_^$



AZ>$-\,$W+RQ$14$!(%B$+%60(IE$
!  `,$W+RQP$

!  Z:/2,1.%.1,3$)(m61)(4$<6128139$%$)(64%<2($)(.6)37,)1(3.(8$
/%#2,%8$4.%9($5),&$%3#$0,&&,3$ARR$

!  J3($,)$&,)($&,862(4$8,$3,.$,/.713$.,$W+RQP$
!  Z:/2,1.%.1,3$)(m61)(4$<6128139$(3.1)($)(.6)37,)1(3.(8$/%#2,%8$

4.%9($5),&$64(562$134.)60.1,34$5,638$13$3,37W+RQ$&,862(F4H$

!  W22$(:(06.%<2($&,862(4$,/.713$.,$W+RQP$
!  Z:/2,1.%.1,3$)(m61)(4$(:/2,1.139$%$&(&,)#$81402,46)($

;623()%<121.#$.,$)(;(%2$."($2,%8$%88)(44$,5$,3($ARR$%38$
8#3%&10%22#$<6128139$."($)(.6)37,)1(3.(8$/%#2,%8$4.%9($$

]X$



Z:/2,1.139$W6),)%$,3$!13Y$

]@$



I"($=W6),)%?$'Z$[623()%<121.#$
!  Z[Z`I>WQWE4$0,/1(8$<#$0)(%.(Z;(3.J<l(0.

F,28Z;(3.H$8,3g.$130)(&(3.$SI)((`,8($)(5$
0,63.$

]K$

SI)((`,8($&r/+)0Z2(&(3.$

Z[Z`I>WQWE$

SZ2(&(3.$



I"($=W6),)%?$'Z$[623()%<121.#$
!  Z[Z`I>WQWE$&(&<()$;%)1%<2($%38$

SZ2(&(3.$&(&<()$;%)1%<2($<,."$/,13.$.,$
SI)((`,8($,<l(0.$$$$

]_$

SI)((`,8($&r/+)0Z2(&(3.$

Z[Z`I>WQWE$

SZ2(&(3.$



I"($=W6),)%?$'Z$[623()%<121.#$
!  !"(3$VIER$(2(&(3.$14$)(&,;(8$5),&$AJED$

SZ2(&(3.$14$5)((8$%38$SI)((`,8($)(50,63.$
8(0)(&(3.(8$

]]$

SI)((`,8($&r/+)0Z2(&(3.$

Z[Z`I>WQWE$

SZ2(&(3.$



I"($=W6),)%?$'Z$[623()%<121.#$
!  '5$SI)((`,8($)(50,63.$ii$XD$."($,<l(0.$-122$<($5)((8$%38$

Z[Z`I>WQWE$/,13.4$5)(($&(&,)#$

]e$

SI)((`,8($&r/+)0Z2(&(3.$

Z[Z`I>WQWE$



Z:/2,1.139$I"($W6),)%$
[623()%<121.#$

!  W..%0B()$0%3$64($0,3.),22(8$"(%/$%22,0%.1,34$.,$)(/2%0($
5)((8$"(%/$<2,0B$-1."$0)%5.(8$"(%/$<2,0B$

]U$

0c0c0c04!&r/+)0Z2(&(3.$

Z[Z`I>WQWE$

S)%5.(8$SI)((`,8($



Z:/2,1.139$I"($W6),)%$
[623()%<121.#$

!  I"($0)%5.(8$"(%/$<2,0B$/,13.4$.,$%$0)%5.(8$SZ2(&(3.$
,<l(0.$13$."($"(%/$4/)%#D$-"10"$/,13.4$<%0B$.,$1.4(25$%4$%$
0)%5.(8$;.%<2($

]Y$

0c0c0c04!

xchg eax,esp!

&(pop; ret)!

0c0c0c08!
&(ret)!

S)%5.(8$SI)((`,8($
SZ2(&(3.$;.%<2($

0c0c0c08!

SZ2(&(3.$



Z:/2,1.139$I"($W6),)%$
[623()%<121.#$

!  W..%0B()$.)199()4$;1).6%2$5630.1,3$0%22$."),69"$0)%5.(8$
SZ2(&(3.$;.%<2(D$-"10"$/()5,)&4$%$4.%0B$/1;,.$."),69"$%$
)(.6)3$.,$%3$s:0"9$(%:D$(4/t$)(.g$4(m6(30($%38$)634$)(.6)37
,)1(3.(8$/%#2,%8$

]T$

SZ2(&(3.$;.%<2($
&(ret)!
&(ret)!
&(ret)!
&(ret)!
&(ret)!
&(ret)!
Return-oriented 
payload stage!

xchg eax,esp!

&(pop; ret)!

0c0c0c08!
&(ret)!



Z:/2,1.$A(&,$

]^$



O'+S$
O,)),-(8$'34.)60.1,34$+#3."(.10$S,&/6.()$

eX$



O'+S$
!  O'+S$14$%$)6<#$21<)%)#$5,)$8(&,34.)%.139$",-$.,$

<6128$<,)),-(87134.)60.1,3@$/),9)%&4$

!  A(4193$/)1301/2(4P$
!  u((/$'.$+1&/2(D$+.6/18$Fu'++H$
!  W3%2,9,64$.,$%$.)%81.1,3%2$%44(&<2()$
!  E131&1G($<("138$."($40(3(4$=&%910?$
!  R(.$64()$-)1.($41&/2($=&%0),4?$

@L$+(<%4.1%3$u)%"&()D$=:TU7U]$<6a()$,;()b,-$(:/2,1.4$%38$."($<,)),-(8$0,8($0"63B4$(:/2,1.%.1,3$
.(0"31m6(?L$$"../P\\---L464(L8(\vB)%"&()\3,73:L/85$



QJ>$;4L$O'+S$
Q(.6)37J)1(3.(8$
>),9)%&&139$

•  Q(64(4$41392($134.)60.1,34$
5,22,-(8$<#$%$)(.6)3$

•  S,&/,4(4$)(64(8$
134.)60.1,3$4(m6(30(4$13.,$
9%89(.4$

•  Q(m61)(4$%$I6)13970,&/2(.($
9%89(.$0%.%2,9$-1."$
0,381.1,3%24$%38$b,-$
0,3.),2$

•  E%#$<($0,&/12(8$5),&$%$
"19"72(;(2$2%396%9($

O'+S$

•  Q(64(4$41392($134.)60.1,34$
5,22,-(8$<#$%$)(.6)3$

•  >),9)%&4$%)($-)1..(3$64139$
."($&3(&,3104$,5$."($
<,)),-(8$134.)60.1,34$

•  J//,).6314.10$<%4(8$,3$
134.)60.1,34$%;%12%<2($

•  Q%)(2#$I6)13970,&/2(.($

•  +6//,).4$64()7-)1..(3$
&%0),4$.,$%<4.)%0.$
0,&&,3$,/()%.1,34$



O,)),-(87'34.)60.1,3$W44(&<2()$
!  !($8,3g.$3((8$%$5622$0,&/12()D$l64.$%3$%44(&<2()$

!  !)1.139$:TU$%44(&<2#$14$3,.$40%)#$
!  J32#$3((84$.,$46//,).$%$&131&%2$46<4(.$,5$:TU$

!  J6)$%44(&<2()$-122$2(.$64$-)1.($<,)),-(87134.)60.1,3$
/),9)%&4$64139$5%&121%)$:TU$%44(&<2#$4#3.%:$
!  +,6)0($134.)60.1,34$%)($)(/2%0(8$-1."$%3$%88)(44$

0,))(4/,38139$.,$."%.$<,)),-(8$134.)60.1,3$

!  W44(&<2()$-122$40%3$%$91;(3$4(.$,5$>Z$c2(4$5,)$<,)),-%<2($
134.)60.1,34$

!  `,$46//,).$5,)$0,381.1,3%24$,)$2,,/4$



E+N$>(+0%37O%4(8$+0%33()$
$ ./scanner.rb dirapi.dll 
ADD EAX, ECX 
ADD EAX, [EAX] 
ADD ESI, ESI 
ADD ESI, [EBX] 
ADD [EAX], EAX 
ADD [EBX], EAX 
ADD [EBX], EBP 
ADD [EBX], EDI 
ADD [ECX], EAX 
ADD [ESP], EAX 
AND EAX, EDX 
AND ESI, ESI 
INT3 
MOV EAX, ECX 
MOV EAX, EDX 
MOV EAX, [ECX] 
MOV [EAX], EDX 
MOV [EBX], EAX 
MOV [ECX], EAX 
MOV [ECX], EDX 
MOV [EDI], EAX 
MOV [EDX], EAX 
MOV [EDX], ECX 
MOV [ESI], ECX 

OR EAX, ECX 
OR EAX, [EAX] 
OR [EAX], EAX 
OR [EDX], ESI 
POP EAX 
POP EBP 
POP EBX 
POP ECX 
POP EDI 
POP EDX 
POP ESI 
POP ESP 
SUB EAX, EBP 
SUB ESI, ESI 
SUB [EBX], EAX 
SUB [EBX], EDI 
XCHG EAX, EBP 
XCHG EAX, ECX 
XCHG EAX, EDI 
XCHG EAX, EDX 
XCHG EAX, ESP 
XOR EAX, EAX 
XOR EAX, ECX 
XOR EDX, EDX 
XOR [EBX], EAX 



>),9)%&&139$E,8(2$
+.%0B$63-1384$

=6/-%)8?$
!($-)1.($<,)),-(87
134.)60.1,3$/),9)%&4$

=8,-3-%)8?$

RET 1!
RET 2!
RET 3!
RET 4!

Q(.$@$

Q(.$K$

Q(.$_$

Q(.$]$

+.%0B$M
),-

."$



E($I%2B$>)(..#$J3($A%#$
!  Z%0"$631m6($)(.6)37,)1(3.(8$134.)60.1,3$14$%$-,)8$13$#,6)$

;,0%<62%)#$

!  W$2%)9()$;,0%<62%)#$14$,<;1,642#$<(..()D$<6.$3,.$4.)10.2#$
3(0(44%)#$13$,)8()$.,$9(.$#,6)$/,13.$%0),44$

!  n,6$-122$3((8$.,$-,)B$-1."$."($;,0%<62%)#$."%.$#,6$"%;($
%;%12%<2($

MOV EDX, [ECX] 
MOV EAX, EDX 
MOV ESI, 3 
ADD EAX, ESI 
MOV [ECX], EAX 

ADD [ECX], 3 



O'+S$>),9)%&4$
!  >),9)%&4$%)($3(4.(8$%))%#4$,5$4.)1394$)(/)(4(3.139$

<,)),-(8$134.)60.1,34$%38$1&&(81%.($;%26(4$

Main = [ “POP EAX”, 0xdeadbeef ]!

!  W))%#4$0%3$<($3(4.(8D$-"10"$%22,-4$&%0),4P$

Main = [ !

  [ “POP EAX”, 0xdeadbeef ], !

  “INT3” !

]!



O'+S$E%0),4$
!  E%0),4$%)($)6<#$5630.1,34$."%.$)(.6)3$%3$%))%#$,5$<,)),-(87

134.)60.1,34$%38$;%26(4$

def set(variable, value)!

  return [!

    “POP EAX”, value,!

    “POP ECX”, variable,!

    “MOV [ECX], EAX”!

  ]!

end!



O'+S$+%&/2($>),9)%&$
#!/usr/bin/env ruby -I/opt/msf3/lib -I../lib!

require 'bisc'!

bisc = BISC.new()!
ARGV.each { |a|!
  bisc.add_module(a)!
}!

def clear(var)!
  return [!
  “POP EDI”, 0xffffffff,!
  “POP EBX”, var,!
  “OR [EBX], EDI”,!
  “POP EDI”, 1,!
  “ADD [EBX], EDI” !
]!
end!

v = bisc.allocate(4)!
Main = [ clear(v) ]!
print bisc.assemble(Main)!



V19"()7J)8()$O'+S$
!  S,3418()$&%0),4$=;1).6%2$&(.",84?$5,)$0,&&,3$"19"72(;(2$

,/()%.1,34P$
!  +(.$;%)1%<2($.,$1&&(81%.($;%26($
!  WAA\dJQ\W`A$;%)1%<2($-1."$1&&(81%.($;%26($
!  S%22$%$4.80%22\08(02$5630.1,3$."),69"$'WI$

!  !)1.($/),9)%&4$13$.()&4$,5$&%0),4D$3,.$<,)),-(8$
134.)60.1,34$

!  E%0),4$0%3$<($)(71&/2(&(3.(8$15$."(#$)(m61)($63%;%12%<2($
<,)),-(8$134.)60.1,34$



O'+S$F`,3H$W;%12%<121.#$
!  S,;()(8$%38$130268(8$13$=W446)(8$Z:/2,1.%.1,3?$.)%13139$

&%.()1%24$638()$%3$1381;186%2$4.68(3.$/()4,3%2$64($210(34($
!  I)%13139$91;(3$-1."$W2(:$+,.1),;$%.$S%3+(0!(4.$KX@X$

!  `,.$9,139$.,$<($&%8($5)((2#$%;%12%<2($F4,))#H$
!  '$8,3g.$-%3.$.,$0,3.)1<6.($.,$."($8(;(2,/&(3.$,5$AZ>7

(;%8139$&%2-%)($(:/2,1.4$
!  n,6)$5%;,)1.($/(37.(4.139$5)%&(-,)B$-122$21B(2#$1&/2(&(3.$

4,&(."139$41&12%)$(;(3.6%22#$

U@$



!)%//139$f/$

UK$



J."()$W//210%.1,34$,5$
Q(.6)37,)1(3.(8$>),9)%&&139$

!  1>",3(g4$0,8($4193139$(35,)0(&(3.$/)(;(3.4$&,81c0%.1,3$,5$0,8($,)$
13.),860.1,3$,5$3(-$(:(06.%<2($0,8($
!  Z:/2,1.$/%#2,%84$&64.$<($@XXk$/6)($)(.6)37,)1(3.(8$

!  Z&<(88(8$/),0(44,)4$,5.(3$"%;($4(/%)%.($134.)60.1,3$%38$8%.%$-)1.(7
<%0B$0%0"(4D$-"10"$&%B($13l(0.139$0,8($/),<2(&%.10$
!  Q(.6)37,)1(3.(8$(:/2,1.%.1,3$.(0"31m6(4$0%3$<($64(8$.,$b64"$."($

0%0"(4$<(5,)($(:(06.139$."($/%#2,%8$FA%1$w,;1D$KXX_H$

!  :TU7U]$WO'$)(m61)(4$3,37(:(06.%<2($F`dH$8%.%$&(&,)#$
!  =O,)),-(8$0,8($0"63B4?$(:/2,1.%.1,3$.(0"31m6($Fu)%"&()$KXXeH$

!  +,&($4(06)($"%)8-%)($8(41934$B((/$0,8($13$QJE$%38$)(564($.,$
(:(06.($0,8($5),&$QWE$
!  S"(0B,-%#$(.$%2$Ff4(31:$KXXTH$8(&,34.)%.(8$."($64($,5$QJ>$,3$."($

wTX7<%4(8$+(m6,1%$W[S$W8;%3.%9($4(06)($;,.139$&%0"13($

U_$



S,302641,34$
!  Q(.6)37,)1(3.(8$.(0"31m6(4$%)($130)(%41392#$)(m61)(8$.,$(:/2,1.$;623()%<121.1(4$

,3$4#4.(&4$-1."$3,37(:(06.%<2($8%.%$&(&,)#$/),.(0.1,34$

!  W$)(.6)37,)1(3.(8$/%#2,%8$4.%9($0%3$<($8(;(2,/(8$.,$<#/%44$>()&%3(3.$AZ>$

!  O#/%44139$AZ>$638()$W+RQ$)(m61)(4$%.$2(%4.$,3($3,37W+RQ$&,862($

!  O#/%44139$AZ>$638()$5622$W+RQ$)(m61)(4$%3$(:(06.%<2($&(&,)#$%88)(44$
81402,46)($;623()%<121.#$13$%881.1,3$.,$&(&,)#$0,))6/.1,3$0,))6/.1,3$

!  1>",3(g4$0,8($4193139$(35,)0(&(3.$)(m61)(4$%..%0B()4$.,$8(;(2,/$5622#$)(.6)37
,)1(3.(8$/%#2,%84$
!  W..%0B()g4$%0.1,34$%)($4.122$21&1.(8$<#$."($%//210%.1,3$4%38<,:$

!  >)(;(3.139$&%2101,64$%0.1,34$14$&,)($1&/,).%3.$."%3$/)(;(3.139$&%2101,64$
0,8($

U]$



I%B(%-%#4$
!  'I$+(06)1.#$

!  E%2-%)($&%#$(;(3.6%22#$64($."(4($.(0"31m6(4$.,$(:/2,1.$AZ>7
(3%<2(8$/),0(44(4$

!  E%2-%)($%3%2#4.4$&64.$2(%)3$",-$.,$%3%2#G($)(.6)37,)1(3.(8$
(:/2,1.$/%#2,%84$

!  +,5.-%)($[(38,)4$
!  A,$3,.$%446&($AZ>\W+RQ$&%B($;623()%<121.1(4$3,37(:/2,1.%<2($
!  O(..()$.,$%446&($."%.$%22$;623()%<121.1(4$#1(28$5622$0,8($(:(06.1,3$
!  Q(4.)10.$."($%0.1,34$."%.$&%#$<($/()5,)&(8$<#$%//210%.1,3$

0,&/,3(3.4$."%.$/%)4($%38$"%382($/,.(3.1%22#$63.)64.(8$8%.%$
!  >)1;12(9($)(860.1,3$F1L(L$)63$638()$R,-$'3.(9)1.#$,3$[14.%\YH$
!  +%38<,:139$F4(($S"),&16&g4$4%38<,:(8$-(<$)(38()()4H$
!  [1).6%21G%.1,3*$

Ue$



+,%/<,:$
!  +.,/$8(5(38139$,32#$%9%134.$.%0.104$%38$
4.%).$8(5(38139$%9%134.$2%)9()$%..%0B()$
4.)%.(91(4$
!  S,8($13l(0.1,3$."),69"$&(&,)#$0,))6/.1,3$14$%$

+/!+@!$
!  E%2-%)($/()414.(30($."),69"$;%)1,64$)(914.)#$

&,81c0%.1,34$%)($%22$+/!+@!.$
!  S%64139$%//210%.1,3\",4.\"6&%3$&14<("%;1,)$14$

."($.+)/+*2A$

UU$



J."()-14(o$
!  !($)63$."($)14B$,5$8(%2139$-1."$."($;,20%310$%4"$02,68$5),&$

%$=S#<()$>,&/(11?$,)$=S#<()$Z#l%x%22%lyB622?$

UY$



q6(4.1,34*$
Mail: ddz@theta44.org!
Twitter: @dinodaizovi!

Web: http://www.theta44.org!
Blog: http://blog.trailofbits.com!

UT$


