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Disclaimer

The Content, Demonstration, Source Code and Programs presented here is "AS IS" without
any warranty or conditions of any kind. Also the views/ideas/knowledge expressed here are

solely of the trainer’s only and nothing to do with the company or the organization in which
the trainer 1s currently working.

However in no circumstances neither the Trainer nor SecurityXploded is responsible for any
damage or loss caused due to use or misuse of the information presented here.
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Advanced Malware Analysis Training

This presentation is part of our Advanced Malware Analysis Training program. Currently it
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HeartBeat RAT Functionalities

> In this session, we will cover below HeartBeat RAT functionalities

o Part2a) Decrypting various communications

o Part 2b) Functionality 1 - Process enumeration

o Part 2¢) Functionality 2 - Process termination

o Part 2d) Functionality 3 - Create and Write to File

o Part 2e) Functionality 4 - Launch new application (create process)
o Part 2f) Functionality 5 - Reverse Shell

o Part 2g) Functionality 6 - Restart System
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Part 2A — Demo

DECRYPTING VARIOUS COMMUNICATIONS OF



Encrypted Process listing

Below screenshot shows the encrypted process listing sent to the C2 server

9 16.450291 172.16.114.1600 172.16.114.1 HTTP 1514 Continuation or non-HTTP traffic

10 16.450346 172.16.114.1 172.16.114.100 {ER 54 80 > 1055 [ACK] Seq=2058 Ack=1461 Win=17520 Len=0

11 16.450371 172.16.114.100 172.16.114.1 HTTP 650 Continuation or non-HTTP traffic

12 16.450384 172.16.114.1 172.16.114.100 TCP 54 80 > 1055 [ACK] Seq=2058 Ack=2057 Win=20440 Len=0

13 134.240629 172.16.114.1 172.16.114.100 TCP 54 80 > 1055 [FIN, ACK] Seq=2058 Ack=2057 Win=20440 Len=0
14 134.241026 172.16.114.100 172.16.114.1 54 1055 > 80 [ACK] Seq=2057 Ack=2059 Win=64246 Len=0

15 198.267478 172.16.114.1600 172.16.114. 7\ 1514 Continuation or non-HTTP traffic
16 198.267671 172.16.114.1 172.16.114.100 TCP 54 80 > 1055 [RST] Seq=2059 Win=0 Len=0

+| Frame 15: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)

+| Ethernet II, Src: 00:0c:29:5c:4a:77 (00:0c:29:5c:4a:77), Dst: 00:50:56:¢0:00:01 (00:50:56:Cc0:00:01)

+ Internet Protocol Version 4, Src: 172.16.114.100 (172.16.114.100), Dst: 172.16.114.1 (172.16.114.1)

+ Transmission Control Protocol, Src Port: 1055 (1055), Dst Port: 80 (80), Seq: 2057, Ack: 2059, Len: 1460

-/ Hypertext Transfer Protocol
B9 Data (1460 bytes)

0030
0040
0050 A ke D10l oo
CLLMI02 02 02 02 02 02 02 62 02 62 02 02 02 02 02 2. ....... ........ i
eyl Mlo2 02 02 02 02 62 02 02 ©2 02 02 02 02 6251 2. ....... ...... ¥ Encrypted Communication
s <4

CCEICI02 02 02 02 02 02 02 02 02 02 02 02 62 02 02 O2@M........ ........

CLEMI02 02 02 02 02 02 02 02 02 02 02 02 62 02 02 O2@M........ ........

CLLMIe2 62 02 62 02 62 02 02 02 02 66 02 62 62 71 C2M........ ......

00co b o
CLRLOMIe2 62 02 62 02 02 62 02 ©2 02 62 62 02 62 02 C2M........ ........
CLICMI02 02 02 02 02 02 02 62 02 62 62 02 02 02 02 2. ....... ........
CCNCEI02 02 02 02 02 02 02 02 02 02 32 00 02 02 61 O2QM........

0100 5740 [
CABCIRN02 02 02 02 02 02 02 02 02 02 62 02 62 02 02 O2PM........ ........

0 63 86 00 .. C. . . A,
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Decrypted Process listing

Below screenshot shows the decrypted process listing

eartBeat RAT communication detected in packet number: 15
ommand Code: )

ommand Description: Prdcess Listing <]

raffic Flow: 172.16.114.100:1655 ---> 172.16.114.1:80

Decrypted Dump:
Hex Dump ASCII Dump
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Follow TCP Stream
‘Stream Content

19 480.334870 172.16.114.100 1172.16.114.1
20 785.751138  172.16.114.100 1172.16.114.1
21785.751164 172.16.114.1 1172.16.114.100
22 785.751251 172.16.114.100 1172.16.114.1
23 785.751259 172.16.114.1 1172.16.114.100
24 1095.608019 172.16.114.100 172.16.114.1
25 1095.608052 172.16.114.1

26 1095.608228 172.16.114.100 1172.16.114.1
27 1095.608245 172.16.114.1 1172.16.114.100
28 1279.960410 172.16.114.1 1172.16.114.100
29 1279.960431 172.16.114.1 1172.16.114.100
30 1279.960830 172.16.114.100 1172.16.114.1

@ »>30 o0
N s@3Exx o

PO~ T 3N < >

© o

- S u e
a@a~r<<<<o<

AT SO > >X® -0 -
a——oa <

— =8 DOV <O

\+| Frame 24: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bi
|+| Ethernet II, Src: 00:0c:29:5c:4a:77 (00:0c:29:5c:4a:77), Dst: 00:50:56:C
|+ Internet Protocol Version 4, Src: 172.16.114.100 (172.16.114.100), Dst:
|+| Transmission Control Protocol, Src Port: 1055 (1055), Dst Port: 80 (80),
|| Hypertext Transfer Protocol

Data (1466 bytes)

Find Save As O EBCDIC  © HexDump O CAmays O Raw

oO~®T3IN< > -




Decrypted Reverse Shell

Below screenshot shows the decrytped reverse shell

HeartBeat RAT communication detected in packet number: 24
Command Code: 06 00 00 00 ¢ :

Command Description: Shell Started

Traffic Flow: 172.16.114.100:1055 ---> 172.16.114.1:80

ASCII Dump

g.s.\.A.d.m.i.n.1
USetan acti0InaNT
D.e.s.k.t.o.p.\.H
SETATRITIBCETALTS
o ol AU aNAC Gl by
.c.o.n.v.e.r.t.e.
diie i xce >
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Part 2B — Demo

HB RAT FUNCTIONALITY 1 - PROCESS E



Sending Fake Data

Since malware expects atleast 2056 bytes of data, sending more than 2056 bytes of fake data
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esi, [ebp+hund]
eax, [ebp+Dst]
eax

esi

10001381 jle loc_160081480

s =3
100801387 xor

malware received the fake data that
we sent

100.00% (2363,869) (98,256) 0000077F l0O00L37F: Proc WsZ StartAddress+93

sending fake dat
a to see how the
malware reacts,
after reversing
it was determin
ed that the malw
are needs atleas
t 2856 bytes of
data to perform
some action, so

860060060
806060086C
646E6573
20676E69
656B6166
74616420
6F742861
65657320
776F6820




] IDA View-EIP

10001389

o8 x
EAX 00000800
EBX 060082062
ECX 88149178
EDX 66000001

16001389 loc_10001389: ; This is the xor decryption loop. after malware recives the data from €2 (in ou

100081389 xor [ebp+eax+Parameter], 2
10001391 inc eax

18081392 cmp eax, 866h

10001397 j1 short loc_106081389

{

This is the decryption loop

=

1800139F dec eax
cnd_code_1

c"un"qgg” jnu"vjg
“ocnucpg'pgcavy.

“cdugp"pgtgpgkle Decrypted

"ku"ucq"Fgugpokl data starting

cpglggfg“cungcq
0110271'"‘ {qu"nd"
fcucvm"rgpdmpo”
qmog*cavkml.""qm"

06000006
0000006C
646E6573
20676E69
67696364
76636622
6D762263
67677122
756D6A22




18060139F dec eax
106861300 jz cmd_code_ 1

[

1080139F dec eax
10001300 jz cmd_code_1

"I
100013A6 dec eax
1008013A7 jz cmd_code_2

100.00% (1533 13 (522 160) 00000799 10001399: Proc WsZ StartAddress+AD

6E 67 28 64 63 69 67 22 66 63 ....ing dcig“fcu

71 67 67 22 6A 6D 75 22 76 6A c'um"qgg”jnuvijg = 06000000
63 70 67 22 708 67 63 61 76 71 “ocnucpg’'pgcavq. 0660006C
70 22 78 67 74 67 78 71 6B 6C “cdugp”pgtgpgkle 646E6573
63 71 22 66 67 76 67 70 6F 6B “ku*'ucq" Fgugpokl 20676E69




loc_18881705:
lea eax, [ebp+pe]
push eax ; lppe
push [ebp+hObject] hSnapshot
call Process32NextW his function returns the next running process and also this is
test eax, eax
1008081716 loc_16881673

pugh

add [ebp+uar_4], 46h

add esp, 26h

inc [ebp+var_8]

moyv eax, [ebp+var_8]

push 26h

cdq TNDOWS!system32icomet(32. dil
pop (e INDOWS!system32ihnetcfg.di
idiv ecx —

test edx, edx

j short loc_10001765

i

\ Hex { State

188016BF push  [ebp+arg 868] 4CC___Suspended
1800816C5 mov ecx, 202h 7c Ready
188816CA lea esi, [ebp+Dst]
16881608 sub esp, 868h

100.00% (21,1124) (62,9) O0000AAS 100016A3: enum proc+i?

BBA1E438 68 88

BBATE448 BBA1EE34 Stack[B66668667C]:66ATEE34
BOATE458 60060040

BBATE468 BBA1EE34 Stack[B6666067C]:06ATEE34
BBA1EL78 BBA1EC2C Stack[B6606667C]:0B6ATEC2C
B0A1E488 BBA1EE34 Stack[B66668667C]:06A1EE34
BBA1EL98 . 600600680

BBA1E4AS 06000640




|Z] IDA View-EIP

Encryption Loop

loc_160861DB3: ; This is the encryption loop. All the process information collected

Xor byte ptr [esp+eax+8+len], 2
eax
eax, 806h
short loc_166881DB3

188681DD5 cmp
16661DD8 jz

eax, OFFFFF
short loc_10861DES

00.00% (0,0) {(28,-33) D000L1CF lOOOLDCF: send 0+27

O] Hex Yiew-3

B86A1DBES
06000868
06000060
BBA1E3FO
BBA1ECH8
100081752
660000061
06000660
025108259

Stack[ 066686807C] : 60A)

Stack[ 6666868687C] - 60A
Stack[ 06608007C] - 60A
enum_proc+156




10001DCO
10081DCO loc_10081DCH: ; flags
10001DCO push ]
18001DC2 lea eax, [esp+esi+BCh+buf]
10001DC6 push edi ; len
108001DC7 push

push

eax, OFFFFFFFFh
short loc_10801DE8

08
02 = 00A1DBES
71 02 02 o, 00000868
02 082 02 ""u'{'q'u'start from Sth 00A1DBDC BOA1E3FO Stack[B66006867C]:66A1E3FO
6F 02 02 00A1DBEG BOOA1ECH8 Stack[006068687C]:66A1ECHS
02 082 02 00A1DBE4 10081752 enum_proc+156
62 62 02 82 00A1DBES 000008061
02 82 06 082 00A1DBEC 800008000
67 02 7 62 o A P 00A1DBFO 825108259

NENOWN 00ALDBES: Stack[0000007C):00A1DBES VA UNKNOWN 00ALDEDO: Stack([0000007C]:00A1DEDO




Part 2C — Demo

HB RAT FUNCTIONALITY 2 - PROCESS TE



1088013A7 jz cnd_code 2

("
1080013B0 dec eax
100013B1 jz short cmd_code 4

00.00% (1739Z,1 E ) (386,188) 00000746 100013A46: Proc WsZ StartAddress+BA

BA1F6A0 9 6E 67 280 64 ....ing dcig“fcv ~

; 560 22 71 67 67 22 c"unqgg"jnu"vijg ‘ 00006000
BOA1F6CO 22 75 63 70 67 22 “ocnucpg'pgcavq. 0000006C

22 67 78 22 780 67 "cdugp"pgtgpgkle 06000002
BBA1FGED 22 75 63 71 22 66 “ku*'ucq*fgugpokl 208676E69
BOA1F6FO 67 6A 63 76 22 76 gf'vjcuvjgocnu 67696364
BBA1F7008 63 6C 67 67 66 71 cpg*lggfqcungcq 76636622
BOA1F718 76 37 34 22 680 7B v 274" {ugq" 6D762263

MNOWN O0ALFEA4: Stack[00000178):00ALF6A4 L\_’:, UNKNOWN 00ALF694: Stack[00000178]




Terminate the calc.exe (pid 1968)

Malware interprets 9t byte as process id and terminates the process with that process id.
Lets give malware the process id of calc.exe

&3 Process Explorer - Sysinternals: www.sysinternals.com [MONNA-FBAFBDEACM dministrator]

File Options View Process Find Users Help
H @ =08 =X A E | ¢ L AlH WE
Process FID CPU Private Bytes Working Set  Description Company Name
S stem | dle Process DEN9531 oK 28K
=) T System 4 0K 236K
linterrupts ni/a 1.56 0K 0 K Hardware Interrupts and DPCs
= ﬂ smss.exe 560 172K 392 K Windows NT Session Mana... Microsoft Corporation
[j csIss.exe 608 1.56 1.612K 3,704 K Client Server Runtime Process Microsoft Corporation
= m winlogon.exe 632 7.384 K 4,664 K Windows NT Logon &pplicat... Microsoft Corporation
= [ services.exe E76 1.644 K 3.348 K Services and Controller app Microsoft Corporation
[ vmacthlp.exe 844 568 K 2.332 K YMware Activation Helper VYiware, Inc.
= [*] svchost.exe 856 2912K 4.612 K Generic Host Process for Wi... Microsoft Corporation
[ wmiprvse.exe 168 2,224 K 4,636 K Wl Microsoft Corporation
[ svchost.exe 940 1672K 4,068 K Generic Host Process for Wi... Microsoft Corporation
[ svchost.exe 1032 12612K 21,292 K Generic Host Process for Wi... Microsoft Corporation
[ svchost.exe 1080 1,236 K 3,420 K Generic Host Process for Wi... Microsoft Corporation
[ svchost.exe 1200 1,680 K 4,280 K Generic Host Process for Wi... Microsoft Corporation
[ spoolsv.exe 1408 3,756 K 5,560 K Spooler SubSystem &pp Microsoft Corporation
igs.exe 1580 2,160K 1.400 K Java[TM) Quick Starter Servi... Sun Microsystems, Inc.
@ vmtoolsd. exe 1668 6,580 K 8.816 K WMware Tools Core Service  WMware, Inc.
o WMUpgradeHelper... 1824 964 K 3,864 K VYMware virtual hardware up... YMware, Inc.
= G5 TPAutoConnSvc.e... 228 1.432K 3.796 K TPAutoConnect Printer Creat... ThinPrint AG
&5 TPAutoConnec...| 1680 1.220K 3.904 K TPAutoConnect User Agent  ThinPrint AG
[ alg.exe 448 1,100 K 3,432 K Application Layer Gateway S... Microsoft Corporation
[ lsass.exe 633 3660 K 1,192 K LS4 Shell [Export Yersion) Microsoft Corporation
= _é explorer.exe 932 14,348 K 23.256 K Windows Exzplorer Microsoft Corporation
@VMwareTrayexe 1360 1.964 K 4,524 K VYMware Tools tray application YMware, Inc.
) WMwarelser.exe 1448 4184 K 7.704 K WMware Tools Service Viware, Inc.
= g idag.exe 424 51.004 K 25,540 K The Interactive Disassembler Hex-Rays 5S4
] 8816c.exe 1980 B48 K 2172K
L procexp.exe 892 1.56 8.192K 5,312 K Sysinternals Process Explorer  Sysinternals - www. sysinter...
&l calc.exe +1 968 <:l 804 K 744 K Windows Calculator applicati... Microsoft Corporation
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push n

push eax

lea eax, [ebp+duProcessid]
push eax Dst

add esp, 18h
push [ebp+dwProcessid] ; dwProcessld

push esi ; bInheritHandle

push 1FBFFFh ; duDesiredAccess

call ds;OpenProcess ; This is the function which opens the handle to the give|
mov eb eax

cmp ebx, esi

jnz short loc_10800817AA

1808817A6
1000817A8 jm
first four bytes - command JoP

7B0 (pid 1968) in little
code 02 00 00 00

endian format

100.00% (-216,4 {385,158) D0000BSA 10001WS%

G0A1EE70 80 8Y 80 80 68 08 08 00 .86—86—86-—86..60 60 80 80

B0A1EESD 8 04-88.58 14 86 18 (62 86 08 08 J69 6E 67 20 i BOA1EE9S  Stack[ 86
80A1EE90[ (30 67 66 66 [B 66 63 76 ¢ 71 67 67 q 00080064

BOA1EEAD el 2 76 60 67 22 6F 63 6E 75 63 78 67 uvjgocnucpg BBA1E678  Stack[OE

OOATEEBD 22 78 67 63 61 76 71 2E 22 63 64 76 67 78 22 78 'pgcavq."cdugp"p 80606000
OOATEECH 67 74 67 708 71 6B 6C 65 22 6B 76 22 75 63 71 22 gtgpgkle kv'ucq"” 80600868




106617AA

106617AA loc_166617AA: uExitCode
1808617AA push esi

188817AB push ebx hProcess

108817B2 [ebp+var_4], eax ; also if the process terminated successful
188817B5 eax, [ebp+uar_ 4]

100061788 4 ; Size

1000617BA eax 2 AR

1006617BB eax, [ebp+var_868]

1808617C1 [ebp+Dst], 2

10808617CB eax ; Dst
166617CC memcpy

10808017D1 esp, 6Ch

100017D4 ecx, 262h

1880817D9 esi, [ebp+Dst]
10868817DF [ebp+ara 8681




pus
10001DC2 lea eax, [esp+esi+BCh+buf]
180801DC6 push edi ; len
18861DC7 push ; buf
168661DC8 push S,

186861DD5 cmp eax, OFFFFFFFFh
10061DD8 jz short loc_10001DES \

process termination status

command code code after encryption

J0% (-147, Q4 445,206) 0000LLCF 1Q 1!:! send 0+27

ex Yiew-
¥4 60 66 00
§2 02 02

06A1DESS

02 82 82 02 006000808
02 92 82 02 00060000
62 82 82 62 B0A1E6G0
02 82 82 02 OBA1EE7S8




Part 2D — Demo

HB RAT FUNCTIONALITY 3 — CREATE AND
FILE



1808013AD dec eax
100013AE jz short cnd code 3

the cmd code received from C2 is 2.

JA1F6AB | B3 66 66 0 ....ing dcig"fcv
6 6 0D c"umqgg”jmuvijg = 000060060
“'ocnucpg'pgcavq. 0000686C
"cdugp”pgtgpgkle 00000063
"ku''ucq"fgugpokl 20676E69
gf"vjcu"vjgocnu 67696364
cpg''lggfq*cungcq 76636622
u"8274" {vgq"'nd" 6D762263
fcuc"'un"rgpdmpo* 67677122
qmog*'cavkml ."'qm" 756D6A22




emplaterlle

dwFlagsAndAttributes
duCreationDisposition
1pSecuritynttributes
dwSharelode

eax, [ebp+Dst]

4080086806h duDesiredAccess

eax 1pFileName

esi, 406h

[ebp+hObject], eax
1808019C1 esi ; unsigned int
100019C2 ?72@YAPAXIE@Z ; operator new{uint)
180019C7 [ebp+1pBuffer], eax

eax, eax

edi, ebx

ecx

loc_16081A8C

67 74 67 78 71 6B 6C 65 22 6B 63 71 22 gtgpgkle“kv"ucq"
66 67 76 67 70 6F 6B 6C 67 66 fgugpoklgfujcy”
76 6A 67 22 6F 63 6E 75 63 70 67 67 66 ujg“ocnucpg"lggf

B6B1FC70
40000000
00600000
608000860
00000004
00000080




Encryption loop ::

Code that writes the loc_16001A63: ; This is the encryption loof
encrypted data a file R

Xor byte ptr [eax+ecx], 2
inc eax

cmp eax, esi

j1 short loc_10801A63

eax, [ebp*NumberﬂFBytesWr1tten]
ebx 1pOverlapped
eax 1pNumber0fBytesWritten
esi nNumber0fBytesToWrite
1pBuffer
hFile

8C ; Now we know that when the malware receives a command code 3 from c2 its creates a file.
; To get the name of the file to create, malware decrytps the data fr C2 and looks at the 9

qglfkle"dcig"fcv

c’unqgg”jnu*vjg

“‘ocnucpg*pgcavq.

“cdugp”pgtgpgkle BOB1FF88 Stack[B006002F4]
“kv*'ucqg"f gpokl 060006060

gF“Uqu“ 06006000
cpg*lggfq*cungcq 060006066

v 8274 {vgq"'nd" 00A1F6A8 Stack[ 66668654C]
fcucum'rgpdmpo** 06000612

qmog*‘cavkml .""gqm* 060000060

ZHOWN 00833DDF: debug02Z:00833DDF | |[UNKNOWN 00B1F448: Stack[000002F4]:00BLlF4.




Part 2E — Demo

HB RAT FUNCTIONALITY 4 - LAUNCH
APPLICATION



1868813B6 dec
1008013B1 jz short cmd_code_ 4

108813B8 dec eax
1686613B1 jz short cmd_c
100.00% (2374,14F%] (616,91} 00000793 10001393:

oy

ing dcig'fcu
c“ull"qgg"jllu"ujg
*“‘ocnucpg'pgcavq.
“cdugp*pgtgpgkle
“ku"'ucq*fgugpokl
gfvjcuujgrocnu
cpg’'lggfqcungcq
ul-°27u-l‘{ugql- i
fcucumrgpdmp
qmog''cavkml .*‘qm"

NOONNOONO O




67 7# 67 78 71
f 6 A A L

edi
esi
esi
esi
eax
offset Operation

eax, [ebp+Src]
edi
eax
166081851
100801857 setnle cl
10008185A push eax =
16688185B mov [ebp+Src], ecx
108080185E call mencpy
add esp, OCh
mov ecx, 202h
lea esi, [ebp+Dst]

eax, [ebp+uar_sai]

nShowCmd
1pbirectory
1pParameters
1pFile

- "open"

hwnd

Size
Src

Dst

1
[
=R

A.

B 22 78 “pgcavq.cdugp”p

A a E"'pgpathtothe

6B 6C 65 22 6B 76 22 75 63 71 22 gtgqule"ku"ucq"appllcatlon

60000000
0000000606




; flags

eax, [esp+esi+BCh+buf]

edi ; len
; buf
;5 S

186861DD5 cmp eax, OFFFFFFFFh
1688061DD8 jz short loc_10861DE8

command code application launch status code after
encryption
.00% (-100,337L, (526,335) 000011CF 100fIpCF: send 0+27

82 82 02 82 82 82

62 82 02 82 62 062 82 02 62 82 02 62

1DES8O 82 62 682 82 02 82 02 62 02 82 62 82 82 62
1DE96 82 02 982 62 62 82 62 82 O 82 82 02 82 82 02

[©] stack view

06A1DE4S LRI
606A1DELC 00000868
00A1DESH 00000600

Stack




Part 2F — Demo

HB RAT FUNCTIONALITY 5 - REVERSE



813B3
16860613B4

1880813B3 dec eax
10080613B4 jz short cmd_code

[

e I T

: :
0 O eb Q 0 eb
D b D § b 1 8 08
D ebp+D ebp+D
DD 0 d D 0 d D
D D 0 d Q ep 0 d
A B D D e B A ead D1P end 0 0 0 0
6 D i 1 SESES B 80 D 0 1 800
0001 ses.2qdn g

‘ocnucpg'pgcavq.
‘cdugp”pgtgpgkle

67696364
ggfg-cungeq 76636622
“{ugq'md" 6D762263

67677122
756D6A22
676A7622
6E636F22
67786375




10081BDE push il o hlnherltHandles
10061BE® push esi ; 1pThreadattributes
10061BE1 push esi ; 1pProcessAttributes
eax, [ebp+ApplicationName]

esi 3 ; lpCommandLine

eax ; lpApplicationName

f test eax, eax
2 pop edi
jnz short loc_108001BFA

80 57 E 00 44 C.:.\.W.I.N.D.O.
73 00 74 W.S.\.s.y.s.t.e. <j
5C 80 64 n.3.2.\.c.m.d...

80 60 80 60

00 060 80 00

80 60 80 60

00 g B 00 00 00




108881CA9 push eax

5 lpBuffer
18601CAA push dword 16003118 ;

File

1
h

10001CB8 lea eax, [ebp+Buffer]

10001CBE push offset aExit 3 “exit\r\n®
108061CC3 push eax SRSl
10001CC4 call ds:_strnicmp

18001CCA add esp, OCh

100081CCD test eax, eax

106801CCF jz short loc_180881D2E

0.00% (-191,870) (535,298) 000010BE l000LCE6: File Pipe sub 10001COC+AL

..{C) Copyright A
1985-2001 Micros <: —||gBB1EB94 ©666666686
oft Corp.....C:\ 00006806C
Documents and SeReverse Shell 00000006
ttings\Administr 00000000
ator\Desktop\HEA 00869004D
RTBEAT_APT\d1l_c 00720063
onverted_exe>... 0073006F
&6 e 0066006F
00200074




SEEBEBRT
EDX 800000800
ESI 60600000

; flags

eax, [esp+esi+B8Ch+buf]

edi ; len
10861DC7 push G
18601DC8 push

1088081DD5 cmp
10061DD8 jz short loc_100881DE8

A.m.r.{.p.k. <: 00B1E384
o :

00000808

000006000

BBB1EBSC Stack[08060678]:066B1EBSC
06B1E37C 0OB1F3A4 Stack[00000678]:00B1F3A4
06B1E380 10001021 File_Pipe_sub_166681C6C+115
00B1E384 O
00B1E388 ]
OBB1E38C 820802 0F
OBB1E390 08241022
08B1E394 02220228
00B1E398 0826DB241

82
82
82
82
82
82
82
82
82
82
82
82
82




Part 2G — Demo

HB RAT FUNCTIONALITY 6 — RESTART



100013C2 cmd_code_0A:
esi
ShellExecuteA_8 ; lets examine this function to Know what malware does if it receives command code
ecx

1006813C9 jmp loc_1000132A

10061303 call
100613C8 pop ecx
10001309 jmp

100.00% (-69,226%N

@ Hex View-1 \/

00A1F6A

(] 66 00 060 |69 6E 67 20
0 00" 22 71 67 67
22 6F 63 6E 75 63 70 67
22 63 64 76 67 70 22 70
22 6B 76 22 75 63 71 22
67 66 22 76 6A 63 76 22

This is the block of code executed, if the cmd code received from C2 is OA.

ShellExecuteA_0 ;

loc_10088132A

64 63 69 67 22 66 63 76
22 6A 6D 75 22 76 6A 67
22 78 67 63 61 76 71 2E
67 74 67 78 71 6B 6C 65
66 67 76 67 70 6F 6B 6C
76 6A 67 22 6F 63 6E 75

....ing dcig"fcv
cllumllqgglljmllujg
“'ocnucpg*pgcavq.
“"cdugp*pgtgpgkle
"kv"'ucq"fgugpokl
gf"vjcvvjg"ocnu

00000000
0000006C
00066000A
20676E69
67696364




10001DEC ; HINSTANCE _ stdcall ShellExecuteA_B(HWND hwnd, LPCSTR 1lpOperation, LPCSTR 1pFile, LPCSTR 1pParamet
18001DEC ShellExecuteA_B8 proc near

10001DEC push
10001DEE push
10001DF3 push
10001DF8 push
10601DFD push
10061E62 push

10061E6A xor
10061E6C retn

] ; nShouCnd

offset Directory ; lpDirectory
offset Parameters ; "/c shutdown -r -t 6"

offset File s
offset alpen_8 ; “open”
0 ; hund

eax, eax

10001EGC ShellExecuteA_0 endp

10061E6C

00.00% (0,0) (818,291) 00001204 10001E04: ShellExecuted 0+18

@ Hex View-1

63 20 73 68 75 74 64
74 20 30 00 00 00 00 60
00 00 00 00 00 00 00 00

63 6D 64 2E 65 78 65 60
6F 77 6E 28 2D 72 28 2D
00 00 00 60 00 00 00 00
00 00 00 00 86 60 00 00

“cmd.exe"

open....cnd.exe.
/c shutdown -r
t o

0BA1F67C 100030E8
00A1F680 1000306F0

.data:File
.data:Parameters

EBX 00000202
ECX 80149178 & debugfB9
EDX 60000061

\ Hex \ State

Ready
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