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| ntr oduction

. Dear You, are"in" inyour book isREA UnPacKing Ebook, thisis adocument of the
forum Rever se Engineering Association (REA) of the articles related to field M anual
unpack by membersin BQT also has a brother in contributions during the time since the
establishment of REA to the present. Variety of genres, rich in content, short, and animals
with the appropriate "level" isthat REA hope will achieve in this document.

. Looking back through time, REA hasthe step is quite long in Reverse. The success that
REA have today are because of the contribution does not stop the rest of the members of
the REA. The administrator (BQT) REA Thank and send the best wishes to all members
involved and sticking with REA.
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. Thisisnot adocument first REA general, before this document REA have the document as
REA-cRaCkErTeAm Tutorials, PE Tutorials, Reverse. Net Software, Tutorialsv.
|DA. Etc.. And the future expectation is there will be complete OllyDbg Tutorials J —
With the document REA_UnPacKing hope this gives you the benefit of no less what the
material above, but with many members participating REA sure many people still wonder
REA got what? So | would man allowed on behalf of BQT REA brief summary of afew
lines of the formation and development of the REA to the present. History is not to say
about yourself that REA purpose hereisto help members of the REA have more
understanding of the formation of “the family" that you are attending.

. Intheearly daysinceptive, REA isjust abox of the HVA. Member of the box is not much
(I also personally involved HV A since 13/07/2004). At that time, this box operation
brought heavy warez is calculated and alack of depth technical Reverse, which may then
the concept of RE is still doubtful. Activities mainly by box isto provide a crack for
software that members of the HVA ask for help. This box to that time there was quite
perplexed with text ... Request.

« Until tut seriesof " How to become a cracker" was born Cracking the box was moved to
anew step parentheses. Turn other members that are now pillars of REA appear. Can say
thisis the golden period of the HVA Cracking box. Activitiesreally exciting, tut the series
was created across all sectors: patch, crack, keygen, unpack ... to excel in those named as
Computer_Angel, Zombie, Moonbaby, RCA, Deux , hacnho, and infinite v. dgtln. v.. (and
some other members but | do not remember).

. With developed more quickly requires a playground for Cracking the three members at
that timeis Computer Angel - Zombie - M oonbaby offline after a meeting has decided
to establish a separate forum, a playground of their own and separated from the box really
Cracking of HVA. 3 admin REA's sit together and officially established with the domain
name forum isreafar eastking (domain name to remember it too difficult) and the REA
was born from that.

. But was separated from HV A (a popular forum at that time) and work on a host's REA but
still not so that going down. Confirm it is for the participation of arange of key members
such as RCA, Deux, LittleBoy, QHQCrker, benina, kienmanowar and
the Lighthouse. Lao hacnho now also participate in discussions but REA aged and
another member istlandn a separate team get called Vietnamese Cracking Team, an
independent Web site for Unpacking the domain is http://tothesky. U.S., membersdqgtinis
also amember of good doctors but also biu busy with his team at the time, my memory is
not mistaken deciduous (www.phudu.com) J —
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. Livingisatime and gradually to the stable REA suffered abig lossis QHQCr ker
members would withdraw from the REA (for personal reasons), member the Lighthouse
are living very well with the explosion many disappeared without a goodbye (cause | is not
convenient to say here). However this time the REA welcoming a new member is
hoadongnoi, this may say awoman who is very active and is only made to the REA J
mod. Activities for aperiod of time following the REA to share hands member Deux is
key, now the site is aged hacnho (tothesky.us) also attention but then it also must be
accompanied by the feeding of regret many people, and hacnho tlandn of activities at
REA as VIP members. Site of deciduous bac dqtin also departed, later doctors still do not
know any other site again, just remember that the doctors also living in atime REA and
Offline.

. REA of my timeto join the official has taken a new domain (reaonline.net), | dropped in
the box Cracking HVA afew times, | can remember times | reply article by a member with
the nick is TQN members answer in this article about his Olly Anti com, just remember
that after theitems TQN reply that he has reg nick (thangcuem) to participate in the REA.
With REA then really say that no more information about his TQN, but when he benina
are wandering on the site outside the country see Nick TON appear alot to provethisis
not the usual. He Beninaimmediately discuss with BQT seeking to enlist his TQN about
living in REA. Heisamember TQN older may equal or under his Benina (two did not
know when he has offline age not nhi). Join atime he TQN from Nick thangcuem about
TON and VIP members of the REA. Now he has Benina gradually reduce the REA
activities.

. Timeactivities follow REA welcoming the new members as Thugdlif3 (forget to take the
only time he'swriting in this khac), Merc, light.phoenix, TrickyBoy, WhyNotBar,
takada, brother and many more and ... etc.. Thug is little writing but have broad
knowledge, | have time to work with and Thug to present and future is still good brothers.
Merc know my time to do a workshop with Thug, later in the Merc and Thug in the
general level 3. At the par Merc REA isthe capital of the speed with Soft keygen to
dizziness. Light.phoenix is also a member of good, living seriously and have discussed the
technical high also on the table by REA more gold in the Promotion admin Moonbaby
have initiated. Two members can not follow is not to say that TrickyBoy and WhyNotBar,
can say two members of REA emerging very rapidly after a series of tuts about
Armadillo's aged in nho.Hien they are mod by REA. After the additional staff, the new
mod hoadongnoi by REA start the work of individuals, gradually the regular activitiesin
REA again.

. Computed at the time after l\ra trickyboy, whynotbar, the REA takada welcoming some
members also have many other factors such as quality XIANUA, Moth, error, nhcl1987,
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Akira, V. mrangelx. ... And

. After 4 yearsto work on a separate server, and former Admin Moonbaby Zombie has
temporarily withdraw abandon the RCA, and Merc kienmanowar up to management
(English Com is demanding he withdraw them not to hehe) to the time the current number
of members of the REA has up to about 800 members. Can you ask a forum with about
800 members, the star called forum is exciting? Please answer the REA is now activein a
number of rulesis:

o Quality over quantity: The members registered but not active within 1 month will be
deleted from the database, as well as messages with chit chat, it will enable not exist
in the REA.

o No existing lessons Request: REA activities based on the sharing of knowledgeis
key, not the place to resolve the requirements individual s related Cracking /
Unpacking. With these messages are the natural request were treated according to
laws of the REA.

o Activities under rules "family": When the REA is whether the level of your "high"
in size to do what should probably just be used. "Glass on the franchise,” "humble,
very tha' rules are invariable by REA.

. Isthe brief introduction and history of the establishment and development of REA. The
hope was to bring you an overall ook and use the referral back here for alittle space for
limited capital for the posts of technical Unpacking.

Body sent.
On behalf of BQT REA.

kienmanowar

LD/ reaonline. net
e ¢ + + + + +

——
e - - - e

W Aeverse Engineering Association
o The best place for.Vietnamese.
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Amardillo 4.xx-Patching Hardware Fingerprint (HWID)

Contents Table:

l. Intro:

HWID for Il.Patching packed dil:
HWID for Il1.Patching packed EXE:

IV.Ending:
Tools: Hide OllyDBG + plugins, WinHex, ArmDetach 1.1
Skill Request: Using Basic Knowledge Olly + manual unpacking

|. Intro:

Hi al of you, after the World Cup flavor concentration specify that all the world enjoy, thisis back on
regular pace. Work, study, eat and play ... spare seat crack. J

Today tricky introduces a new way to patch Hardware Fingerprint Armadillo 4.xx. Method patch for
version 1 isthe author is mentioned (Armadillo Memory Patch Trick), this has not been used again.

Here please note that you, this document is only for reference, if someone misused to register illegal

software, or other purposesis bad authors ko responsibility where nhe.

The Hardware Fingerprint iswai What? tricky in ati nhé.

Armadillo just 1 packer has always help create mechanismsto register KEY software. If you try to
pack afew fileswith Armadillo will have seen the creation KEY . With each choosing Option in the
Armadillo, will be born an agorithm to create and check key.Nhung general pictureis asfollows:
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Cach chon 1 cam i
Option tao W 10
Hardware Finger {tpen §55)

S FlRfdma oA

Cach chon 1 eaiedey
Option dé tao va sl Wi Pbang ki
check Key cdwndc Kew software

{ hit ma haa.

1 Maaniney ik
iang

Asyou see HW ID isan important part in the process of registration. But why haveit? In the
normalization of soft just Name + KEY is enough?

Assuming only Name + KEY/, the version 1 software is registered, the software that may be registered
in several other machines, which used to simply use the Key Name +. Thisis the manufacturers do
not want to because they need the software sold by the copy on each machine. Thus was born HW ID,
including at the Armadillo and protect others. HW ID is calculated from how to get the parameters of
the hardware on your computer, can be that is the CPU, RAM, harddisk, ... but overlapping cases in
the machineis very small, so does the probability 1 Name + KEY limited, it makes the production
more assured.

However, what ko ko flawless. Whether HW 1D on each machine born different, but if we have 1
HWID KEY + 1+ 1 Namewasvalid on 1 May that we can patch them into HWID HWID machines
need to register, and of course KEY + name will go under the valid function to check key.

In addition, the number 1 or you wonder how to unpack 1 soft pack by armadillo while it require any
key? Course is based on the above, it should at least 1 HWID KEY + 1 + 1 Name to register after the
registration is valid, the code are completely unpack, we are new to OEP to dump. ... Etc. The format
IS quite soft aslittle as how to protect the type of "not see the soft side was demanding KEY" isjust
the type 1 or just unfinished. Or have in place ko ko KEY then read how Crack was, but because the
seats do see how the soft Who isbuying it. So anew type 1 KEY Tria iskey, it helps us see the face
of soft nose how, KEY but will expire within 1 certain number of days, then we must unpack before
KEY expired or clear coursein the Registry to xai from the beginning .. v.. v..

If you do not have the above, you temporarily forget to unpack it. Up to the time now, the computer
does not play in the key check of the Armadillo. (As does the level of 10 to key, the brute force it
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takes hundreds of years)
Say many things, now we see the method to patch HWID Armadillo 4.xx how nhé.

HWID for Il.Patching packed dil:

DIl tricky to select examples before because if the dll lickerish. Exe as easy to do right? In this
example, one pack of Ukhook40.dll file Unikey 4 beta. When running unikey.exe, dll load and
requires the key:

1 This program requires a security key, If yvou have one, select OK to
\3) enter it. After entering a valid key, you will not be prompted again,

E nter the regiztration name and key below, exactly az given to
wau,

Hardware fingerprint; 0425-7500

M ame: |

Few

Okie, dom face each other for fun. Watch list shows the process unikey.exe 1 process, 1 dll
UKHook40.dll the load, so thisisdll protect standard form (the medical information of why the
format ko protect Debug Blocker for the dil).

Okay, closeto al, open up Olly <<ke payment of transmission kiép Armadillo>. Load UKHook40.dl|
to:
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Hddress Disassembly

HEH dump
HMaLl
MOU EER,OWORD PTR S5: [EEF+31

Hﬂ” EEEEDNDHD FTR S5:[EEBFP+C]
]
HH” EDIIDEHED FTR S5:[EEP+101]

Here ko mentioned to Hide Debug or configuration Olly nhé What more, you have to find ways
IsDebugPresent Hide and OutputDebugStringA, as well as other bypass the Exception. Free of the
stars click RUN (F9), Olly run circuit, springiness NAG Armadillo's key demands:

Enterkey X

E nter the regiztration name and key below, exactly az given to
wau,

Hardware fingerprint; 0425-7500

Mame: |

Few

g

NAG has springiness, find time to see NAG this year in memory, back through Olly, Pause for the
F12, Alt-K:

Ad
518

dress | Stack Procedure « arauments Called Frnm F
: A

Select 1 of the lineis highlighted, as they are under the area code of the key check NAG, double click
on:
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Based on Offset (your computer may be different), we see this area code outside the section of the dl|
files, view memory map (if necessary):

.,_.._.._.._
Dol e}

[ i Fn oy B |
majenbesfenbenies e s benies o s b b

A e D D e R R R R R B B

010

Back to this area code, click to select:

ot [y W T, L L= o LS P

Thread ¥} Al referenced text strings
b

Follow it Durn
H User-defined label

Search for » User-defined comrment

When the Search String, 1 string tricky found suspicious, the [{o[fiity s A= (on s It's
like chain HWID we also see the form xxxx-xxxx. After many times BP set to test, was tricky to find

out where 1 isvery interesting:

VZVEIYY appear more than once, but several positions makesit so

interesting, you can search quickly by searching DIAIEWARSIIREIN sequence as in the picture. Now
Double Click on the series:
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RO PTR S5:[EEBP-Z22H]
Fa

poyFoc
S007CE

MO

MOU EC3,DWORD PTR O

“PTR

E
Do TR D5: [ESI+285C]

Do not ask why the tricky bit, as above: "After many times BP set" should be found, the time you
enter to function CALL in the image above, to this:

Address | Hexw dump Dizassembluy
S07 St ESI
MOU ESI,DWORDO PTR S5:
1 EDI
MOW EDI,ECH
L S1

ESF+101]
EDOI+ESI#4+12]

Asked order OIS V§ Is a home items, time set on BP Hardware execution to it:

Breakpaint »|  Toggle Fz

Conditional Shift+F2
Mew arigin here ChrH+Gray *

Conditional lag Shift+F4
o Fun to selecti F4

un to selection

Thread
Fallaw in Dump ¥ Memory, on access

Memaory, an write
Search for !

3
Find references o k Hardware, on execution

Ctrl-F2, restart again Olly you go. Then F9 to run, you will break at BP has set:
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Address |Hex dump Dliaiiembly

BEIESOET
BEIESDC2

So we break here before NAG require ra.Gio F8 KEY springiness of atrace, dom through results
EAX XOR command after me:

He-lEtEPE [FFLI

EAX =042575DD. it isthe Hardware ID IS born on our (ko marked "-"). So we do need to know the
specific process of calculating how HWID, only know me XOR command is the last step to make
HWID to check the key. Hehe, you emerged the idea of what has not? then it is the right man, just
patch me this command to with XXXXXXxX Hardware ID is attached KEY +
Name that we are on another machine. Asked command also take 5 bytes, so do not cause any benefit
after patch. Ah, wen for HWID KEY + + Name not valid anymore, it's here:

HWID: 8300-4214

Name: REA CrAcKerTeAm

Key: 000003-1V3UNC-4FM85J-EY XFAQ-TCY 9F2-GZPP29-BPITAG-3F7/DWR-XA2PJ9-
M2BY 8W-ATHONO-392UY O-NTR7XW-H1U92Y

So time is on the patch command to me: [VISVA=LVE so it always returns HWID that we
need, then set new Origin at me this command to run back and change the value of EAX:

Hddres<
EE?EEDHS
SESDA

Hes dump Oizassembluy

Now, do not delete them farewell BP, subject to press F9 to run, you'll seeit break here many times,
to see HWID calculated multiple times, so if you do not patch that modify the value EAX hand, sure
of you evil hands. Okie, after many times F9, you also to the NAG, and look to see:
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r "

X

E nter the regiztration name and key below, exactly az given to
wau,

Hardware fingerpridg, 8300-4214

M ame: |

Few

(1] Cancel |

Hehe, HWID HWID is now on who should do so in tricky oi (specific Why are doctors). But we just
changed the chain and the only HWID for bowel function to check the key do? Income + Name Key
Isto know now. After entering, we also see it back to me on command several times, under more
difficult F9 small, asit demonstrated that the code key, it is always charged to the back several times.
Finally, 1 notification unwind:

1 ‘) ey iz valid and has been stored.

=

v oK

Hardware fingerprint; 8300-4214

M ame: REA CrackerT edm
Eew: By ATHINO- 32U 0-M TR S -HT 92y
] Cancel |

Is horror movie you haveto do. J Hehehe. Now run to run again, it will aso require ko key again,
because key + name + HWID was stored in the Registry (of course can encrypt). Each run, it domin
the Registry, to see Okie ko han asked what police.

After Patch HWID for valid key, you can open to OEP's dIl and unpack conducted as usual. Here we
do not talk to unpack. K1 time to notice the timesin order XOR Break on, the special 1 In particular,
after entering valid key, the calculation is still HWID recalculate. This method makes Memory Patch
Trick previoudly failed. Also making 1 causeit failed. Y ou will go to know.

Now you open Trial Reset 3.0 RC1 that tricky attached. Click on theicon of Armadillo Scan to clear
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the course and registered in the Registry.
Note: if the computer has 1 software pack by Armadillo and it is registered may be lost after Clear
Key. Backup should be the key if necessary Registry (backup based courses Trial Reset the scan)

1=-INESE /

File Edit Options Protectors Help

T = | System | Address
¢3 +| 457 Amadile HKEY_LOCAL_MACHINE\SOFTWARE Licenses) 4R 7CODBA72AF777C0)
" | % armadilo HKEY LOCAL MACHINEYSOFTWARE Licenses) K 7CODBAT2A3FT77COL
P~ A% armadilo HKEY LOCAL MACHINE\SOFTWARE Licenses) | {ISEEE452D015E7E A4}
Scan Io HKEY LOCAL MACHINE\SOFTWARE Licenses) | {0SEBE4520015E7EA4]
Clear b HKEY_LOCAL_MACHINE\SOFTWARELicenses
E-al:lc:up iI:I HEEY _LOCAL_MACHIMEVSOFTWARE  ClassestCLSIDY {4 103BED1-4953-4701 -A38E-EAESBEF:
. 0 HKEY _LOCAL_MACHIMEYVSOFTWAREN Classes\CLSIDY C99EBASD-BOSE-A3C3-0CBE-FI0A42F
INSTUEHON o cipocumEnt) LOCALS~1{Tamp|2A51C330. THF

Once clear, the Unikey our return to the status has not registered, and it requires the same HWID

KEY old. L. No problem, that is what we want, as tricky to introduce the 1 patch more quickly with
using Winhex, 1 tool mentioned in Memory Patch Trick.

But we still use Olly to run this dll, because some cases, assume we do have main. Exe dll to load out,
it can be used to temporarily Olly load. After you load and run, does require KEY NAG. Keep it open
Winhex up time. Select Tools & Open RAM (or press Alt + F9):

e e,

File Edit Search Position Yiew Tools Specialist Options W

& g = @ :“,} Open Disk... F3 [
Drizk, Toolz k|

File Tonls k

St Open BAM... Alt+F3

At Process list, select the process LoadDI| by Olly:

£ ¢33 Olludbg #1080
+ ¢is[Coaddll #508

Assuming do hereis by Olly LoadDl| the Unikey you choose (if the main run. Exe outside Olly).
Then click marked "+" next to point out, choose
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Click here

S,J' Loaddll.exe [3534 KE]
S,J Mtdll.dll (0.7 ME]

s?') K.emel32.dil 1.0 MB]
S,J Uzerd2.di (0.6 ME]
S,J Gdia2.dil (280 kB)
S,J [rmm32.dll (116 KB]
S,J Advapid2.dil (0.6 ME)
S,J Rpcrtd. dil (0.6 ME]
S,J Lpk.dll [36.0 KB]

s’“‘j L=p10.dll (428 ]
S,J bzt dll (352 KE]

lehncuk-'ll] dll [1. 2 ME

s~ Shell32.dI[3.1 ME]
- Shhwapi.dl [472 KB
‘#J En:umn:tIEE dil (1.0 ME]

[ o o T L L o B o B S B

W Cho wadules B Include free regions

Now you see quite the same tut Memory Patch Trick, but tricky for you will see the difference. Once
selected as the one to come:

HEX

w0 File  Edit Search  Position View Tools Specialist Options  Window  Help

[ = % ﬁ - 1|:|I:|11 b p??x A: :E; — ¥ = = == :.— o [l

Of f=et R EEEEETEE EE 3

00010000 ED 00 34 00 3A 00 3D 00 34 00 3& 00 S5C 00 00 0O
oooioolio 41 00 4C 00 4C 00 55 00 53 00 45 00 52 00 53 00
oooloo0Zo 50 00 52 00 4F 00 46 00 4% 00 4C 00 45 00 3D 00

M e
1 H
o H
=
—
H b
1
n ol

In the old tut, we will search by Byte reverse HWID and replaced by Byte HWID accompanied by
valid key. Ko It isalso in ver 4.xx by Armadillo. Because now it Unicode text format but also ko byte
Memory in normal again, thisis aso the reason that tricky 2 above. So choose & Replace Text
Search:
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it el e e S e
Search Position  Wiew Tools

3 gy Find Text... Clrl+F

1 Find Hex Values... Clri+Al+F

-'f‘f_;" Replace Text... Ctrl+H
“” Replace Hex Walues...  Chlwdlt+H

HEX

Select Text format Unicode Search is needed, then fill HWID on Search box, complete with valid
HWID KEY Replace the box:

Search for: | |0425-7500 .
Replace with: §[8300-4214 .

@ Prompt when found
@ Replace all occurences

[oncoe I

B whole words only

Search: | Al
I

Click OK to see how many times Replace in memory:

\ll) "0425-FA0D0" waz replaced b times.
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Back found that HWID changed:

: : 5 m

E nter the regiztration name and key below, exactly az given to
wau,

Hardware fingerpridg, 8300-4214

M ame: |

Few

(1] Cancel |

One more note, if you use the Winhex not actually registered, the Replace function to do work. At
present of the Internet have Winhex keygen attached (ZWT group) but keygen that work effectively
completed ko whole. Since when does the function of Winhex, the check will be Fake KEY check 1
again only key Xin really new xai be, or you need to patch more Winhex.

Back to the issue, as above, but change is HWID in memory, but after enter key, the students are still
HWID recalculate, so we still have to order me Patch

Thereis only one patch in Winhex, hehehe. Forgot to say, the key questions in this command is the
only, only exists only 1 question in this command Check the memory of the key, and more, in ver 4.
xx of Armadillo (from 4.0-4.4) , have asked this command.

Any time that the question of Byte Opcode see this command:

Address |Hex dump Dliaiiembly
3 H0R ERX,ESEECBESA
EDI

m

= |"'| [anldy]

=t

RE
CH

——

ESOEV

En
BEE

As BEEINEVEREE] Thisisthe reverse of bytesin memory. Should we just search in italy chang
Winhex. Drag the scroll bar back to the top Memory for the search ko mistake, then select Search &
Replace Hex Values:

Search  Position  MWiew  Tools

% ity Find Text... Chrl+F
- F‘;-'?K Find Hex Values. .. Chrl-+fut+F
i Replace Text... Ctrl+H

st " Replace Hex Values...  Chil+alt+H
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Search is at the Byte ERII@USEIEY Replace the box fill what? Sure we change the order using XOR
What ko:

Hddress |Hex dump Oizassembly

Based on HWID and Opcode of command, and vice versa as in the picture, you fill the box replace
the Byte: [BEIEERIVAIRY remember to select Prompt when found to occur less errors:

Searchfor  |3584C0EGES .
Replace with:  BE14420083 .

) Prompt when found g

@ Replace all occurences

B Uze as wildzard:
Search: | All

Click OK, and only 1 time Replace.

\l\) "IRBACOEEER" was replaced 1 times.

Now, enter the name still valid + Key call this:
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kML

\14.) Key is valid and has been stored.

En
o 8] 4

Hardware fingerprint; 8300-4214

M ame: REA CrackerT edm
Eew: By ATHINO- 32U 0-M TR S -HT 92y
] Cancel |

HWID for I111.Patching packed EXE:

Now the session. Exe. Tricky Pack 2 has the form, a Standard for unikey.exefile, the processis
similar dll file, the only other time this man meat unikey.exe. Remember to use the Clean Clear Trial
Reset will of course armadillo for the dil before making contact with. nhé exe.

Here tricky only guide you to the Patch 2: Debug Blocker has (or accompanied CopyMem) on unikey.
exe. When run, it does 2 process:

i:"‘-.'l:.lr.DI:E.':-:D.E.':-:E! ‘3384 076  Swvsi

E nter the regiztration name and key below, exactly az given to
wau,

And also require KEY':

Hardware fingerprint; FFFF-FFFF

M ame: |

Few
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Here again is 1 HWID other, easy to understand, because thisis from HWID. Exe. Only to do it
khung or that the form FFFF-FFFF on tricky. On the other you will jog. However it ko important, the
main change is to be accompanied by valid HWID KEY . Where we have this:

HWID: FODO-F6CE

Name: REA CrAcKerTeAm

Key: 000014-XNOMTU-A92HZE-JY TM6H-ZFX8KE-ZU2N2C-QEZMV 8-DODRDT-GUMU5H-
RD83PB

Okie, close to the end. Because here are 2 of the process Debug Blocker (ko concern is CopyMEM or
do), we use 1.1 ArmDetach by RES) (Debug Blocker to defeat the fast. Drag the file to Unikey.exe
ArmDetach you go:

DOME!

Child procesz |D: 00000&BC
E ntry point; 00437000
Orniginal bytes: BOES

Child process PID on your computer may be different. Now open up Olly (ko close ArmDetach)
Attach Child Process:

F9 to run, then pause the F12, in order Follow dump - JMP, to correct EB FE 60 E8, we are:
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Hddreai. Hex dump biiaiiembly

88451608 PUSHAD
: SlelelelelglEl CALL Un iKeyNT. AE4S1H6E

IF EBF

=
Ll

I jfl

BSWAP E
HHT ED
HUT ED“
BSWAFP ED-

.._.._.._.._.._.._.._.._
T S T S T S T
T T P T P e
e R e B i B i T |

[
ot
e L L B
L

I'|'I E TR

Speaking brief because as you unpack the Armadillo. Now F9 run for running a circuit (as was hide
and debug exception bypass). Key frames require flying. Back Olly. Pause F12, Alt-K isthe same as
in the dll, find the code of the key check:

Hddress | Stack Frocedure - arauments Called from

ey
[ ]

B

ey e
[e R e )

Double Click. Here to demonstrate the unigue command of XOR above, you first pull up in this area
remember 9A0000: (your computer may be different)

Hddreai Hew dump Oizsassenbly Comment
; DEC EEF

Unknown command

|
]
+
nl
]
]
]
]

Ctrl-F command to search, fill RO =N EIEI=CG0TA
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[ B

i ¥ ial i

W0R EAx B5EGCOSA ﬁ

[ Entire block

OK, it stopsonly at 1 time:

HAddress |Hex dump Oizsassembluy
A0R E
OF ED

To do thisit should say more. Tricky just want to prove the only order of questions. Now, Close up,
we'll patch it with Winhex (winhex is the fastest method for this).

Olly Unikey.exe running out, the demands on the key, open Winhex. Open Tools & RAM. Thereis
only 2 in the list Winhex process, and we always choose to process 2 (ko interested need ID)

-y Unikepnt #2372
gy il nikeynt #3324 §

Because process 2 sure Child process. Now everything was as normal as the dll, even HWID other
alternative at thistime. Thefirst isfor Unicode Text:
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Search for: FFFF-FFFF .
™

Replace with;  |FAD0-FECE

@ Prompt when found
@ Replace all occurences

B Match caze

B Uze as wildzard:

B whole words only
Search: | Al
I

OK:

Continue to command XOR, here is the replacement bytes [SJ[@&{SZs{plo/=®
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r

Search for: JhEACOERER

Replace with;  [BECEFEDOFS

@ Prompt when found
@) Replace all occurences

B Uze as wildzard:
Search: | All

Load and Valid key Name:
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i]) ey is valid and has been stored.

En b
vol

Hardware fingerprint; FAD0-FECE

M armne: FIE.-“;'-. CrackerT edm

Ky MNZC-QESMVE-DADRDT-GUMUSH-RDE3PE

So once the patch method HWID's Armadillo 4.xx (4.0-4.4)

Rationalization of the work to unpack the Armadillo dil in thistut, tut because of the hacnho respond
before too hasty but forget afew things for Newbie. But consider this target has not found enough to
create complete tut 1. See you after that (if possible)

Please note the 1 again, this document is only for reference, if someone misused to register illegal

software, or other purposes is bad authors ko responsibility where nhé.

Sincere thanks:

The brother-in REA helped tricky in the study.

Typically hacnho series with tut unpack their super levels.
Uncle Why Not Bar for some tricky help pack the file Unikey
Takada has gium test on the other bytes.

... And you all again.

Tan MaKiem
(Written by Trickyboy)
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Armadillo collect sand-stone
Armadillo 4.xx-Code Splicing tut!

Target: Anti Tracks v5.6.1
ARM 4.xx-Code Splicing

zsﬁm Ui mies .

‘Copyright 2002 -2005 RIGHT Utiliti=s, Inc.

Tools:
1.0llyDBG - The best config debugger for ArmMUP by hacnho.
2.LordPE 1.4 Deluxe
3.Import REConstructor 1.6 Final
4.Armlinline 0.6
Unpacking

_Load On target:

]
@

|F@-’H‘? w0 2] B

t
£
H
)
E
=]

ERROR

Hddres= |Hexn dump D}Eaiiembly Comment

SE handler installation

kernel32.GetUers ion

_HE GetModuleHandleA, Shift + F9:
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Addrezz ]Ualue
EIEI 1 EFSE i

|Eamment
=oAL

_Shift + F9 times 2:

RAddrezz ]Ualue |Eamment

from nt
trom nt

_Lan 4:

Addrezz IUalue
T

|Eamment
Al Eral

_Lan 5:

AC  from
ILEH|

RETURM to OLEAUTZZ.FF12BE0E from
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Addrezz ]Ualue |Eamment
[ Ad = E= Tek R

ASCII "FPOAT
ntdl L. 77F73

_Lan 7:

_Lan 8:

Addrezs ]Ualue |Eamment

|: !
ASCII "™JirtualF

_Lan 9:

Addrezs ]Ualue |Eamment

F8 Nhan trace through RETN order, you will come:

Hddrez=s |HEH dump |Dliaiiembly |Enmment
EIEISHH':' mosnEE. |l B, ; = Tin : 5 T

0O PTR OS ; kernel32. Loadl ibrarvA
OWORD FTR :
L ETR L5

'DWORD FTR
FTR DS:[ES

CEDI]
1, EB=X

Jump _Magic, EB's patch:
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Comment

HAddres= | Hexw dump Dliaiiembly
7 O 2R MO i
MO
MOl
CHF

LER E

_ 12« LoadL ibraryA
r1| II |

__hd GetModuleHandleA, set breakpoint BP CreateThread, Shift + F9, Ctrl + F9, F8, Ctrl + F9, F8:

Addrezs ]HEH dump |Dliaiiembly |Enmment

DWaRD FTR
DWORD FTR

Hddreai Hex dump Dliaiiembly Comment

_Nhan Call EDI in F2, F9, F7: OEP!
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Hddrezs |HEH durmp |Dliaiiembly
(s P SHI

|Enmment
BB ] HEE B E s
5]

o ;

] LEDH]
\ EEBF,DWORD FTR DS: [EEXI

- EfA
© EDI

PTR DS:[45BSAE]
: D5: [45B6AF1, EAX

! JMP to kerne GetModu leHand L
MO

JMP to CCE256MT.__ CRTL_MEM_Us

_Ta Need to find signs of Splicing Code, Alt + M:

I
(o]

Size Cuiri =1 Section |Contains Tupe

rdata Imag

) T

=5 (e

il [TagTn] [
e e o B e o o e o e o B e o o e e e |

g g e g g i e b L ey
0 o o o i o i B o o o B i B i o B o B o o B o o o ot e o e}

[5)

: Ti}
el ol alenfe ol alenfe e e b alen ] : |

s}

[ e el e o o Fn Fa F e e et R f e N e W

_Mo Arminline and complete information as follows:
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..J:' Aarminline ﬁl
Ele Heb

[Slave] Process 10: Ow 094 i

Erbi o Sphtmg ——
Start O1 T asget Code: 0 401000 Proces: memony buffered successhuly
Lesngth OF T asget Code 11-:|':'-|‘-1IIIII LEOH sphices repared
Spbew iepasing ecenplele Patebag procets
Code Splcng Fatch succeshul
Stait 0 Spheed Code Il-:|IIIEElIIIIII

Length O Sphced Code: 0x [20000
o | [(Fommege )

et E brnaraticey
Baze Of Emghing LAT: Ett|
Lersgth Of Esisting 14T: x|

klew Base BVEA OFLAT I:l:-l:l [:%

Rehass AT |

Hanomabes
Step 1: Locale & Analpse ___ LOCH® |

—— e v ——

|
Step 2 Hemoyve |

Sive] ol

__Code Splicing die! We need to find the IAT. In 00401022, you follow in dump will find information IAT
as follows:

IAT Start: 004837FC 4000A314 VCL50. System @ @ initialization $ qgrv

IAT End: 00484FE8 7621F6C6 WININET.FindNextUrlCacheEntryA
IAT Len: O00017EC

Full _Dung LordPE dump:

'Er'-T_i_" d:haoft needwunikey 3.5\unikey. exe Q0000FFO 0400000 Q00ZF000
.!_.,'_,!5 iscrackeridebug- dizazzemblersodbg110_org... 00000338 0400000 10184000

it hprogram fileshant w 00275000
._.ﬂ :hprogram filesemnd durnp partial, . 00400000 Q0083000

_ﬂ C:\program files"-.emc-: durnp region. .. Q0400000 Q0063000
ﬂ chprogram filesmes 0400000 00172000
A chprogram filestemy  @ctive dump engine b | 00400000 00069000
@ chorackerstliiesila e o 00400000 Q0036000

Mo ImpREC, enter the following information:

OEP: 00001000
IATRVA: 000837FC
IATSize: O00017EC
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% Import REConstructor ¥1.6 FINAL (C) 2001-2003 MackT/uCF

. sl LR R e
| c:hprogram fileshant trackshantitrack s, exe [00000034] W Fick DLL

—lvpottedfunclonsound
| & wel50.bpl FThunk:000837FC MEFunc: 46 [decimal: 70) walid vES ~
- vl bpl FThunk: 00033928 MbFunc: 2 [decimal: 3] walid:vES =
[+ wl50.bpl FThunk: 000833F0 MbFunc: 20 [decimal: 45] validYES
[+ wl50.bpl FThunk: 000833AC0 MbFunc: 5 [decimal:5) validYES
[+ wl50.bpl FThunk: 00033AE 4 MbFunc: 2 [decimal: 2] walidYES
[+ w50 bpl FThunk: 000834FC NbFunc: 2 [decimal:2) validYES
[+ wl50.bpl FThunk: 00083814 MbFunc: 2 [decimal: 2] walid:YES
[+ wl50.bpl FThunk: 000838 2C MbFunc: 2 [decimal: 2] walidYES

Show ryvalid

Show Suzpect

IR

[+ wl50.bpl FThunk: 000338 44 MbFunc: 2 [decimal: 2] walid:YES il Clear Imports
Log
| Image Base: 00400000 5ize: 00275000 A
File lnaded successfully. N
Clear Log
Current impaorts: %
| 57 [decimal: 37 valid module(s) [added: +57 [decimal. +87
-EI:',-'l'-. |'|E:|::irr|.5||:.?'| | ir|| arted fl.lr'll::til:lr'l::l |-E||:||:|E=|:|: +208 |'|E:|::irr|.5||:+.?'| “ |
AT Infos needed Mew [mport Infos (ID+ASCH+LOADER) Options
0EP (00001000 | (AT AutoSeach)|  mya [000DDOOD | Siae [0O0D7EEE
A - ' : g : About
R, EI_IIEIEIEE?FE | Size E_EIEIEIEI'I 7EC [#] &dd new section
E uit
Load Tree [Save Tree| | Get Imports |i |
__Fix Dump:
Log
Fising a dumped file... |

57 [decimal:87) module(z)

204 [decimal: 714) imparted function(z].

== Mew section added successfully. BYA: Q0275000 S1<E 00003000
Image Import Descrptor gsize; BCC; Total length: 7EEE

. C:A\Program Fileshant Tracks\dumped exe zaved successiully,

_Detect With PeiD 0.93:
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2% PEID v0.93

File: | C:\Program Files\Anti Tracks|dumped_exe i| i
Entrypoint: | 00001000 EP Section: |, bext [=]
File Offset: [poooloon N First Bytes: |EB,10,66,62 [
Linker Info: | 83.82 Subsystem: |\Win32 GUI ]

‘Borland C++ 1999

"_ Multi Scan | "_ Task Yiewer | |[ Options | "_ about | H_ Exit |

[¥] sty on tap (2] =)

_Run Try dumped__.exe:

¥ Anti Tracks - Ragistarnd

) ANTITRADRS
W About
> RIGHT Unilities =
2 | Vers N |
Seltings J AI’I tl ersion 5.6 Status |
Copyegha @ 2002-2005 RIGHT Utiites. Inc. All tights raserved Perding
i Brovesess _ Pereding
..i Windows This product iz kcensed bo Parding
v Phuging hacriho Pending
) Ml Pendeng
[E] Optons Pﬂ'ﬁl';l;
Parding
Pending
Support Home [l Hele Onbne Tutonals Cick Hes Pard
Waming Thiz compiuter peogram i proteched by copmoht ke and Pending
¥ mbermnational neasbes. Unauthonzed repeoduchon or distribuhon of
E tiig: progeam rmay resull m sevens cial and crminal penatties and
vl bt prosecuted bo the mammem exterd possible under L
wewwe RightUtiities. com
& v -
Thussday, September 25, 2006 81304 AM

__Unpacked SuccessFul!
_Cracking:
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User: hacnho
Serial: 071E-A123-AF7E-4850-ABC1-A3E5-0BF4-BBBD-4C18-A0A3-2498-7720-DCDB-E967

l. Conclusion

__For More tuts, please visit http://tinicat.de/hacnho

_Bye!

GrEeTs Fly Out: Deux, infinite, Computer_Angel, Zombie, NVH (c), softcracker_vn, luucorp, Aaron, JMI,
Canterwood, hhphong, R @ dier, tlandn, RCA, CTL, Moonbaby, kienmanowar, benina, TQN, the_lighthouse, Nini ,
hoadongnoi, dqtln, hosiminh, Nilrem, fly, Madman_Hercules, Teerayoot, Ferrari, Kruger, Kelvin, Devilz, NXL,

Phoenix light ... and you!

Special Thanx Cracks Latinos.

Merci FFF, RiF , N-Gen (closed), ICI-team me-pour aider des connaissances du Cracking Game!

Thanx OllyDBG of the authors and Armlnline

To be continued ...

Written by hacnho (tutorial date: VietNam 28/09/2005)
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, P'Q‘I.HJEH h*r fll-: :hﬁth:zn TEHH 2006 "
RN

. g -’-r _—
"-. g ;.ﬁ" /

'c

.

RE'VERS ! EE‘R]HG ASSGCIATIDN

Armadillo & Macromedia Games

Contents Table:
[-Introduction

|1 Basic Protection
[11-Advanced Protection:

I V-Ending
Tools:
Skill Request:

|-l ntroduction:

Hi everybody, who are as like reading this document, I'm very interested in playing with Armadillo. | know that
many had for this Tuts packer and greatly appreciate to Authors who wrote those tuts, they're so cool!
Today, | just write this doc to share some my small knowledge. Maybe I'm still a Newbie, hope it useful for

someone & . Ok, let's start!

| I-Basic-Protection:

In this part, we'll defeat from OberonGames.com games, for example, | choose " A Series of Unfortunate
Events," you can download it from:

http://www.oberongames.com/exe/unfortunate events-setup.exe?
Refld=& origin=pgame dl u& ext=unfortunate events-setup.exe

OberonMedia always have two files to run game. First isafilelauncher, the shortcut is created on Desktop
(after installed) to runit:
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‘e A Series of Unfortunate Events

i A

Play Demo NOW

’Q Buy Full Version NOW

Time Remaining: 60Min.

-

-~

v
j _ Get Enter
EI‘lSlg’l] More Games Registration Key
= -

If you click " Play Demo Now" , this second launcher will load the file (or main file) to run game. But you can
run the second without launcher so you just defeat the main. Of course, both files use a same protection is
Armadillo - Trial expired and if you will get over time limit.

Load "Unfortunate.exe" into Olly, we stop at EP:

€] File Wiew Debug Plugins Options Window Help Custom  Crackd [BPJ [P [ VE |

(el w0 b o] ST o7 i 6

A Hew dump Disassembly Comment:
FIISHAD

=35
EZ Ba888886 Unfortun. 884018685
= i

EC:H
ESWAFP EDK
4

Oberon only use Armadillo - Standard Protection to protect their games. | will not explain more detail about this
protection (as How to Bypass Anti-Debug?, Why check Ignore All Exceptions ...) because you can find alot of
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good tuts on other Team as ARTeam, snd, CrackL atinos ... And for unpacking - Standard protection, we should
use Scriptsto make it faster.

| recommend fly's script: Armadillo V4.0-V4.4.Standar d.Protection.osc, It'sa one of best scripts to defeat
armadillo-standard. Thanks guy for his hard work.

OK, run the script and fly's Stop at OEP:

OllyScript X

lr) Just : OEP | Dump and Fix IAT. Good Luck
"

4

Address |Hex dump Dicascembly Comment
HAE4EEO1C SH 6 =5 Thiz i= the OEP*
BE4550 : Fortun - BEdEHRG:

G E O

Open LordPE to dump it:

W [ LordPE Deluxe b ] by yoda

Fath PID Ir
j o haindowshaystern 32 evchost exe a00o03ec 0
*|:|:"u:|:|r'|serve'xprnqramshcracktnnlshnlludhq fs... DO000OECO 0

1 c:\program files' durnp full... !
'@ d:vconservelpro durnp partial... |

1 dump region... [

Path _ _ :
1 c:hpragram files' active dump engine * |

Then fix IAT ImportREC by:
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L= | [P =, "

-f_ Import REConstructor v1.6 FINAL (C) 2001 2003 MO =
dittach to an Active Process 1
Fick DLL

|I3:I".|:Ifl:lgfal'l'l filesoberan mediaka series of unfortunate eventshunfortunate. exe [DDDDDEDE]LI

Irported Funchon: Faund

A [decimal:B] modulez)]

FC [decimal 252) imported function(z].

== Mew gection added sun::n:essfully Fvid: 00210000 S12E 00002000

Image Import Descriptar size: AO0; T atal length: 165E

C:AProgram FileshOberon Media'd Senes of Unfortunate Eventzhlnfortunate. dumpexe| [

Clear Log

++ advapid2.dll FThunk: 00065000 MbFunc:B [decimal: &) walidYES Ay 1
#- gdid2.dll FT hunk:0008501C MbFunc:B [decimal:11] walid:YES
+- kernel32. dil FT hunk,: 0006504C MbFunc: 73 [decimal:121] walidvYES Show Suspect
+- ghlwapi.dll FThunl: 00065234 MbFunc:1 [decimal: 1] walid:YES —_—
+1- ugerdZ2 dil FThunk: 0006523C MbFunc: 56 [decimal: 38] walid:YES
+1- yergion.dll FThunk: 00065338 MbFunc: 3 [decimal: 3] walid:YES | Ata Trace
#1- winrmm.dll FThunk: 00065348 MbFunc:A [decimal:10] validYES —
- ole32.dll FT hunk: 00065304 MbFuncE [decimal:14] walidYES

[ ] Clear Impartz

Log

Fixing a dumped file... | I .

IAT Infos needed Mew Impart Infos (ID+ASCH+LOADER) Options
COEP |0005607C IAT AutcSearch || Ry |m Size |O000TESE
About
RvA -|DDDEEDDD Size |DDDDD4M v Add new zection
E it

Load Tree| S ave Tree| et Imparts |

Reduce the file size by CFF Explorer (Delete useless sections), and do not forget BaseOf Code fixing:

Mame Yirtual Size Yirtual Addr... | Raw Size Raw Address
Bvial2] Crwordd Crwcrd Cravord Cryord
Jeut O00a32E54 Q0001000 oo0aze54 Q0001000
rdata OO00E4SE Q00e=000 OO00E4SE Q00eo000
data Q002C A48 Q004000 O002C A48 2004000
teEntl 00020000 Q004 1000 00020000 Q004 1000
adata 00010000 Q000 1000 00010000 Q0001000
datal Q0020000 QO0E 1000 OO0Z0000 QO0E 1000
ndata Q0020000 Q0101000 0020000 Q0101000
rerc OO02F000 Q0121000 O002F000 00121000
nackt Q0002000 Q0210000 Oo002000 Q0210000
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AddressOfEntryPoint [ Crvyord Qo0sa01c
| BaseOfCode | 0000012C | Dword 10001000
BaseOfDats 00000130 Divvard OO0E1000

Save thefile. But after that, run the file and it show a error message:

Critical Initialization Failure

We're sorry to report that a critical failure occurred while A Series of
Unfortunate Events was starting up.

Please fry reinstalling to see if it resclves the error, otherwise contact
technical support.

K,

Do not afraid of that. We unpacked well. It's just a custom protection. OK, load the file into fixed Olly, stop at
OEP, Search String: (Note: If you miss fixing BaseOfCode, you can not find exactly stringsin Olly.)

Lo R LR SSUSE TRy PR WEFY i PN}

Go o L All switches

Fallow in Dump » all referenced text strings
Yiew call ree Cir 4k User-defined label
Search for » User-defined comment
Type:
Enter text to search for
YERIFY W
[ ] Case sensitive
[ ] Entire scope
[ Ok, ] [ Cancel
And go to here:

o/
HE
HE
HE
BHE3E
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Enter it, and stop at:

Hddress |[Hexn dump Disassembly

| ==y
EEBF

o Cor .

Comrent

astExr]C

Unfortun. 868474416

ASCII "UERIFY failure:
ASCII "CHECE failure:

[EEBF+1H]
(EBF+C1  |JBAre2

Scroll up a bit, set Start BP on this function. When running, it will break on here many times, and | think thisis
a CHECK verify file. OK, Scroll down and find this command:

Addres Hex dump Disassenbly
= SOAE

CWORD P
RD FTR

Comment

R [EEF+1a1]
| ?MHFD PTR LEBR#ET~ EEEg2 .. s

..
= l_'..

SCIT "UERIFY failure
'I1 "CHECK failure”
a4

DWORD FTR S5:[EBF+18]
| ?m“pn PTR SS:CEBP+CI (lere2

If thisfunction return AL == 0, it will show above error message. So it simple to change:
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ASCIT "™UERIFY f:
11 "CHECK fa

PTR S5:[EEF+1A@1

LEEF+C]

Then Copy to executable -> Select and Save the file. Now run it, game will start without any NAG or Time
Limit.

Good, you did it! This method can be used to defeat many games on Oberon. But it seem not make us excited.
Let's go to next part to find more fun!

I11-Advanced Protection:

This type protection is used for some games on Oberon and PlayFirst. For example, | choose | nspector Parker
at Oberon. But now, it's not available on there. Y ou can download it from:
http://downl oad.shockwave.com/pub/inspectorparker/I nstall | nspectorParker.exe

Note: Thisisnot not Game: |nspector Parker-Betrapped. Do not mistake that.

Parker also Inspecter use 2 files to run game. But main file is not same folder with alauncher. It's here:
(Default)

C: \ Program Files\ Inspector Parker \ product

We run main file, and it show key request message:

Key Required

i y This program requires a security key. If you have one, select OK o
‘\r) enter it. After entering a valid key, you will not be prompted again.

Ok Cancel
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Enter Key @
E nter the reqiztration name and key below, exactly as given ta
HoL.

Harne: ]|
Eew ]
ak. Cancel

As | known we can not unpack Armadillo app without akey if that request it before running. So close it and
uninstall game now! Hehehe, just ajoke. WEe'll open the launcher:

&’ shockwave.com x

shockwave.com

shockwave.com’ game blastXk

Trial Users: You have
53

free minutes remaining.

9 EY K

Want unlimited play?

buy

Unlock and sign in require

Internet connection,
_D F'_

SR 5 0 I
Customer Support subscribe

This product uses digital rights
management systems as explained
in our Privacy Policy.

When you click " Play" , launcher load main file and run game without key request message. Thinking a bit, we
see that atrial launcher generated key and import to registry (expired after one runtime), after that, main file can
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run without NAG. OK, we have two way to unpack in this case:

1.Leech tria launcher from key when it has generated key. Use it when main file ask and unpack it.
2.When launcher have finished creating and key trial before load main file, we stop it and unpack the main.

A-Fishing Trial Key:
With this game, I'll use first method. Now, load launcher (Inspector Parker.exe) into Olly:
e Dizassembly Comrent

=1t} FLUSHAD
0

E
Priw| Rl

The launcher file is packed by Armadillo, after unpack code, main code is stored at section. Text. Ctrl-G
401,000 go to:

Enter expression to follow xX
401000) v

QE. ][ Cancel ]

We're here;
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Compent

Address | Hex dump Dizassembly
REdE 1 EEE ZE MO EAX, OWORD FPTR

:Ell.l.ll:lF:El FTFR [ESF+141]
IRD PTR OS:[4274081 b= DefilindowFrocH

Right-click - Search:

' =

Erger;:neht : All intermaodular calls
point i All commands
Fun trace 4

All sequences
Mew arigin here Clr+Gray * Al constants
o o ¥ Al switches
Thread ¥ All referenced text strings
Pl i Lo d User-defined label
Search for ¥ IUser-defined comment

Click " Destination" to sort list:

Address |Disassembly Oestinat ion

Y

OuWoRD
OuWoRD
OuWoRD

QRO

o oy b g e o
PRl e o R N L fa )

=

1

1
OuWoRD
OuWoRD
OuWoRD
OuWoRD
OuWoRD
OuWoRD
OuWoRD
OuWoRD
OuWoRD

u
[plnlanielslislielislsislielelalislslelelelalelalelalalalnlalalalm el el lala]
L
o M R Mo U W W W W W W W e e W W e W e e W W e e M e W W o e e W W W W W W B W U W |

We see that many Call to addresses in a section out of range file. This section are created to decrypt code for
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Armadillo. And | think it has some key functions generate trial from there. OK, we set all those BP CALL:
(hehe, F2 hit more and more ..)

OuoRD
RO

Y
LY

Imimim]
= =)
%]

AR R e
S5 s

S S

0T S T T T e R S S O T T T R S S R T R T T T e R T T T S T 0 S ) S
—

=S
B LR R RLN

=

...............
=0 S
L

=)
LA R R R
e

=
=

S
=

S
==

D
o
fo Lo faa R Lo o fu R fca

=
.l
=
=]

=
=

=
=

Y
EY

o
)

=
=

=

=
S

=)
=)

=
=

=
=

=

T
Imleiminielieistislnlinlslislis
R R B o R o Bon B Bt i o e |
i

=)

plelelielslsislislslsisislsleislsle il el ol bl Ve Ll Vo fon LanUan o |
=)

200 0 N N 0 N 0 0 N 0 0 0 U N 0 N A0 0 0 0 0 U0 0 e

N
=

Why do | make that stupid? Because | do not know exactly which CALL can be fishing Key trial. But you'll see
this result immediatelly. Switch to Shockwave menu and click " Play" :

Trial Users: You have
53

free minutes remaining.

Olly break here:

Address |Hex dump Oizaszembly

4
MO OWORD FTR
ALLENEY Lo

[ESP+4]

Trace F8 to here: (if it at any other break when call tracing, and trace to continue RETN)

file:///C|/RCE%20Unpacking%?20eBook%20[Tr...]/Armadillo%20&%20Macromedia%20Games.htm (11 of 23) [1/9/2009 9:43:33 LithiumLi]



file:///C|/RCE%20Unpacking%?20eBook%20[ Translated%20by%?20LithiumLi]/Armadillo%20&%20Macromedia%?20Games.htm

Address | Hex dump Disassembly

L OWORD P
owaroD P

o

|5E

S
SOLR T R

g
50 ) 1S

FFFFFFFF]
FFFFFFFF
FFFFFFFF )

nLome

1 =L

Hehe, EDX and ECX = Name = Trial Key. We'll useit mainly for file = . OK. Olly other Open,

file (Parker.exe):

Hddress |Hen d Dizassembly
e T T PLSHRAD

-

AE
HE
B
HE
AL
HE
HE

Use fly's script, it'll run until show message:

Key Required

i This program requires a security key, If you have one, select OK to
-\y) enter it. After entering a valid key, you will not be prompted again.

Ok, é Cancel

Which input data before you get:
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aar

‘Enter Key X

E nter the reqiztration name and key below, exactly as given ta
o,

Harne: |TF!‘T"2|

=0 iEEE-D'I 05-3207-FE46-B13F-35BE-BCDF-1FOE

] Cancel

OK:

Key Valid

y key is walid, and has been stored.

(89

Scripts will continue and finished at OEP:

OllyScript X

L

1 j) Just : OEP | Dump and Fix IAT, Good Luck

84

Hddrezs Oizaszembly Comment

H .EBF Thi= i= the OEF* Foun:
HMOL EEBF, ESF

Hew dump

MOL DWORD PTR
' FTR O
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Dump it and fix IAT:

Load Tree| S ave Tree| et Imparts | o

£ Import REConstructor v1.6 FINAL {CLEEJ [p) [ve) (uepH] LIg

Attach to an Active Process 1

|I3:I".|:Ifl:lgfal'l'l files\inzpectar parkersproductsparker.exe (0000001 4) Ll Fick DLL
Irported Funchon: Faund
++ advapid2.dll FThunk: 00003000 MbFunc: 3 [decimal: 3] walidYES A I
+1- gdid2.dll FT hunk: 00003010 NbFunc:é [decimal:10] walidYES —_—
#- kernel32. dlil FT hunk: 0000803C MbFunc:51 [decimal:81] walid:YES Show Suspect
+1- ugerd2 dil FThunl: 00008184 MbFunc:14 [decimal: 26) walidYE S —_—
| Auta Trace
Clear Impartz
Log
Fixing a dumped file... A
4 [decimal: 4] modulez)]
78 [decimal:120) imported function(s). Clear Log
== Mew section added successfully. BVA: 001 E&D00 SIZE 000071000
Image Import Descriptor size: 50; T otal length: A74 ;
C:AProgram Fileshnepector ParkerproductyParkerdump_exe zaved successiully. et
AT Infoz needed — Mew Impart Infoz (IID+ASCI+LOADER) L o
OEF 100003BC4 [&T AutaSearch || =1V ||:||:||:||:||:||:||:||:| € ||][|[||:|m?4
Abot
Rt _|IIIIIIIZIIZIBEIEID Size 1EIEIIZIIZIIII'IEE [ A nerrseaion
E it

If you do not fix the script successfully, you should try fixing by manual MagicJump. Next step, all close, fixed

file and run it show message:

Application Error @

=]

. This application requires Shockwave Player 8.5, which is not installed.
Click Ok to download it.

........................................

Ok Cancel

........................................

Well, we miss some files when unpacking. Run launcher again and click " Play" to run main file. But do not
Close Game. Hit Alt-Tab to Switch Out. LordPE open, view Module which are loaded by main file:
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i ;
¥ [ LordPE Deluxe b ] by yoda =] X
Fath FID Imagel aze Imag & FE Editor
Se hprogram files\unikeyunikeynt. exe O0a0oF7 3 10400000 e Break & Enter :
@’ c:wprogram filessingpector parkersinspector parker. exe aooooen 10400000 Q0o m‘
.‘gj'éc:"»prngram filesinzpectar parkersproductiparker exe anoonCen 20000000 ootk I
@ d:hoongervehprogramstoracktoolz\ordpe delusetlordpe.. 00000304 0400000 a0o] -« L nzplit
4 4 _ Dumper Server
Fath ImageBaze ImageSize | & Dptiars
| o windowshsvatem32hmavbyrnB0. dll BROOOO00 am 52000

(Sl o hdocurne ™1 a6 g socals ™1 stermphternplolder. aachpro). di 11500000 aoozEe000
o hvdocume™ 1 i o 1 focalz™ 1 stempitemnpfolder. aachiml32.dIl} - 63000000 Q0034000
FEB 40000 00020000 | w

-1 : b _ A bt
Euit

lick me to edit ! f ?Z modules listed f 49 processes listed f Click me |

OK, we miss somefile:

MHame Size
& dirapi.dll 1,072 KB
&) iml32.

& imizz2.dll 548 KB
= Macramedia, lok 0 KB
|5 mavert.

) t.dll 261 KB
Hlproj.dl 156 KB

They are 4 modules of Macromedia Director. Copy all to same folder with amain file (do not need Macromedia.
lok). After that, run the file again fixed and still show messages:

1

Director Player Error

Unable to load movie playlist, Does the JINI file exist? It must contain a
. section '[Movies]' with an enfry TMovieOl=Pathname.dir".

........................................
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Director Player Error @

I E This projectar is stopping.

........................................

........................................

Hehe, that is the error message of Macromedia Director if you miss or Overlay Data Resource Changein
something. In this case, after unpacking, we missed Overlay Data. | do not explain this, you should find some
tuts about ActiveMark to undertand what isiit.

| also note: Data Overlay of Macromedia Director does not like Overlay Data as of ActiveMark. It'sreally hard
with me. | do not find it easily to paste into end of dump file. And when to write this doc, | still do not know
how to find that. Hope have any body know about Overlay Director of Data and explain for me.

But | know away to fix that. See in main folder of files, you will find afile: "Parker.dcr". It'samovie whichis
created by Macromedia Director. If you tried and learnt Director publish afile. Exe, you'll know that *. DCR
filesislike as Overlay Data. After publish. Exefiles, you will not need it more. Hehe, the authors missed
removing it. Now, create new *. ini file with Notepad by contents:

| Miorwie s |
Mowked)1: Parker.dor

This*. ini can be added more information but you just need that. Save the file with a name like as name of. Exe
files.

Ex: If my fileisfixed: Parker _f.exemy *. ini fileswill Parker_f.ini is. (Search more information about Director
to understand it)

Okie, open the file again fixed, and games run well. Y eah! we solved a Game Director.

But with this method, you only do it if has just one movie file (and removing authors missed it). When it has
more than one moviefile (like as Diner Dasn from PlayFirst game), you can not exactly add info to *. ini file.
So you must know how to find Overlay Data.
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Next part, we'll defeat a game on PlayFirst to go to End of this document. Relax abit and GO GO GO!

B-Stop Thelauncher:

Now, our victim is Diner Dash 2 (not Diner Dash 1) on PlayFirst. Y ou can download it from:
http://www.playfirst.com:80/bits/Install_DinerDash2.EXE

It's ssimilar as OberonGames, has two files: one launcher and one main file. Main fileisinstalled at:

C: \ ProgramFiles\ PlayFirst \ Diner Dash 2\ game

The launcher also generate a Trial Key to load main file. But at this time, we'll stop it before main fileis called.

OK, load launcher into Olly:

Caommen t

Hddiess |Hex dump Oisassembly

)
=

i EEF
MOy EE E +ESE

Y
=

W

...
Lt i Rt s ey |
=l

=
Rk
=

...

=
=
[icn]

AL MO

il

—

HI:I'-.:l DWORD FTR ¢

A
Al cafual}

.........
S

Shift-F9 to run:
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SE handler installa

SS=C o
1478 OWORD PTR DZ: RHEL2Z.Getlersio]l kernel3Z.Getlersion


http://www.playfirst.com/bits/Install_DinerDash2.EXE
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@& PlayFirst

Free Trial

Play the game for free during the trial
period.

59 minutes, 10 seconds remaining.

o1

L PLAY

Buy

Buy Diner Dash 2 and get unlimited play!

( BUYITNOW

Unlock

After yvou have purchased the game, you
can unlock it here,

Unlock key: |
OR

Lsername |
or Email:

Passwaord: |

close x

Switch to Olly, open Memory Map:

=

H
A
5

=)

Goto:

[} |:| (53
data, import

TrESallrceEs
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Enter expression to follow
401000 v
] 4 J | Cancel

At here:

Address | Hex dump Disaszenbly

] I: M -II oo Tom

Right Click, Search:

Comment !
Breakpoint
Fun trace

Mew arigin here Clr+Gray *
GO o

Thread

Follow in Dump

Search for

MOL ER:, OWORD PTR

Comrent
:[ESP+41]

' =

All imter modular calls

All commands

All sequences

All constants

Al switches

All referenced text strings

Izer-defined label
I zer-defined comment
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Oest inat ion
0S: [BEd4 1B

Addres Disassemblu

5 3 OwWaRO
DWORD
u][1]

OwarD
OwarRD
OwoarD
OwarRD
OwarD
OwWarRD
OWoRD
OwarD
OwarD
OwWarD

TR HE EE EE EE EE EE SN EE EE AN AN EE AN &
plenlsinisislsislslslslialslslalslnlintiamlinl i mlalm bl Ve Dol ]

M 00 00 [ 00 00 00 00 00 00 100 [ 00 00 00 00 00 00 00 (00 00 00 00 00 00 00 00 00 00 ) 00 o m

Do not set any F2 by BP, because it has Integrity Check. And as | said that we'll stop it before launcher call
main file. Launcher useto call CreateProcessA main file, find it:

Comrent

Address |[Hex dump Oisassembly

QRO PTR DS:[C41B8021]

Right Click on this call, use to bypass Hardware Breakpoint Anti-BP of Integrity Check (do it for Safe):
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Breakpoint ¥ Toggle Fz

Run frace * Conditional Shift+F2
Follow Ertar Conditional Il:fg Shift+F4
Mew origin here Ctr+Gray * R SR O =

G0 o r Memory, on access

Thread ¥ Memory, on write

Followe in Dump »

Hardware, on execution

Now, Switch to Game Menu and click "Play":

Flay the game for free during the trial
period.

59 minutes, 10 seconds remaining.

( PAY

Bread:

Hew dump Dizaszembly Corment
- SH ESI

Call before CreateProcessA, the launcher has generated Trial Key. Then, we can unpack the main energy. Do
not close this Olly, Olly and other open load main file:

Addreszs
EB4BHEEE

Hex dump Oisassembly Corrent

SR Ly

SE handler installa

=S S

BN Rt B e

[ M N oy R B For Bt o B s )

:
WOR EDH,

5]
5]
5]
8
5]
5]
2]
5]
5]
5]
5]
a
5]
5]

Use fly's script again (or use manual unpacking), stop it at OEP:
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OllyScript =3

y Just : OEP | Dump and Fix IAT. Good Luck

(4

Address [Hen dump Disassembly Comrent
51 2o Thi= i= the OEF*t H

[44F 1E1_ kerne l32. Getllersic

Dump it and fix IAT:

& Import REConstructor v1.6 FINAL (CJ 52 [F] (8] [Lery] B

Attach to an Active Process
|n::‘»|:|rn:ugram files'plavfirsthdiner dash 2hgamehdinerdashz. exe [00000CAS) ﬂ Fick DLL

Imported Function: Faund

++ kernel32 dil FT hunk: 0004F 000 MEFunc: 44, [decimal: 4] walid:YES Show [nvalid
+ pflib.dll FT hunl; 0004F12C MbFunc: 128 [decimal: 239] walid:YE S =

Show Suzpect

| auto Trace

Clear Imparts

i

Log

Fising a dumped file... ~

2 [decimal: 2] modulez] |
1756 [decimal: 373) imported function(z). Llear Log
*= Mew zection added successhully. BV 107137000 52800004000

Image Import Descriptor size: 28; Tatal length: 3608

C:%Program FileshFlayFirsthDiner D ash Zhgamehdinerdashz dump . exe zaved successful| ¥

IAT Infos needed Mew Impart Infos (ID+ASCI+LOADER) Options
OEF [00044168 IAT AutoSearch || Ry (00000000 Size 00003603
P——— oy About
A il Size |DDDDD5ED v Add new section
E =it

Load Tree | Sawe Tree | et Impnrtﬂ|
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Ok, fixed the file and run game start .... DONE! (phewww ... do not need damn Overlay Data)

I do not like these games on this doc, just excited to playing with Armadillo. But if you like games, you should
buy them. Authors worked hard and they should be paid for their work.

| tried my best but damn sorry for my english I See ya next time.

Big thanksto:

All REA's members. Computer Angel, Moonbaby, Zombie, hacnho, benina, kienmanowar, rongchaua, Deux,
Merc, hoadongnoi, the_lighthouse, TON, light.phoenix, hytkl, tlandn, hurt_heart, dzungltvn, Zoi, littleboy84,
haule nth, takada, Why not bar, iamidiot, Akira, dump, thienthandien, [kid], ...

Special thanksto:

fly, stephenteh, Gabri3l, MaDMAN_H3rCuL 3s, CondZero, Ricardo Narvaja+ NCR, lenal51, haggar, ARTeam,
snd, RES, CrackL atinos, all unpack.cn ... Authors who created tools and you.

Written by Trickyboy - 2006

Welcome to www.reaonline.net
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Target: UnPackMe_Armadillo3

Target: UnPackMe Armadillo3.70a.h (included in rar file)

Pack: Armadillo 3.70 with option Standard + Code Splicing + IAT elimination
Tools: Olly hacnho ImportREC + + + LordPE arminline 0.4.1 (inluded in rar file)
First, select all of the exception.

!’a- — Debugging option; il
| Commands I Dizazm I CFLU I Hegmtersl Stack, | Analysziz 1 I .ff-.nal_l,l3|32l .-'-‘-.naI_I,I3|33|
I Security | Debug I Events  Exceptions | Trace | SF | Strmgsi f-‘-.du:lressesl
I
I

v |grore memony access violations in KERMELS2

lanore [pass to program] faollowing exceptions:
W INT3 breaks
v Single-step break L\\s
W Memory access violation
W Integer divizion by 0
W Irevalid or privileged instruction
v &l FPL exceptions

v |gnore alzo following custom exceptions o ranges;

DEEDFADE | Addlast exception |
80000004 [SIMGLE STEF)
COooooaot .. Cooo9393 Add range |
l‘ Delete zelection I
@J Qk. | drdio | Cancel |

Start:
Olly _L oad to target:
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Target: UnPackMe_Armadillo3

T I i T, DL |

Prisgiwn erfry pord

_He GetModuleHandleA, Shift + F9, olly break:
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Target: UnPackMe_Armadillo3

& - [CPU - mabn thread, modubn kirmel 11 ]

- | n . -
afEeTiEnd He Gellioduiptgntad =

Huschosiw bivgie prard. | ot bwranll3? Gepfd cchuiioH prains,

_Shift + F9, Shift + F9, ALT + F9, => magic jump
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Target: UnPackMe_Armadillo3

BEE|

= fF] X

!_:'J‘-r e Db Poges  Oouerd W o
o :"l-“l"! (ST ._:J.-_

T I L s A I b

Coemnnd Hi GellloduieHandas = |

_Hd GetModuleHandleA, He VirtualAlloc, Shift + F9, olly break:
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Target: UnPackMe_Armadillo3

& - [CPU - mabn thread, modubn kirmel 11 ]

e '...-'.":-'l\. uatain - |
Harbowpi bivgie el | boeradlG0 Virbualillog:

_ Shift + F9, Shift + F9, Shift + F9, Alt + F9,
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Target: UnPackMe_Armadillo3

CoBanand Hi VINUSSHnT = |

_ EAX now contains the address areas that will set arma stolen byte code of the original target, now we will
redirect theregion of 1 areais available in the file that we used to do (eg region. ADATA, isthe area code
contains the packer )

]

=13
= |0 )

| i i | THp o -

_ hap L eft mouse of EAX,ter, then enter 441000 invisible, and OK.

Hexadecimal ]441 a0
Signed | 4460544
Unsigned | 4460544

Char |00 |D [s10  [sw00

k. Canzel J

_TaCode Splicing defeat was, now we'll come to OEP. Hd VirtualAlloc, Alt + M, BP on access to the section.
Text:
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Target: UnPackMe_Armadillo3

B S k]

= Harddu ik

Commany T -

ek o THID DM St 30 SDVERMED DL

_ Shilf + F9, olly break:
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Target: UnPackMe_Armadillo3

[T

r_jFr vew Doty Puges | Dems =¥ K]
|| =] =] "' |“ '|*| S| w e R e e s

Cooimama B Finuasaes =]

sy b ool ot welbwn pamendtweg JTN0SINICY

_ OEP: 40400C.

We have magic patch jump to avoid destruction IAT, redirect Code Splicing (this you can aways use the tool
Arminline). Now the IAT elimination.

You refer to:

Import Address Table (IAT) elimination means that the protector has erased the AT nice and clean from the
protected exe, meaning all the strings and valid pointer locations and has put the APl API elsewhere. Those
pointers pointers are not the original calls at the APIs Redirected but in the memory locations that are allocated
during the unpacking of the program (prog reaches till the OEP). Those memory locations are most of the time
(I can say every time) in a lower memory location that the ImageBase to the exe make it harder to find and then
with ImpRec probably use some Plug Reconstruct to them, asthey are all invalid.The protector also changes the
call dword ptr ds: [xoooxxx] callsin original code section of the exe (where xoxxxxx is the location APl where
the pointer is valid before the packing, in the clear exe, in the clear meaning |AT). So the protector makes them
into call dword ptr ds: [yyyyyyyy] where are the new yyyyyyyy Redirected pointers of APIs | said earlier.Of
cource in [yyyyyyyy] the pointers are invalid, but the jumps at EIP [yyyyyyyy] codes are |ocated where to
dynamically re-create the original valid pointers, and then with a call register (wherein the register is good
valid pointer) the prog jamps at the API1.Of courceit is not for each API Redirected like that, but is almost the
same philosophy for all.

(Source: Armadillo IAT elimination + code by splicing KaGra)

kerne L32. GetHodu leHandLef

| _Neu Following in your dump, you | ill reacIAT
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Target: UnPackMe_Armadillo3

........................................
el Ty = -
(e R R | [ R R R |

—
(LAl Rea Lt Rl o B a e R i B u aa R R R e}

o
P
(R R R

=rne |l 32. HeapCompact

=58RS SIS

32.Cal lMertHook Ex

Start: 003F8434 77D4569D USER32.GetWindowRect
Finish: 003F8654 00000000
Len = 3f8654 - 3f8434 = 220

Now run Arminline:

[Slarve] Process 10: O | Fesdy
Shant OF Taoget Code W
Length OF Targes Coder (|
Cionhe Sphcing
Stad Of Sphced Codec 0|
Length Of Spliced Coder (e [20000

Ur:q-_:__l Femove Sphoes |

It [ maratecn,
Base Of Exisling LAT: Ox |
Length OF Existing (AT: 0w [

Wew Base By OF 1AT: Ox

Aebase AT |

__Fill in the boxes:

Process ID: PID your

Start of target code: RV A's section. Text (404000)

Length of target code: the length of the section. Text (2000)
In the Import elimination:

Existing Base of |AT: 003f8434

Length of existing IAT: 220
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Target: UnPackMe_Armadillo3

New base RVA of IAT: Thisyou can find the cave 1 large> 220 bytes, then enter the address of the first cave. (I
found section. ADATA about 1 large areas to bottom, corn on the right: 449af3)
A Arminline E’
Fie Help
[5lave] Process 10 Ok [F34
Stast Of Tanget Code: O [404000
Length Of Target Code: 0x[2000
- Code Sphcing ,
Shart OF Sphced Code: O
Length OF Spced Code: Ox [ 20000
Unda | Remove Sphoes I
brnport Eferination —— =
Baze Of Exstirag LAT: Ok | 00578434
Length Of Esasting LAT: Ox {220
New Base FvA OF IAT: On[4250id

Rebase Nhan IAT:

A~ Arminline E
Fibe  Heip
[Shave] Process 10 Ok [F34
Shant OF T aoget Code O | 4040000
Lerigth OF Tanget Code: 0 | 2000
~ Code Spbcing ,
Shark OF Spdced Codec (b
Length Of Sphced Code: O | 20000
Linda | Remowe Sphoes I
e — :
Blaze OF Exstirag LAT: Ok | 0078434
Length Of Esésting IAT: 0x [220
Mew Blaze Fvs OF AT O (44913

Femovs Nanomde

Now olly:
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Target: UnPackMe_Armadillo3

% - [CPU - maiin thread, medisbe UnPackie] 1 [-[=]]
|:'_! Fie Weiw Debag Pogrs Ooted Wiedee  Help mifP) XY

1|-ﬂ|1q' Il-= II] |.._|-E

L] wi o] o s w] ml s e

~ T T 1
o el 150 VirU sl - |

Open lordPE, full dump -> fix IAT:
ImportREC -> OEP: 400C -> IAT auto search -> Get imports -> fix dump -> done

Coded by Teddy Rogers / SnD Team 2005 :ﬂ
ackMe

Armadillo 3. 70a Un
! Standard Protection + Strategic Code Splicing + Impart Table Elimination

If you unpack it write a tutorial... 1)

Ok
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Armadillo 4

Armadillo 4.xx-Code Splicing (Other M ethod)
Why Not Bar

Target: RM to MP3 Converter v1.32 (target2 in Armdillo_tuts 6 _exp by Hacnho)
Packer Armadillo 4.XX Code Splicing (anti-dump)!
Tools: OllyDbg (by hacnho), LordPE 1.4, 1.6 Import REConstructor

Thisisthefirst tut they write can be difficult to complete if there is anything wrong xét expect the medical
sincere suggestions and to ignore. If you have atrack and practice of the "secret Kiép" unpack Armadillo's
Hacnho really get it you know the Method Ma Su Additional HacNho presented. But in the West has its
MaDMAnN_H3erCuL 3s of how to use format Code Splicing is Ta. No Fix Code Splicing What rdo Add 1 run
section is delicious healthy. According to how you think how long the run is OK. Y ou should also see the stars.
To easily compare their use Target as RM to MP3 Converter v1.32 in Armdillo_tuts 6 _exp.

_Nhu Usual we Load Target to Olly:

STala]alalals THLL RMTOMPZ. BB496086
=

kernel32. FFES140C7

-
R R R

BSWAP EDX
NOT EDX

HOT EDA
BSWAF EDN

o

5]
5]
AE
5]
5]

_VaTo AT has been completed we need to patch magic jump to quickly you can use the script (with the tut).
Running Script finished you here:

AEZASE4S §

A9

k
k
k
k
i
k
i
k
k
k
k
k
i
k
i

kernel32. FFEFEBEE]

5]
a8
5]
a
5]
5]
5]
5]
5]
5]
5]
5]
5]
5]
5]
1

_Patch To:
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Armadillo 4

11
5
5
5
5

] PTR EI-. CEDI]
CERX], EE®

= ils)
IMC cerne L322, YPEYEEEL
AOD E :

JMP SHORT BE2A9EE:

Mo E cernel32. PFEFVESEL
SHL E

_Nhan Alt-M to window "Memory Map". Set in Breakpoint section. Text:

A0460080] B0 1 AEE| RHTOMES | | [Imag R [ RUWE
BE461 066 BEE4E808| RHTOMPS | . tenr | [ TmanlR RhIE
BR44CEHEE | BRE1EREE| RMTOMPS | .rdal 404 glize
AE4ECARE | BREANAGEE| FMTOMPE | . dat.
BE4CEE0E| BBA3EARE| RMTOMPS | . tex]  Dumpin CPU
BE495056 | BEE15808| FHTOMPS | . ada

BR4AGEEE | BREZEREE| RMTOMPS | .dat!  Dump

AE4CEDEE | BRETEE08| RMTOMPS | .pda

BAOS3EAEA | BRE1 1888| RMTOMPS | .rsx Search Che|+E
AESSEAEE | BREESE60E |

BI0E 1 AAEA | BREEZE60E

BES2RRGEE | B8 183668 Sek break-on-agiess Fz
BEFSAAEA | BRETOA0E ﬂi@

AEAZEEEE | BEEE 1808

BEESHRGA | AEAECHEE Set memary breakpaoint on access
BEE40E8EE | BEEEZEEE ! :

BRESARER | ARE1SARE Set memary breakpaint on write

PACoana| ABARRGRE Remave memory breakpoint

BACEAREE | BE0ESHEE

BACEHRER| BREE 1 H6E et access »

cecronms sl

coraaes coneoaee e ’

cicoanes coocaaes ki :
; b

012EQREE | BEREZE888 ittt s

212Faa0a| 00 1n | [Peiv[RY _ [Ri

_Nhan Shift-F9. We here:

Address | HEH du mp |Disazzembly [[Corment
CEEIE T P i

OEP: 00427AFA
_Bay Hours we used to dump LordPE Full. Open LordPE, dump:
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Armadillo 4

% [ LordPE Deluxe b ] by yoda

Fath FID ImageB aze ImageSize -
B e\ pragram filesunike\unik ey, exve Q0000333 0400000 O0oZFoo0

@ 5 chprograrn filest durrp Full,.. L\\" 1 0400000 001 47000

ﬁ c:hprogram filesy durnp partial. . ] 0400000 00400000

i‘; d:erack toolor durrp region. .. 1 00400000 00036000 =z

4 b
ackive dump engine b

Path = | ImageSize -

® 5 cprogram filesy  POTEY ¥ 001 47000

)
il cihwindowshspsl et ImageSize 1 Q0080000
| 7] o hindoweshays] 1 DOOF 4000
&) ciwindowshayst  load inta PE editor... (tempfile) 1 pongooon
& chwindowshsps)  10adinto PE editor... (readonly) ) popagooo i

burn process ==
zZl processes £ 38 modules listed S Z1 pro

- ' =

Open Imprec, fill OEP: 27AFA. Click "IAT AutoSearch," OK, CutThunk (s), "Get Import":

& Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

attach to an Active F'rnc:[l‘@s
|n:::‘»|:|rn:|gram fileshrm ta mp3 convertersrmtompd. exe [0000084C)

[mported Funchonzs Found

advapia2.dll FThunk:0004C000 HbFunc:6 [decimal:B) walid:YES -
comcl32. dll FThunk:0004C01 C MbFunc:E [decimal:14] waldY'ES

adiZZ.dll FT hunk:0004C058 MbFunc: 42 [decimal:66] walid:YES

kemeldz. dl FThunk:0004C164 MbFunc: 7C [decimal:124] walid:Y'ES

oleautdZ dil FThunk:0004C358 MBFunc:3 [decimal:9] walidvES

aleprodZ. dll FThunk:0004C380 MbFunc:1 [decimal: 1] walid:YES Auto Trace
rmn2avi.dll FThunb:0004C388 MbFunc: 3 [decimal: 3] walidY'ES
shel32.dll FThunk:0004C393 MbFunc: 7 [decimal: 7] validYES
user32.dil FThunk: 0004C368 NbFunc: 3F [decimal:153] valid: YES v Clear Imports

Shaw Irwealid

Show Suspect

] O O 0 B O O e

Log

Current impaorts:
E [decimal:14] valid module(z] [added: +E [decimal:+14]] Clear Log
140 [decimal:416) imported function(z). (added: -E (decimal:-14])

[0 [decimal: 0] unrezolved pointer(z]] [added: -E [decimal:-14])

ek

Congratulationz! There iz no more invalid pointer, now the questian iz Will it work? -] v
14T Infos needed New Import Infas [IID+45CI+LOADER) Options
QEF j00027AFA AT AutaSearch || Fisa | 00000000 Size (00001026
R N About
Faa (00040000 Size |O0000GES v e seehen
E xit

LnadTree| SaveTree| | Fix Diurnp ||
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Fix dump, try Run and of course it does not run and | important steps, we need to find a cove Splicing of the
Code. Section usually form Oxxx0000. View pictures that you will immediately stop:

VLSS | ISR | T LW W R
HES HE | BEER4EEE | Friwv) B Rl
(55 k] A8 | BEERDREE | Prlu Rl Rl
HESFE BE;BEBBEBBE: Map R R
AE4ARARE | AEEE1ARE| RMTOMPS Imaa| R RUWE
BE4BIBBE'BEB4EBBB|RMTDMPS | «tent Imaa|R RWE
AB44CAAE | BEA1BAEE| RMTOMPS | .rdata Imag:H RWE
AE45CHEE| AOAEA08E | RMTOMFS | .data Imaa|R RWE
AA4EEEAE BEBSEBBElHHTDHPS [ atentl code Imaal R RUWE
BE425000 | BEE18888 | RMTOMFS | . adata code Imaa|R RWE
AE4ACEAE BEBEEBBE;HHTDHPS | edatal data, import{ Imag| R RUWE
BE4CEBBE;BEB?BBBB:RMTDMPS | epdata Imaa|R RWE
ARSSEAAE| BRAL 1AAE| RMTOMFS | Lrsroc CESOUTCES Imag| R RWE
BEEEEBBE'BEBBSBBE| Map |R E R E
ARG 1 BEAE | AREE2E0E Map |R E R E
AEEZBEER | 8613086 Map | R R
5 5 s 5 [ BEB?DBBEl Map |R E R E
BEAZE000 | BEEE 1888 | Friwi Bl Rl
AEBZEEAG BEBBEBBE; FPr-iwi Rl Rl
HEE4EHEE | BRER20E6 ) Map | R R
ABESHARE | ARA 1 SARE | Pr-iw| Rl Rl
BEB?EBBE'BEBH4BBE| Friul Bl Rl
ARCZABEEE | BEEEFEEE P iw| Bl Rl
AECSAEAL | BREESHEE P iv| B Rl
AACEERAR BEBBIBBEl Map | R0 Rl
BECYEE00 | BEEE 1888 | Friwi Bl Rl
AAE Y ERAG BEBBIBBE; For-iwi Rl Rl
HEESEHEE | BREAS3REG ) P i) B Rl
ARESERARE | ARE 1 BAEEG | Friv| Bl Rl
BIEBEBBE'BEBBSBBE| Prluiﬂm Rl
A1 20HEAE | BEEE4EEE P iw| Bl Rl
A1ZEBREE | BEEESEEE P iv| B Rl
Al z2FEaaE BEBBIBBEl Feiv| Bl Rl
B145ERRE | BREEZEEE | Friuv| Bl  Gua] B
BEBEEBBEiBEBEEBBE| Pr-iw| RUE RUWE
1E8RERE0E | AEEA81AaE RIM2ALT FE header Imag,H RWE
1931888 AERA0AAA| RM2AUT | . text code Imag| R RWE
1E8HEEREE | BEEBEEBE|HHEHUI | «rdata impnrti.EHp1ImagIH RWE
1aa1aaaa AREAEERE | BM2ZAUT | .data data Imaa| R RUWE
1 AR EARA | ARARZARR | RHZALT [ T el mmat i nnql Trazal R ==

Double click on Address 03BC0000 Size = 00020000 =

@Dump UEBEDDDU..UBBDFFFF

55

CRBRA|
=

=X

aE|
5?I

91

11|

FLC|
ar|

LTl fiufes="a"%1
Latss , FR ST IRV
A4 5" “UFE”B”&FE =
|J-|J E=T0 T T o [ L
ENles A[L-:r]ElE*lé'a“
L it | 1 I | ¥

E9|{”“5 diwi h_a0.8
64| E4a"FRETU. | Grcd
39-9! A EAMEES S
45| F¢IP¢ AYBuAfCe|E
BF | "8, . AL S0 gli, %
O1) =t ﬁ*“ﬁwL\ i teT
A | o =L 5 W W vk LR
40 Wi.j. Fe.BF4E" 1M
84 Sy.p.2T. leﬁﬂia
E9| "|FEw@, .. M= FET.A
23 —1a“1FLEmTHrFQﬁﬁ
59|¥ru FaRs s regc iy
£4| FuﬁrgByinFGrFGTd o
gd| & “Liclliida

Select Copy / Select Al
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Armadillo 4

Backup
Copy
Einary
Breakpaink
Search for

v Hex
Texk
Shart
Long
Float
Disassemble
Special

Appearance

Chon Save datato file, save the file formats are *. mem, the machineis"”_03BC0000.mem"

Go ko address  CkrlH-G

-&.Eg SB EC 51 66 9¥ oo 87 F1

A . A

b A . . .

k

|BF BB B0 66 59 46 40 29 46
1| @@ 65 9F &5 97 E9 08 98 08

@F C2 YE B2 VE 26 SE|Uielfifcas="0"51
F7 53 8B B0 B2 56 57| bwis, foifySi 1AV
31 7F A2 FF PR AR 91 AL4EMIMUFE"B" Lfe

1 66 97 66 o7 F1 OF C8 7E

Select all

To clipboard Cel+Z
To file

Siajaflbe..0mq
"ies_“LiclA=4E"
e | - W4 | o o2

i Uiej h_ab.A
1a“PHQTu.L crcd
BrdE"EES (9

fng AuBYAfcu|tE

BF T E. . A &N s, %
01| &, = 2y~ 81 BT
GH|43™T il d.SFAFGL
40/ Wi.Jj. Fe.8F4E% LN
24| Sey.p.eT.BiFE{H4a
E9| "|Ewf. .. LM FE™.H
93 =431 FlexiMrfoqrd
B3| #fu. FURE pare8e Y
=2 Fuaﬁrgﬂy!nF?rFl}Td
=1 = olHH4E
BBi“PFQ{uBu¢F§{u Hi
29l haaD.esFa"PdE
B2 oo BSFELg, 208
FC| wias=f oLl " 5"
B Ets. |reeAD. cuET] .
P o =] 1o W - =8
20| S+ .. 230" FO. 1
ac| ~_FOStE(TH%$3"h £
BA| EF . [Fet FO. |y FD.
24| " TE " E[FFEr. . . [FFd
EB;m...éFLéFPe 053
CF| .fufuB....% T HIt

B2 TE 26 9B Ul«Rfufpee= @ ai

LT .l L | 4 .l L 3 - (1wt rr ar | ot t = 1ol . S N e R Jnul.l.l
Backup » Create backup '"%ﬁf
Zopyy » Load backup From File fﬁ_?;
Binary b Sa%ata ko File _anzg

. ——e —— T
medgant R C G HE L
| FEmPE AUBYHT Gm
SEEIr'El'I FIIIr' 3 gg Eg Eg ETEE |_E Ly s EUT_E;‘E
=t L EEIr L BT
a0 to address  ChrlHG L6 95 BB E":'I 1_'=-'|'r! i [-J 535 S'F”f”'.“'J
34 FC 20 40 Wj.Jj.F+.8 F43"1HM
o e 22 {8 gy
| Wik, .. L= .
Text P 32 52 12 £5 epu. tutepeniaiiy
L] 1 L1 IFR=
shor » £ & o el
= Ennnns LT HA3
Long PR R E i haananiivns
I .1 a a =
Floak P 3F CF 76 G2 %....05fpkq, =yl
: 22 12 24 FCEUEF-F'?”-UN'[EE"¢-§“
Disassemble SP Ol VC 88| Ets, +eAD, cusT.
3 SE B2 09 PCosmsessToms 4 fE |
Special P CE 44 BE 20 StiwH. E30 e FD.L
3 FC &2 ‘BC: “L FOStE[FA#F3"h E
A » 1C C& 44 Ba:ﬁf-&!uFD.NH*-FD.
PREarance B CF 46 24| ETTETEIFAE, . . |FF4
B e souro e oo or o +4 F7 01 EB| #. .. 8FLEFPE DS

Open a new file dump fix completed by PE Editor's LordPE, click the button next to Section open window
Section Table
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Armadillo 4

R

B snim PE Haadar laformnabioe

[ Section Table ] _ _ _ £l i
E Marme WO ffzet WSize ROffzet RSize Flags - | J
Il .data 0osCo00 000093403 0osCo00 Q0009403 COo00o4n
i et Q00EE000 Q0020000 Q00EE000 Qooz0000 EQO00020
W adata Q009e000 Q0o 0oo0 Q009e000 Qoo 0oo0 E0O0O0Z0 -
B4l .datal Q004000 Q0020000 Q004000 Q0020000 COonoo40
B .pdata 0oCeo00 O0oF oo 0oCeo00 a0y oo COonoo4n =
T 071 36000 Qoo 1000 071 36000 Qoo 1000 40000040 N
Sell .mackt 00147000 Q0oozo00 00147000 Q0oozo00 E 0000060 - J
Fifl.* |
M agic: 010E MHumO R vasndSizes: Qoo0oo10 ﬂJ o

In Section Table window, click to select Load from disk section

E soie PE Haadar lefarmaatbioe

[ Section Table] £
Edl Name YOfFzet YSize ROffzet RSize Flags =
Il -rdata DOB4COC it coction header... | O000FRAZ CO00004a B
il dats 00050 : ; SZ_Et o t_Ea = DO00S408  COODO040
M restt AOERRRD.. PR eb=Retini. 00030000 E000anzo |
Bl .adata Q003600 : . 0001 0000 Q000020
ol datal aonagon - 03 SEEE?S_”” Lzl 00020000 COO00040 =
pdata OooCeOD  Save seckon to disk... 00070000 COODO040 i
Sl rerc 01 3600 . 0001 1000 40000040 |+
: ; add section header - : T
Fi wipe seckion header §
P ——— COMpare
ic: e 0000010 | + | - | S
ag truncake at section stark J J LJ

kruncate at end of section

Select _03BC0000.mem (your computer may be different)

L[ xdPE

L
‘!‘}) Section loaded successFully @)

Ik
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Armadillo 4

[ Section Ehlg__] . . Q
Mame % YffFzet Y5ize ROffzet RSize Flags -
testl Q00BEOO0 Q0030000 Q00BEOO0 Q0030000 EQo0ooz0
.adata Q009E000 Q001 Qo0 Q009E000 Q001 Qo0 EQo0oo20
.datal Q00E000 Q0020000 Q00E000 Q0020000 COo00o40
.pdata Q0oCEo00 Q0070000 Q0oCEo00 Q0070000 COo0oo40
NE 071 36000 Qoo 1000 071 36000 Qoo 1000 40000040
.mackt 007147000 Q0o02000 007147000 Q0o02000 EQo00oosn
_03BC000 00143000 Q0020000 00143000 Q0020000 EQDODDED -
4 3

_Tol You need to source a bit more to the new Section to run lickerish: 03BC0000 - 400,000 = 37C0000. Then
Save again. | may be more Newbie question number 400,000 in the first? Simply it is only with Image Base
default is 400,000.

Section Header

M arme: Im e
Vitualdddress: | 3700000 Cancel
YirtualSize: Jﬁm

Rawlffzet; Im

RawSize: lﬁﬁﬁ

Flags: lm J

[ El_jit EectiunHead_t%_]_
Q.

Test Run _ considered stars! What heaven up

C:\Program Files\RM to MP3 Cnnverter"-.dumpeﬂh.exe
_ kafy
@ Z:\Program FilesiRM to MP3 Converteridumped] .exe is not a walid Win3z application.

Ik,

_Uhm! Running LordPE rebuild PE & & select New File Save
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Armadillo 4

D

L3

E.E-'th [ Rebuild Status ] —PE s
3 5 S —

E [spstem] Starting to rebuild dumped]__exe. . 0K Break & Enter
3 lysten] Filesize: 163000k Febuild PE
@ heystermnroothays

2 A Realigning...done i
e W awind gring Urzplit

OIS et filesize: 129700k i
1 File minimized to: 823 Dumper Server

Path Yalidate PE image...done

O ptiong

Mew filesize: 1297C0h
File minimized to; 32%
Hebuilding finished. @

Sbot
E xit

il

rdFE Deluxe 1.41k f ZZ2 processes listed f LordPE Deluxe 1. 41h f EZ2 pro |

If you want to collapse it again using the CFF Explorer remove Section legacy. Textl. ADATA. Datal. Pdata.
Then click to select rebuild PE Header.
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Armadillo 4
& CFF Explorer | - by Ntoskrnl - [dumped1_.exe] W]

File Settings 7

ﬁ s = Yirkual Size Virtual Address | Raw Size Raw address | Reloc Address

E File: dumpedl .exe Byke[ ] Cwiord Cvord Cord Chard Cvviord
[ Dos Header text 0004E000 00001000 (O00463DB 00000400 00000000
E%H:Ed:r; i .rdata 00010000 0OC4C000 (O0O0FE03 | 0O04AS00 00000000

[ Optional Header .data (000DADOD | D0OSCOO0 (0000SS60 DO0SADOD | 00000000
[ DataDirectories [15] | rsrc 00011000 00136000 00010139 DOOSFE00  0DO0O0OO
E Section Headers [x] mackk 03679000 00147000 0000103 000SFS00 00000000
{2 Import Directory _03BCO00 O0DZ0O00 | 037CO000 \DO0OFFCO 00071600 0O0OOOOD

JE:] Resource Directory
% Address Converter

% Rebuilder .
% B source Vidw s Add Section (Header Only)
% Hex Editor fdd Section (Empky Space)

Add Section (File Data)

Rebuild Image Size

. PE Header
£ i | 2]
1 [—TR—

_Save The spaceis517 KB
Have Fun!

Thanx To: Hacnho, MaDMAN H3erCuL3s... and You

Written by Why Not Bar (11-10-2005)
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Armadillo 5.x dll - Visual.Assist.X.VV10.4.1640 Build 2008.05.22
Author: Computer_Angel

Link: http://www.wholetomato.com/downloads/VA X Setupl1640.exe

Size: 4.03MB

Type: unpack / Patch

Protection: Armadillo 5.x dll

0S: Win9x/NT/2000/XP

Date: 2005-12-10

Homepage : http://www.wholetomato.com/index.html

Description: Visual Assist X dramatically reduces application development time with key new
features and improvements to existing featuresin Visual Studio

Tools use: WinXP, OllyDBG, PEid, Arminline, ImportREC, LordPE

1.Chinh in the henh Olly:
Use Phantom Plugin to hide Olly.

2.Find magic point:
Bp in OpenMutexA API, we break in:

7C80EC1B> 8BFF nov edi, edi

7C80EC1D 55 push ebp

7C80EC1E 8BEC npv ebp, esp

7C80EC20 51 push ecx

7C80EC21 51 push ecx

7C80EC22 837D 10 00 Cnp dword ptr [ebp +10], O
7C80EC26 56 push es

7C80EC27 OF84 7A500300 je 7C843CA7

Nhen through the stack:

0012E4F4 00B2903B / Call to QpenMut exA from 00B29035
O012E4F8 001F0001 | Access = 1F0001

0012E4FC 00000000 | Inheritable = fal se

0012E500 0012E7BC \ MutexNanme = "6D417F01: S| MULATEEXPI RED

Clear bp, set in hwbp API VirtualAlloc.Ta break in:

7C809A81> 8BFF nov edi, ed
7C809A83 55 push ebp
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7C809A84 8BEC npv ebp, esp

7C809A86 FF75 14 push dword ptr [ebp +14]
7C809A89 FF75 10 push dword ptr [ebp +10]
7C809A8C FF75 0C push dword ptr [ebp + (]
7C809A8F FF75 08 push dword ptr [ebp +8]
7C809A92 6A FF push -1

7C809A94 E8 09000000 call Virtual Al l ocEx
7C809A99 5D pop ebp

7C809A9A C2 1000 retn 10

Nhen through the stack:

001292C4 00B589BD / Call to Virtual All oc from 00B589B7
001292C8 03260000 | 03260000 = Address

001292CC 0001FFC6 | Size = 1FFC6 (131,014.)

001292D0 00002000 | All ocati onType = MEM RESERVE
001292D4 00000040 \ Prot ect PAGE_EXECUTE_READWRI TE =

Remember:
+ Address: 03260000 <- cove containing splicing code

Continue, hwbp clear, and set hwbp in API LoadLibraryA, we break in:

7C801D77> 8BFF nov edi, edi

7C801D79 55 push ebp

7C801D7A 8BEC nov ebp, esp

7C801D7C 837D 08 00 Cnp dword ptr [ebp +8], O
7C801D80 53 push ebx

7C801D81 56 push esi

7C801D82 74 14 je short 7C301D98

Nhen through the stack:

00B3AB51 8945 FC nov dword ptr [ebp-4], eax; SHLWAPI.77F60000
00B3AB54 6A 01 push 1

FC 00B3AB56 8B45 nov eax, dword ptr [ebp-4]

00B3AB59 50 push eax

OOB3AB5A E8 B1lEDFFFF cal |l 00B39910

00B3AB5F 83C4 08 add esp, 8

00B3AB62 EB 03 jnp short OOB3AB67
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Continue Ctrl-F9, we have:

O0OB5A9BE 8985 90DAFFFF nov dword ptr [ebp-2B70], eax; SHLWAPI.77F60000
00B5A9C4 83BD 90D4FFFF 0> Cnp dword ptr [ebp-2B70], O

00OB5A9CB 0F85 A6000000 jnz OO0B5AA77

00B5A9D1 83BD 90DAFFFF 0> Cnp dword ptr [ebp-2B70], O

00B5A9D8 75 60 jnz short OOB5AA3A

Here, tem command "PUSH 100":

O0OB5AFAA 68 00010000 push 100

OOB5AFAF 8D8D 40ClFFFF Lea ecx, dword ptr [ebp-3ECQ]
OOB5AFB5 51 push ecx

O0B5AFB6 8B95 40C2FFFF nov edx, dword ptr [ebp-3DCO0]
OOB5AFBC 8B02 nov eax, dword ptr [edx]

O0OB5AFBE 50 push eax

OOB5AFBF E8 4C7AFBFF call 00B12A10 <- mmgi ¢ poi nt
OOB5AFC4 83C4 0OC add esp, 0C

O0B5AFC7 8D8D 40ClFFFF Lea ecx, dword ptr [ebp-3ECQ]
O0B5AFCD 51 push ecx

O0OB5AFCE 8D95 50C2FFFF Lea edx, dword ptr [ebp-3DB0]

Take vro 00B12A 10 cal, we have:

00B12A10 55 push ebp

00B12A11 8BEC nov ebp, esp

00B12A13 83EC 2C sub esp, 2C

00B12A16 833D 00A6B800 0> Cnp dword ptr [BBA600], O
00B12A1D 75 59 jnz short O00B12A78

00B12Al1F C745 EC A7BCl16F> nov dword ptr [ebp-14], F416BCA7

Thrnh source code:

00B12A10 C3 retn

00B12A11 8BEC nov ebp, esp

00B12A13 83EC 2C sub esp, 2C

00B12A16 833D 00A6B800 0> Cnp dword ptr [ B8A600], O

3. Tem OEP:
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Back in the EIP, tem command asm "SALC":

00B5B3A1 E8 2AC30000 cal |

00B676D0

00B5B3A6 83C4 04 add esp, 4
00B5B3A9 EB 03 jnp short OOB5B3AE

00B5B3AB

D6 sal c

00B5B3AC D6 sal c

00B5B3AD 8B8B 0D/CACB9 nov ecx,
00B5B3B3 0089 8D28ClFF add byte ptr [ecx + FFC1288D],

dword ptr [ebx + B94C7COD]

cl

JMP set break at the top of the SALC, clear hwbp, Shift-F9 to run to it, then Alt-M:

Menory nmap

Address Size Owmer Section Contains Type Access Initial Mpped as
010A0000 00002000 Map R R

03260000 00020000 Priv RAE RE <- Splicing Menory

1EDOOOO0O0 00001000 VA X PE header | MAG R RVZE

1ED01000 00281000 VA X. RWE text IMAG R <- Set on bpm execute
1EF82000 00018000 VA X CODE | MAG R RVE

1EF9A000 O009EO00 VA X. Rdata exports | MAG R RVE

1F038000 0002A000 VA X. I MAG data data R RWE

1F062000 00001000 VA X DATA | MAG R RVE

1F063000 00055000 VA X BSS | MAG R RWE

1FOB8000 00042000 VA X. Reloc | MAG R RVWE

1FOFAO000 00050000 VA X. Textl code | MAG R RVE

1F14A000 00010000 VA X. ADATA code | MAG R RVE

1F15A000 00010000 VA X. Datal | MAG R RVWE

1F16A000 00010000 VA X. Relocl relocations | MAG R R\E
1F17A000 001B0000 VA X. Pdata inports | MAG R RV\E

1F32A000 00054000 VA X. Rsrc resources | MAG R RV\E

Set on execute in bpm. Text section, then press Shift-F9, we will stop at OEP:

1EF1D944
1EF1D949
1EF1D94B
1EF1D950
1EF1D954
1EF1D958

837C24 08 01 Cmp dword ptr [esp +8], 1
75 05 jnz short 1EF1DO50

E8 59260100 call 1EF2FFA9

FF7424 04 push dword ptr [ESP +4]
8B4C24 10 nov ecx, dword ptr [esp +10]
8B5424 0C nov edx, dword ptr [esp + (]
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1EF1DO5C E8 EDFEFFFF cal | 1EF1DB4E
1EF1D961 59 pop ecx
1EF1D962 C2 0C00 retn OC

4th process Splicing code:
Running Arminline, fill vro processlD, the splicing code and memory size of it, click Remove

Splices

5. Dump, fix IAT:
Dung LordPE dump, and fix IAT with Imprec:

6. Patch Vissual Assist:
From notification License / Error. Trace the contrary, we have:

text: 1ED480E7 call sub 1ED01730

text: 1EDA8BOEC test BL, BL

text: 1ED480EE jz short | oc_ 1ED48130

text: 1ED480FO0 nov ecx, dword 1F04Al1EO

text: 1ED480F6 push 0; uType

text: 1ED480OF8 push offset alLicense; "License"
text: 1ED480OFD push offset aError; "Error"
text: 1ED48102 push ecx; hwWd

text: 1ED48103 call ds: __inp_MessageBoxA

Since then, the points tem's function check:

text: 1ED47F80 push OFFFFFFFFh

text: 1ED47F82 push offset unk_ 1EF442A0
text: 1EDA7F87 nov eax, large fs: O
text: 1EDA7F8D push eax

text: 1EDA7F8E sub esp, 34h

Patch thrnh:

nov eax, 1
retn

Game Over!
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Armadillo dll - Unpacking and More

Contents Table:

l. Intro &
Preparation:
Magic Jump Il.Fix
and Find OEP:
[11.Find & Fix
CodeSplicing:
IV.Find & Fix
IAT elimination:
V. rebuild Import:
ImageBase VI.Fix
& Relocation:
VII.Reduce Size:

VIII.Ending:

Tools:

Skill Request:

[-Intro & Preparation:

Hi everyone, today | tricky to complete more of tut unpack dil for Armadillo. Can you read each of the hacnho
tut, tut of the MaDMaN ARTeam, or by the ICU Whiterat by tricky ... but at the tut then, afew points that do
not make many say you're having trouble during unpack dll. It points out this very basic, the mgjority or be
ignored, but i do with this article, hope you can confidently resolve dll's Armadillo. But before you go to the
main issues, we need to review the format type Protect Standard, Code Splicing IAT and elimination of the dll,
Armadillo applies only to protect this form.

Usually we only unpack the familiar hands of foreign tut, sometimes done in the beginning that you do not
know what is. Thisis easy to change, we have an 1. On the other hand, if you look through the science ,
sometimes you xai a familiar formulathat, solve a series of items that have never thought to demonstrate how to
start? Every thinking person is found, the formula must have the xai Y es. However, if i could find himself "the
truth”, they at least must also understand the way that we have to find out and understand what they are doing.
From the back issues: Standard Protect What? Splicing or IAT code elimination is what?

Hereif you would like to understand how fast and streamlined for not free of them:
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Standard Protectio
Qua tay Amadillo 2
IAT nguyén ik i
ven ban ik peack.
IAT tha 1
AT thir i bi
ik i3 Unpack ra trung

: IAT thuari
ik peack Qua Magic ump

TAT thur k bi
IAT thdan

Y ou see any PE filewill need to IAT (more structured PE file). When the Pack, Armadillo will Encrypt to
unpack time in memory, |AT will be so wrong with the original, some seats were destroyed by the Byte
encryption. So when the dump at OEP, we just dump the IAT is the bay, while also ko Armadillo out how to
decrypt it again. The IAT is canceled by one (or several) orders that do not jump to perform (or be does).

Therefore, it should find Magic Jump to patch it always happens (or do not occur), then we will be the first
origina 1AT.

Code Splicing
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Boan code

Qua . .
Poan code i .__i-!._ § AR THRT S
ik

Boan code

midt sedhon khac ko

wimg nhd cia fle thuic wimg nhd aia
Jump tai doan
— Unpack €l R €l R
I Jump téi do
. Jump tdi doan oan code i

£ G € Gl

Jump tai doan Boan code n

From the pictures we see after unpack in memory, the original code in the file, now has rock out another
section, accompanied spam code (code meaningless, do not change the value of how to or write variables ...). In
thefileisreplaced by the command Jump to code in that section (plus garbage code). Therefore, if you dump in
the OEP, we just dump the command and lack Jump lose some of the very first code.

There are 2 waysto fix. The dump is one more section contains the code is missing, then connect it to the dump
filewasin OEP. 2 hours, according to our men Jump command, filter out spam code, copy and paste the code
actually return in order to jump. In the hours are 1 tool to quickly ArmTooal is, in 2 hours there Arminline .
According tricky, 2 hours or more, because it creates the same structure of the file before the pack. However, 1
month and to be less than survival.

IAT eliminatio

2 models on the protection, you can quickly understand in this section. After unpack in memory, instead of the
IAT isin thefile, then the stone is out section 1 ko under other file. Should the dump, we are surviving the loss
of the IAT. How to fix the same asin Splicing Code, section or dump it out, or bring back the value of 1 IAT
section isavailablein thefile, usually selected. ADATA. And candidates Incandescent is Armlinline because it
works very fast and quite accurate.

But more needsto say, why is. ADATA? other section can be or do? Ah, the pack again, Armadillo create
section for the unpack is. Textl. Relocl. ADATA. Datal. Pdata. After unpack, the section that i have used more
and section. ADATA have relatively large size compared to the original size of the IAT, it is often chosen as the
place to redirect to the IAT. Y ou can select any section which to redirect IAT, the free copy of it available to
appropriate size of IAT. Bit more tricky for the man you will see.

Okie, Thanksgiving has enough items now xan arms and carried unpack dil pack by Armadillo. Target ki this
fileis UKHo0k40.DL L's Unikey but the latest version 4 Unikey RCL.
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I1-Fix and Magic Jump Find OEP:

DIl fileis as PE. EXE so you can load to unpack and Olly normal, it will have to borrow through LoadDL L
created by Olly 1 Main. Exeto load it into memory.

What we started in EP, you have to Hide the Anti-Debug Armadillo's farewell (IsDebuggerPresent,
OutputDebugStringA), check all ... Exception:

Hddress
EBBDDB?F

Disaszembly

EEF
MOU EEP,ESP
E

HEH durp

S5: [EBP+21]
:[EBF+C]

EBP+1@1]

It can be used JIEIEEIV I MIEZERGIEAR or scripts to fix Magic Jump. Here Scripts used for fast (as you are too
familiar to you unpack thisfile. Exe):

Iarm maglcump bt
Iarm _oep Fndeq

Type: Text Document

After the script is finished running, magic jump found and fix:

Diiaaaembly Comment

kernel32.Loadl ibrarwA

Lt 50 )
m

4= Magicdump fined

o o o o o e e
[ R F N e R B

CreateThread H
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To limit the Anti-Debug, we do not set at the top of BP function that should be set at the function that RETN
command:

Address | Hex dump Dizassemblu
= = Moy EDI L, EDI

! EEF
HoL E P

e e e i Ll |

BN
=

D3FOFFFF E
1286 ESEE 12

F9 to Break there. If there is any machine running the script and then the crash, the resolution you nhé, can use
the Trial Reset Scan file. Tmp the Armadillo and delete it and then try to run the script to see why. Un-BP go,
F7 (or F8) to return to:

Hddress |[Hex dump Disassembly Comment

Thisis the area code for decrypt the Armadillo. We do need more attention, it should also do more to trace tired,
because the area code from this, the first value that it is access to OEP. Therefore, open to the Memory Map, set
memory breakpoint on access at the section. Text:

Y T F—
[ actualize
; Durrp in CPU
: Durmp
E Search CirHBE
E Set break-on-access Fz
B
E

Set memory breakpoint on access

F9 a new, right OEP:

Addreszs

Hex dump Dizasserbly Cormrent
- A <—— 0EF here

RD FTR
. DWORD
11, EDI

So have completed the fix to get Magic Jump Full IAT and OEP fast |¢.

file:///C|/RCE Unpacking eBook [Translated by LithiumLi]/Armadillo DLL — Unpacking and MORE.htm (5 of 22) [1/9/2009 9:43:49 LithiumLi]



file:///C|/RCE Unpacking eBook [Translated by LithiumLi]/Armadillo DLL — Unpacking and MORE.htm

I11-Find & Fix CodeSplicing:

Now we'll find out this dll protect with CodeSplicing (CP) or ko? How easy to find, at the OEP, you just enter
the command CALL nearby, if you see a command - JMP to offset an outside fileie it will have CP. Here we
enter on the command CALL OEP and found:

Two command JMP see in the picture is No. 2 in command of JMP to the outside section of the file containing
the code was. We found the address 22Dxxxx form, open the memory map and find the section in this store
Memory:

=i

p=piry
(LaaLea ] g ua)

=
prafecle fecle e teafente s fe e

nnom

SR E R |

So address start of this section is 22D0000 and size is 1B000. There are many you understand CodeSplicing
machines are always located in the same position and size is always 20,000. Here you know exactly how to find
it then. Now open up Arminline to fix, version 0.95 istricky to use. Wait Arminline get process list, select
loaddl|.exe, the modules section, select UKHook40.dll.

Then the parties Stocks get information that we find the comparison with the Arminline, where it has taken the
size of the Code Splicing, but we feel careful again to fix:
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Eile Options  Help

[Slave] Procesz 1D: Ox |43I:|
Start OF T arget Code; Ox |E!?“I Qoo

Length OF T arget Cade; Ox ﬁEI:IEIEI
Code Splicing
Start OF Spliced Code: 0x 2200000
Length Of Spliced Code: 0x [fBD00

Undo | Remove Splices

Now click the Remove Splices then. Fix lickerish, including any surviving command JMP:

Analyzing module. .

Searching far Code Splicing...

Done [1 potential pages found). Scanning...
Code Splicing gection located.

Locating IAT...

Succeszs. Determining 1AT hive. .

A pozszible |AT has been located.

------- Code Splicing ------

Froceszs memony buffered successiully.

1182 zplices repaired...

1536 zplices repaired.

Splice repainng complete. Patching process.
Patch succesful,

Okie, in the order we always fix it before the new Government to IAT elimination. Now continue nhé.

IV-Find & Fix AT elimination:

To check for IAT eimination or do, | mon men under the command CALL near OEP, until an order form found
JMP[IAT] or CALL [IAT]. Here, from the OEP, to enter the command CALL 3:

s LEBP—1C1, ERA

5P-11, EDT
< [EBP+10]
: [EEF+E1

| see acommand CALL [IAT]:
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i)

=
[}

&
L1t 1
4

=
[}

r=
=

S

S

=S S

i
=)

Therefore, it may conclude that there IAT elimination. Back on the CALL command, Click right, Follow dump
itin, drag up and down for IAT Start and End:

IAT Start

FileBuffers
temInfo

IAT End

15
15
15
15
15
15
15
15

So0in C611E8 IAT Start and End in C615C0. But for the length of the code contains IAT, we must get the

address below IAT End to go except that C615C4 = Length - C611E8 = 3DC
Back Arminline, to fill the IAT elimination but that it itself has not taken correctly, hereisthe Base (Start IAT)

and Length:
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[mpart Elirmination

Baze OF Existing 14T: Ox _|I:E1 1E8

Length OF Existing 14T 0x [30C

Mew Baze W& OF 1AT: Ox |E!E‘I|:II:II:I

BT |

Now, use the box below, New Base, we will enter what is? Asintroduced at the beginning, you can select the
section. ADATA size because it contains the balance in thisIAT. But this ki we Crystal, looking for the more
succinct. Olly Move over, open the Memory Map:

We see the golden bowl is the section will be removed after unpack dll. View the size of the container is only
IAT 3DC (more space between meaningless), or size of it issmaller 3DC after redirect. But Ezsi[daMaEle size
with 3000, it istricky and alot space, Double Click it test & select Hex Bytes ASCII 16):
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But alot of space to the end of this section. And of courseit larger 3DC. Tricky selection only beginsto
redirect IAT in 8A2D60. Remember that on you, the hours will offset nay other jog. Back Arminline, enter
New Base have chosen to:

Irmport E limination
Base Of Existing IAT: 0x [CE11ER

Length OFf Existing LAT: Ox |3DE

Mew Baze Wi OF IAT: D¢ [BAZDED

Rebase |47 |

Can click Rebase IAT was then. Lickerish Redirect:

------- Febazing [AT -

Frocess memony buffered successfully,
230 DLL calls found total,

dnalyzing...

117 APl funchons referenced from 4 DLLs.
Redirecting DLL references:

290 calls redirected tatal,

Fatching process...

Frocess succesfully patched.

Close Arminline go back section of the SUQOMREI this, we see Byte by IAT was to redirect:
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Okie, al healthy appetite, we open up and dump LordPE you go. Loaddll.exe Select the process and the
modul es below, choose UKHook40.dll (similar in choosing Arminline). Click to full-dump in this module.

file:///C|/RCE Unpacking eBook [Translated by LithiumLi]/Armadillo DLL — Unpacking and MORE.htm (10 of 22) [1/9/2009 9:43:49 LithiumLi]



file:///C|/RCE Unpacking eBook [Translated by LithiumLi]/Armadillo DLL — Unpacking and MORE.htm

* o e s st ollydbg fuollpdbg.ese 00000874 Q0400000 oo
% ;i el R e R AR o llydbg_foaddll exe Q000093c Q0400000 a
@d:' e B R ordpe deluxetlordpe....  00000ARC Q0400000 am

Path | ImageBase | ImageSize
_] chwaindowsheystem32haockapy. dil 10000000 Q00=6000

......

e fukhookd0.di | durrp fill.., I ‘

3] cwmindowshapstem32ishell 32, dl

- dump partial...
[%] o windows\svstemn32hshiwao. dl

Savethefile. (retain the Olly nhé)

V-Import rebuild:

Open up ImportREC. Select loaddll.exe in the process list:

d: r:rl-l wavd iy ordpe delusetlardpe. exe [00000A5C)

d: mu}ldhg_mnaddll exe [0000033C)
0" gl = g Pt allydbg Follpdbg, exe (0000027 4]

Then Click the button dll Pick:

i EIEE

Image Baze | Image Size | M ame |
00870000 01 54000 ukchook 410 dii
10000000 Qo0=6000 sockapy.dll
RESEOOON Qo0s4000 nietapid2. dll
ADO30000 Q0097000 comctl32. dll
E23C0000 Q0009000 [pk.dll
BEEFO000 Qo0C0E Qo0 inetmib . dll
FlaA0000 Qo0os000 wichelp.dll
ak Cancel

We see this time in memory of ImageBase UKHook40.dll is 870,000. But when it is OK:

Image Baze: 10000000 Size: 007154000

ImageBase = 10000000. Very simply, thisis ImageBase original file this. ImportREC has obtained this
information from the PE Header file on disk to do so in memory of the modules, so when calculating RVA to
Fix Import, it is easy to frame and or error. Often you also having problems or where exactly do? Okie, we
open up ImportREC Option:
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M e [mporks
| Impart all by Ordinal
v Rebuild Original FT
| Create Mew [AT

Dump File
v FixEFPto OEP

| Mode Cloak [Slowerl!]

Frocess Properties

v Enable Debug Priviege [MT /2K/4F)
| Fix Damaged PDB Mwind=ME Only)

Dizazm [Tracer L1 and Loader &nalizer] Options [in HEXA]

Max Recursion |DUUUUD|:|5 Buffer Size ||:||:||:||:“:|'| an

Tracer L2 [Hook], L3 [TrapFlag) and Plugin Dptions
Time Out [in DECIMAL in 50 mz] |DDDDEI1 on

| ExactCall |

Tracer L3 [TrapFlag] Optionz [in DE CIMAL)
v Dumb Mode

 TL3log  TL3MaxEIF |

Active Process |nformation

Renormalize Exparts
[ Enable Mwin9x/ME Drily)

] Cancel

In their place, you uncheck it. If you check there, ImportREC always get information from the PE header disk
and calculates wrong. | just check in when unpack the file. Exe. Why? Because. Exe usually load into memory
properly ImageBase with its original, but the dll ko. OK, one hour Pick dIl to do:

Invalid PE Header!

........................................

Now back to this notice. Easy to understand all, unpack the file. Exe, we check in on the Option and it always
get information from PE Header file of the disc, the PE Header time in memory has been destroyed Armadillo
when we go to OEP. Therefore ImportREC ko ImageBase get more time to load it into afile UKHook40.dll
other Olly, open memory map, select PE Header intact xi:

]
50 ) 15 15 1

FPE header

Double-click on it, to all bytes of this section, click Copy to Binary & :
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Binary P Edit Cirl+E
Breakpoint P Fill with 00's
Search for *|  Fill with FF's
Follow DMYORD in Dump :
I Binary copry I
G0 o address Cir+G .
Binary paste

Close this new Olly, Olly back old Open memory map, select the section at 870,000, to end this section and
click to paste that into Binary. PE header was back:

The above are familiar with each considered the beginning of the tut hacnho. Now switch ImportREC, dil Pick
again:

Image Baze: 00870000 Size: 0071 54000

Enter OEP = 8307E9 - 870,000 = 107E9.Nhan IAT Autostart and Import Get, get it healthy appetite:

Impoarted Funcions Found

uzerdd . dil FThunk: 00032060 MbFunc: 1C [decimal: 28] walid:YES
kermel22.dIl FThunk: 00032004 MbFunc:4E [decimal: 78] validYES
rkdll dil FThunk:00032F10 MEFunz:s [decimal10] walid:v'ES
ghell 32 dil FThunk:00032F3C MbFunc:1 [decimal:1] walid:Y'ES

+-FH-H-F

Now drilling Fix dump run. for usto this:

[&T Infos needed Mew Import [nfoz [ID+ASCH+LOADER]
OEP |000107ES AT AutoSearch || Ryva (00000000  Size |0OODOACY

Ria, |0003205C Size !EIEIEIEIEHEE I v Add new zection I

ImportREC will add 1 section. mackt to dump file if you check Add New section here. Section by ImportREC
often add size to 4000, the balance of space after the Import and fix the IAT that Arminline redirect (if you can
check Create New |AT). But wereally do need to check this Option. Now, notice that size ImportREC need to
fix the dump fileis AC4. We turn over in Olly memory map, select the EZSSIlIREIs (from the beginning now,
Olly this hé Close nhé ko):
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RWE
RWE
RWE
RWE
RUE

RUE
RWE
RWE
RWE
RWE

=& TN D
A T A N

Double-click on it. Now we have to redirect Arminline IAT to the space of this section, we continue to drag
down the search for available:
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Here 8A 3000 selected for parity. From here to the last section, still larger size AC4 so we can get it asthe
"spawn of gold" for ImportREC. Back ImportREC fill:

Mew Impart [nfos [[ID+ASCIH+LOADER]
Ris, 33000 Size |00000ACA

[ Add new section

Fis Durnp

8A 3000 - ImageBase: 870000 = 33000, which do not correct? Okie, Fix dump hours, select the dump file have
now, Save lickerish. Closeto all (including Olly).

LA-Fix ImageBase & Relocation:

Hi hi, if thefile. Exeisthe last section was considered as completed. Now if you try to rename the dll file name
similar to the original file and run it with Unikey.exe lickerish load or do? Or iswhat i see, or crash. But the
best you do not try to run | do, have to restart the computer there.

Now would borrow materials PE File Kien he has to explain and concepts 2. First:
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ImageBase: i ohi nap Tauik: o 60T oho 5 ke, Ly widn o NG oo gl i frong
Fruneg nay B AOO000N, 95 1oadeer 568 of ofing nap fik: wio irong khong gian dia ohi do 1
baE izinn aai AOO000b. 10 "duc: vl 560 G @iy ob nghita B 595 Loadeor khong she’ nap fik: |
ik ohi o nén nhuy <o rdE roodok: nao khae @G chicon o wineg dia ohil iy, 94 W o
roiineg i o naana Inesacgeibaze edn B AO0000h

Remember now we dump in ImageBase 870,000, Import and fix that, should the need for adjustment
ImageBase as the dump. Open up LordPE, PE Editor, select the file you just fix Import this:

Bazic PE Header Information

EntryPaint: 000107E9
Imageb ase: Im
Size0flmage: |_|:||:|'| 54000
Baze0fCode: HI_DDEm

Edit to 870,000:

O3EIC FE Aedder Inrormmaon

EntryPoint; lm
ImageB ase: lﬁﬂ_ﬁﬁ
Size0fimage: lm
BazelfCode: lm

Click Save, close LordPE, as a complete fix ImageBase. However, the file has not run well, we come to the
concept 2:

Base Relocations Section :

Khi ria irmh linkeor fa0 ra rodi ik e, nd ohnidin bi modd nod rna Gai do ke 565 duik: anh
waar Frongg b nihdd L It T Gicn nay, innh inkeer 568 GG o dia ohil s ama doan md »
nhiiney ronse: il liSn wao frongg fik: shai: shi. NGo v B ol by do ogi fike ihot: shi kS8 dhaoe: o
frmih map 3 rodds ned o 60 ndu khding frong pharn vi khiéneg ofan dia ohi do | ihil nhilheg o
chi iy %6 bi trmh linkeor &G wao imoneg rnsage: khoneg dimeg. Théong Tin duick: ke irong
fxcdion iidic: cdio phicp tmibe 395 loador i nhifheg di ohi nay irong koadosd mocage v wily
chivmney 8% Bai chiinh e, MY kheae, ndu fninh kesadeer o0 ihe nap fike G20 nhilneg dia ohi bz
addareess duik: thita nhdin O fmmh Iinkeer dhi oiF BEn G Soxdion oo B khdneg o3in ihies v
b k3 .

In the packer, most are compress / encrypt Relocation of the file. But at the Armadillo, it do not do it, just
replace it with a Relocation to another for the packer. The Relocation section also contains the
IEMRELS to do is encrypt anything. When the pack file. Exe, Armadillo Relocation is till to
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but the dll, it does EEsilSlREISSM Should we need to properly fix the Relocation of the dll file after
unpack. Now use Olly, load the file after the fix. Open memory map:

SR R R A A

&
&
5
5
5
&
&
&

kN
RN

We found that, with Olly unpack that we use, thisfileis aways load in ImageBase 870,000. Return to the main
UPC. Enter function Call 3 under OEP, we see acall CALL [IAT] at this precise:

i . GetlUer=ionExA

Keep the load more filesinto a"fish and Olly." Heretricky selected by Olly Diablo, you can be home to one of
the aged that down on. Why in particular, because it always load dll file to another ImageBase with Olly there:

ImageBase = 8C0000. Since OEP, enter the function call 3, we see CALL [IAT] was wrong on this bet:

Based on explanations of concepts Relocation, sure you understand why? ImageBase now have another, but
because Relocation should it be wrong ko load IAT right position. When you run the file that i have Olly,
ImageBase then the other, IAT ko load isthe right place, so do file will run, or run, but failed. Okie, Olly close
of the Diablo. Back Olly there, select Memory in PE Header map:
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That is the data base Relocation. Vay address beginsin 8A1000. We also remember the first Arminline have to
redirect to the AT in this section, the ImportREC again. Should be pulled down to the seats have redirect:
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Relocation aso get the same length IAT. Taken by the group DWORD (4 bytes), and except for the start. Here
iswhere the end 8A2D27, should be taken 8A2D28 - 8A1000 = 1D28.

Note: The start address and size of Relocation must absolutely correct, if incorrectly can cause errors when the
ability to run the file because the file will overwrite the load modules in the memory.

You can fix in Olly, but LordPE used for convenience. Olly to close, open LordPE & PE Editor (open file fix):

Basic PE Header Information —

EntryFoint: 000 07E S Subsystem: | 0002 J m

Imagel ase: | 00870000 NumberDiSections: | 0009

Size0fmage: I_DD154DDD TimeD ateStamp: | 44457C0F

BaseOfCode: 00034000 Size0fHeaders: | 00001000 2 |J

BaseOfData: | 0001F000 Characteristics: 210E | .. | o

Sectiondlignment; | 00001000 Checksum: | DDDF.EEIE J —

Filedlignment: | 00001000 Size0f0ptionalHeader: ! O0ED -

Magic: [ m0B NumDfRwabndSizes | 00000OTD| + | .| | L2TRE
L]

Select Directories;
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Directony [nformation

R Size Hh
ExpoTable: | 00023710 | ooodoese .| L H]| A
ImpontTable: | 000331E4 | oooooosa| | L H]
Resaurce: | 00000000 | 00000000 | M| H i]
E xception: | 00000000 | 00000000 | | H]|
Security: ] 00000000 | 00000000 ﬂ

Relocation: || 00034000 | oodozeref.. | L H]|
Debug 00000000 | 00000000 | L | H]

Copwightt | 00000000 | oooooooo || L] H]|
Globalptr: | 00000000 | 00000000

TlsTable: " oo0o0000 [ oooooooa || L H]
LoadConfip: | 00000000 | 00000000 [ L H]|
Boundmport: | 00000000 | oooooooa || L H]
AT | 00000000 | 00000000 H|
Delaylmport: | 00000000 | ooooooon | L H]
COM: | oooooooo [ oooooooo | | L H]
Reserved | 00000000 | 00000000 H|

You fix the RVA = 8A1000 - lamgeBase: 870000 = 31000. Size = 1D28. Save thefile.

Now see the files have to rename UKHo0k40.dll not? If it isrunning Unikey.exe. It lickerish load.

Note: Some of the old Unikey as beta 4, if you do not use that fix Relocation UPX (or some other packer) pack
dil file for reduced size. Unikey.exe run, it can load dIl suon will. There is no misunderstandings can check the
file size. Because UPX accidentally find and correct root Relocation encrypt it. So where do run error. | n most
cases, we must always fix the Relocation dll unpack any time, whether any packer.

Very fortunate that Armadillo ko hé Relocation should encrypt it easy fix. If the packer will encounter other
problemsto day. Now to our final stage.

VIl Reduce-Size:

In fact also do what many do, open up CFF Explorer, open thefile, delete all section:
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£| File: UKHook40 _dump__dIl

2| Dos Header
—--|2] MkHeaders
IZ] File Header

{7 Expaort Direckary
() Impoark Directory:

() Relocation Direckary

"-1},_, Hex Editor

".'L Address Converter

% pahnildar

12} Cptional Header
=l Data Directaries [x]
Section Headers [x]

BvtelE] Drvivord Crwvord Dwyord Dwword

et Oo010AEC Q0001000 Q00108 o000 1000
rdata Q000529 Q00 1F000 Q000529E Qo0 1Fo00
data Qo007 4C Q0025000 Q0007 4C Q0025000
reloc O000Z25E Q0021000 Q000Z223E Q0021000
textl Q0040000 Q0034000 Q0040000 O00z24000
adata 010000 Q004000 Q0010000 Qoo 4000
datal 010000 Q0024000 0010000 024000
relocl 010000 Q0034000 Q0010000 094000
pdata UO0EQoo0 Q0044000 QO0EDOD0D Q044000

Because. ADATA do not redirect the IAT should delete that we do fear anything. Then edit Of Base Code for

the right:

= 1N | ISauUs

=l Optional Header

|2l Data Directories [x]

Section Headers [x]
| Export Directary
| Impork Direckary
i Relnratinn Direcbary

SizeOfinitializedData 00000110 Duword 000E2000
Size0flninitializedData 00000114 Crwvord 00000000
AddressOfEniryPoint 00000118 Crwvord 000107ES
BasenfCode 0000011C Duword 20001000
BaseOfData | ooooo120 | Dword | 0001F000

Save thefile. To open more streamlined LordPE, the Option to rebuild:

Rebuilder

Conduct rebuild the file after the fix:

Statuz windom

Dhumpfis
Realign file...

normal

nice

hardcare

Wipe Felozation

| | Rebuild ImportT able
Yalidate PE

| | Bind Imparts

—

|1 Change Imageb aze to;
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s o s s ————————————————————

Starting to rebuild UkHookd0_fidll... ' oK |
Filegize: 34000h

Crumpfis....done

Wipe Relocation.. file iz a dl
Fealigning...done

Current filesize: 24F CBR
File minimized to: 32%
Walidate PE image...done

Mew filezize: 24ECER @
File mirimized to; 82%
R ebuilding finizhed.

Size after the collapse, but smaller than the original fileis not pack:

& UkHook40_durnp.dil 1,360 KB
* IJkHook40_durnp_dil 1,360 KB
UkHook40_fix.dll

U UkHook40_not_Pack.dll 184 KB
|5 UkHook40_packed.dll 1,000 KB
e UniKeyMT exe 212 KB

Rename, file and still be good Unikey.exe Load. Considered as completed for the unpack dil pack by
Armadillo.

Indeed unpack ko hé simply copy, Lam Hung huc 1 as the host, we need to master the basic knowledge. Hope
you have alot of things from this article.

Big Thanksto: fly [CUG], RES stephenteh () for helping.

Sincere thanks:

The brother-in REA helped tricky in the study.

Typically hacnho series with tut unpack their super levels.
Uncle Why Not Bar for some tricky help pack the file Unikey
... And you all again.

Tan MaKiem

file:///C|/RCE Unpacking eBook [Translated by LithiumLi]/Armadillo DLL — Unpacking and MORE.htm (21 of 22) [1/9/2009 9:43:49 LithiumLi]



file:///C|/RCE Unpacking eBook [Translated by LithiumLi]/Armadillo DLL — Unpacking and MORE.htm

(Written by Trickyboy)
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Armadillo Exact Version L ocation Tutorial

Two methods of manually Finding the exact version of an ARMADILL O protected file
Target ......... : TARGET.EXE
(http://www.absol utel ock.de/construction/files/infobase/New/arma_version |ocation/Target.zip)
Protection ... ARMADILLO v3.?
Difficulty Intermediate ....:
Tools Needed:
1.) Olly Debug
Welcome! :)
This tut was written by: MEPHISTO (From Gods Unpacking site)
Tranglated by: kienmanowar

Posts will be next to you just how to know the exact version of the Armadillo packer used to protect files.
So first you download target used in this article was the first. Now Let's do it:) Enjoy!

Part 1:

Definition To Armadillo's version infor mation

There are many of us (especially children) do not know how to find the exact version of the Armadillo.
Some people back then that this can not be performed. This article will explain to you how to find the
exact version of the Armadillo (the exact number to each child and not aword is still "x" odious). The
method used in This was written to apply to have Armadillo version 3.xx, even with Debug Blocker, or
CopyMem2. And also one more to say hereis, at least you should know is how to unpack the Armadillo
do before you read this article.

Asyou seein this article the author has attached a file Target.exe's authors, and thisfile is Protected by the
Armadillo?.?:). After all read this article you must find out which version of the Armadillo's authors used
to packed file. Exact number of versions of this (and sometimes build) are encrypted in the Armadillo.

Part 2:

METHOD 1 - Finding Exact Armadillo's version

Oki .... we started nhé. First you load the filein Olly target.exe. After the load is finished we will be in
Point of Entry Armadillo. Similarly Figure below:

* OlleEhg - Target.exe - [CRU - main thraad, modsle Toarget] -'f' .
@ ':k Wiew E'Ehl.'g _‘_l.ll;i-l'l-‘ Options 'Illlfhdi'lf-] I-E:I_,;. 1
............ TR R
"‘ @Gk a—
Bala] wn % LJ;JJ & nlEjElT e .I.E_.LJ _j =
e 5N gL
e o000 |:;:||_|_ arge BG4S 4G6E | A RRARE ".ju,:i“
] E_é i EIF:E.H EEEI . o545 ?FL' '|-e|'
T - S argeth . G s | Ee 15
| BS Zooreers oy cha EBEZ0FER {120 | B ”’J fFEL
811 BS_ZBOFI9ER HOU ECX, EB906FES | i B3] BRaReRa
15| vEE 29 JHP SEORT Tarses 08424026 | EIF 82434008 T
| Far FREFi% REFME: - . ;
b AR =i JHIE Rl T&f-ge\!-,%ﬂ-‘i-ﬂﬁ-lé
10| ~EB Fa JHE SHORY TVarget. 09434615
SB1F| Fz; PEEFIX REPNZ:
| wEE 38 Jrie SHEOET Tarset . Bhizdbs=
134872 FD STD
FEEE AR 29 JHP SR0RT Taroet , 860 54988E
= Fas PEEF I FER:
|EB =4 JiP SHORT Target.00434662 | : ;
aEEE| CLO { EFL DadgasEe
R g— JiP Sisgeger | .
| wER &F JHP SEOET Tacocet . BB SA5EF
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f—_— S o g v 4 e -

élg?géj-:{ﬁ% EE = r_:ﬁl,g B EFL BO888286 (N0, M
234 SdREe] = S9toC 1930005 = ? SHELE
09424058 | VER OF JHP SHORT Target.B64534G57 T O et &
g‘%ji:ggg ﬁ =oFgEk E% EEH“E Bz =75 -eh:::.-rf.- +UHORH 1
G0434006| B9 THOFSSEE | MOU EDH, ERSOGFED S et
Md:qaag EFE"- qm}?;l' = e e AT e Tl :T:TE :EI'"IE-!‘; . a ]
1 STE empty 0.9
FTT gmpty 4,

_ qq& ~ .. %‘#‘ TM&?EQ}T.‘T;T;E‘?&F:E;?‘& ml;:rr:|mlmlmlmlmlmlmlmlmlmqulml Bhd A1 ZF FL E ﬂﬂ&ﬁﬁﬁﬂﬁ

o S BGB| ey W AT R e e T1udﬂx'uL-'!'Iu:"1|Lr .*<-'.l1'u'-'.q_-_.lu..e Tk R R Al iy
D AEEG | RIr WIS RS frug e ST R Tap R B8t S ) MeadT L. ?i"'?E"I"'_H_ :E-IIH}E;EB‘IB BEEE’;&E?E

4 SO vl wo 1y v By witueres — v St e P i ed T v TR W L 215 =
i 4 TEAR - o j Gl SEFDS  BElEFFLR
i oo B | S E b T 0 0 R R P T AT e o e e | W BOLSEFDT | BALSSONE

B4 EAD) B0 2wl B w L ol vl myuflu plsn s B bl F':UE-*I-"'-I'-FSJ WA FLE) N | S EFiE

Db 10 e Wl Fowi mirw i i ol Rl Bt FuE S Pl P v, BB 0t EH;E;EEE E-Elr:j‘csqtgn
BRAAAICH] 3w LDt Y e, § P o b PR LB L i s tuy- p o § BOLERERA] TTEIOBOE .S
DO44200/ T FuH wp Sl Sl S0 P i v PR e s BB BT RRISETEEN. SO IO
e B L b b dzoh EE?EEE{%
a7 H, Tl & -3 I GgelieFil: b -:~:|E" ‘-?L-'l BEASE Sp YLl b - MEIF Ml =r T E M "‘,;
OR444EC0] oy wikB-HgRBPH S0-oc FEMI GabOE s F LA 005D, SLEe CULEP PG| - HetERAA

:l Fauzead .

Now after you have selected one of two optionsisHEX or TEXT window dump ... ... ...

Next you press Shift + F9 3 times (in this case is 3 times, but she's the only hit 1 time only depending on
each machine) and you will receive a'privileged instruction. Now, the code of the file is Decrypted target.
ext and we can find the exact version of the Armadillo:). Similarly Figure:

A T T — - — e — e P —— -
OllyDbg - Target.exe - [CPU - main thread] [=]=]>]
Debug  Plugins  Options  Window Help =
e v S - arnien -l . T i _— - S e
Wi+ 3 =i LIE[M|T|W| c|K|B|R[..[S] f
. . _ LU
CHF EEX, 6405860 l CH
JHZ SHORT DEIE4FSS ECY BOOBaN0
HOU BYTE PTR SE1[EBP=11,1 E0 OOOACEES
HOU AL ,BYTE PTR SS» LEE-F"‘— 1 : : F": BORaGRaa
LEWEE\H ESF g@lZED14
RETH EEBF @alZEDIC
5 FUEH EBF Ir_':-l BHLEEESE:
SBEC HOY EBP,ESP €01 W1IEPEG
&R FF PILEEH =1 EIF
GoSE4cSs| 68 CAGSABO | PUSH @Rossco o
BOPEAFFE| &8 TRC1HI0R PLEH BRE7 /e P
64: Al DDODDEDR | HOY ERX, DWORD FTR F3:[@] a
=8 FLEH_ER ]
£ 1 B35 DB0EGE0) HOY DWORD PTR FS:[@0]1,ESP =
S2EC 24 SUB ESP, 20 ?
EE PLEEH %5}! O
57 PUSH EDI DN ERURTRRT S
9GRS E8 A4 DWORD FTR &5: [EBF=18], ESF EFL oofile24s Mo, H
Za0e HOR: EEHEEBH TS empty -UNOEH F
2210 ECF4R0ad CHP BYTE PTR DEx [RBF4EC], BL ET1 @t +UHOET
7€ a2 JNZ SHORT GO9ES0GO 271 emoty Ul =
&8 GECZAgDR FUISH SABCEES CTS BTy . PEeETS
FF15 DCEGRDgn CALL DWORD FTR OF5: [RSS00C ] =T4 .'M:_.,r.l. -LIHOEH [
BBFE HOU' EDI, EAX STS ety -LIHORH O
2 G BLEEL o Rk
a . ET7 emoTy 1. 00OEQ
&8 EaCSHoss PLEEH i [ 3
FST 4@28 ¢ 1 0 K
ERE =SG 405 aaE FCWl @27F Pres IE
:,\. Fal
ENCH] B R 'l-hl ¥ [t lll'ur bl [Hed i P el ,.l'u THWi: o = s+ W
P SADE A " LS W L T e il i TV i | b Ll_.!luh\'.llu"' 7| 8
I'""hll-'|-‘|l'lE|'" | ].l_"-'l-'lu {7 Tt B Sl T L_DI'I_H: AN R N [N -uT‘ I
[ e -.-1.\_'|I:I-": U e T 1wy il s by =l o R By e Py frud e, Tebpu®i
Il'tf --1|.|.- 3T T e ST L 'n"l'l"-l'\.ll winTwkktwsEr vl Frup —ﬂn-l
1.-:-'..--'- '.-ld.lnl"r-nl-.-'-n..ﬂn.ln wE Syl Frudep bl F B Rw IS
'?'I‘-lll"'h:-:.l-l'“'r-"{tl--l Mhela I.-:' nt =
"""'1--.-17"" J |:"'I.|.' i ) Niili] Sl & i r"d ‘:‘I‘_._n_lfr FI'l-ll.ulf‘_.l-_.. .I‘:I"-_"uu"z* &1 ZEL :::_:: '“lrrl-l'\'|4 | g
Privileged inzhuction - use Shit+F7/FE/FT to pass exception to progeam | IP‘md

Oki, now at the main screen of you, press Ctrl + B to open adialog box allows usto search Binary
strings (Search binary sequence). In the ASCII text box you type the following: armVersion> similar
image illustrated below:

* n:-]l,[ahq Fnr'rwl BXE [f'F"II main Hu‘c-ud] -J[2 LJ

. .

EI_JJ _J_I E-;IEFEIII _J _;I _JJEL'HE&I_IJEJJEJ
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= R, Lo
. EH'I:‘ EE¥, 56405268
l"'-El"-‘F I-Fc 2| B JHZ SHORT BeE4FES =
B9SE4FS4| CE4E FF 81 MO BYTE PTR SS:[EEF=11.1
:E’JEF’E gdﬁ FF FMOA) I?-;:..:E"HE PTR SSi[EEP=11
BRSE4GFER FOF
S ESF BBI2EDL4
e e 2 LRI EEP D@1ZEDIC
BaSE«FED CE RETH E=] @E“ E.EE.E.E
GEIE4FZE| 55 e e T — =
: ac = x e
REREAEN) Soe ['Enter binary string to search for %
68 SHSSAG0E
68 7evineon || ASCI  [NITesOne
G'-.I""I:-rF ":I G41 Al BBO2BH00
JEFE4FAZ| 58
BAFE4FA4] B4:
BaFE4FAE| S3E
t_l*-'l-_-u'_:h- 53
s I — T e Ty T
el 72 6D 56 65 72 73 69 6F bE 3E
UETE4FEL| G96
GESE4FE4] 32
GETE4FES| 81
BRSE4FEC]| 75
OEoEAFPE| &8
SBSE4FC2] FF
SASE4FCOl gBF
SOSE4FCE| 38F
SASEAFCD| 74
SESEAFCE| 68 BACIRGEE
= FST 4820 Cond 1 8
ERX=S55405268 FCW B227F Prec HER
§ -
e - e el ) e e sk e Rl Al o w2 . o SRR ,-..."
SR RARGE] T WA P F P LT wr T s R T e | TR T DT R LT RGT Eﬁ ;FFI-:,:H ?l:::qjﬁ[-f': RE"
BR34BT WP W e Yt SUSDRU T AP Ol e R e (B, 7 :'.-JTI..J apizencal | e r:,Fr,_-“ -
BE3340L B AT WC ] VEET T U =T ST DT s T AR T TR ool ZEDCD l'll':‘:'FFf\.l I
R L AP S 7 T W O T T T SR T W T RN AT U ET UL TR T TR B anizEnec || empaasas : B
B ] S o il 5w o S e 0l T W ST el P R D 5-r'|-'h-..l.'l"-' m—;"-hl_-r_'-ha BEICEN —
BR444150| RETWESTH purTu. o B LI-.llf'"'.nl‘:'qu\..'l;“I’l..'i:il't:'.-|rru.|': ' vt SEnoa |l B0 SEDed
s L L 2 % D RRlo S 'ull-,‘-\.l.l, s e i s s R A T T B]l:-IEPE:':IF Iv
PR o 2 0 ||_1'L|_|— By Bl S LS DM, L s e 1" ¥ e e (PR |
]WM*msmﬁﬁhmmhmm | |F'ause-:F

Armadillo's Version. Next to go. the HIGHLIGHT FIRST BY TE> right C|ICk on it and choose Follow in
dump> Selection. Similarly Figure below:

¥ OllyDbg - Target.exe - [CPU - main thread]
€] File View Debug Plugins Options ‘Window Help x

F?_LJ_J_ _J_._I__!I::]};uﬂ =] =i _L_I:I_~I£l__i_I_I_JJ_J
F EHURT EEIFIEE-E"E'II Eadn:,up *
SHORT @aRaBca; Copy ¥
IHUL i} 1
e R R osi|  Binary
AONOECZE| D61 2000 WOF BYTE PTR S5:1  Assemble Space
BERSECH]| OPen AOD BYTE PTR DOS: |
SBRREE ::-" e D BUTE BTR D2t Ll ;
seoscer| o€ es B s s *‘
i Ll v
QOROECAR| 65 616E636S PUSH EE636EG1 Breakpoint
uﬁr.af ¢ 1: ﬂ.qs DEC EQN
T =1 M.F'-m a )
AEREECES] w72 64 JB SHORT GORBECES Mew origin here
HORDE i=7f Bl JH SHORT QaRBECE;) o to
n.ll:'l:_ln::E :"ﬁ BE fcméﬁ-r BERGECEL
AGOOECE Follow in Dump
ARARECSa] 44 IHC ESP in
DORDECER| 2078 73 RHD BYTE PTR DSzl T
BORGECSO| 692A 74797055 | IMUL EOI.OWORD P Search for v B CReen
QORSECES| 30 22787364 CHF ERX. 647 3FE22 4 iRt , -
QEARECES] AT T4 CHE OH,EYTE BTR [ Find references bo L .-
wTE 63 JB SHORT BORBECDY 3
ARDEC 6E OUTS O, BYTE PTR|  Analysis ¥
.:ur.-:afﬁ,l_ g-En:?E:i:E E7E AHD EE,%ETE PTR [
DBRAECTE| 6516 OUTS OX,BVIE PTR|  Bookmark »

Dumg debugged process

| Appearance k
S < R oo ] III'-.J-.".".-.IF. AlSEE 'U'_'-Illh:c-'.-".-l'_‘!_'llll.-- ,.m 7 ll"'I.'-'Fl:I]
ll,,--:--'--'-l" St LS il il :ln.r"r.u,l‘”.."ql:u- iy e | L Y T T R T ) B I:l'-' =
[l1BE T Il w3 T i Tt Sl ST+ e 08wy § ) e (B, ThWT £-|J Bni] = ,[-I""' e
W _L""llll'.u._l_l...l’-l" il o iy =7 P ey e T e L u]'.u 7 i T ..""'.\I e
iha<dd 1 B3 iFl ¥l LT BT e ot el By [l B T e u-- Tl FrwE |-E|'-!|' :1:'!"'|':E‘-" O A | .
g f i ;.|_ bl R W o) WSy U g Wl PR T Syl P e DS R D E\ll'ui'u = ::|1': "I S—
Bod4d1 28] TEws l1a-|_-.l.1l Tiude o o B Ewill” T Pl FuilE b et rrw: B Ew*n ® 2 Lza|] baszs80l
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o

LUEEE

[S[anEE N =]

@ g Cihp
0 i« :I,?ul""

et I

G | O

MOET WCE T TR T LR T )

W WL E T e T TR LT

el
1 el T B e )l T e By e e T e UHiuunr wk |-Du| LF}“tE
SUS WSl w® o)l rvud ey W peEn e E Sy uld FreErp el E ) o FE R R B0 ] ZEL3
MET 7w bl 2T+ 5 s s B EuE Tu?-rur“!b&=5u;|—u H'u nt + L)
T LT L ':i-"-u,}'-'-u'u'ﬂ'uf“-u-l B [T Pudid Big QR LZEL

[ el i " ol = Bl k. L)

i
HE , wiL] N

o
=
33

4

a8 ZEDEE

801 ZEESC]
e TS TE ] |
Ba32a00 ]

Qo] ZEDE4)

81 FERBHE|

Kekeke

Itis then the other, now you look down the window dump Window. We will see exactly
Version of Armadlllo lulu it is growing very obnoxious:) Yeah! Similarly Figure below:

* -l,-II ;'; -'fmgmtmm - TP - imain Seead]

RS L

 GORGEC F JE SHORT GeREBCaD

e e FUSH ESI

3lateiriremmeh R ot oF B B JECSHORT  SRRERCAT

DBREBCE4| EIEF oF IE0ADER| INUL EBP.DWORD PTR DSt (EDI+SE), BASE
BERGECEE| BEZ3 ACD BYTE PTR . 0S:IEBN, DH

GeRescanl 2E: PREFIX C5:

GONDBCIE! 56: 2000 OR BYTE PTR S8:TEAXY, AL

DEFEECE]| BEEA ADD BYTE FTR D5:IEAXI, AL

e ROD BYTE PTR DS:LERX],AH

QORABCAS! 2020 AND BYTE PTR DS: LEART, AM

BOCRECAT] S0 66 CHP AL, 65

QEARECAal GE QUTS DX, BYTE PTR Eg:(EDIL]

QORDBCAA] BE 616E636S FUSH BE536E6]

POCRECAF| £d4:48 DEC ERX

BEREECE1| &1 POPAD

QBRDECES v 72 64 JE SHORT BEREECES

BBARBCEE | v 77 61 Ji SHORT BORBELET

QBRABCEE! v 72 BB JE - SHORT GGRBECED

QeRDBCES! 49 DEG EiY

DAREBCES| 44 INC ESP

QBRGECER] 2078 73 AND BYTE BTR DSiLEAN+72I,BH
GOROECED] B93A PATITRES | IMUL EDT,DWORD PTR DS:[EDM), 65707574
QBNAECEE] 30 23737364 CHP EAK, 64727802

GORGBCES] 3ATI 74 CHF DM, BYTE PTR DS: [EBN+741

OORGECEE] v 72 €9 JE: SHORT BBRBECDE

DBABCED] &E GUTE OX, BYTE PTR ES:[EDLI

DBREBCEE| 67:223E 2575 | ANEG BH,BYTE PTR D5: (75253

pERGBCTE] 20 3F CHE fl; 2F ¢
BORBBCTS| §5i16E - GUTS 0K, BYTE PTR E87[EDI) e

mmﬁmw

LT P O GO AR T - 0 =g 0 P T )

ﬁﬂﬂﬂaffﬁ
gaERECED
EEnREL T
RREE T
EENEEDED
BaaEEDeD
aHR AL
CETEEDED
EIEI!:IEE‘-J;'. ]

Irﬂvtriaan}ooqq'
s {fenhanmdﬁ
redrsvring™ il
Mg
f‘xw)
b Y {Lﬁ‘:ﬂmi
kt,: pt““hidiiﬂ
digigzi r:shtqd al
Canen

grrins el Aden LoagiDr. oo
{entttiaHaH*ED Hil#tﬂﬂi'“ﬂiﬁ SRR ing atf

"httu.h'-.u_w EMEE, II:HIEH:HJ.:..‘-E‘"-*’E-uEIJfEiImjl! 2t

-{ﬂi-ndartl-lavdua“a
- g R, Ludhoeals Loac
LEEY MR IITYDEETEY

s“ﬁus“nrln}. T
ey e diardas

s Tradosie i
}Eﬂ{frqqiﬁh=
=L GOMARSST .

:’pf‘:-{fﬂﬂiﬂ:ln r_,»
= iNSE RS2V
B 1R

e

sELY

FﬂL;j

FE@EEEDBG
Qe ZE034
Ga12E038|

i 9o0000en

EEEEEEEI-:-}
Ba12ED1 4
Qa1 2EDLC
801 2EESC
281 2EFSC

BAIE4F TR

2023
gaie
o e

2% TR
Feoix
=2hit
IZbit
22bit
FROLIL.

LastEre ERRUR
BBl 8248 L0,

empty =LHERN - F
gmpty HURNORN 2
erpty AR 1
eRpEY B, R
Erpty =L L
gnpty ~LHOREH 0
ephpty 1. SESEnn
EMpEY 1L RREE

L
428 Cond 1 80
BEVF - Fead MEH

7

s el s i
ol T G P B0 D e

L
ol

FST
i

As you see above, we have the exact version of the Armadillo not appear charactersan ™
obnoxious. Exe file here was protected by Armadillo version 3.60.

Part 3:

METHOD 2 - Finding Exact Armadillo'sversion

An easy way for you can find the exact version of the Armadillo:

When you find the OEP, and you have any DUM PED Armadillo Protected File v3.xx

X" ismore

We will open

the file has been dumped in aHEX editor program (for example Hiew) and search armVersion> by
searching by Ascii. This method will let us know the exact version of the Armadillo dumped in your file:
D. But there are also the methods are not very effective. But way or another aslong as our purposeisto

be ... ENJOY: D

(~)- Thanx All-000-000-(~ ~)
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Armadillo v3

Armadillo v3.xx Manual Unpacking Tutorial
for Windows XP
Manual Unpacking Armadillo Standard Protection + DEBUG blocker with OllyDbg then Patching Armadillo, so
we can rebuild with imports ImpRec.

Target ... ... .... FlashFavourite v1.31

Website ... .... : Http://www.pipisoft.com/

Protection ... .. : Armadillo v3.60 + Debug Blocker.

Difficulty ... ... : Intermidiate / Difficult (know alittle about debugging ....)
Tool Needed ...

1. Olly Dbgv1.08 or better

2. LordPE Deluxe
Welcome! :)
This tut was written by: MEPHISTO (From Gods Unpacking site)
Trandated by: kienmanowar
This article will explain how athorough through illustrated with detailed images, how to unpack armadillo v3
with debug blocker feature.
Part I:
Defeating Armadillo's Debuq Blocker and reaching the Original Entry Point, and dumping.
-**%% Hrst ... Armadillo with Debug Feature Blocker is the location of two of the processing Father and Child.
The word processor is a Father Loader - Process Child processis anormal file is protected by Armadillo.
-**** The address that we have been through Olly Debug is not the same. The Armadillo is newer v3.70 check
Ollydbg.exe file - so you may want to change the name of Olly for this case. Method used to Unpacking
Armadillo will be effective for al Armadillo 3.xx version, except CopyM EM 2 Custom and other featur es used
in the Armadillo.
-**** Next .... Armadillo many Access Violations (region are not allowed access), so you must configure in by
Olly add more: C0O000005 (ACCESS VIOLATION) to the exception list (exclusion list). To achieve thisyou run
Olly up, then select Options ---> Options debugging, and select the Exceptionstab to configure Olly asin
Figure below:

i Debugging options

o®)

"Commands | Dizaszembler |7 CPU | " Registers |7 Stack |7 Analpsis 1 | Analysiz 2|
Secunty"| "Debug | "Events “Trace | SFX | MStings | "Addresses |

&3 lgnore memory access violations in KERNEL32
lgnore [paszs to program) following exceptions:

@ INT3 breaks

®) Single-step break

@ Memony access violation

®) Integer divizion by 0

@ |rvalid or privileged instuction

@ Al FPU exceptions

&3 lgnore also following custom exceptions of ranges:

VIOLATION] i Add last exception |

ErTER " Urdo | T Cancd |
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|

e o) e
-¥*** Oki, now we will proceed with work Cracking target above. After such a configuration is done, we will
load the file FlashFavourite.exe was protected by Armadilloin OIIy dbg, similar to Flgure below:

(% |.'|“|'|'||.'||' e =S HEAD
DodsDuol| ES DOOBOBAD | CALL FlashFau. 88430006 =)\ B “"
20420006 ED |FOF EEP )| 2 Bererres
B430087| E0 | PEEH ERX Efv PFEE@D04
2430008 51 | PUSH_ECX ELD SrETenen
36430005 vEB @F | JHP SHORT FLashFau, 88430016 et d o
2a420608 B9 EBOFESEER | 0L ECH, EEBS8FEE I:'[:"FP' MIIS'FFFB
2a420010| 87 | FOF ES 51 pobaensa
00430011 B3 EBOFSOEB | MOV ECX, EB9GOFES e e
&l BEF
2430015 VEB BB | JHP m F L ahFau. 08430025 EIP 20430000 FlashFau.
A0 i FREF FHE B ES Gaeg I
R043001E| ~EB FS |JIF SHORT F LashFav, 90430012 SR e e
2430010/ ~EB Fé | JHE_SHORT F LashFau, 80430815 A G S5 0As3 Sobic OF
BB43081F| F2: | PREFIM REFHE: 2o B s “t:r Sz
ea430020| vEB 08 | JHP SHORT F LashF s, 00430030 Y e R :
oasz0nz2| FO !STE E 1 Fg L.'lr.ﬁg -I'_-I. TFF
@9430023| ~EB E9 | JHE_SHORT F LashFav, B84 3D08E SR ER S A
BA4EDBEE| F3: | FREFIM REF: D8 LastEcr ERROR. IR
430020 ~EB E4 | JHF SHORT F LashF e, 90430860 : = : :
go4300c0| Fe sy Gt EFL @OO08256 (N0, NB,NE
Sieke T b= m 'q.,HP 287 =, e
0943002E | vER BF | JHP SHORT F | ashFau. B943003F T et
00430050 B3 EBOFBSEE | WOV ECX,EBBSOFED R B L S
ead42Daas ar -;PW ES -\::‘T': c'lp;" 1. 5899443038
BE4200%5| B9 EBAFIRER | MDY ECH, EE9@BFEE ET4 ehoth +UROR Beas
BR430E3E| @sFD | OR_CH,EBH e i gmgggng]g?gg
BO430630| vEB 08 | JHF SHORT F LashFav. 8843094 STE enoth &.BEaERETalT
@O43003F | F2s PREFI% REPHE: R 15 Tt & e
PE430040| ~EB FE | JHF SHORT F LashFav. 80430037 | =1 ahaty N
FST 2888 Cond @ @ @ @
T Bee Rty
Address | Hex @ Disassamb Frama =)
T E T S 1 T = Bl ] L" FEIE.-;:
Ead4Doaz| CrF ) | ar Pl FOI o
00440083 -77 E2 | JA SHORT F1ashFauv. B044cFET Z TErOrRpe
Fa440008| 2907 | SUg EDI, EAX | L
440087 | —77 29 | IR SHORT F L ashFay. BB44CFO2 | e e
28440083 207 | SUB EH, AL S A FEFREF End of SEH oha
e Erirg | A SHORT FlashFaw, B8440F50 . | EEE F|End of SEH chaln
Bp440080| S | POP ER A e B o il SN
&0 v CF | 797 AR - [ ErTe Lok F rEFSHIC
e S o A i e BO1SFFEC| OOBAGAGE =
.| IFauscd

After -**** |oad complete file Olly will stop at 0043D000 such, thisisthe Entry Point of Entry Point
Armadillo ... this actually the same as the Point of Entry when afileis Protected by ASPACK .. and some look
like armadillo programs compiled C + + so0 ... But actually, thisis the armadillo. Certainly Armadillo here will
check the troubleshooting current (Prensent Debugger). Therefore, we then set in BP | sDebugger Present
function (or can usethe Plugin and skip writing this..):)

-xxx% After Set BP, press Shift + F9 3 times you will IsDebugger Present at Break:

04 EH«.DI.I.IL'IHD FTR F'= E'."
" + Ly
E- I eoe NOTE. L PO
H E £
LEA EEF.DOWORD PTR SS: [ESP-7B1 {- E
=T SP . BBC
T L 3 AsrLEERIg] you can use -~ f
2y rl.-. |F-JI|.II|JI QA= : !
el o e
JE 32. P TEIFEE * 9B kernel32.
: i . Debugger G Ea phes b aiE
i plugin for F 8 CS8alE 33bit BIF
] 1) t FTR 55: [ERP-4 H B 55 8823 F2bhit B(F
E- E ..DI":IRD R S5z [EBP-4C] !'-_-"Hy 7@ I:l'-'“ B BiF]
l e e e 0e
F [.llll"lF"[l PTR. S5: (EEP+TE] e T
i [‘. DWORD PTR DS:f<tntdl L. Htbuerylolunelnfornd | = © _'-";‘{"_; ERRUS_F IL
| BE ﬂEIUFJLjULIJ HOU ESI, CRAQ202a EFL @8Baazaz (Hi,HE.HE
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rTETeECD] FFTE ’% FUSH DWORD PTR SS: CEBF+TE] = e
PPETZECC| FFIS 2412EE77 |CALL DWORD PTR DSt{<&ntdl l. HetueryVolunelnfornd | o & LastErr ERRORFIL
P7EVZECS| BE Goaesara—  |RoUEST raaheRo EFL @0eRZ82 (N0, ME. NE
P7ETZED7| 8BCS HOU ECH, EAX e R
7PEPZEDS| 23CE RHD ECH,ESI A faeet S b L HE
77E7ZEDB| 3BCE CHP ECH,ESI 22 Bt Ay
P7E72E0D|vBFS4 53000000 | JE kerne[32.7TE7FEE R L R L
CTECOEES| 284S B HOU ERS, DUORD PR SS: (EBP-443 ST ot Smonn Dioe
FfEfcEED IS = o . -l = =,
PYE7ZEES| 8945 59 HOU DWORD PTR SS:[EBP+ES1, EAX 272 Embty —UHORN B145.
7TE7ZEEE| €A £3 PUSH 63 _ o o SN 577 erpty +UNORN 0829
» e 3210
<--- Modify this Byte to 00 FST 288 Cond 88 @ @
— . — — : T A LT
FeTe) |:|'_\«-a'g. =) ﬁé!ﬁ P'l.‘- o . A B01ZFESS| aR12FFad o
BB440002| o7 Lot i ()| eeizreac) aeedsass
BB440002|-77 E2 JA_SHORT F|ashFau. BO44CFET P e Ay e
= - g L» o S ES
09440005| 29C; R L - BR12FEAS| 0O490945| F | azhF 2. G0490048
BB44069; Eaig_gq JA_SHORT FlashFav. BB44CFI2 A e B e el G e S
oaddnen| 53t g o SO - 0O1SFEEE| DO4DOB4C| F | ashF au. G04D094C L)
hﬁiiﬁﬁﬁsg £g °° R D Q@1 ZFER4| QRAFORIE|F | ashF o, BOIFOO4E
idDBoE| o7 e | B012FE8S| 90510858| F LashFav. 08510050 =
et TR ) SLODT EachE e BO4ANGAE ) 601 3FEEC] AOS300E2| F lashFav, B8538052 51
| i | Paused

-x*%% Oki, now after we fix the test debugger, next we will conduct work to ignore (in other wordsis to avoid)
Armadillo Debug Blocker feature. ;) What we should do is make the Child Process Entry Point and endless loop
(hex: EB FE). We search an endless loop so we can stop at Point of Entry Process Child:) and we can do this by

using the API function is WriteProcessM emory.

-x**% \We set abreak point in the API function WriteProcessM emory and run by pressing Shift + F9, you will
receive an instruction (privileged instruction), just press Shift + F9 to ignoreit. We'll Break in
WriteProcessM emory. First, we break, it is no good, Break the next time we will have what we are looking for.

Similarly Figure below:

islalale o)
S EEETE FlashF e,
881 207 0d
2 20REC

R TD I

SoanEnGd
FEEzDERG

ERSEEEE2
B3l 20AES
gl 2FEEC
EHpEEE 7 1 B
B4 ERITS

SR REARE i!:'fwﬁ*F
e 537} teslir l." 1: En = af12DRES

UHICODE g™

CHLEL to W iteProcessMemory
hFrocess T BEBEEDISY

FiashFav. B842E373

RETLURM to FlaghFau, 00425014 from Becns |32 68t The

HDU EEr,ﬁﬁF
FLIZH ECH
FUSH ECH
HOU EAS, DWORD S5 LERP+C]
PLSH EEM
7T MU EEN, DUORD: BTR S8 [ESE+14 ]
FLSH ESI
‘““élﬂ&h HEL EST, DRORD- F fZzltinedl loHeProtecelirtusil
TrESTAAD FLISH EF B
TPERLAAS ML EDL, DWORD PTR S5: [EEF+2] EIF
rFEETRAT L DWERD PTR. 221 CEBP=E] . ERE oo
Frea1RAR LER ERY, DWORD BTR - SS:TEEP+141 F 1
TTEELARD FLSH R o
TTEGIARE PUSH. 48 8y
TTERLAED FI LEA EfX, DWORD PTR S5 CEBF=41 g a
7FEE1ABS : FUSH R i : R
' PE F& LEA EAK, DWORO - FTR 351 [EER-8] oo
PLSH ERR a8
PUSH ERX
L @HELDEE§Q FTR 551 CERP=d4].EBX EFL @3
L. -
TEST ERed, ERK E{? i
SERGEARE | JL kerne |32, TTESIE4E S15 on
= 14 HOU ERK, DUORD: BTR . 553 [ESF+14 ] =
TEST AL, BCC. . ... Srg o
vﬂFab SEOB0EEE JH2 keenzi32.77ECLBEE gt
JE SHOAT kernetze, resigee i
FST. 89
| )
ERA2306] f o F

GgREzTin
Gl 2Fezc  UHICOoRE ™
FPERIRFE kerneliZ.

- e el

......

Address »
Shove ASCI durnp
Show UNICODE dump

Copy ko cipboard hyl4C
Madify

Edit Chri+E

Go to ESP :
50 ko EBP

Appearance r

i
EFaused 5
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-xx%x Bregk time this second, we will stop at the API function WriteProcessM emory. Please pay attention to
window Stack Window:

Check out the BUFFER> writing the buffer is 2 bytes

Check out the Address> address is where writing is to buffer

-**** Right Click Buffer similar image illustrated above, then select Follow in dump: 2 bytes are written, in my
caseitis 2 bytes: 60 E8 so keep in mind we get ( we will have to write the 2 bytes to return to Child Process
before when we want to Attach).

Oki -**** now we will edit 2 bytes 60 E8 window to dump Windows EB FE (Jump EIP). We make Buffer
noted the order in dance forever Entry Point, so we can correct at Break Point of Entry Process Child:), like Figure
above.

-**** Now, we have Point of Entry Process Child in aloop (loop) ... we will Attach Child Armadillo Process ...
But do not allow us to Attach! Therefore we must stop ... Patch. Olly run by pressing the key combination Shift +
F9, and while running, put in a BreakPoint WaitFor DebugEvent function. (We will always break at the function
WaitFor DebugEvent because processing islocated in aloop). When we Break in WaitFor DebugEvent
function, you press Ctrl + F9 (Trace until RETN), a new line (new thread) will be created ...: P (it will say on the
bottom of olly window.). Now we will usein order RETN from WaitFor DebugEvent function, press F7 to trace
into the RETN. Make suretowrite EAX value=0if you RETN from WaitFor DebugEvent function, you'll
come to function TEST EAX, EAX like image illustrated below:

[ l]ll-rl:lh-g = FlashFavorite.exe - [CPU - main thread, module FlashFav] I ﬂ;@,@j
€] Fle View Debug  Plogins ﬂpubns unnduw Help + +

Biedx] »lu] wed 310 9 o) wieil el Kl Bl R)] 5] =2

[5]E -I- 2EEEE =3 = EH i 1 H..'
! -B;FQd E1228688 'JE FllthlU aa427TCaF = F" Lt [FF'I.I]-

ROR ER, EAX

JHEZ SHORT FlashFaw. BB&EE—‘EFE

JHF SHORT F lashF s, B4 2598

JOP SHORT FlashFau. BB4sEa0n

JHE SHORET F lashF s, dBdz591 2 i

JFE SHORT FlashFav. 00425905 1

JO_SHORT F lashFasw, 8842E30C

JHMP SHORT F lashFaw. 83425980

BE2F 1 CHLL FIEBB&77

15 88758974 | CALL DMORD PTR DS: (74037390

Ve ] =il Fl.a':.hFau EEdEEB‘QE 4

OE| DEFA_FB STF TB'v'TE P i g RS

11| A0 33613300 HOU BLLEYTE PTR Dot [COS56133] S B Ee el 1

B BCARdEa0 MO AL.EBYTE PTR DS: [458EEC] B& e s

Bl BsCa |TEE'I' ERK, EFM e
vgaﬁ G301 6058 -JHESHF':I.i-aS-hFau_BB'iEEHES

HOR ER, ERX

JHE SHORT Flashi &, Qg

P SHORT FlashFaw, 024

._ﬂ_lg SHORT F lashFaw. B4
JHZ SHORT FlashFay. 904259

JF‘E SHORT F laghFawv. 8842E9

JDﬁﬁ!jDﬂTqFﬂl_-:e—hFav BIEHE‘_

|l Z2FE l-Il.
lﬁ] ‘J'ITII'-|I.'II.’.I
A1 2f

sinlciginls -L
R4 E02C8 FlazshFaw,
RB42SSTEE FlashFav

B0 ES gazs 3

T
T s 0 O

STVTCY T TN T T T LT
4 0 6

1
L

| | Faused

-x*** Here we will assemble:

PUSH PID (PID = Process D)

CALL DebugActiveProcessStop <thx winxp!>

Y ou may have been accurate in PID Olly Dbg, by clicking File> Attach>
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Armadillo v3

There we will have 2 files are running FlashFavourite - select get correct process that is not highlighted RED. This
PID isthat we need .. :)

-¥**% Inmy caseit's correct that | have PID is 03DO, so assemble order to test the following PUSH 03DO0. Similar
images illustrated below:

€1 Ele View Debug Plugine  Options  Window  Help + %R

FE:‘_I_I _I_I__ltl_ﬂ.-U__l__l__lJ_i_l_l_l_l_[_lzlJ_i_Elﬂj_l_l
e = [ kerTne |32, Debughot LeProcessston M

J"IZ SHORT F LashF ey, 834268F5
SHORT F lashFaw. 88425905
?MF SHORT F LashFav. 9B42592R

JHE SHORT F lashFav. 99428912

| o i e
3 1 2 0RDe
) s

JPE SHORT FlashFau. 30425902 f B o
JO_SHORT F LashF a. 08425900 b ik sy

JHP SHORT F lashFayw. B9425280 EIF D24258E6 FlashFaw.
CALL FIEB&7TF C @ rhit BIF
CALL DWORD PTR O5p [ 74297908] 2=r v QiF

bit BIF

L} EYTE
MO FL EWTE PTH [IS: [4EBREC]
TEST Efe,ENR
JHE FI.-:-:hFav.DB#EEHE‘E

ORT F lashFav. 0842593F
?w P SHORT FlashFav. 0942595F
JHZ SHORT FlashFauv. pR4Z5947
JFE SHORT FlashFay. 38425930
O SHORT FlashFaw, 83425941
-\.I1P_ SHORT ful sahF ey, BR4ERI4E

L
DEaE0ROR

??Fﬁﬁ*ﬁﬁ?.ﬂ[ T

Oki -**** Hmm, now after you edit the code like Figure above, followed by pressing F8 for me to order NOP -
and open a another Olly debug while others keep the window first Best (same as we open a screen text editor,
while others have a screen is more work). Note the following when you can open your PC will slow the
process ..... | Now at the screen Olly we just open it, you choose File> Attach> Process and you have to use
PUSH (PID). When you Attach the screen Olly's finished, you will herein Olly (may be different in your
computer):

7T7F7F571 C3 RETN

7T7F7F572 8BFF MOV EDI, EDI

TTF7F574 CCINT3

T7F7F575 C3 RETN

7T7F7F576 8BFF MOV EDI, EDI

T7TF7F578 8B4424 04 MOV EAX, DWORD PTR SS: [ESP +4]

TTF7TF57C CCINT3

7T7F7F57D C2 0400 RETN 4

77F7F580 64: A1 18000000 MOV EAX, DWORD PTR FS: [18]

-x*** Now you press F9 to run and then press F12 to pause, we'll stay in place of endless loop (Infinite Loop) that
we set before! : D AKA: Child Process Entry Point. Similar images illustrated below:

* | OllyDbg - FlashFavorite.exe - [CPU - main thread, module FlashFav] [

[C] e WieW Debug Plugins Options  Window  Help 1..1-3:_'.
Fﬂﬂlxrrlllrﬁlﬁrﬂﬁrﬂl = LIE[M[T|w|c[K|B[R[..|s| Z[#E]?]
...... 1-EE F JnP SHORT F LashPau. <Modu leEntryPolnts | = |Registers (FPW) |
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T|W|C| K] B R|=-=] 5] I=Z|EE]F]
} B' T L | [L15] .||'-'
EYT i |.1|‘::_I_."-I -'Etl_-:-l
EEF TFFEBSR4
PUSH EAX TFFDF 60
FUSH_ECH 801 2FFC4
JHP SHORT FlashFaw. 08420810 Ba1 =FFFa
HOU ECH,EEBSSFEE 41crs aB1501 D
FOF ES Hadif 1 |_'."'1_'||_':|I'|~;.||'.I:|
] HOU ECH, EE9QBFER e
oR CH.EH a0l FlashFavg
BRd 2061 5 ~EB QB JHMP SHORT FlashFav. 08430825 ES
Bdznaial F2z FEEFIX REPHE: Superf L £E
4 =0 JHMP SHORT FlashFa..80420812 Bl
JHP SHORT FlashFav,. 88430815 0
PREFIX REPHE: Superfl FE B
2% JHP SHORT FLashFaw, 90420020 GS &
Lﬁ:"i ':':J 2 EEB E9 EE SHORT FLashF. Ba4E08aE :
Ba4E0a s~ sshFauv. tEvr ERROR 1
;aeu-ui:. F3: PREFIX REP: Superf | LastErr ERROR.IMY
EE SJ-D:IFI‘I' F LashFay, 80430800 . BER@3ZEs (MO, HE, HY
JAP 51942887 ey TiNORH
JHMP SHORT F L sshF 5. B343085F o
HOU ECK,EEBSSFER 3 groty UK
. S35 FOP Hodif ic enpty +UNORHM 2
i -l-:"lw-:ﬁ B9 EBOFSOEER Ho EI:H EE“BEEFEE ety  +UNOEM
BE430038| QEFD OR Shety UNORH DRGE
Be4 0050 «EE BB JHP EHIZIFIT Flnhrav.aadsuam S R o
| FREF1¥ RE Superf L = g E FEC-IE I
- 57 JHP EH:IRT FI.a!-hFa'.'.EB-iSDEE? - FET @ooa Cand @ ;a él
= EE F& JHP SHORT FLashFav. 00420020 i =5 2 FCW B27F Frec MEAR, 53
ntryPoint

DO RS Di : + By - :
= = y I‘-I |_--|-I =] PElLTelalens [T
R itoon| o998 e M AE BB1ZFFCC| B01ZDIFE
|:-||'-._|_.q_r:{||'\:; =77 E= |I-| '\-""F':I Fi El' vFav . BRadCFET E:E' I =2FFDa TFF r_lr'h:ll':'lﬂ'
G4 0aeS SLIE EDT, ERM BEL=FFED4) BRI f:
R4 0EET I8 SHOET F BA44CFSE Bl ZFFO8| @B12FF

1

F .3

-x*** |f Olly's screen is the same as illustrated by pictures of me on the Congratulations! Y ou have excluded the
Armadillo's Debug Feature Blocker. Now we will not do the Child in the process that has created Armadillo. Now
it'sjust like a protection Armadillo normal.

Oki -**** stay in laos a cigarette that has (this author does not smoke them) and as the rest of this article we do
with Standard Protection:). All that we we must do is assemble EB FE (JM P EIP) return Original Bytes. You
also remember what it isnot? In my caseit is 60 E8 .. So we change the EB FE 60 E8 similar image illustrated
below:

R o000
% ECX 0912FFES
: EOX 7FFEQ334
| I SHORT F|ashFau, B943001R —pfid s il
HOU ECK, EBEBBFEE EBE 001 SFFEa
PP ES Medif lo =] @a12N1F8
;%ICE%EBWEB ED] 0806060
: | MP SHORT FLashFav, 80430025 EIF 99420000
943001 R | PREFIX_REPHE: {suoer I e & g2 opes
03430018 | JHP SHORT F lashFav. 98430812 | P
; | P SHORT F |ashF a0, B0430015 | st
| PREFIX REPHE: |Supertl |7 &
| JIF SHORT F LashFav. 8843082R g1
|10 T8 G5 000
| AP _SHORT F | ashFav. B043080E L
| PREFIX_REPi superf I |8 & LastEer
| P SHORT F | ashFav. 98430860 vl
|ELD EFL 00000286
| P 51942387 :
| MP SHORT F lashFav. 0043083F
|HOU ECX, EBEBGFER
| POP ES Medif ie
MDY EC, EES00FER :
P SHORT F LashFau, 80430040 o EEEt‘
| PREFIX REPHE: Superf | S ot .8
| MF SHORT F LashFav. 80420837 Y @i
| JMP_SHORT FLashFawv, 80430830 el FsT 0008 Cond B O O
fa A H i AN L N Superf LD FCW 027F  Frec MEOR,S
|oi Ly
I MR TR
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]
SPEVERSD| RETURH to kernelZa
crEle riglein’ o

—
=
-

| Theead 00000430 temminated, et code 0

|| Pauzed

-***% Oki, after we change back to EIP IMP Original Bytes .. we will have IS Debugger Check in at certain Child
Process. So we will set aBP in IsDebuggerPresent function (or use aplug in). Run by pressing Shift + F9 until

we Break in function, the function to fix that it once more for Child Process.

-x*x% Next we re-set at a BP function CreatThread (some armadillo ... you haveto break in function
SetProcessWorkingSetSize). We now run again by pressing Shift + F9, occasionally (in this case Thereis) we
will see aNag Screen and is Armadillo’'s Time Trial Nag Screen:), thisisagood sign:) So when we dismantle it
then the exe file will be cracked:) Pretty Much) (~ _ ")

-**** Time when the Nag up, they click OK and we'll break in CreatThread. When you stop at CreatThread,
press Ctrl + F9 once, and you'll come to melenh RETN 18, press F7 to traceinto the RETN ... ... ..

-**** \We again return to the Armadillo's Code, and we are very close to the jaw Call ORIGINAL ENTRY

POINT! We will stop at a code fiddling follows:

5e POP ESI
COLEAVE

C3RETN

Traceinto thisRETN -2
And we will position the following similar picturesillustrated below:

OllyDhg - FlashFavoriteexe - [CPU - main thread]

i

(& Ele™ View Debla Plagins  Options  Window  Heip

IEI_!_I NI R P S J _I_I_I_i_l_lﬂii_i:iJ EIEI_I

P BOOSCEED
CALL GO0 S
FALL DMIORD PTR OS: [0
RO DWORD PTR D53 (071
CRLL BODGEEH

i

aFC :I

o
T
&=
-
I'|'I
B

JHE  GHORT LU il
[0 DT, OO0 FTH ﬂs.-: CEAH+GE]
chLL  pabeoc |

HOU EL, DMOED PTE DS1 (D718€01
FLISH TR_DeE1 1

e

m
W= 0=l
el L L]

PUSH
CALL OOSHEC i

PUSH ER=

PO G, MOS0 PR OSe 007 1M
FOU ECH, DMOED PTE O%: £ EEM-ra)
MOR ECM. DWORD PTE Dp L ERMeSC])
WOR ECH.DMOED PTR D51 [ERM+14]
SR EDI
CRLL EDE

=

ED
FIOLE ERGE  EBX
POF ESI
P

P EEH
RE TH

el
S—-This CALL EDI is CALL OEP1!
POl EEY-ERY 2o Set a BREAKPOINT on this CALL EDI

|Disassant Ly

TOGELFHE | RETURA to BoDELE =,
BOA00000 | F | 555 F S oo 00

20142300 =

| | Faused

-**** Set at aBP Call EDI functions, then press F9 1 times and they will function at Break Call EDI. When we
break the function at the function that is called OEP function! :
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pressing F7, we'll come to adifferent code like Figure below:
~ | OllyDbg - FlashFavorite.exe - [CPU - main thread, module FlashFav]

R
TR A ib T LIRS vl
E :'.-::i""': Hell yea wIE“mnd- it? =] =t -
198 |PUSH FlashEau.0941 the Original Entry Point 5 i
&8 30404100 |PUSH F mrﬁ.m;ﬁl of our Target file!
%—:m EAO0E PTR FS tmtm - 2
EC &8 SR EE;&E& . . tl:' “1"5 ﬂddrm Dovwmn!
PLUSH ESI EIF o9d148CC
PUSH EDI -
65 ES MOU DWORD PTR S5t [EBFP-181,ESP
De HOR EBH.E
&0 _FC POU COWoRD PTR S5 [(EDP=41, EBY
Bz FUSH 2
1E 44754188 CHLL DIBORD FTR 0S: [4176441
POP_ECK

13CF4103 Fl OR DWORD PTR DS: [4iCF1@).FFFFFFFF
1CCF41l8a Fl OR DWRORD PTR DS:[41CFIC],. FFFFFFFF
A= 54 108 CALL DWORD FTR DS:1L417E4

EEEHEHE%HE%EEME

1E 83
B0 FOODES 19 MO ECH, DWORD PTR DS: [(41CEFC]
25 oL FTR _DS: DERKT . ECH
1E 4CTE4108 |CALL DWORD PTR DS:C4176401
B0 FECES 1o MO ECK, DWIRD PTR DS: (41CEFE])
oG 3 DD FTR DO5: CERGCY . BT
ENTES 108 HOU EQ, DWORD FTR DS:C[41755071
3} Efel, DWORD FTR 05 CERK

A3 14CF4 10D 0L DH'E*[I FTR D’SIE-H 141, ERx

CF .
ES Eiﬂiﬂg;ﬂ CALL F LashF s 88414050
E'El!.g:'?'ﬁ: laa CHF DWORD F‘"F; 05 410078, EEX

TE JHE SHORT FlashFas . 04 1404F
&8 SR404 188 FUSH FlathFas. 90414050
FF15 54754180 CHLL DWORD PTR DS:[4175541

CHALL FlashFawr. 80414042

MO EAM, DWORD FTR OF5: [41CEF4 )

HOU CWORD FTR S5t LEBF-&LC ], EFX ":-J
W a o ek d i sl

L s

fi- SHORT F|ashFaw. Ded4cros

-x*x% YEAH ... that in theimagination: D .. We've been doing that. The Original Entry Point is 00414BCC. Now
we will conduct the next job iswith thisdump file LordPE! . We just keep Olly screen (do not close) ... Open up
L ordPE, Highlight FlashFavourite.exe Correct Process | D with you in Attach Olly. Right Click on the Correct
Process, and dump (Full) ... and save the file has been dumped into the installation program.

-x**% Congratulations! Y ou just have OEP's armadillo + debug blocker rui it; not the currency must not do ... .... .
-**** Hope you Olly still open, the next we run the program ImpRec. At screen ImpRec ... we chooseto file
FlashFavourite.exe Correct Process|D. Enter by OEP to measure the real OEP formula: OEP in Olly -

I mageBase 00414BCC = - = 00014BCC ImageBase. We enter this value to the OEP in ImpRec, then Click to
select Auto Search IAT. We will be similar to Figure below:

" Import REConstructor v1.6 FINAL {C) 2001 -2

When we click IAT Search.. Show Euspftj
the RVA box Fills in.. this case the RVA is: '
00417000

dont bother with GetImports.. Cause they are fucked :)

| Module loaded: ¢ \windows\svstern32\urlman. di =1
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Loy |
mngulre loaded: rmﬁgnm:watemgiurlmpn.dclll“ =)
odule loaded: o owshaysternd2hverzion. = e
Moadule lnaded: ¢ \yprogram files\flazhiavanteimeycpbl 0l Clear Log |

Gistting associated modules dane,
|IT|E B ase (0400000 Size; 007 D4EIE|EI

OEP |_=:rmqnch mETAuGsEsEh] | Rva [unmm] Size un ]

HVA_ Size |DO00OBES | [v Add new section

LoadTree| SaveTree|  Getimpotts | Fix Dump |

e e ettt e 2 o
-

-¥*** Once we click to select IAT AutoSearch, next we will fill in valuesfor RVA thiscase ... | iISRVA

I mageBase + = 00017000 = 00417000.

/ * Note: Always Save the RVA Address down. After you have the RVA ADDRESS you can close Imprec ..
Now, | know itsaBitch ... but we will have to restart .. Crack and the Debug Blocker Again ... Make sure you file
you Dumped from olly with LordPE.

Save OEP RVA and addressin atext file ... ALL restart and Olly Debugs ...

(dont be confused, we will have to attack the debug blocker again tho (which sucks), in order to crack the Import
methods of stealing armadillo.) * /

Part 11:

Defeating Armadillo's Faking Import M ethods and Reconstructing the ImpREC with Imports

Some -**** Armadillo Patch can be easily ... | wrote all the directions for you to understand more clearly about
Armadillo’s Import Stealing .. Sometimes this accounts for very little time .... but also when you take along time
can find the place to patch.

-x*** Most Armadillo have the same technical Patching we will discuss in this next section (sometimes with
some technical Armadillo Patching quite a bit different), so part 2 of article writing will still be used more in the
next period.

-x*%% Oki, in writing this we will need to add Defeat Debug Blocker again. So please proceed to the steps as said
in part of the message (unless you no longer remember what they have donein the a)). Now after you Attach to
ProcessID ... Correct Patch EB FE E81t0 60 ... ... .. blah blah ...

In -**** window dump Windows, and select Righclick Dissassemble to seein the dissassemble .... Press Ctrl + G
in the window to open the dump Window Goto dialog box: typein RVA and we have been since the ImpRec ...
before you writeit does not it? Olly will bring usto address 417,000 ... .. Now we are again Right Click on the
address RVA (417,000) selected Beak Point> Har dwar e> Write On> Dword. Slmllarly Figure below:

BEE’rFBD
S0 YRFERDRG
”EH TFFOFaaa
=P AELZFFCY
Egr DiaiiFFFaE
AT e
EDT AR
Eif G8430806 FlashFa

EE BAZE 32bit
LS Ba1e 32hit
S8 a9RaEs B2bit
5 BEES  S2biy
FS @es8 gahir
G5 eered  BEILL

F838383: s

oy 'T-“'.-"‘F’
=, (0 5

i pA420023| ~ER B9

H RE4SnEssl  Fas
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E Sadifnis BRI il e §|

R
B SD0E3 | ~ER ED Search For ¥ Mamory, on writs E g 5. BRen MEL
f B sDEES ) F2n -

i 00430005 | ~EG £4 Find peferences Ctri+R C 8 LaseErx ERRORLI
b SR a0  FL

Hardware, on access EFL OBOSEEEE 1 MO, MR,
| 0420609 - E9 5955 - View sxentable file &

&
i 00430008 | VEB OF Gl Hardware, on write » i E";;ﬁ
- 'r

ol

H eoqi0oz0| B9 ESeFs
i Gadzpeas| 67 Hardware, on execution Word
H Bousonod| B9 :

ik |
m
o
o
e
a2
g
-

5 0a430038| GEFD
o SD0an | BB B8 e il
H 6nda0asF| Fo Hex : o g

ET7 EDE Y E’I.E‘-

.21
FST e - Cond & 89
FLW &EFF - Preg M

} 3430040 ~EE FS
jEaine [
] S &t

! B0 20e4s | VEE o8

i Bodones?| FD Long
i £5430848| ~EE £9

W W " ¥

BEELﬂ Wﬁ
@01 20LFa)
TFFOFame)
i ; B?CECCF4-

g a8 r.FFl:c-'
el ZFFDL)  SREEsHDE]
FFF?FFFF'End of SEH chain
?_Eq§EBbI§E handlexr

Appearance

|60 BYTE PTR DS:(ERX], 0.
|_Fﬁiﬁ...ﬂ!ﬂii..ﬂ]ﬂ..ﬂﬁ.‘a_[l. 21, B

Oki -**** after you haveset hardware BREAKPOINT> on Write> Dword at RVA (417,000 inthiscase..) ...
Remember that we still need to Fix function API IsDebuggerPresent .... So let's set in BP that function .. click
Shift + FO until we break .... IsDebuggerPresent and Patch.

-***% Next press Shift + F9 until we receive anotice Nag ... Click OK at Nag Screen ....

YES! We Break: Hardwar e BreakPoint 1 at 00xxxxxx <address doesn't matter>. Similarly Figure below:

- (] l
- L]

«x nnua : dﬁ-ﬁiui wg@a ﬂl
DODSUrGC| FF2495 GOEADSO| JP DMORD PTR DS:(EDNe4+DSEGSE]
PRDS0F4C| SBCY MU ERX, EDI ECHM mmlarr
PEDSOF4E| BA_QS00000 EDX, 3 E0Y GOBEa26a
QaDsOFSs S3ET B4 ECH, 4 ERM SRRAARESA
BR0SOFSE|~T72 BC SHORT PODSOFe4 ESF @012ca0n
BBOSOFSS| S3ERQ a3 ERx, 3 EEi—" aal2C4De
BROSOFSE| @3CH ECH, ERX ES] @@0DD014c
BeDSOFSD| FF2485 7TeOFDSes DWORD FTR DS: [ERX®4+DSDF7E] EDT 8417064 FlashFa

BElSOFed) FR2420 cSEBDSOD DWORD PTR DS: [ECH=4+DSESSS]

ZTE empry +UNDRM 1F5Y

R LEE R R B R R

QeDSOFEE| ‘2@ EIF IIEIEIDEEIF-IE!
aelshFel| FF245D0 ECOFDSD8 DWORD PTR O5: [ECK#4+DSOFEC] C e Fobit @
BB0S0F 73| 98 E B EC
BE0S0OF74| S80F OS EH, 805 a1 Askit @
BO0S0F77| GBACDF DSORDa0F BYTE PTR DS: [EDI+EBXeS+DFDBAG0S], CH 28 it 8
BGDSOF46| 5507 B0, ECx 28 b s2bic 7
eaDShFEa e
QE0SOFEZ| BROE AL, BYTE PTR DS: [ESI) Bl]1 2 &5 eose HuLL
PEDSOFE4| B887 gvTE PTR_DS: CEDIT, AL 0 B LastErr ERROR S
BROSOFSE| SA4E 81 AL, BVTE PTR DS:L[ESI+1] e i
ot At e L -
E1E H =T B -

G| B e .8 £19 every e g0
aaDs0Faz| S847 82 BYTE PTR DS:[EDI+21,AL T2 empty O, CRQDEOEE
AR R S b
DEE| el & Bl 2 T4 evpry . 00G0D0

SHOR

HOL

DM

ECX

EDX

e L BW0RD BTR ES:CEDIY,OUORD PTR O h R
oy I-HE H b ST7 empEe
B r o s ek R A oy T
: ; . 4 !
S 2 2 Ol e gons 15
BISFF (decimal S119.1
: —== —— = : -
LRIE - 2 m"'_":"'bl : I ea12Ca04]  Boeoopez =
B041 7005 Pooo ROO BYTE PR D5:LERX]. AL 7 fetital N 2 SRS
adp i B R EAE Eehpes e e 9912C4E0|| 99417606| F LashFau, 00417600
Pa417007| PEeR ADD BYTE PTR DS:[EAX1,AL bt 2 e Tl
80417063 BE0a ADD EWTE PTR DS:[EAXI, AL S S iEAl) ascpOLaR 1]
28417006| Be0a ADD BYTE PTR DS: [EAX],AL R SLAER | Snpaeaa
22417000| 0090 ADD BYTE PTR DS: CEANI, AL R e SLEL] Bodene =
B341700F| 2000 ADD BYTE PTR DS:CEAX1, AL S GB120IFN)] euseaLl <)
Hardwate bieakpoant 1 at 00D5DF43 - EIP points to next instiuction [ [ Paused

-**** The position that we need ... (not exactly where the armadillo stealsimports ..). Press Ctrl + F9 to Traceto
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and press F7 to Trace Into and you will be like illustrations below:

the nearest command RETN

A = - oIRRRART,, (HRRGHEE R R R R R R R R R R

LER EHH;DH}FEI PIf, 554 BP- 15441 i Tan e T
PUSH DWORD PTR S50(E30-1544) S
FiLisH DMORD FTR 3 R T
FOU ESG4; OWORD PTR 551 [EBP-; 4883 : Boiscace
POD BRE, DHORD PR S5: (EBP-1545 ] 1 ZEF)
PUSH ERi 3 Brazy
CALL MOnD PTR 09 [Des1ia] 4 s
O B, DEORD PR S5 CEBP-15301 : "
PUSH DMGRD PTR 26 (LR 2960 ] Hiedh
£ 3T Pe3E Bbit
CHLL O90SIEFS F 3o CE DR ZERit D
S SEUSSTER B e
g 1S0706 o1 Ae0 DMORD PTR DS EDF1O52) @ £:9. 00 DRk Jbir-R
SEEoES TR NS WD piR soitemor19D31. 167s EJls B £% Suse sobir
£4:C785 BBECFFF] MOV WORD PTR &8: (EBP-1380]; 0BSF3 o8 bl ;
C74E FC ©100G0GK 00 DWGRD PTR &% [EBP-a1, 1 B o LeitEre. ERfOR.S
a9 Doueaan MO ELH. 6 d enfitdoh i
Ea 3 BOCH P X, G5 EFL edasdad i {5 NE,
22c2 HoR o O ST eupty <UHORH & {
E g 25, S swossce: 97 ey e o2
| conssems €0 S8 THT &8 Sl '3-.?'?‘9'-‘*3{";_'?*"
| Bonootns | 6613996 DOESEEEY MOR £NC MORD PTR S2:(£3P—1404] 3T mwoty. HNORN 168
ggggﬂw £3:3695 S0CCTFE| O S WORD PIR SS:1s ZTE s UNGRD. 1FS
8 -_'-._?JE-_F: w = 0 '\3"-“ 2 : B :.'.: .'}' i
2es2] i ERLED7N FOU ERD, SETR05r (0718607 STE wroty . GOURNOMG
SEEC B390 E@ISOTOS | AU EC PR 053 (07 1886] IV aeany ORIV
8B40 74 P00 B3, DUORD PTR DS: [ ST A Bl ] a e
: 3341 14 WOf: EFG(; DUORD PTF 0S: [ECHs14] P57 daga: . condd LB
| oot G380 EBIS0TEE  |DU ECH.DMORD BYR O5:£0%) B 2 HERR,
jl mesiecy) 331 Ic 0 ECUOMORD PTE D [ECK?IC] !
BEEAE O
B0
]
BOEDE
DBOOREES
BALEIE 1 B RECEY MK butzon 'E'_J
B EQEgED :
PARA G
BROTE 5
et jﬂ

-¥*** Now ... When you get thisin place in Armadillo, remember what the same ... (in most cases you can see a
call to order me VirtualProtect after ADD ESP, OC ..) thisis easily the best to be recognized. (a lot of these
patches are the same ... but some can be dlightly differnt.).

-**** \When we in the same image as illustrated above: press Ctrl + F9 you can get access indoctrination or
nothing ... Press F7 if you get Access Violation. If you receive a Hardware BP isthe press Ctrl + F9 ... how is ...
you will end up here: eventually:)

| B3BD BCESFFFF & CHF DWORD PTH_.SS: EEEF‘-:I.E-H] a
LD} ~BFEE JEQDIS00 Z DERSC

| 2380 BCESFFFF @ CHMP DLORD PTH S5 [EBFP-16441,8
| JHE SHORT B@8DSASEs

T]Iis
LER Efi, DWORD PTR S5: (EBP—18641 jamp
18
taken
'

| FUSH ERf

| cAlL eenseacy
| FOP ECM

| POP ECH

| Pu

| PusH &C
| LER EEi, DWORD PTR 551 (EBP-1864)
| cALL @pOSEELe

| POP ECH

| POP ECX

MO DWORD PTR S5: LEEF-18681, EAX
E CHF _DWORD PTR S5 CEBF-18681,8
BBD'EF-‘IEEE

:-_|ﬂ|_ "l"- '-\""
EIF GE}CIEQEIB

| g _sHoRT
| PiisH_DWORD FTR [EEP=176a1

SEBE DSEFFFFF | 10U ERx, DWORD PR £55 LEBF- 18681

a0 | IHE Ef

E0 | PLIZH

EZ 12440008 | CHLL @RDEE9S8

=5 | FOF ECx

5% | FOP E

GA B | PUSH &

GR_0a | PUEH @

EDEE SCETFFFF | LEA ERX.DWORD PTR £2: [EBP=1064]

=) | PUSH ERi

EZ | CALL_@00ss7eE

&
L]
A
%
3

F | Hou DwosD P'I"E SSy[EBP-1644], Eﬂ:r!
SAEA BEESEEEE & FHE RRIASN ST FERS 1244 —
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£a PUSH EAN T 4000 Cond | 8 @
Eg gscarere CALL @ac4eres FEu OoSE  Eoas NCaE
BCESFFFF O PTR SS:[EBF-1644], EQX v el
EB:EIJ BCESFFFFE i |:|1P nmnﬂn PTR S5: [EEF-16441,8 =)
| e BT _SHOET ARNcAcl]
A
| Disassembly =)
[LODFD SHORT F LashFane, B-ans.l"-'?.l'Fr :
(==l p
WLAT EYTE PTR DS5:[EEX+AL]
RO EE. EEF I "0K but
JA SHORT F sshFav. 084 16FF3
RHD BL . CH
S8 SHORT FlashFaw.88416FER [
RRPL ESF, EDX
ROD BYTE PTR DS CEDK],CL
BES E_FE, 34ceae e
[ [ Paused

-x**x% \WWe will be likeon .. (in my case) you might break .. Further Ahead (1 picture down ..). Trace until having

jumpedthefirstorder .anditistaken .. sotakeit .. and you will be here: z

u-?S 5?
SE4S 82

ge0a

CY08 gzeapagn
BF BERS

g5

E|=74 BE

8085 R4ESFFFF
g385 18DEFFFF

ac
39835 RABEEFFFF
585 1805SFFFF
FF1E CasaDeaa

58

FFBS 180SFFFF
£8 D450DE6A
EEAS &8

FF70 B4

e

R4ESFFF

thwmh_-;phmc:punmmwmﬁ:

EIJEF I A8 ) s 1 __I.J_L_I_L_IJ_E_I::J_I_

| CEE
| PUSH DMIORD PTR S55: [(EBP-1544]
| CALL_@aD45a06

E AHD EBYTE PTR S5: [(EEF-164C). 80

R == LE]
:-I'IE SI-I:IFIT E!BDEFEEl
| HOU ERX,.DWORD PTR SS: [EBF+2]
| HOU DHORD
| HOU DWORO FTR OS: CERK
F| HOWss
| TEST ERM, EFI'.H

| LEn EAX,DMORD PTR S5: (EBP-175C]
| HOY DWDRD FTE ESIEEEF-EHFEJ.EFH-C
| JIP SHORT BBDSASFA
{ HOU Eft, DMORD PTR SS: [EBF-1760)
| HOU DWORD FTR 55:

| CALL DWORD PTR DS: [DESaACA]

| PLISH ER

| PUSH DWORD PTR S5: (EBP-ZAFa]
| PUSH 2063004

| HOU ERX,DWORD PTR SS: [EBF+2]

ER, PTR D52 EE%‘#.’I
ERX,BYTE FTR 55t [EBP-175C]

JE SHORT B@DSASEE

CLEEF=2AFA1, EAX

SH WME F‘ER DO5: [ERK+4]

| POP ECH

| oW ERE, OWORD PTR DSz [OF16%C]
r|:|1.= AL, BYTE PTR DS: [ERX#14E7]
EH'TE PTR ESHEEIF'-EFIEE" HL

o = Tan T on]
—

Ir.I:ILIF’II SHORT F LashF av. Bed16F a7 (i 4

.:nTF"";FFF' [EEX+AL]

) EB¥,EBP

'|L"; FlashFae, B34 16FF3
=L, CH
HORT F lashFavw. 084 16FER
AEPL ESP, EOX
| ROD BYTE PTR DS: [EDK], CL

=, =

OllyDbqg - FlashFavorite.exe - [CPU - main thread]

'|E| File View Dshug Ph_rghs Options W‘indnw Halp
EI_I_[ _|_I o3 33 ]+ elE[MT]w c|k[BIR[..Is] i=[E]?]
BOSASESD 'PUSH ER- isters [(FPLD
SOShicr| BEeS 4SEEFFFE | HOU ERX, DWORD PTR S51 [EBF-1488] Csll H E LashF &
@385 BOESFFFF | ADD EAX,DWORD PTR 55:[EEF-1650] 3T B
E8 | FUSH EAX mwiwlProdent D
FFIS 18510608 |CALL DWORD PTR DS:(D&S118] EE
) g e — -
) | TEST EAX,E ‘ s mot ‘ =22
‘| oFe4 7Bozeoee | JE oEDEAYES +——— EDI
©| 23RS 94E7FFFF © AND DWORD PTR SS:[EBP-126C1,0 o
: EL oFEEed | |HOUSH ERR.EVTE PTR DS:CEAXT ‘ ; ‘ i
e ISHT LIS | 5 H [ el ~ - T T - "]
eo0cA7 12| 8508 | TEST EAX,EAX . d—pli el £9 B Qe abir 8
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o [l'-'l-'lr'-":'- gFBEﬂngE o QEHS}C EIEIE B?TEP;¥H‘S§§E[EH;§V ! Bk i EBDEHEFB
A.l. 15H = | " H = b= > 5]
a 500 \TEST EAX,ERX _ i—rl 9 K3 5
| +@FEE acalapaa | JNZ eBpERS2C ™ 1 e &
8| CV8S 44E7FFFF BgHI:IU DWORD PTR SS5: [EEP-1E£EC),BD4:62EB2 A 0% 9
C785 43EVFFFF ¥ HOL DWORD PTE 55: [EEFP-18EZ], 8046377 E1 == -
C7YE8E 4CETFFFF 9 MOLY DWORD PTR SS5:[EEP-1Z2E4].80452 ES BO0G T 3
C78S EREFFFFF MO DWORD PTR SS:[EEP-1£ES8),8D4:5208 v :
S5: [EEP-1SACT, BD46315 LastErr ERROR S
[EEFP-1ERE], 8D4£21A : o - =
[EEP-16RA4 1. BD4E21F FL DeoReazis (NO,
EBP-15A01, BD46324 emoty ~UNORM CIC
EBP-129C1, BD4634A Dty TIMOGH Eas
EEP-1898], 8046378 e o g L
: EEP-1594], 8045282 ép:: G +|‘| i RH [.,: 0
| BF-15321. 80463 empty O, "'"|'1|'1|'1|.'|":"\.
=l Mo [EEF=122C], 80452390 bl z
i MO S5: [EEP-1&882], 8045208 c ér':,ZJ o
R/l MDY DWORD PTR 55:([EBP-1284],BD453AD sheLy o IFS
g{i"lﬂ'ul DWORD PTR SS5:[EEF-1E£80],8D045382 ; = Y
HMOY DWORD PTE SS:[EEP-187C]),BD453BT FST 4088 Cond I a
2{MOU DWORD PTR 5S:([EBP-18721,BD46324 lFfu 627F Pree MERR.
41 Moy DWORD PTR S55: (EEFP-1874).804534R =l 7 .
: [EE120993 10001 74Fa
Dizsassenbl ) =)
] ashirawv. Ir
| RAM @ ’
| XLAT BYTE PTR DS:CEEX+ALI] ;
| AHD EBX, EBF
| JA SHORT FlashFav.@0416FF2 ,
{ HHL -:_,LH A, T o
] | JA_SHORT F LashFav. B84 16FEA SEsisI peL L] SO Taivton o
e :::EELE E ;r :-: nS e CENT . | e ARaERaaa
[ oL By L =) AAABARHA .
l | | Paused

-x*** Now isthefinicky .. not to be mistake ... .. if you have previously made afew times and then ...

easy to eat cakes:) .. INZ execute that in the picture above ...

And now you will be here:

m
20 FRogoa@s
~BFES A7EEREE0
E‘BBEE S4ECFFFF
2985 4ECFFFF
SBES F4ECFFFF
ZEBES PHECFFFF
i

48
5585 S4ECFFFF

e} Eile View Debug Plugins Options ‘Window Help

LGS < 8 e T o] s 5 O O E_Ef;'ﬂ_l_

c6: 8EE0
B6: B985 40ETFFFI

MOy @, WORD PTR DS

HOW WORD PTR 55 [EBF—iEﬂCEILFIK
Moy ERE DWORD FTR S55: [(EEP-136L]
| IHC EfX

IHC ERX

HMOL DWORD PTR 55: [EBP-136C1, EAk

@FB785 48E7FFFF|
£a

- T X

I‘I:I'UZH Eﬁ&B?TE FTR DSIEEHHJ
= o Thex pemp iz bikrem
Eﬁ,[ﬂﬂﬂﬂﬂ PTR 55: [EEP-136C]

MOy OWORD PTR SS5: (EBP-1236C]. ERk
EFI:-:.DH.II:IHD F‘?Ft 5-5 EEBF— 361

H':IUZH EFIH WORD FTR 55:[EEF-18C8]

FFES BCESFFFF f m‘ﬂ PTR S5: [EEP-1£44] This Call
HEAEEEEFF ;ﬁghLDm P‘III'E S5: [EBF=-18EC]1, EAX = The Tt
g errTeT o g v i s isece
FF15 CBS@De@d | CALL DWORD PTR DS: [DESECE]
B3FE 32 | EHF ERX, 32 to be patched
» 75 B8R | JHZ SHORT @RDSAZAZ
C78S 94E7FFFF €I HOU DWORD PTR 55t (EBP-186C1, 0458CA
2| BZED MMETVFFFF @1 CHF DWORD FPTR SS:[EBP-18€C].@
9|75 30 | JHZ SHORT 8B8DSASES
SB4S 82 | MOU ERM,DWORD FTR S55:[EBP+8]
SED | MOW EAM, OWORD FTR DS: [ERK]
C700 93000068 | MOU DWORD PTR DS:C(EAXI,S
FF1S COSADE8G | CALL DWORD PTR DS:[DSS8CH] FST 4808
£8 FUSH ERX | Feu o27F
FBloHTED EEB?E-E 48EFPFFFF| MOUZX ERR, WORD PTR S55: [EEP-18Ca] ~) i
Stack S5 LODI1ZUCTCI—DO0D00GS, (ASCI] " rrersbas lo_string@0U s char_traltsEDestdeelrsal locat
Address |Hen dump Disassenbly & AT )
BRdivooe ~E2 95 L.DHF'D SHORT F lashEau. 00416k a7 r_,l U,_:;"" Ea
2| D4 b R T N pays
¥LAT BYTE +AL D 801 2¢ ASCTT it o
a1 EFES AE] 2
a4 15FF S :':1:’:13 l';
sE1dd | ¢ s _1_1f .
- g 1 EFER U::‘E
’ e ] -~
CEDK], CL :J] G ] :-J
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GB417880| &304 |Gl ESp.EDR T T BU1ZLSOC|  BEREEYY

|L--u-='_.'uur BO0R | GO0 BVTE PTR DS:CEDXI, CL | BBlacs1a "“:“:'.".':'?. =
o S 2| peioCoi4| AoOGOH0S o,
| | [F‘aus&d

-x*** Technical method of Armadillo it is encrypted part of the code (Encrypts Part of this Code) ... and then in
code .... Work on it simply will Armadillo isthe code for you .. we'll patch in a dance party in order code is good
code. You could observe Call function in Figurein:). You can get out is Decrytion Code because it has 3
commands around Call function that, by the order are:

FFB5 BCESFFFF PUSH DWORD PTR SS: [EBP-1644] <--

E8 AOB1FEFF CALL O0D45A1E

8985 94E7FFFF MOV DWORD PTR SS: [EBP-186C], EAX <--

83BD 94E7FFFF Cmp DWORD PTR SS: [EBP-186C], 0 <--

-x*** The Call Decrytion where we need to patch Armadillo, so we restore Imports. Highlight the Call to
function, and press Enter> Enter will follow the Call Address (because as you can see .. thisis not call Executed
just yet!). When you follow the instructions, you will here the same as Figure:

- t'#.i.-'

EEE RN T

BESAEGTF

BN

o Rt =t :
DEOAEACE 65 301B07E0 | FUSH B07i530 B ko TEe
BEO4SAZD| FFLS SHS90696 | CALL DWORD PYF DS: (DSSe356) ° £ ) eor ERis
BRIAENaZ) - GEAD G4 i30D765 HOL: ECH. DWORD 2TR DS [D7i354] Uil EBR BEta
BELEEOEG) B FaaRDess MOy ERM. DORD TR DS rD&BSFal Fra o nnns
E:'E‘{'dEa-'IEE 32FF HOF EDL. Elt*' o5
Eonan RS S81BCMEa 0L DWOREG PTR 050 [DF 18981, Rk b
G =RAs | 3BCF CriF ECH. =lsTul=]
BEDEOET | 12 HJE SHORT f : e
BE4EQ4S ) BBA1 FIOL: EAM, DWORD 2TR DS: [ECK] ot
BED4SR4E BBCT ohF ERM.E a2
BOD4SHAD| ¥ 76 0D JE SHONT oudsase |32
SX4Sa4F | 8E1E 8050768 0y O, GWORD ETR DS: [0VIEEL] 53 FE
BRO4SASS| 2%18 SUS DWORG PTR DSiIERNI. 20% Y8 e
[T A = i L QD0 ECH 4 R -
BE04ERER| ~EB ED JiF SHORT 6804 B i
BEJAEREC  gRe) SCia0Tee | iy Eiﬂol:m F'Tk DE ROFI&2C] R
BEMEHE2 | 3BCF CiP ECY.ED EFL - B
BHEESREG [~ T8 13 JE SHORT m‘iﬁﬁﬂ BT mrot
BED4ERGE| - BE3] f0k EAX. DWORD TR DS (ECX] ETL ampt
BED4EECE| SBLY CHP_ERY, EDI Sry o
GEDAEEER v Fa 80 JE SHORT B604547% e hen
geDashelt| - 8R1s 303078 MOy EDM, DWORD 2YFE D2 [D7iESC] ZT4 E:'ﬂ-'l:.

"K.':I-CIEFIT._ 2518 SUE DWORC PTR DE: [ERK] . E0F ETE -e:"::-t
oed4Sars| BSCH 04 BOE ECH, & ol
BED4EA 7T ~EE ED JHF SHORY ERes ETT srpt
BEIACETS) AL DS 18DTes HOL ER. :mm TR DS [D7icDsd - )
BEASHTE| BE PUSH E3( Fiul B398
GBD45AE0| BFR77e 2 HOGZX ZS1,MOAD PTR D50[2AK=I2) =)

R e ] R
T T e TR BT ‘2?,53%"? * ose 9Cd
- SR ZC4F 4] | i

Eiag ] PR o Han B RIZCSES) 2
BRI FERL| - 07 AT EVTE PTR: [S: [EBM*EL] LA Goi3Cars| soneend i
Gited 1 PG LAY NG ER. ERR BEECAFT EGD"%EEE AsCTI 2 BnliE £ 0
Bk TaET E JRSHORT FlashFay.00416FF2 e R i
B { TE@T| - 2200 AN BL QaIZLT04  D00GaRIR £
004 | TOBR| =77 Rl TR SHERT FLashF s, 084 16F80 Saleta0d) - ReRoRwR
G § THA0 ARPL ESF, EDM RN B

0 b v i LT T - | kB E S Y k) -,
GR41700F 99 A0 BYTE PTR DSz LEOM], (L. | ERTE AL =

-**** Now when we were here ... All these jumps are just shit and shit decyrpting .. Therefore, in Olly we scrall
down the mouse a bit until we see some order NOP (about 4 or 5 orders NOPs). Like Figure below:

s EEE

PUSH ECX = & o
‘a'aﬂdﬁﬂjdl ="?§ 2 PLZH W ’Tﬁ £8: LEZP-B1 | EED BOE

pepeEEST| B3 SGRAFFFF CERLL | B E’IEI-L
ﬂﬁrlni“-'ﬂ.-l"l aranry SR Anaoky Filils = i'l.lmr: PR M PO RRR | B3 —..—1.‘5
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GaD4EE33| Firg Fe PUSH DiRD =R 83 (ESP-82 Ry
GA0AEEET| EZ 3EBAFFFF COL: BB03IE] Ers Gz
Q304CEEC| P00 SelShYed OV ECK.DWORD PTR 0S: LOViZSe: Bl SFEE
aultEns ) e5he 19 A0C £5F.19 T EE: aood
8a04E538| S3CF CHF ZC.ENT £ 1l EF Gais
QED4EEET v 74 18 JE SHORT GHLSEE  Eir anis
gRDaCH20| £0a) HOU Cox OMOED BTA 0S: (ECK] £ Bend)
PANSEREE|  2ACT CHF ZRX_E0] EDT Boie
QA04EEE0| w74 0 JE SH0RT BRCASES :
GEbSSESF | 2515 SC1BGPSE | HOY S0k DWORD FTH 05 m‘hﬁt:r EIF @glo)
gapsEa4s| 2318 A0C DWORD PTR DS:iERX], g ES
0E045E4T| S3C1 B4 PG ECk, 4 SRR
GE045E40| ~ES ED JHE TG RG o=
2apsce4dl 58 FiF £8 pe
BE04SE4E| 28 HoF e e
QE0SEE4F | 3@ HOF T ity
0R045ESE| 56 HOF S
QED4SEEL | 31 HCLG E0X, EC =
ga0sEEc:| 8d PUSH E3 EFL oo
OO045ESE| 2348 T IR SYTE PTR 06 [EAK-2F1,C, 5T@ enpt
9O04EESE| 5389 ESISTDEC | HOY DWORD FT# DE:fECH+EC7013E5], ECH SPL et
Qa04585C| 2439 60 TEST BYTE PTR DS: (ECx+801. 275 brot
OODSEEEF | ZZECOR B M B, BYTE PTR D5: [ ERM+EEPo4-43] AL i
9e0sttcs| B8 62 nigl cH.£2 A i
ganstEes) £7 (ol 3TE St
OO045EEE | ES 6F 0T &F, Al 212 omed
9E045EES | 6386 11 AFFL DWORD FTR DS: (ES¥eil:, EDX £13 oo
QODMEEEE| 4@ ING ERM it !
GAQMSEEC| RS 3T05 WORD FTR ES:(ESID FST 4Boe
98045EE0| B DEC49BEL HOL 201 61850408 ErY BoTE
gobetive| SBACES AVRS4SDZ|SUE BVIE PTR 0S: [SDK-EBP 2+0E4SABRT). € 2 ]
EE
T kel i . -} 551 'Ldei Elfi:gr{%iﬁ _}[
§ 0641 7882] 09 08 6 e ot

i pod 1 7o0d| D7 HLAT BVTE PTR D5 (EEHHALY 3 o ] By R

i 30417065| 2200 a0 EEx, EBF N IShare| DaOnsele ARGIL. DK butyon |

| 00417007 |-77 ER JA_SHORT FlashFav, 08416FF2 | e

00417005 2200 £Ei0 8L, CH 2a1atEed) Doonoeno ]
i 6841 7RBE]-77 A Ji EHORT F LashFaw. 93416FBR e B e :

[ Go417600| saDd BRPL £S5, EDN Ba1 St ot

F = | H = 2 Felre RS ] ey ML

| cod1700r | GdeR AOD BYTE PTR DSt [EDNI, 0L | B e =it

-x*** Save the address of thiscommand NOP ... (welll cal it: The Decryption NOP). That is the position we
Patch Armadillo so we need to rebuild Imports by ImpRec tool. :). But the file that we are in aload that Olly
Debug Blocker .. so we must set up a Hardware Child Process in BP, the hardware will not bpx Save ... So we
need to save the address of the command by NOP by writing this address a text document. Next we press Ctrl +
F2 to Restart Olly again ..

-x*** \We must again Defeat Debug Blocker again .... Attach the child process and v. .... Now when we Attach
Process Right, sure that we still need to Fix IsDebuggerPresent. So in the screen of Olly, we set up at aBP
function IsDebuggerPresent ... .. (you wont break oniit just yet ... if you do, patchit ..)

-x**% Press Shift + F9 2 times, followed by pressing Ctrl + G and enter the address of Decryption Submit we
have recorded a text document, then set up a Hardware in BP Decryption Submit this. Finally you press Shift +
F9 you will break in function IsDebuggerPresent ..: Fix IsDebuggerPresent so only the owner chan What else ..
Once you Patching IsDebuggerPresent, continue to press Shift + F9 to Run program, we will receive Nag isa
screen, C|ICk OK we'll break in Decryptlon NOP:). Similar images illustrated below:

BODISEAD HOP ok —
BOU4EE4E] OB M E:-:!?f g%g’g
BADIEESE] 98 P EEY Sone
SOD4SES1] 2206 KOR 3. £ il esp emiz
BO0SEEST] - B30 FC HOU CWORE PTR S50 [ERF-$1. QY A EER Bo1s
2an4cEssG E- F'NE BE FFFF| TE=ST WORT FTR S5 [EBF+E]: 3FFFF EST &a
SEDERECi TS 88 JHE EHORT QRL4ERs ) EDD goaa
BEDASESE! 8RS0 eC A E3M, CWORT FTE £35: [EBF+C]

eolsbiel &7 FUSH ZDi ETF ob0
SaiaEEL - FEIS 4500650 CALL DWORD 2TH DE: LDESSRL) oa i ES
BO04SEES| 2S4S 78 CHP DWORE PTR £5: (EBF+E1, QM L8 e
BODISELE|wTE B7 JNZ SHORT DBC4EBT4 A
BO04SEED| BE £S720659 MU ECK.BOE7SES AR -t
FEATIE R 7 H e 2 22 ARl SETRET PR S o i -t
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BT B JHE SHORT BDeC4SBid &
i SoDgEELl - By LESE0008 P B0 B Foii i
I BROEEE 2w B Bl JUiEE GHORT Beahes
IDESE TS U000 SHP NG5S G DDRD 2T 0D LRGP Ee ) 20 :

| o s e T FEW 05 SO SRl

F i B3 Y35e5ane o FEACIE 1
8535 SGUEDEGS | MU EST.CUORL PTE DS: [DEC2E83 9 Las
£ FOL EA, CuDRe FTR CS5: [D7iSE6] L ERALIR
TZET 2¥TE FTR DS: [ECH+2] 3 B
JE SHORT ZBD45EQ4 :
PO EDM . CHORE FTE DS: [EAXSEC]
HOR EDM.CWORC FIF G3: [EQwes8:
MOR EDM.DWORD PTR DS: [ERM+1CT
1250 L 89 -
JNZ SHORT SBC4SDET
PG B0 ICEOMORHCE VTS s RS
bl LT ) NE N e I TR TRl N R
HORL N GWMIREE PR 15 LR 54
¥OR EDM.CUORT FTRE ﬂS:[EH}HcE"
HOR EDM . DWORE PTRE T
C‘1F l:".-.l!l.'.'lp*-.. _FTr 3:\» [EBJ"*E] EGH
|:|:|I:. ELH: oo

 Cissssank iy

F it acvenie Dreskinoirl T s BEGASRAD Paused

-x*** Now we can see orders jJumped after testing ordered by Test DL, 80. 2 orders jumped below me Test
command. So we or submit orders jumped JE. We conducted Patch dance in order to make Amardillo never
interfere Imports:). Leaving us with about 6 to cut thunks
-**** \We have to remove me from BP hardware orders submitted. Y ou can make by clicking> Debug> Hardware
Breakpointsin Olly.
Next -**** run by pressing Shift + F9 once
(READ FIRST):
(IN MOST CASES:. When you make this patch, the EXE will not Run .. you will get a privileged instruction
or somthing like that .. and you will then fix with imprec ..)
But in this case, our exe file will run after we Patch! SO! We just unpacked Arma-Fucking-DILLO. You still
keep windows Olly day too? Do not Close:) s
-**** Now we open up ImpRec ... ..

1.) Enter the value OEP (00414BCC) - ImageBase = 00014BCC

2.) Click to select IAT AutoSearch

3.) Next click Get Imports (Now All the imports will be there! FUCKING HELL yeal)

4.) Select Show Invalid (Show invalid, select all invalid thunks)

5.) Right Click on the Invalid Thunks and select Cut Thunks
theinvalid thunksareleft by armadillo .. and arejust surrounding the AT ... (sojust cut theremaining
thunks)
-**** Now all are Thunks Valid! Finally we choose to click and select Fix dump dump file that we dump before!
-x*xx HMmmm We go to Olly and breathed avery deep .. to relax after a process of stress and fatigue ... then we
run the file has Dumped + Import File Fixed up .... HOLY fuck! RUNSSit!

-**** | hope that with what they have trans will be a number of medical problems Armadillo v3! .. Dueto limited

capabilities should not translate correctly the steps of the author but they have tried hard to trandate this article
offers alittle something for not only myself but for them all Members of the REA and BQT:) ... ... ... ... Thanx 4
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AllJ
000 GreetZ 000 and Special Thanks:

Computer _Angel, Moonbaby, Zombie, Benina, QhQcrker, RongChauA, Nini, Hoadongnoi, the_lighthouse,
hacnho, Deux and all my friends... .... All REA 'smember ... ... ..

Thanx to -****- authors of thistut -**** -
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Armadillo 1

Armadillo x.xx - collect sand stone

He backpack, | used to do arm as claimed chung steps to MUPing road. The new start-aged
lovers of the tart surely not sure this bit and never sold the bags to first, why, because it is
too sour, too spicy. | say | fear the thang SlI, but | do thdng Hai Hung is thdng arm, she
pretended that I rock eyelash bags, | did not fear in the complete end of IAT, which fix dump
bong thang ImpREC it reports "Can not add any sections. Very interesting, | had to unpack
many soft pack with arm but never dare to put pen to write a tut called unpack. | actually
said, the manufacturer of the arm as it is insane. Who lives each ver it has more than a
dozen options to protect the approximately 30 months to protect. How many it has not been

back to New ver. Each home page on its bags blindfold to see dek dare. Hi huc forever with
v4.05, khoai too light it up ver 4.10. Each ver it all add more new models that protect the

excellent way the people . SecurityTeam parties have announced a bug's OllyDBG. The aged
do not believe, as | read IuGi information about security, should a target load the bags onto

Olly Shift + F9 it crash. | edit Options is the size. The following are ver apply bug
(OutputDebugStringA API, arm function used to send the string Olly overflow error based

caching, summer summer, the crash is) to make an anti-debug the arm. More in http://www.
securiteam.com/windowsntfocus/5ZPONOODFE.html

Currently on the NET about 100 tuts written arm, sufficient enough in style, but all originated

from Cracks Latinos. Since then many tuts the cover again. Head of the mem ku Fly pier,
then Exetools, Woodman, BoadAnticrack, UnpackingGOD, BIW, RET, ICU, ARTEAM, RES is
next to last and snd tSRH, month tsrh insurance is not the best ever written only tuts unpack

and release. At AVATAR / RES () is a group of emerging professional arm, both employers

SoftwarePassport release ver is it release the patch inline line. Good boy! Vietnam also has its
three aged write some tut unpack arm typically aged tlandn wrote the tut unpack crackme by
VCT, aged trans Com a tut group Cracks Latinos, aged hhphong bags to put together written
tut see: D. Today | Decision hear your baby sitting hoadongnoi cover all tut or to a general

basic tut from easy to difficult for the aged convenient searching. All the tuts | have written
this way to look at the bags, which means that many of the other org tut but reading

performance in line, some months it written that there ulterior, dek read out many belgium.
When you write a set of hands, | also know cha never complete new again. Each target | lost

about 30 'to unpack + + photograph should think cha bit to ever ... ever!

I have a hand in her basement lang 50 tuts should also say ver arm which | was playing
well;;). One before started to unpack your arm is to be patient and very privation, as if it was
not clear what price you are out of place sitting not only publishing it on the ice for one.
Remember to unpack only a passion is not the final points of cracking. If you unpack not only
do not have the problem. Bags here, do not unpack the bags soft line to unpack her bags in:
D.

To read the tut, asked to select Hide White Space in WinWord.

1. Tools used in this tut portfolio simply have only a few:
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Patch-OllyDBG + + 2 hours AntiDetectOlly v2.2.4.exe patch type anti debug | just said
above. How to patch attached:

a.Cach 1:
_Load OllyDBG on target. R-Click Search for select-= Names in all modules.

__Cuon Screen down OutputDebugStringA search function.
_Double Click on this you will function on the CPU window, you will at this address:
77E949B7> 68 2C020000 PUSH 22C
_Armadillo Will call this function, we must patch, assemble lines from 22C to PUSH
RETN 4. Done, see Figure attached:

TestDbg - packed.exe - [CPU - main thread, maodule packed] =81 x

[C] Bhe wiew Debug Plugine Options Window  Help =18 x|

S{ux| »nj ﬂﬂ ¥4 W] =i I-JEI_ITIWEHJtI_IJ_E_iﬂ_I = F ]

a| Bagisters (FFIF

Parsen {labsan]) i cuerend mmodubs ChrikeN

E .

Backp

Copy b e Ctr+F
Birvsry b Safpusnos off Cofmimands Chri+-5
...... Snpremie Space Conshant
fabed . Binary string ChrleE
E::ml J . Alintormockia caks
Al commands
R trace L
Al socpusnces
[Faslioni Ersr &l coretants
Mg grigan here ChrheGray * &l swichies
Goto L Al referenced bext Srings

P in Durng ¥

Uiser-defined label
User=giafined commenent

Sparch for

Fird paferences o
Wy

Cogry b0 sxecutable

Aryalysis

Heaan Vis

Credarfions Ratum Address
Uira String Reference
ipenerate Fundction Fowchark
(eneer st ¥Fefs From Graph
Zanarats YRads To Graph
Carnp delusgged process

[l g of process
Bockmark ¥

v W vV W ¥ w wRJ
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vl Ty L | Casmger
- Bk HEGEE Cipsiei [ &sh

PASCACHRE Tewrdpoo) . idats | [ROOTE . O T i t sk gy
FTOS0EEE BERL: | tent Enport | OoeninoutDesktop

TPEERACE Earnd |32 edun Expin sl el T

TTEESS Y kerne |32 Jtawt Enport st o8y | ot M

BEFCAAS Tadrdpca! . (dEES [ B fflut end
BEMETPOS packed | odatal | [moors DBt #u A
TTEREEN] kernelE2) . tawt Enport | Opanfletaxd

BSOS Tod e o - ldans I P B (0T TR
SrEZ1eE]l EernelZEd] Jtawk Enpork bt P el

MEICRESE Tedrdwca' . (dBES [ mce (penPracais
FTET2EZE kerhe |32 raun EH s O FrocEsd

BUACAREL Tewrapoo . ideta | [roort DpenProcessToken
TrDOSF oD ADUGE [ 321 cede Eparn Oipaire Procarid T ok dn

T20a] 2B RFCRTS o TR L FeCsir Do PFrocess Token
.'-I EETM0T kdrne | 52 . Eaxk Enpore DpaeProf | lélherfscoing

Fi TTOOEESE DDAAF1E2) ek EHiprairn Oy S0 e e 1R
T DL LAl DR ] 52| ek Exnport O S0MEn yrge T

Tolg ] 3C4 RPCRTS s B I sy Dpan ST Han i
FTEFS e kerne a2 tent ENDoTE Il i e D -

FTEEASA. kernie | 2 . E@uE Enpore DpanSympshop gl

TrDEEZ4F ADMPTZ2) .t E i piny-t Ol S 4 | 2ol

FTOCEIF ] MDURE 32 Ltk Enport | OpenSery ool

TaialFsE RFCRTSE e I P . D v Sl s g el

FrEFIOFC kerne L2, JTaxk EHDOTE b P and

TrODIESE AR &2 . eaxe Enpore® Opan Threasd Token

FSBA1 330 APCRT4 LT [ Oty Th i aed T ool it

TPEIBA06 ADUEF1E2) . tout Ewport | OpenTraced

TTELIRSCF ADARFTS2 edue EHpGTE Ot T il

it EE4ESD 5'?I"'I'I|3_ +TERE ENpOTT [ FAR A Bl g

TTEFZATE kernw L32| . tant Export OpanilaitableT irmeri

TrEEETE USERSZ A Epaaan [T PR T S Y T =]
rEHDEE IPSER2E o CEME EnpoTE oy oS 6 e L ceni el

'."."!'.."“.'"il'!l‘_-‘l'!- HSUCRT o BaitE EHpoTE ofsrn_oiFfhahd L

FTCECSTE MHEUCRT BT & EH ot oip LAk f ore

TICECPCE MSUCRT ~dat s Enport OIHT

TriziF 28 HSLICRT S Epasan ST
LR 2 HEUCRT SRRt EH DT & o4t eed

BICHEAAD Tedrdwco . (dEEs | Pt B Qigk pat gl aSer (n gl

1213 -\.lLEEU'i'B\_ TR LR s i © Pl T Db @S 1 LB

TTER9ET kerne |32 cteuk Escort | OutoutDebugStrined

FroD15Ie ADURF]T 32 crde I s I'.h..!p-.-'.l:lrl‘.rd-.‘l__"..rllljﬂ-

JTEHEDED kaTne sl Jtawt Exnport OutputiDeiugste inghl ™

TTCDDF 20 HSAUCRT o B E Enpogt TN

BT Dtk i T [ P & Farck DOE [P s

Friiaianl \PERRE LEauE Enport P DO R e ey

FrdBies USERSD B Ex PainrDetk oy

0o IRERSZ o TR Expork PaimtHeneBar

FrienidTD GD1G2 - EHEE Expare Paiat F:?

7631240 THHZE | .tewn | Impore sEElT

Address | Hex dump | Disassembly | Comrent
??E'E'f-l'E'EF?' | FLIEH 1

pticon

O : 41, FFFFFFFF
RETH

A1
FEFFFOFF - 1= tembetau LtLCIO
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x
IRETH 4 R

¥ Fill with NOP's

Addres= |Hex dump Dizazzembly Comment:

b.Cach 2:
_Buoc Such as 1,2,3
4 Buoc patch instead of the 22C PUSH RETN4 we do the following:
_Xac The address of the function kernel32.0OutputDebugStringA with APIAddress.

|DutputDebuzStringh «|IOXTTES4957 @ KERWEL3Z. DL Get| 7 | X

_Go To address both found, scroll down to find the screen to order the end of this
function form:

77E949BA 33C0O XOR EAX, EAX
77E949BC 40 INC EAX
77E949BD C3 RETN;

3 _Binary copy lines. To top jaw, paste 4 bytes to Push 22C.

ImpREC 1.6-Final

1.0-APIAddress

- Re-Pair v0.6

Some target-(unpackme and soft).

1. Let's Unpacking.

Speaking before one, in the following tuts I will not speak to the anti-antidebug again.
The aged know from his duties when kernel patch load target. Under the order, | will write
the first easy-tut, tuts hard to write the following. The tuts | have written sucessful
unpack, rest assured, only the aged thang unpack wrong but | do not write wrong.

Tut # 1: Armadillo 4.01a (Public Build-Trial Editon)

OPTIONS: Standard Protection, Enable import elimination, Enable strategic code
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splicing, patching enable memory protections.

_Load OllyDBG on target:

Hddress ||"|E".'-I: dunp [Di.E-E-E'SEI'Ihl.!.I [Emnt
EH-EEIE‘ES F- H

ESP
:
g 20 rut 1. BR4EAEZD

EE 2RRBSZ00 cu T . B0 3EE %E handler installation
S Al BR0EEE Mo #. OWORD PTR FS:L81]

3
B Mo FTR FS:[@1, ESP
} SUE L=t

_Chon Options in OllyDBG:

¥ |gnore memony access violations in KERMEL32 %

[gnore [paszz to program) following exceptions:
W INT3breaks
[ Single-step break
[ Memorny access violation
[ Integer divizion by 0
[ Irvealid or privileged instruction
[ Al FPU exceptions

[T Ignore alzo following custom exceptions or ranges;

OEEDFADE a
s0000004 [SIMGLE STEF)

CO000005 [ACCESS VIOLATION] Add range
Cooono1Dr [ILLEGAL INSTRUCTION]
COO00OTE [IMVALID LOCE SEQLUENCE] ::]

A AP AL I P ke L T LT

Delete zelection

_Sau Patch the kernel, press Shift + F9 to here 29 times (30 times to jump to dll system,
31 fully run, the trial has informed the press OK to ignore, the regged is similar):

Address |Hex dump |Disassenbly | Comment

o0 | HOP
3+ E3_S7@10000 JHP EEEEEE!EE

EC

RETH

_Nhan Alt + M to mem map, select the section CODE set mem brkp access:
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gy | s HECdd L8k U LumeS~W 1HD

D iny CPLI
Courngs

Search

et break-on-access

_Shift + F9: | OEP:

Address |Hex dump |Disassenbly | Corsven t
BE#BIBE‘ I
4

ZBF71, ERH
rur! BAJE2ASE
DNDHﬂ FTR LEEP+8]

cut . 084812 JHF o USEREZ. GetDlaltemTexth
OWORD FPTR 4828F71, EAH

and see:

FE header warg| B 4 F
e ag) B Mat tieu cai PE
woores  |Ins3E | HEADER go'i!

or

wOigvice™~Hardd i skUo Lure S~ [ HOOWS

BE4E200E | BEEa1EE tut ]
BEAIGRR | EEG108a) turl
28| BaEa a8 turl
BEEAREa| turl

20| BAA19098| tut | . 3

0| SR 2008 Tutl . dat E1E ek Imag

__Sao Up of coffee, they have set a new mem brkpoint they also see the word PE Header
mu. Phone, adding that word to do so belgium hours. Hix, learn the process protect the
Dillo, where they have this where | do, they only destroy full table of the PE header after
dump completely: D. OK, open a OllyDBG other target tutl.exe load up, press Alt + M,
double click on the line:

Memory map, item 28

Address = 00400000

Size = 00001000 (4096.)
Owner tutl = 00400000 (itself)
Section =
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PE header contains =
Type = 01001002 IMAG
Access R =

Initial access = RWE

AR | G =H HsULE "TE™ Ls EXE Sianatuire
BR4E0082  SHE0 8958 i y 2.0
@R4EE084 G200 8092 Backup

2348808 G988 Saae C b
aB4Goocns G400 a004 opy

BA40000A 8  BFOD BO0F

Ctri+E

:
B

@B400ABC.  FFFF

S2EgdEg2ddgEe

PR4EEBaEaE.  Baaa [sestzial ;

goiscais  Ease 06t Sl A s

shaccols  oan o el EAT
| C or

pRdBEals 4008 Ja48 T

ABdEERlA 1Ae8 Ba1A &0 to address  ChrsG

BRqEaaic a8 DE &8

BB400810 @8 DB 80

LB P [

_Tro OllyDBG the original. Also double to 400,000 addresses, and drag the mouse to
400,000 ... 400FFF, select Binary paste:

E G R g e e M EE R M= | ME R e e s e aaa
AE480010 BS B8 BE  Backup b (G608 69 BE PO ........ s
BRAGEEZE| B8 BE BE < BE BE BE B0 BB ... .eaneeano..
GE4GE02G| B8 B8 BE  Copy b |88 D2 ES B9 B8] .cveunnnnnns ..
BAAGEA40 | BA 18 BE g S =+, . L=t..
g!:.h-if.:gﬁi;:z;.ﬂ JEE Einaty 4 Edit Ckrl+-E Lol s
BE4ERRGE : ; S, ; In under
GO4Gon 0| 69 6E 33 Breakpoint ¥ Fill with 00's B e
BO4GEAZ6| B0 BE G SR
Go4nanon B8 ae g Search For b Fill with FF's
BA46ERAG|
Cdonco BB B ge  Gotoaddress Chr+G Lo pEEsEs
BE4EEECE (B8 B0 Bk Binary copy — |LlliliL.
o) :
;:'iﬁ?m O o Hex » Binary naske e e
e : 0 oo pdvpn oo PELILLL LA
b o T e B
b BE B8 S8 B0 G8 .i......l.e.dPo
BA450120| B8 48 BE | Ann b 166 B0 10 B6 90| LB .. B ens

_Bay Dump hours only, select OllyDump:

file:///C|/RCE%20Unpacking%20eBook%20[ Transl...d%20by%20LithiumLi]/Armadillo_tut_seriel.htm (7 of 22) [1/9/2009 9:43:53 LithiumLi]



Armadillo 1

x
Start Address: (400000 Size; (ALCO00 Cump I

Eritry Point;  |202E3 - Modify: |1093 Get EIF as OEF | Cancel |

Base of Code; 2000 Baze of Data: |4|:":":|

¥ Fix Raw Size & Offzet of Dump Image

Section | Virtual Size Wirtual Qffzet | Baw Size Faw Offzet Charactanstic &

CODE 00007000 0O0C7 000 000C7 000 000C7 000 RO0OO0Z0
DATA 00007000 QO00Z000 Q0007 Q00 OO00Z000 COo0o0040
JIdata Q0007 000 QO003000 Q0007 000 00003000 COo0on040
Teloc Q0007 000 Q0004000 Q0007 Q00 00004000 a0000040
tewt QO040000 QO005000 Qo040000 0O005000 E 0000020
adata 00010000 Q0045000 000 000 00045000 E 0000020
.data 0007 Q000 00055000 Q00 000 00055000 CO000040

- s . s s S s annnn]an

I~ ‘Rebuid Import

E T T

% Method] : Search JMP[API] | CALL[API] in memory image
i Method2 : Search DLL & APl name string in durnped file

Fix IAT _Bi hours:
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4 Import REConstructor v1.6 FINAL (C) 2001-2003 MackT /uCF =15 x|
Altach to an Active Process
|n::"»du::ﬂ:un'|enr$ and setings\le nguyen khang\my documents\armdillo_tutshhut.exe [DEH]EIIIIIj Fick DLL I

Imported Functions Found
tva: 00003074 mod: user32 dll ord: 008F name:DefwindowProch -] & how Invalid
rva: 00003078 pte00CCI447
rva: D0003E07C mod userdd dil ord (82 name:Dispatchiessaged Showe Suspect

& 00003080 mod uzer32 dil ard:0114 name:GetDigltemT extd,
rva: 00003084 mod uzer32 di ord:M38 name:GetMessaged

rva: 00003088 ptr 00CCECF Auto Trace
rwa: 0000308C mod uzer32 dil ard: 0237 name:SendDiglternMeszaged,

rva: QO003E030 mod user3d dil ord 0254 name: S etDigltem T extd
rva, 00003034 plr.00CCH381 =] || _Clearimports

Log
AT read succes sFuII_I,I :i

r;u"m ,-,-,p.:.rm Clear Log
0 [decimak0] walid module]z)
L [decimal: 1 2] imported unction(s]. [added: +C [decimal:+12

5 [decimal 5] ureesolved pointerz]) [sdded: +5 [decimal+5])

IAT Infos needed [ Mew Impost Infas [ID+ASCI+LOADER] e
OEP ![E]EIEH 039 _IAT AutoSearch | I =7 ||:|u|]]:m|:| Size |00000028
About
VA |0000306C Etzal 000034 _ [V Add new section
ol : Exit

Load Tl-ee] Save Treei Get Imports || Fix Dump ||

5 for _Co invalid. Cuts do not have records that Thunks bay nhe!

+00003078

+00003088

+00003094

+00003098

+0000309 C

__Tro OllyDBG again, scroll up the screen on the same type, Ctrl + B, enter FF25:

{ DWORD S [4E USERZZ . Det il indowProcA
AR DWED ]
AR OuGRD
EAR DidoRD
Q0RO
HE DWoRD

0
DLORD
¢ CORD
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_Ta Beginning JMP NEAR DWORD PTR DS: [403078] (403078-400000 = 3078). R-click,
choose:

Follow Enter

Mew origin here Chrl4+Gray *
im0 ko K
Fallow in Dump »

_Ta To mind the value of EIP 00401280 tutl1.00401280:

Please confirm suspicious EIP ,__ ) L\\\? __ﬂ

The byte wou are pointing at lies outside the executable code of any knoven rmaodule.,
. Invalid EIP may have disastrous effects on the debugged program. Do wou skill wank o
change origin?

_Nhan F7. One is to:

Hddress |HE'1II dump EI:Il'aa.s-'EEnhl.:.l [Cnﬁnent

EEF, ESF

DWORD FTR

OWORD PTR

OWORD PTR

QWORD FTR

DU CIRED ]

HEAR OWORD FTH EI' [CE2448] USERZ2. Dia logBoxParami

EEF
RETH i4

BB S ] Pl
48] i :

_Nhan See from start to finish jaw function, no other function. That function is the need
to find 00003078 user32.dll O09F DialogBoxParamA.

__Tro Address to 401,280, the second search function as similar to the one here:
00401298 - FF25 88304000 JMP NEAR DWORD PTR DS: [403088]

Hddress | Hex dump | Disassembly | Comrent
EIEII:EE!I:F‘EJ LFLIZH

m
[y

oo
10—

m s =J 00

ESI

EDI
FUSHAD
o EDw, OWORD FTR DS: [CF4A1E] kernel32. Y PEVAZSY
ROO B

EO
Qi DWORD PTR DS: [CF4204] USERZ2. ¥rheedl2
AOO =k

ML) =

CHP "TF: [EDX], BCC

JE ; AL 2F

(g iy e

1
mm
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_Phew, Do not see anything, do not nan, you press F8 a few times, until the line:
00CC8D12 83C2 64 ADD EDX, 64
00CC8D15 B9 05000000 MOV ECX, 5

_Dom The Register window to see what has EDX is strange:

_Yeah, Here is the address of MessageBoxA function. Perhaps you ask, it is the function
GetTickCount | do not choose, he he, including subliminal say anything, | try to select and
then, crash when run.

_Tiep Continue to 00003094, the hand ko6 find any, can Cut Thunk.

00003098 _Tiep to make similar, we find it is located at:

004012AA - FF25 98304000 JMP NEAR DWORD PTR DS: [403098]

_Set New origin, F7 at the following code:

Addrezss |Hex dump |Dizazzembly | Comment

23] : FUSH

_Y On the chang, press F8 trace gradually:

00CC8C99 83C2 64 ADD EDX, 64
00CC8C9C B9 05000000 MQV ECX, 5
Cmp CC O0OCC8CA1 803A BYTE PTR DS: [EDX], 0CC

_Tuong Automatically find the function: GetModuleHandleA

5

Registers [FFPUI

Ommoam

—
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_Bay Hours last longer function, dom in IAT | see Thieu function exit, if the phang confident
now that this function. But it does not find:

004012B0 - FF25 9C304000 JMP NEAR DWORD PTR DS: [40309C]

__Trace Last few lines of code we find the function:

Fredir Hew duro Ol savnenbiy | Corment [ g  FiPiLE e
i i i

[T
¢ D3RD PTR FSil

FTR FSI001, ESF

Elj I .. - —_ ; FFFFFF
(RORD PTR =] 8], ESP FEFEF
CWOFD FTR

s [ 32

_Fix Dump, all worked. Sucessful unpack.

Tut # 2: Armadillo 4:05 - Registry Mechanic 5.0.0.142
Standard Protection

The meals | post an article on how to unpack only REA with tools and manual. There is a
medical AM | try to unpack manually review. OK, today we will unpack this month.

_Chinh In OllyDBG Options:
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Commands ] Diizazm 1 CPU ] Hegister31 Stack ] Analyziz 1 1 .-i'-.nal_l,lsiszl .-’-'-.nalysisE]
Securty ] Debug ] Eventz  Ewceptionz ] Trace ] SFX ] Strings] .ﬁ.ddreaseal

¥ |gnore memory access violations in KERMEL32

[gniore [pasz to program) following exceptions:
v IMNT2 breaks
™ Single-step break
[ Memom access violation
[ Integer division by 0
| Inwvalid or privileged instruction
™ &l FPU exceptions

¥ Ignore alzo following custom exceptions or ranges:

OEEDFADE - ddd last exception
80000004 [SIMGLE STEF)
CO000005 (ACCESS WIOLATIOMN] Add range

Cooo001D [ILLEGAL INSTRUCTION]
COO0OME [IMVALID LOCK SEQUEMCE] j Delete selection

N N N T Y TR T R N S T R A Y

_Load OllyDBG on target:

Address | Hex dump | Disassembly | Comrent

B85434C3) TFEH
SEEC MO EEP, ESP

R,
L) l_..l

e
[ )

SE handler installation

TP e,
LR R o |

D_PTR FS:[81, ESP

S
=

.._.._
[ e |

Atl + F1 Go, BP CreateThread enter:

1I:||:| CreateThread Ll
_Nhan Shift + F9:

Address | Hex dump | Disassembly | Comrent
??E?EEE —_— | PLIEH

EEF, ES
owaro F [LEBF+1LC
ORO F CEEF+1%
CEEF+14

[EEF+1G

CEEF+C %

DMHFD . [EEBF+2
-1
kernel32.CreateRemoteThread
EEF
RETH 13
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_Nhan Ctrl + F9:

??E?EE?E

SBCZ HMat)
""E"EE"'=| ES 6DFCFFFF | JHP
=1
_Nhan F8:
Hddress | Hes dump | Disassembly | Comrent
91241182 || BEE
741163 9 LERLIE

RETH
EEF

[y (] EEF. E
SUE ESF, 128

_Nhan To F8:

Address | Hex dump | Disassembly | Comrent
O1Z5EECT.
; C

ASCIT "RC™

ML
HMat)
LE

Mo
i MO

5

@1
g1
E1
@1
A1
|1
@1
|1
@1
@1
E1
E1
@1
a1

LERVE

F2 Nhan set breakpoint at 0125BF62 FFD7 CALL NEAR EDI, press F9 to run, will Olly ice
in 0125BF62, press F7 to our OEP, yeah!
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| Disassembly | Comrent

| PLISH

Address |HEH dump
FEENEEEL]
412995

140 command

= [
m

DI I

.._.._.._.._.._.._.._.._.._.._,_.._.._.._.._.._.._.._.._.._,_.._
e L on o o W B i o B o B Bt ot L acn Rt ey o L i o o B e e |
orrrmrrr

B
B
e
B
B
e
e
B
B
e
B
e
(5

H

[

_Tro As tut on, open a Olly, target load, Binary copy PE header from the 400,000 ... 400FFF

and paste. Then dump.

x
Start Address:  |400000 Size: [73B000 Diump
Entry Point: 943403 > Modify: |12330 Get EIP az OEP | Cancel
Base of Code; |518000 Baze of Data: JEEEDDD
¥ Fix Baw Size & Offzet of Dump Image

Section | Virtual Size | Virtual Offzet | Baw Size Raw Offzet | Charactaristics
et O0503BEC Q0001 oo O0503BELC Q0001 oo BOO000Z0
data a0onoeSs a050A000 anonDeSs O0504000 COo00040
et Q0040000 Q0512000 Q0040000 Q0512000 EQOQ00Z0
.adata Q001 0000 Q0553000 Q0o 0000 a0s53000 EN000020
.datal Q020000 Q0563000 Q0020000 0563000 CO000040
.pdata a1 20000 a0saa000 001 20000 a0saa000 COo00040
RE I Q0093000 O0sA3000 Q0093000 a0EA3000 40000040
I Hebuid Import

% Method] : Search JMP[API] | CALL[AP!] in memary image

" Method? : Search DLL & AP name string in dumped file

_Fix IAT:
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# Import REConstructor v1.6 FINAL {C) 2001-2003 MackT /uCF

A
x

Altach to an Active Process
1 c:\program files\registy mechamc\regmech. exe [D0000334) ﬂ Pick DLL I
VA | I -|: |,_. rm:-:l S vkl l.ﬂ" o d 1| E |" Mnams 1.'|'J-£1',i.-|I"-.".-Er-‘:1'.-"-¢.'|| __-:_I Ehm ||'t'l.l'|!ﬁd
rva: 000071 200 mod: mzvbymB0.dll oed: 1 BD name:__vball bound
rva: 00007 20 4 mod: msvbymB, dil ord: 00FLC name:__ vbalaetUwnerd Show Suspect
ra: 00001208 mod: rmsvbymB0. dll ord: 01C4 name:_ vhaarCal
rva: 00001 20 C mod: rmsvbymB0. dll ord: 107 name:__vbal MVar =
rva: 00001 2E 0 mod: msvbvmB0, dil ord: 0284 name:VaPtr Auto Trace
rva: 00001 2E 4 mod:mevbymB0. dil ord: 0219 name:rtcB strF romdinsi
v D000 2E 2 mod: msvbymBU, dil ond: 0285 naeme; D -
4] | Clear Imports
Log
AT read successhully. :I
Eurwmmmm ....................................... Clar Log
0 [decimak0)] walbid module(s)
109 [decmnal: 265 imported funchionfs). [added: +109 [decimal +265] i
[2 [decimal 2] untesolvad pointers]l [added: +2 [decimal+2]]
IAT Infos needed | New Impost Infos (ID+ASCII+LOADER) LIt
EIEF" |IIIEI'I 2330 I.AT AutoSearch | RYA !EI.Gﬂ]]ILD Ol Imm
About
R4 | 00001 Size [00000428 ¥ Add new section
' E it
Load Tree I Save Tru-el ﬁﬂ Im | Fix Dump ||

__hai invalid children:

JMP NEAR DWORD PTR DS: [401048]

JMP NEAR DWORD PTR DS: [401420]

__Tu OEP, as opposed to end up, type Ctrl + F and enter JMP NEAR DWORD PTR DS:
[401048]. We will go to address:

004125B8 - FF25 48104000 JMP NEAR DWORD PTR DS: [401048]

_Tai Ago, R-Click, select New from origine here. Press F7, to this:
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Hddre=s= Dizazssembly Comment

EEF
EEF, ESP

Hex dump

S JHP to MSUCRT
DWORD FTR FS:C[@]

» BEOEEE O PTR F5:[@1, ESF

EIIIII'IF'EIEE}'F: : LEBEF-151, ESF

v 05: [126268E2]

S R o o R e
o el e e e e el

R DWORD PTR OS:[12628EC]
. E@%

LR e o e o o i e e N e N o |
o e e e e e e el =y =y =

ESF, OWORD FTR 55:[EBFP-1%1]

_TraceDown since we see from the beginning and end of the function, the function __ vbaEnd
(equivalent ExitProcess. Because the code with VB should we choose this function.

_Ham JMP NEAR DWORD PTR DS: [401420] should not exist Cut Thunk.

_Fix Done:

:Fiwing a durmped file. .
1 [decimal:1] module(z)
108 [decimal: 264) imparted functionz).

== Wew zechion added succeszsfully, BVA:0073IB000 S1I2E 00002000

Image Import Descriptar zize: 14; Total length: 1978

C:\Program Files\FRegiztry Mechanich\dumped_exe saved successiully. Ej

_Detect:
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7€ PEID v0.93 tvé = ]

Filz: | C:\Program Filesi\Reqistry Mechanicidurmped_ exe

Entrypoink: | 00012990 EP Section: | text
File Offset: |ooO012990 First Bytes: |68,08,39,41 | = |
Linker Info: |&3.82 Subswstem: |[wWin3zZ GUI |i|

| Microsoft Visual Basic 5.0 | 6.0

Multi Scan Task Wiewer Cpkions ahout | Exit

v akay on kop E -

Registry Mechanic
Wersion:s.0.0.142
Copyright @ 2003 PC Tools Research Pty Ltd. All rights reserved.

This product is licensed to:

.-“"-‘r':-:E‘iE'-:d-E“ xhl = b S ) 155

L1Lr ey
IIIIIIIIIIIIIIIIIIIIIIIIIIII

_He Summer, after many nights of thinking, | think of new ways to call is accurate manual
unpack protect the target with standard protection. Copyright @ hacnho, khua khua. The
doctors read this tut can practice immediately. But the doctors read by tut ARTEAM also
unpack a soft well with Registry Mechanic but even I, try to read that much arm dek also
understand many belgium J. Attach target, dumped.exe, and dumped_.exe tree for medical

practice. Ah forget a note that when you open a copy to OllyDBG PE Header, complete copy it
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to memory, not only is not ImpREC Attach the die.

Tut # 3: UnPackMe_Armadillo4.10.b
Standard Protection

Coded by Teddy Rogers / SnD Team x|
',"_-., arrnadilla 4.10 UnPackMe
< {Standard Prokeckion)

If wou unpack it wrike a tukarial... 1)

This _Cai similar on the tut, it is important which method you choose, be slow and patience
to find the OEP and fix IAT (about 24 functions). If successful you will be here:
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21815
[ElEe Vew Debug Phagms Opixes =18 x|
B x| >l wi*E L _1 * HH_IJ_lilﬂilJ_fJJ_l Eafkd

Fli:k'.lnl:'rl__llrlﬂ: durD IJﬂ_l.'_l_allﬂll-rrblp | Cormgnt ﬂ Pegistars Ii-'l

te O
D0 HOL
A

ETD

[WOFD PTR SS: [ERFP-180, ESP

HE |.1= DWORD PTR OS5 4500 ]
FI:I.'-!

Cammand | j
Memony braakopoind vben exscutmg [T IB0]

Tut # 4: UnPackMe_Armadillo4.20.b
Standard Protection

Coded by Teddy Rugm':ﬁ_'g snD x|
',f armadilla 4,20 UnPackMe
' .

(Skandard Prokection)

If wou unpack it write a tukorial... @)

_De Advanced skills, you unpack entirely in tut4 target.

1. A result:
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That's all part of a standard protection. Hopefully, through this tut you can unpack to
unpack and me being soft on the NET release. The form of this soft pack bags listed here:

Ace Utilities v2.5.0.4016 (Armadillo Standard)
http://www.acelogix.com

about x|

Ace Optimizer Utilities
Version 2.5.0.4016

o Coperight (2] 2002-20058 Acelogix Software.
il Allrights reserved.

— 1  www_acelogix.com

Regiztered To: hacnhoYCT 24

Acknowledgrments

(showing the game. he he)

Advanced X Video Converter v3.9.32 (Armadillo Standard + elimination Import)
http://www.aoamedia.com

AoA DVD Ripper v3.75 (Armadillo Standard + elimination Import)
http://www.aoamedia.com

AVI / MPEG / RM / WMV joiner v4.81 (Armadillo Standard Code Splicing + + Import
elimination)
http://www.boilsoft.com

BearShare Pro v4.7.1.1 (Armadillo Standard)
http://www.bearshare.com

Coding Workshop Ringtone Converter v5.2.4 (Armadillo Standard)
http://www.codingworkshop.com

Coding Workshop Polyphonic Wizard v4.0.3 (Armadillo Standard)
http://www.codingworkshop.com

File recover 5.0.1.15

file:///C|/RCE%20Unpacking%20eBook%?20[Trans...%20by%?20LithiumLi]/Armadillo_tut_seriel.htm (21 of 22) [1/9/2009 9:43:53 LithiumLi]


http://209.85.173.113/translate_c?hl=en&sl=vi&tl=en&u=http://www.acelogix.com/&usg=ALkJrhh6MowIY9lEX93nr8titutqp1uy1w
http://209.85.173.113/translate_c?hl=en&sl=vi&tl=en&u=http://www.aoamedia.com/&usg=ALkJrhhUR2uRxhiDqzeBB_l1s73RK7bPYQ
http://209.85.173.113/translate_c?hl=en&sl=vi&tl=en&u=http://www.aoamedia.com/&usg=ALkJrhhUR2uRxhiDqzeBB_l1s73RK7bPYQ
http://209.85.173.113/translate_c?hl=en&sl=vi&tl=en&u=http://www.boilsoft.com/&usg=ALkJrhg8DNHerdJkE-vurf1SsoXgVQN72Q
http://209.85.173.113/translate_c?hl=en&sl=vi&tl=en&u=http://www.bearshare.com/&usg=ALkJrhgqcwsbAlQagiMG2-CkfP5vEqvdBQ
http://209.85.173.113/translate_c?hl=en&sl=vi&tl=en&u=http://www.codingworkshop.com/&usg=ALkJrhinXTBF5L9KHjZUqHaWHYvQ38eRqA
http://209.85.173.113/translate_c?hl=en&sl=vi&tl=en&u=http://www.codingworkshop.com/&usg=ALkJrhinXTBF5L9KHjZUqHaWHYvQ38eRqA

Armadillo 1

http://www.pctools.com

HyperCam v2.11.00 (Armadillo Standard + elimination Import)
http://www.hyperionics.com

HyperSnap-DX v5.62.05 (Armadillo Standard + elimination Import)
http://www.hyperionics.com

Privacy Guardian 4.0.0.11

http://www.pctools.com

Registry Mechanic 5.0.0.14
http://www.pctools.com

Spyware Doctor 3.2.1
http://www.pctools.com

Spam Monitor 2.5
http://www.pctools.com

_ Mot Tut simple with excess image. He he, sure of your target down on hearing xiu always
tired. Wrote almost finished and then Serie # 2, but the ability to target, only for you to read
this and then finished tut | write more. Lost 3h for the tut this hix. People write a tut for the
cracking Nero you. Sure week after new bags up to the Serie # 2. Her only child that nhe.
Belgium reported.

GrEeTs Fly Out: Deux, infinite, Computer_Angel, Zombie, NVH (c), softcracker_vn, luucorp, Aaron, Canterwood,
hhphong, R @ dier, tlandn, RCA, CTL, Moonbaby, kienmanowar, benina, TQN, the_lighthouse, Nini, hoadongnoi,

hosiminh, Nilrem, Teerayoot, Ferrari, Kruger, Kelvin, Devilz, anh_surprised ... and you!
Special Thanx Cracks Latinos.
Merci FFF, RiF , N-Gen (closed), ICI-team me-pour aider des connaissances du Cracking Game!

Thanx to authors of OllyDBG.

To be continued ...

Written by hacnho (tutorial date: Saigon 21/08/2005)
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Armadillo collect sand-stone

Bug Fix in Series # 1!

QUOTE:

Re: Tuts: Armadillo collect sand-stone
Bo6 hands and then some .. 0i aged children to help.

-1 have tried to try multiple times to target 3 (or 4) but not how to find out what function fully as he tlandn.
Here they give 2 in the Invalid ImportREC as examples:
---1:

rva: 00060ADC ptr: 00C2A12D

Search I-olly in order:
"CALL DWORD PTR DS: [460ADC]"

-1 here:
Code:

00418E4A FF15 DCOA4600 CALL DWORD PTR DS: [460ADC]

Then New Origin here, then to the F7 Trace out:

Code:

00C2A12D Al DO6CC500 MOV EAX, DWORD PTR DS: [C56CD0] 00C2A132 C3 RETN

-So here it RETN tia then, | do find that nao.The function in file IAT.txt by an tlandn found that:
Code:

1 00060ADC kernel32.dll 01C8 GetVersion

—-- 2
rva: 00060B40 ptr: 00C2579D

Olly search in order:
"CALL DWORD PTR DS: [460B40]"

| here:
Code:
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0040962C FF15 400B4600 CALL DWORD PTR DS: [460B40]

Then Trace F7 to go through a loop, then through:
Code:

00C257A8 8B35 5C32C400 MOV ESI, DWORD PTR DS: [C4325C]; ntdll.RtIEnterCriticalSection

then back to:
Code:

00C2593C 83C6 OC ADD ESI, 0C

at this value is to write:

Quote:

EAX 77DD0000 ADVAPI32.77DD0000
EDX FOC10000

Then try to buy Trace F8 to make here:
Code:

00C25A28 FFD7 CALL EDI; ntdll.RtlLeaveCriticalSection

Trace-back and then again to Terminate always.
The file in which IAT.txt to shareholders:
Code:

1 00060B40 kernel32.dll GetProcAddress 018A

-So he asked to do any wrong place? The more he can use any Tool to find the function or not based solely on
experience, seeing the lack phac vao.Ma not the only place that Invalid, more seats also can not fix as the IAT's

tlandn look forward to ... the answer soon, not sure if the networks have lost, then they dippy .....
Radio-always the Newbie:

Quote:

If the Search command (Ctrl-F):

Code:

JMP NEAR DWORD PTR DS: [XXXXXX]

Search or binary with String (Ctrl-B):
Code:
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FF 25

but still much less Fix Invalid place of the scroll to the top of the Search and the command:
Code:

CALL DWORD PTR DS: [XXXXXX]

Search or Binary with chains:
Code:

FF 15

will find the place to Fix Invalid.

-Would the address is in Invalid ImportREC (Olly in memory plus 400,000) and Search by the corresponding
order to avoid mistake.

-In the Search, so check with your Plugin Bookmark Olly.Cach do the following:

-When | was OEP (dump is completed, and prepare fix I1AT), we will roll up on the line correct? Now Click to a
right line, select Bookmarks -> Insert bookmark O to save the position in Bookmark only O.

-Then start Search, for example with the command:

Code:

CALL DWORD PTR DS: [XXXXXX]

-The command that is, Click to a more Bookmark -> Insert bookmark 1.
-Then, hours New Origin, F7 to Trace, the function to find the appropriate back immediately by Click right,

Bookmarks -> Go to bookmark 1 or O (depending how your Search).

-To remove the position at that store, Click right, Bookmarks -> Delete bookmark O or 1

-This helps you save time when Trace to the depth that want to turn out right.

He trickyboy this nhon real, post messages to the village was also asked directions again;;).
I have is a mistake in one. This bug is fixed. Read it for fun.

After reading the two of you | sure do not need to read this section but for those like the
writing on bags. Very simple.

Tut # 3: UnPackMe__Armadillo4.10.b
Standard Protection
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rs / SnD- X

'T armadillo 4.10 UnPackMe
' .

i Standard Prokection)

Coded by Teddy Rog

If wou unpack it write a tutorial... 1)

Olly _Load on target, press Alt + M placed on Breakpoint Memory Access. Press Shift + F9,
jump to OEP.

BE4.27 1B | FLISH
1] BBELC o

MOU : M)

EEED MOV OWORD PTR FS:[81,ESP
5 ROD E 5a
EE

5 E8 MOV DWORD PTR 55: LEEP-181,ESP
: DLCBA4eEE DWORD FTR DSz Ca4esRiDc ]
J HOR EDM, ED
E] MOV DL, AH
5 Z4Ec4SGE MO DH' 0 PTRE D5z [45E634], EDK
=] ([0 EHGs
FFOgaaas RHD BFF
JEEE4TEE UHE q FPTE D5: [45Ee38], ECH
HDi EL
Mo 0O PTR DS:[4SES2C], ECH
SHR 18
Mo ‘0 PTE DS5: [45E628], ERX
UnPackHe . BB4293R0
T EAX, ERX
"HHPT UnPackHe

UnFarFﬂu.HE Zrseh
ROD ESF,
HnP"PHe BB42A1FE

_Ghi Remember DCOA4600 function 004271D6 FF15 CALL DWORD PTR DS: [460ADC]

__ Ctrl + F2. Click Memory dump Windows, Ctrl + G, enter 460ADC, selected first 4 bytes,
placed on HardwareBreakpoint write type DWord. Press Shift + F9:

file:///C|/RCE%?20Unpacking%?20eBook%20[ Transla...y%?20LithiumLi]/Armadillo_tut_seriel_fixed.htm (4 of 12) [1/9/2009 9:43:54 LithiumLi]



file:///C|/RCE%20Unpacking%?20eBook%20[ Translated%20by%?20LithiumLi]/Armadillo_tut_seriel_fixed.htm

Frd2F43
Fra2FE45
FrLaz2F4C
TrC42F4E
TrC42FE3
FICH2FER
rrC42FER
TrC42FSE
FrC4z2FsD
Firl H“FI:-I-I
TTC42FER
TrC42FEC
FrCd2F T3
P4 2F 74
FrIL42F 77
TrC42F 79
TrC42F 7R
FriaZE el
FTC42FTE
TrC42F21
TrCd2Fey
FrCaZFER
FrC42FEE
TTC42F 38
FrCd2F9s
L4 2Fae
i s )
TrC42F3E
TrC42FRE
FrCa2FHEZ
FrC42FAS
TrC42FAC

0 00 00 P D e T
A I 10 o e T e
MO CAD

k.

FF2495 SE30Cd 7|
BBCY
BH B328 GBEEE

JEIE DWORD FTR DS: CEDXeE+ 7 FL4Z85E ]
| MO ERX, EDT

Mow EDX, 3

SUE ECH. 4

JECSHORT mevart. feld2Fed

AHD EAX, 2

ADD ECk, ERX

[ JHP OWORD PTE DS5: [(ERX®4+77C42F 78]
Zﬁgg DUWORD FTR D5 [ECHSG+ 7 FL43068 ]

[ JHF OWORD PTR D5z [ECK#4+77C42FEC]

&5
So3287ER
471 2R4E

Z8847az
e
E

ol

=] O 0 = )

b |
hJ
F*
=

F3:A5

FF2495 ER=AC477
2045 o
2301

_Shift + F9 again:

nﬂll“
Bl

Eﬁflﬁéi?

2308
g53k

i
1805FFFF

HOP
SUB BYTE PTR DS:LEDI).BC4a
JE SHORT mavert.drod4zFas

ESI,FWORD FTR DS:[EDI-2@1

ESI,FMORD PTR DS:[EDI+23]

EE?HD PTR DS:[EDH+80072206], 1
EEDEE PTR DS:[ERX+458Q0147], ECH
PABEETS7

| Modif icat ion of segment registe

oF

MadiiF LOST 10N

g

fEgMEntT DEgQLEter

& SHORT msuort.77C42F6C

{ REF HOUS DWORD PTR ES:CEDI], DWORD PTR 4

JHF DWORD PTRE DS: [EDHsd+ 7 FL4Z852]
LER ECX,DWORD PTR DS:(CECK]
AN ECE, ECH

HOD EFX,
g [n ] DNDHD FTR S5: [EEP-26F8], ERH

BaCiRas0)~ES 40FCFFFF JHF B8C1R4EF

BECIAS42
BECIHS4E
BECIAS4E
BEC RS54
BECIAZET
peClAESD
PaC1AsEF
BaCiAge]
BECIASES
BEC I HSSF
BECIRETE
BEC 1AW
DECIRSTE
peClASEe
RAC RSS2
paC1R32e8
paC1R3sE
BECIRss0
BaCiass2
BaC 1 AE9E
BaCiAges
BECIAS9E
BECIAZAL
BaC 1RSAT
BECIAZAR
BEC | AERE
RacC1AzE]
EELLRGEr

R

L

L

FF15 Pa3z2C2e0
2B2E HEl4FFFF
2820 R4D4FFFF
6BCY 32

21C1 [Ea7atms

C&2E Z403FFFF a|
23ED E4D7VFFFFE &

EFEE

85CH
74 7F
SH B
8855 MD4FFFF
ClEB B2
EB
2ESE BLDSFFFFE
5335 SCO4FFFF

EB HFéEEEEE
3535 SaD4FFFF
a 8

EB
FFES GLDIFFFF

8BSE @COSFFFF
B335 BCD4FFFF

EHGEBREE
BFEEEE SAD4FFFF

DWORD PTR D5: [C2327R]

SUE EHx; DWORD FTR S5: [EBF-2BG60)
MO ECH, DWORD FTR 55: [EBP-ZEEC]
IMA._ECK,ECH, 32
ADD ECH, ¥8
CHF ERX, ECH
EHORT 8aC1Asss
HOU BYTE PTR 55:[EBP-26LC1,1
CHP DWORD PTR SS'[EEP—EEIE] &
INZ  BaC ] REFF
MOUZX ERX.BYTE FTR 55:[(EBF=-2E870]
TEST ERX, En
JE SHORT @@C1RASFF

B
HOU ERH, DHUHD FTR S5: [EBP-ZBAC]
SHL ERH,

EHH
rMov ERX, DMORD PTR S5:
ROD ERK, DWORD PTR 235
EAX

gacics4n
ROD E

SP, Bl
MO ERx, DWORD FPTR 55: (EBP-ZE&C)
SHL ERX,Z
EAX
DWORD PTR S5: LEEP=-26241
EAX,DWMORD PTR SS: [EBP-27F4)
ERX, DWMORD FTR 5S5: [EBP-ZET4]

kernel32.GetTickCount

BF=27Fd]

LE
[EBFP-2E74]

Mo
A

oi, A little mouse on the functions you see on Call stricmp function, note the address of it.
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pECiAsE2] Sa ER

BRCIASES| SBSS S4C2FFFF MoU ERX, DMORD FTR 55t (EBP=2DRC)
BECiAEES] FFa@ DuoRD PTR 05: [EAK]
BaCIAESE] ES COTSFDFF BREF 2828

pECiAsc@)l 23C4 ac ADD ESF,aC

pEClIEses] 2085 S4C1IFFFF LEH ERX, DEORD FTR 55: [EBF=2EAC)
BaCifess| B8 EAK

BaCIRsER] 8055 64CZFFFF LERA EAX,DWORD FTR 55: [EBP-309C]
pECiRcyal 5@ ERX

PRECIREFL FF1E VE32C200 DWORD FTR D5: [C23308) | MBLCT S _SET LOMD
BECIAEYT| B9 ECH

BaC1AeTE] 59 ECH

pECIAsT B5CA TEST ERX,EQX

BECIREFEI~rS 11 JHE SHORT G600 1REEE

BECIAETD] BBEE S4CZFFFF HMOU EQX, DMORD PTR 5S5: (EBP=2DAC]
paCifsSs] SB40 85 HOU ERX, DWORD PTR DS: [ERK+E]
pECiIAssE| 8925 64CAFFFF MOU OWORD PTE SS5: (EEF-359C], ERK
pEClASSn JHE SHORT @ec 1 Resd

RAC1REEE JHF SHORT @8C1Rs2C

DECifcsE) 2885 R404FFFF MOV ERx, DWORD PTR 55: [EBP-2B5C)
BBCIAc2E] 48 INC ERH

paCIRssy | 2985 R4D4FFFF MOV DWORD PTR S5: (EBF-285C], ERMH
paCIRss0|~EB 37 JHP SHORT @80 1RsDE

BaCIASSF] 802D 3BOIFFFF LEA ECH,DWOIRD PTR SS:[EEP—IEEE]
BECIAGAS] ES 9669FDFF BEEF 1848

BECIASAR] BFESCE MO ERM. AL

pECIAsRD! 99 [

PECIAEAE] &A 14

GEClAsEdE] 59

BECIREEL] FYF2 I

BECIREES]| 8885 1809FFFF g0l Eﬁ? DWORD FTR S5: [EEBF-Z&F@]
BaC1REES! BEECSS S407FFFF HDU ECH DHﬂRD P?H SS [EBF+EC{m4—226C]

Olly _Restart again, through your window Memory dump, Ctrl + G, enter 460ADC, selected
first 4 bytes, placed on HardwareBreakpoint write Word style. Press Shift + F9, the code

window, press Ctrl + G to enter OOC1AG65B:

BBCIHSEE| 41 THE ECX

BBCIREEF| 8438 TEST BYTE PTR DS:[ERX].BH

BBC1As51| FEBE DEC BYTE PTR DS:LESI]

BeCiRss2] 312E 1E9F1R42 #S0R DWORD PTR OS:[ESI+4Z21ASFIE],ECH
BBClASES| FC LD

BACIREER| &928 TSEDRRSES ITHUL EDI,DORD FTR DS:[ERARX], SSAREDTS
BECIRGTE| 99 GO

gBCiAs?] RETH

BRCIHSY S IEE SHORT 8eC 1R6CF

BRCIRETYS JFE SHORT @aC1ReCE

EBELHE?E CHF DWORD PTR S55:[EEBFP+41],-49
aBCIAsYA| 31B& BFFAZ119 #0R DWORD PTE DS:L[ESI+i931FABF1,ESI
gRClRssa ~E2 40 LOOFD SHORT geClRsCE

BRC1REEZ| DREF SHL EBH, 1

BBC1ASE4| BRASCDS 4C MOU CH,EYTE PTR DS: [ECH+EE-#S+4C]

5 JLE SHORT @8cCiRe31

BRCIRSER HOP

BRCIRGEE MHOF

BaC1AsEC “CHG ERX, EDX

gBC1RssD| Fa CLE

GBCIASSE, BBEE E5 E9 SUE BYTE PTE DS:[ERX+55].BES
aRCiResz! &ac Ins BYTE FTR ES:LEDI], DX 1.0 command
BRCIAESZ| 8467 Al TEST BYTE FTR OS:z[EDI-SF1,AH
aaCiAc9e; 2B10 19SFFBECE SUE EBX,DWORD PTR DS: [C27BESF19]
aeClRsoC| 25 FEESEGF4 AHD EAX,F4EBEETE

BBCIRSR1| ES FF 1IN ERX, BFF 1.0 command
aaC1AsAS 0s Modif ication of segment registe
BEC1RsR4 JEE SHDHT 8ac 1R6CT

gBClRsAG| 2C 05 SUB aps

gaClAERE] 82595 1B9EEZER oR BvTE FTR SS8: [(EBF+EES39E1E], DL
BBC1RERE| Z2E:DC2E FSUBH Emﬁﬁﬂ PTR ES [EBEX]

___Tai O0C1A65B address, you must click, set a (HardwareBreakpoint on Excution):
_Nhu So we have two breakpoint, delete HarwareBreakpoint on Write:
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Hardware breakpoints ) EJ

# Base Gize  Stop on

1 [o0sE0eDC [4 [“wite  Followd | [fDERET
[oociagse [ [Ewecute  Follow?2 Del.:gz

3 | | |

4 | | |

Ok,

_Nhan F9, you will jump to this code:

BBCIACSE CALL
TR -
S4C1FFFF
S5 G4CZFFFF

» TEaZC208 i0 FTR tLC23 MEVEDt .St LoMp

s EHX
JHE T @dC1Rs8E
F0ie I'_'I'HLIF 0O FTR
Foe
Mo
JHP
; JMP SHORT B8C1A62:
R2D4FFFF THF DORD PTR
RaD4FFFF [0 l]] D PTR =5: [(EEF=-2BSC],ERHX
I:IEE & T EE‘LII'-'II:IIF

(L1 R EH- AL
Co
14

180SFFFF | MOU EAYX, DMORD
S4D7FFFF| MOU ECH, DWORD
MOU DWORD PTR
HOU ERX, DWORD

ADD ERX, 4

_Chung We need to patch this function, enter at 000C1A65B E8 CO79FDFF CALL O0OBF2020
you jump into the jaw, Ctrl + E, the 55 to C3:

FLISH
SBEC MOW EBF, ESP
E EC

7BEEC200 1oy ERX, DWORD PTR DS [C26870)
' Es

1EST EH:‘,EFI i
-TI:IFT BOEF 2067
£]E)
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[ besgort

Bin bracs B e O
Condtinnal oo

Py Carmgery JbriHG "
L S Run bo selection

30 b0
Fodow in IDump MBMmory, o Sioess

Search Mamary, o wrike
arch for

Fined peferences to I;Lr-:l-.-n::e.*ﬂ CEL el i)
Wiy

Cogry bo erstutahls

Araysts

Pump detrsgged process

fam@Clpboard
R By S0

'] a a
sk i E R LK X

_Ban Again removed in HE OOC1A65B:
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Hardware breakpoints x
# Baze Sze  Stopon
1 |004271ED | |Execute  Follow 1 Delete 1
| 014658 | |Evecute  Follow 2 | |Tiflte s
&
| =
4 | | | Foflre 4 [relete 4
ok

_Nhan '-', You return to the function OOC1A65B E8 CO79FDFF CALL O0OBF2020, press F9, you
will break in with OEP Full IAT. Full dump with PETools, fix IAT normal thdang cut out any
invalid.

=12l x|
[C] Ehe Yiew Debug Plugns Options =18
|4 x| »u J_I _iJ_i - HH_IJ_IEHLIJ_TJJ_I = |

00427 LEG . {(E
[ : =-l EE®, E5P - -Flvll.-l- e LFPU
1

a9 | Fl [ ¢ ]

2 L]

Crsn [45ESTS ). EL

Oz [46EE30 ), ECX

Cammand | j
Handware breakpord | 8t UinP acke DOGZT1ED
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Path | PD | ImageBase | ImageSize | -]
™ o \program fleshalcohol softvalcohol 1200stas . DO000GS0 Eatlrnntl 00034000
B o \wandows\system 32\ wdlfmgr. exe 00D00GAE  (MOOOOOD  00OOCOO
5 o vwindows\spstem 32\ ast exe OO0007EL (r] CeCahee) QO0oCnoo0
€F e \program fles\winamp\winamp. sxe 00000CO0 00400000  0012E000
o o \wandows \explorer, exe DO000eac O Q000 (0F 3000
T o\windows\system32\wisplis. sxe 00000S3C  ONOO0000 00031000
T e\program fleshunikey\unikey exe 00000SFE  OO400000  OOO2FD00

Lﬂc:‘-nug:un fleshmictosoft officelolficel Twan.,  DDOOQADC
& c\program fles\techsmithienagit T\snagit32 .. DODDDESD
5 e \piogram Res\techsmithisnagit Titschelp sxe  00000BOC
2 i\crackerdebug: disassembledodbg110_org. . 00000T3C

DOBAADD0 —
Q04 CaDeD00) 00330000
D04 00000 0000A000
O O0000 00153000

DO SB 000

t\erackerulltie G oatisi,

3 K}

Path il o s e | ImageSae |

(3] ihcrackerMutor  Bctive dump engine * 001 48000

Do oty P ooecow

18] c:\waindows\sys | correct ImageSize OB 000 ||
4 GZWE'&E}'& ey e File) DO O000

S etwindowshays o (rﬂ&ﬁ:l i 00020000

4] e \windows ays QOBEE000

4] e \windows\sps | burn process 000 CO00

8] e \windows\sys DOOOR000

8] o wandows'sys redi (UL LT

8] o \windows \system3Z\mecti.di 74720000  OOO044000

(8] e \windows apstemI2meve. ol SICI0000 DO0E000

@ e Swaradows spstem3 2 e e O0A40000 R 00 E]
O T Y e o (N T s PR s ininiy] 8 T M
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+# Import REConstructor v1.6 FINAL {C) 2001-2003 MackT /uCF =10] x|

Altach o an Active Process

ii:"u:racl;er“-.tutmials'\mup\armadﬂu hacnho\armdillo_tutz_1\wunpackme_armadiliod, 10 b.exe ﬂ Pick DLL I
Imported Functions Found
- advapi32 dil FThunk: 00060818 NbFunc:S [decimal:5) vald YES - Show Invalid
- comct32 dil FThunk: 00060830 MbFunc:2 [decimal 2] valdYES
[+ gdi32 dil FThunk:0006033C NbFunc: 4D [decimat 77) vabdYES Show Suspect
- kemel32 dil FThunle 00080974 NbFunc:8C [decinal: 140) valid YES
[+ oleaut32 dil FThunk:000E0BAS MbFunc:10 [decmal: 18] wahd:YES
& chell32.dll FThunk:00080BEC NbFunc:3 [decimal 3] validYES Auto Trace
- user32. dil FThunk:000E0EFC MbFunc:A3 [decimal 163] valdYES Tt
- wanmm. dil FThunk:000S0ESC NbFunc:1 [decimat 1] vahdYES
w1 winspool.drv FT hunk:000B0E 94 NbFune:8 [decimal &) valid YES | || _Elearimports
| LEDR{ _ = |
Fixing a dumped file. . :I
L [decimal 12] module(s)
1B [decimal 441 imported functionfs). Clear Log
== N ew section added successhully. RVADDT 4B000 SIZE 00003000
Image Import Descriptor size: FO: Total lenath: 2D 46
EACracke | utonalz\MUPSimadillo hacnbo\arndillo tute: 1hvdumped  exs saved succes
f IAT Infos needed i New Impoit Infos (ID+ASCH+LOADER] A
OEP |000271B0 AT AutoSearch || RYA W e m
About
R |000E0814 Size |UDI3£IJ?1E [ Add new section
E it

Load Tree | SaveTree|  Getimports || |

_Kiem Dumped_.exe investigation file, run well. Good work, unpacked successful!

_That That we not get all the IAT len = 71C. Full IAT has 460F42-len = 460818 = 72A. Full
IAT has attached this tut.

GrEeTs Fly Out: Deux, infinite, Computer_Angel, Zombie, NVH (c), softcracker_vn, luucorp, Aaron, JMI,
Canterwood, hhphong, R @ dier, tlandn, RCA, CTL, Moonbaby, kienmanowar, benina, TQN, the_lighthouse, Nini,

hoadongnoi, dqtin, hosiminh, Nilrem, Teerayoot, Ferrari, Kruger, Kelvin, Devilz, anh_surprised ... and you!
Special Thanx Cracks Latinos.

Merci FFF, RiF , N-Gen (closed), ICI-team me-pour aider des connaissances du Cracking Game!
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Thanx to authors of OllyDBG.

To be continued ...

Written by hacnho (tutorial date: Saigon 25/08/2005)
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mailto:lenguyenkhang@gmail.com?subject=Hello%20hacnho!

Armadillo collect sand-stone

Armadillo collect sand-stone

P han 11 ldentification unpack + Debug Blocker type 1

I. Introduction:

Welcome to the first | only introduced through a standard model unpack Armadillo + dump
anti, anti breakpoint, anti patch mem. This current form has two unpack. First is a paste in
PE Header tut's bags, the second is to find MAGIC JUMP + patch that tlandn mentioned. In
the process can unpack flexible switch. How to unpack this many variables that | do not
have enough time to write all. You must choose to unpack a soft, patience is the virtue
necessary to unpack armadillo.

In this tut | will guide you unpack a target to protect the Standard model + Debugblocker.
Please see the type of Armadillo 4:30 Protect Pro Full version:

" CopyMem-| + Debug-Blocker [EEST PROTECTION)
{* Standard protection plus Debug-Blocker

" Standard pratection only
" Minimumn pratection (MOST COMPATIELE)

[ Enable Manomites Processing

™ Enable Import T able Elimination

™ Enable Strategic Code Splicing

[ Enable Memary-Patching Protections

Method to unpack protect this type is known by only one and save people from the two men
1.x. pioneering work unpacker method is ArmKiller and [LUNAR_DUST]. On the NET now
has two focuses of the forum trum unpack armadillo is RCE Anticrack board and board. This
method is popular on RCE, you can find in Woodmann.net read. Read more at:

http://www.woodmann.net/forum/forumdisplay.php?f=4

So DebugBlocker + Il CopyMem What? Bit | do not say it correctly, but the experience is

probably correct J -

_Khi Option we choose Debug-Blocker, the Armadillo will operate as it will create two on
memory processes (process), the two called by the IT process is a role as a server, a
process is created and managed by a server called a client. Calls by the cracker will have a
divorce, a father is a child or a son. Progress parent will control the children in the debug
mode, the load on it will create a Debug Events, then will joker unpack thang children,
created for the children IAT, PE Header, sections by creating a temporary file (s ver 2.xx
that before) or the treatment of memory and run it. We take this process to unpack it using

the API are two breakpoint WaitForDebugEvent and WriteProcessMemory.
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BOOL WriteProcessMemory (

HANDLE hProcess, / / handle to process whose memory is written to
LPVOID IpBaseAddress, / / address to start writing to

LPVOID IpBuffer, / / Pointer to buffer to write data to

DWORD nSize, / / number of bytes to write

LPDWORD IpNumberOfBytesWritten / / actual number of bytes written

);
BOOL WaitForDebugEvent (

LPDEBUG_EVENT IpDebugEvent, / / address of structure for event information
DWORD dwMilliseconds / / number of milliseconds to wait for event

);

I1. Tools
1:10 OllyDBG with plugin: Hide Debugger 1.2.3f, Armadillo Process Detach
Plugin v1.0, OllyDBG PE Dumper 3.0.3, Command Bar 3.10.109c has bug patch

with RE-PAIR 0.6 + AntiDetectOlly_v2.2.4. It is important that you only use the
plugin above, the other plugin please take away place. If you is not never Attach
the child process, always hanging in Asia.

PE Tools v1.5.600.2005

Import REConstructor v1.6 FINAL

Debug blocker detect script | write for the media to determine the type protect
this. How the script of this is quite simple: Find the signal 0000COS85 file to
determine. When xai must ignore all execptions.

Addrezss |Hex dump |Dizazzembly

AR P T
e = B B

« BFEE rP4EZE00E | JMNZ url:-.a-::l::r-k, BE41AZ29
E 1

/ / Scripts for OllyScript plugin by SHaG - http://ollyscript.apsvans.com
/ *

e

/ / Armadillo’s Debug Feature blocker or signal CopyMEM2 detective

/ / Author: hacnho from mod MEPHiISTOs - ARMADILLO Detective v1.00
/ / Email: hacnho@hotmail.com

/ / Website: http://tinicat.de/hacnho

/ / OS: WinXP Pro SP1, OllyDbg 1:10 Final, OllyScript v0.92

/ / ReLeAsE Date: 14 July 2005
e

*/

file:///C|/RCE%20Unpacking%?20eBook%20[Transl...d%20by%20LithiumLi]/Armadillo_tut_serie2.htm (2 of 35) [1/9/2009 9:43:56 LithiumLi]
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var signalcheck
var mem
var time
var nono

GPA "OpenMutexA", "kernel32.dlI"
mov mem, $ RESULT

BP mem

esto

esto

rtr

STI

bc mem

GPA "time", "MSVCRT.dII"
mov time, $ RESULT

BP time

mov signalcheck, [eip]
and signalcheck, OO0OOFFFF

Cmp signalcheck, 0000C085 / / checking for debug blocker signal

je db

db:
jne nono

msg "This file is protected with Armadillo’'s Debug Feature blocker or CopyMEM I1."

ret

nono:

msg "This file is protected with Armadillo’s Debug Feature blocker or CopyMEM I1."

ret

I11. Manual Unpacking

TUT # 1: snd-UnPackMe_Armadillo4.00 Standard + Debug-Blocker
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Coded by Teddy §= D x|

il

Armadillo 4.00.0053 UnPackMe
Standard Protection + Debug-Blocker

If wou unpack it write a tukorial, ., 1)

Improved Copybdem-| [BEST PROTECTIOM)
Original Copykem-| + Debug-Blacker
Orniginal Copytdem-ll + Debug-Blocker [3Fage option]

‘Standard pratection plus Debug-Blocke:

Standard protection only

tirirnurn protection (MOST COMPATIBLE)
[ Enable Manaomitez Processing
[ Enable Strategic Code Splicing [}S
[ Enable Import Table Elimination

@ B0 D e e

_Truoc All suggest you tune in Options OllyDBG as follows, if not will not Attach the child
process:

Commands ] Dizazm 1 CPU ] Hegistersl Stack ] Analyziz 1 1 .-'-‘-.nalysisEi .-'-‘-.nalysisE]
Securty  Debug ] Ewventz ] E sceptions ] Trace ] S ] Strings] .ﬁ.ddresses]

¥ Set high priority when tracing debugged process
[T “wamn about frequent conditional breaks

¥ Smart update of memony map
¥ Compresz analpsis data

Search for references in:
{+ Executable code of coresponding module

™ Memony block currently selected in Disassembler
[T Usze hardware breakpoints to step or trace code

[T Hide non-existing source files

file:///C|/RCE%20Unpacking%20eBook%20[ Transl...d%20by%20LithiumLi]/Armadillo_tut_serie2.htm (4 of 35) [1/9/2009 9:43:56 LithiumLi]



Armadillo collect sand-stone

Commands ] Dizaszm 1 CPU ] Hegister31 Stack ] Analpziz 1 1 ﬁ.nalysis?] .ﬁ.nalysiSE]
Secuty ] Debug ] Events  Ewceptions ] Trace ] S ] Strings] .&ddresses]

v Ignore memary access violations in KERMEL32

lgnaore [pazs to program] following exceptions:
[~ INT3 breaks
[ Single-step break:
I~ Memomny access violation
[T Integer division by 0
™ Irwvalid or privileged instruction
[T &l FPU exceptions

™ Ignaore alzo following custom exceptions or ranges:

DEEDFADE -
20000004 [SINGLE STEF)

CO000005 [ACCESS VIOLATION] Add range
CO000M D [ILLEGAL INSTRUCTION]
CO000DTE [IMYALID LOCE. SEQUEMCE) _:_j Delete selection

M EIR B}

_Khi We work the process as the father on, when working with children is as follows:

Comrmatnds ] Dizaszm 1 CPU ] Hegister31 Stack ] Analpziz 1 1 .-'-‘-.nalysisE] .-'-‘-.nalysisS]
Secuty ] Debug ] Events  Ewceptions ] Trace ] S ] Strings] .&ddresses]

v Ignore memary access violations in KERMEL32

lgnare [pazs to program] following exceptions:
[¥ INT3 breaks
[T Single-step break
I~ Memomny access violation
™ Integer division by 0
™ Irwvalid or privileged instruction
[ &l FPU exceptions

v ilgnore alzo following custom exceptions or ranges:

DEEDFADE -
20000004 [SINGLE STEF)

CO000005 [ACCESS VIOLATION] £dd range
CO000M D [ILLEGAL INSTRUCTION]
CO000DTE [IMYALID LOCE. SEQUEMCE) :_j Delete selection

4 ELRE])

__Co Three method to work on the parent process, use a script arma_detach.osc, using
hand and Plugin: d. | just you to use your hands. The other two it is done automatically,
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cha you need to do anything but crash quite a lot, use your hands to ensure food J _

*. After OllyDBG load used to target:

BE4SET43] RS
43 O EET.ESP
taraet | . BA4ESESD
target ] . OB4EEASD
DWORD FTR FS:[@d

£ handler tnstallation

*. Set breakpoint WriteProcessMemory, Shift + F9 twice (as long as you target after we saw
the window stack visible function WriteProcessMemory have to load our target is OK:

cessilemor
A4 (Wwindow!l
H4BIESS

12BCAC

b,
Run Ricr e B By fu B o] 171

%0
o

EVE fiom

5]
A
5]
A
A
A
5]
A
5]
A
5]
G
GF
A
5]

*. You pay attention to the Buffer, which will patch it to jump to the EIP. Now you
must click on the Buffer, select Follow in dump. Through the window dump, you will
see the following:

S )

L

d
B
5]
5]
5]
5]
5]
5]

e o A
150 50 D D D D D e

.._.._....._.._.._.._
Dl Dol o fo g e 1]
T T T P T

(e B L Lo o R

5]
5]
5]
5]
5]
5]

.._.._....._.._.._.._
(e R Lea Funf o Fun g ]
T T T T P T
(e R L Lo o R
T T T T
(LR fua Fund wn Funl o]
P P e e
L Lo e Lo o R
T T T T T
(Len R e T § o Fun ) ]
T T T P T
(L R L Lo o R
T T T T
(e Y e o f o g
—
e e L N f e e
T T T T T
(e R Lea L f o Fun g o]

o

*. Two bytes of this block, Ctrl + E to revise EB FE:

HE=+00 [(j9B FE

*. Now you add a breakpoint again to hook the process | have said above, parents
thang process will create a DebugEvent.Ok, BP WaitForDebugEvent, Shift + F9, Ctrl

+ F9, F7. Too dangerous: d.
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WaitForlebu Euent
pOebugEwe r|1'
Timeout = 1

5]

T
o)

R R S S

ERMELZZ2.EnterCrit

*_ To have two method to assemble:

PUSH PID (PID = Process ID)
CALL DebugActiveProcessStop
NOP

You may have been accurate in PID Olly Dbg, by clicking File> Attach>
There we will have 2 files are running FlashFavourite - select get correct process that is not

highlighted RED. This is the PID that we need ...
Or

/ * * A47E8BF / PUSH EAX
/ * * 47E8CO / CALL kernel32.DebugActiveProcessStop
/ * * 47E8C5 / NOP

(Value of EAX = 1).

52 ED pOsbugEvent
FFI': EGS84EEaE | DWORD FTRE DS: [<&KERHEL Wz i tForDel

:; SEQPHE T 'r;EH.P.I. kEerne l 22, DebugRot 1veFrocesi5T0D
(]
; “"-FLFEIFF RODD BYTE PTR DS: [EEBX+FFFDFCEE], KL
JMP DWORD FTR D3: [FFJ k
TEST ERX, EAX
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Erooesy |Mane  |Window

|Fazh
gl LT B b amI S Dos | By . e

boae kB

A

CETEE

win logon HetDOE Soent
A Tor Sl

Isass

tchonk

Sl =T L

sachoRT

'l-'l.-'l:h-:hl'l:

E-.pln:u:-zr- Sy F T
ineE info
Tk g

TR R o Rt TR A S e oL
P L ] MO sy 3t eREE OB 6T - @Wa
WPl OO gy st emd in Logon. tue
I: wrum‘a x.ﬁt:n"“"\-'\-r.l’ul\.-\.vi FHE
Sl [ MO g s TanRas 1 5 aie. -z.auz
B MO s s tendavch otk . aue
"\-H”‘k".‘-"ﬁ‘\-“-'_.l'\.'crn"“ el :.1 Wi
i [ HDCAFS Sy a1 aMSE aah oY « aN e
C:wtmhﬁaltln‘ﬁ"-unn:hmt mae

B srygn Lhang i,

l: xu:rmﬁ- Enr.pI-:-ri-.r- Eh‘E
G [HOOWS SpstendZn inetsrvsinet info. oxe
gl [ HOORS Sp 4 8 i3 ""\-ta-l::l':-..,ll'r-.-:u-:

i'l_H_i—

Fast Datfais Lt [HE Cr M [HDOME S 4 T M3 F ark b o il
Wi ngr Cp sl OO 20 s tem T uad¥ vgr. T
Fadr Cg T HDOWS - S f EanIe - F e . dnd
cifmcn | TF_F1oar inglangBar_WndT iv i Cf W IMOOWS Sy S T ERSE 0T FROR , SHE
T LM INIOR= Spstenssd L Ihost .eue
dlibeut Cg ol [ HORES Sp 4.2 1' wd | i Bes
Targerl CrsDocuments and SEET LngasLe Phpryeh EhangsHy Docusdnt s Renadll Lo tuts Surascoes . e
Wi C L ool T bn oF r o LI: PI.'C\?.I"'M F L le#s"Hicrosott l'.“-‘ Lo i"\-#} ICET 1H ] HeORD. E=E

0¥ | Reverss Ef-glnﬂ'rln-: P s | T FROGRA 1"-ll."-_[LL 1 =JF [IREFC0

L g g L i i'\;.l 3.6

l: "'\-PI.-\:\:I‘IGH F i bes~Un LEay U-'l.Kﬁ.. -!Hi'

Srazit32 Snaglt Captures Preview Cr In_?.rah Files-TechEmlthSnaglc TEnagltd2.ene
whl 3

WISHTIS |Default IRE

SpatandZ W[ SFT] S, EX

C
TECHe Ip - CrProgrss Filleg-TeohSaieh] CoProgrss FilessTeehSs Lth~Snagle TTSOOHe Lp. axd

CRLE T Winero Plavlise

' EMEDETOR: arma_detech.twt = EmEditor| CosProgram FiLles~ExEditor~EHEDI TOR. EXE
Editor CavProgram Files Winasnow inang, exe

ED plebugEvent
DWORD PTE DS: [<EKERMEL3Z. WaitForDel

PUSH

ne l32. Debuglct iveFroc Stop

alSection = targetl.Bd

*_ You press F8 to the filed, stop, the process of working on the parent process has been
temporarily closed.

_Bay Time you open a window OllyDBG other, choose File-> Attach, select the process with
PID like you find in (the bags are 83C). If you configure as above, the Attach a rup.

TN AT

i)

=
[
&
c
=
=5

T LE]

RETH

MOV ERX,DWORD PTR 55:[ESP+4]
IHNT=

FETH 4

HOU EQM, DWORD PTR FS:[18]
RETH

EDI
HOU Em DWORD PTR
| :

_Bay Time you edit the OPTIONS OIllyDBG like above, press F9, then press F12.
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EIEI-#EE?-#:-E

P
w1 L

IH HL,; EI.I::.:: [0 command
I! -:I'I:' *‘-IE‘E i
oA EH- I:IIJ.II"IF‘I:I

EH.*
0 PTR F5:[81,ESP

== {5 Tk T
[ L

X0 0 i) T

I;:'|
E

_Chac Certainly you remember just two bytes original patch above. If kb remember the last
window is OllyDBG father debug process, click the button L, to review:

HOU DEORD PTR 81,
E'!.l.!EIF:EII IF'TF EKER Getlersiold kerne |32, GetlUers lon

_Bay Time you press Alt + M to Memory Map, set breakpoint on memory access in text
sections.

actualize

= Durnp in CPLI
1
5 ; Dump
; data, imp Search Ztrl+B
resolrc
Set break-on-access Fz

reakpoint on acce

oty breakpoink on write

_Shift + F9, you will jump to OEP. To call out the function.
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o s L
DR L R}

i
sl Tl

.._.._.._
Lun L en ]
=

P
HOU EE:I;-. ESP k

'ixﬂﬂtl i3
. B8

e
1] En DMHFD FTR FS: (@]

PTR F5:081,ESP

DWORD PIH S5t

DWORD FPTE DS: [468R0C
OR EDM. EDX
o0 DL . HH

) DUORD PTR DS:
U ECH,ERNX
BFF

FTR D=:

[45E634 ], EDX

[45E638], ECH

_Khoai Too, OEP to call. This return to fix Magic JUMP as standard version. To this you will
have many ways to dump, fix IAT. How to paste PE Header, Find magic jump, plunging
even as the parties MP2K, dek them réao fix anything, to add a function to, so that also runs

. I previously had to guide you unpack a standard method, add this one more is done.

Okle now you close the window OllyDBG of the process, the restart process OllyDBG
father as the steps similar to the patch org bytes 55 8B. Here you through the window
Memory dump, Ctrl + G, enter 460ADC, selected first 4 bytes, set HardwareBreakpoint type
DWord write on. Press Shift + F9 to run. Press Shift + F9 again you will here:
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=181 x|
[€] Ble yiew Debug Plugns Options =18] x|
EI_U JJ _Iﬂ _U_i _J lrIf-I_ITIWI

| 5 _L,_'IJ

Command | j
Handweare beeadport | st D002 - EIP points bo reest mgtichon

_Neu To do here, you have quite enough. Belgium now the code window, you scroll back up
search functions

OOCO8F45 FF15 6C23C100 CALL DWORD PTR DS: [C1236C]; msvcrt._stricmp

__This is a sign for us to find Magic Jump. So what is the Magic Jump. Talk to Ardmadillo often
heard of. Actually, the magic jJump mechanism is protected by armadillo is it to have two IAT
(Import Address Table). As usual it xai IAT fake, when the police to catch it in fact the IAT and
the month is the magic of its huyet. Magic Jump have moved central role, helping armadillo
easily switch between the two IAT. The mission of our finding is Magic Jump to fix it, we can help
IAT origin. Very simple as the skipper J ...

_Roi, A little mouse on the functions you see on Call stricmp function, note the address of it.
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JE SHORT 8e8CBsFod
184
LER EE LOWORD PTR 55: [EBP+FFFFEG48]

MU EHA, DWORD FTR S5: LEBF+FFFFEL14E]
DWORD FPTR DS: [ERM]

F19]v74 49

o
D0 ESF,BC .
LER EI:I LOWORD FTR £5: [(EEP+FFFFER48]

: S5: [EBP+FFFFE1521]

=]
15 4REAFFFF
EBB1FFFF

S: [C12360]

mELCrt._stricmp

_Lap Again: now you close the window OllyDBG of the process, the restart process OllyDBG
father, as the steps similar to the patch org bytes 55 8B. Here you through the window Memory
dump, Ctrl + G, enter 460ADC, selected first 4 bytes, placed on HardwareBreakpoint write Word
style. Press Shift + F9:

:Iil PTR DS:[ESI]

Hud+FFCAZFTA]

oo EAX
JHMP I:IhIDHﬂ FTR DS:(
Fd #d+FFLAI0EE]

JHFP DWORD PTR Ll"'*lf
HOF

"-.-J.IE EYTE FPTR DS: {EDI] Cd

SHORT meavort.rPrCdeF ..E

Hodif icat ion of segment

EEF‘
AH.BYTE FTR DS:
EL-IBFII PTR D=:(E
| 1
DEC ECX
DEC EDI
ADD ERAX, EDX
A0R DL.BYTE FTR DS:[EDI] k
Fgliuf ME0RD PTR DS: [EDI=42]
il

T o B e f
m— i == T

RETF <4358

Far return

FIS
HE

T DWORD PTR DS: [ECK-261

ECH
=]

_Tai O0OCO8F2F address, you must click, set a (HardwareBreakpoint on Excution):
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= [CPU - musin thread]

[C] e Yew Debug Plugns Options Window

Pl
=4 uJE|m7]w n]c] 2] &[5 R

=121 x|
=18) x|

Bi4x] »jl] ¥ ¥l )
. 21l 4 e Bachp
Assommible

Codmement

Py O hara
S0 ko

Foldow in Dump
Sasrch for

ChrleGray ®

Fired references to

Brabycs

g deshigged process
AsmChpboard
Appearance

Command | j
Handweare beeadport | ot mewcil, 77C42F 43+ EIP pomnts o red ingbuchon

v 8] _EL‘EJ

Togge
Condtional
Condeional kg
oty i Sesbesc i

Moy, on JIoess

_Nhu So we have two breakpoint, delete HarwareBreakpoint on Write:

Hardware breakpoints ]

f Baze Size  Stopon

i |EIEI4ED.-'-‘-.DE | 4 | \wirite Follaw 1

2 |DOCOBFZF | |Execute  Follow2 | Delete 2

3 | sl J:

4| | | =i ot
Ok

_Nhan F9, you will jump to this code:
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AOD ESF, B0
o+ DEORD FTR + [EEF+FFFFEa3a]

T

5 40BOFFFF
Efi

SHB1FFFF = DEOED PTH LEEF+FFFFE]1SR]
oy

3. 1 igig D FTH H FEVCTT . BT LCHD

1
85 4081FFFF
_BAESFFFF | HOU 0 PTR F+FFFFESS01, ERNX

Hi ORD FTR EEF+FFFFE14a]
EA , DUORD PTR [Ef+2]

_Chung We need to patch this function, enter at OOCO8F2F E8 2DO1FEFF CALL OOBE9061 you
jump into the jaw, Ctrl + E, the 55 to C3:

BREI

1
1
&
&

B R0 ] e

20 T G T D

AT TO MEWEDT . TTSINVAPHERN TR

fa ¥

3 Togole
b R brace P Cordtionsl Shift4F 2
Cordiional log Skt-+F4
P y b Gy *
e Sirnsi B bo Sslsction F4
30 b0 ¥

Fodlow i Durmp ¥ MEMOFY, ofy Booess
Soarch for - Mamary, on yrke

Find references ko B I;Lr-:h-r-ye.*n CEr Sl
Wi L]

Cogry ko ersdtable []

Anshysis ]
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_Oai Too, but soon end and this tut, belgium time you remove HE O0CO8F2F at:

Hardware breakpoints: x|

# Base size  Slopon
1 [00aZ7780 [Execute”  Follow1 | Delete1 |

| 2l
] towd | [ Delee |

3 |

|

> [oocosFaF | ]_Eﬂacuta Follow 2
|
]

4 |

_Nhan '-', You return to the function O0CO8F2F E8 2DO1FEFF CALL OOBE9061, press F9, you'll
break in:

=181 ]

[€] Ble yiew Debug Plugns Options Window Heb =18 xi

B{eix] win| wifsd ¥y o «f vlE[m|T|wHE|c|s|K|BIR]|S] E=H]?

LED
1B1 : Tl

R OE; [46E630), ECX

Cron L4BESET ). ECH

Cammand | j
Handveare beeadport | ot tanget] DCHZTIE)

_Wow Now dump in FULL PETools, remember to choose the correct PID:
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E PE Tooks w1.5 by NEC T L btp: weswosinc.m

B Yew Lo Pholrs Qobons tiob_
A FfFR2F2 | E 20w

PFath PID Emage Bace  Image Size
A c\program flesiaioohal softlaloohol 1200 stanvindstanesndservics. axe QO0OSSd 000000 COOEA000
e tvandomsisystem 3z i ngr.axs ODOD0GES (000000 CDOCC000
e twansdows svtemaz|f ast o ODOOO7TS4  OI0000D0 C0CD00
Ec'.l,pm-;'un H:s-'l.rru:rmuﬂ: officeiolfice] | wirmwond. eoe [n i n i D] 0000000 CHOEAA00
T cAprogram files|undeyunkey, e QOOOE4S  DO00000 QO 00D
& c\peooram Flesitechsmithsnagt Tisnagha?, exe DOOOOCSC  OO400000 00350000
e \program flesbachemih st Firschep. sne DOOOOCAS  DO400000  DOO0LADND
A i\ crackeridebug- disassamblaricdbgl 10_orgi(h) cllydbg. exe OOOOOMES  OO400000  DDIS3000

I.:]: I.-d-uucl.lmr!:i -Il'lﬂil'ﬂ'l'lllﬂh mm&wﬁgﬁmdﬁwﬂwm huts Ethrq:t:l ]

*.mmm o

Altach to an Active Process
In::"aducumenta and settings\le nguyen khang'my documentsharmadilo_tuts_2\target].exe |ﬂ Pick DLL I
Imported Funchions Found
i+ advapid2, dil FThunk: 00060818 NbFunc:5 (decimal 5) vald YES - S how Invalid
- comct32.dil FT hunlk: 00060830 MbFunc:2 [decimal 2] valdYES ——
[+ gdid2 dil FThunk: 00060830 NbFunc:4C [decimak 78] vabdYES Show Suspect
[+ kemel32 dil FThunkc 00060978 NBFunc: 8B (decimal:139) valid YES
- oleaut32.dil FThurk-D00S0BAC NbFunc:E [decimal:14) valdYES
[+ shell32 dil FThunk: 00060BF0 NbFunc:2 [decimat 2] validYES Auto Trace
- uzer32. dil FThunk: 00060B FC MbFunc-A3 [decimal: 163] vahdYES
- wanspool.dre FT hunk-O00E0E 38 MEBFunc: 6 [decenal. 6] vabdYES =
& comdig32. i FThunk:000G0EBC NbFunc: 7 (decimal 7) valid:YES »| || Clearimpors
h |
“Log & .
Fixing a durmped file. . :]
A [decimal 10) module(s)

1AL [decimal 428) imported functionfz).

= New section added successhully. AVA Q0T 38000 SEZE 00003000

Image Import Descriptor sige: C8; Total lengthc 2BAC =
CoDocuments and SethirsiLe Mouven FhangMy Documerds'Srmadila futs 2adumped i

~ AT Infos needed i Mew Impot Infos ID+ASCI+LOADER] —

EEFl 2T1B0 IAT AutoSearch | Eﬂ::hl Rva [00000000 Size [0D00ZBAC

| RvA 00080814 Size |0000071C ¥ Add new section

Load Tree | Save Tree| ﬁm@n

‘ Cleas Log |

_kiem dumped_.exe investigation file, run well. Good work, unpacked successful!
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TUT # 2: Evaluate Digital Challenge 4 - Armadillo 4.xx-Debug-blocker.

For Evaluation Purposes Only 1

Digital Challanga

Thiz functional trial program iz provided for evaluation purpozes only. &n unlimited campus
ot plant license is only $229.00. This price includes all shipping and handling costs, Cur
unlimited =ite licenze dives the site the aption to allow student= and emplovees to use &

copy of the software on their home computersl

We accept =chool, college, and corporate purchase arders by mail, fax and phone.

Send orders to;

ETCAl Products Phone a00-3038-01154 infotsietcal com
F. 0. Box 1046 International  228-497-26EE i, et Cal com
Gautier, M5 39553 Fax 220-497-5147
Prices include shipping and handling
hem Description Price
Basic Circuits Challenge, unlimited =site license CYN 17061 | $229.00
D Circuits Challenge, unlimited zite license  CAM 17062 | $229.00
AC Circuits Challenge, unlimited site license  C/M 17063 [$22000(|  Tnal uses remaining;
=olid-State Challenge, unlimited zite license  CIN17064 | $229.00
Powwer Supply Challenge, unlimited site license CAM 17065 | $229.00 0
Digital Challenge, unlimited zie license CIM11425 |1 $229.00
Trigonometry Challenge, unlimited zite license CIM17060 | F159.00
O Amp Challende, unlimited site license CIMA Y028 | 5229.00

_Tut On our test on a target unpackme. Tut we test this on with a soft coding Delphi . Unpack
only one other place, but the mind a bit. OK, go go go ...

_Load On target:

FilsH
Mo EE:l:* ESF
. Diglitall), DB4F AESa
aa40582a| | . 2 EE Do Digitall. 00405863
B DsEwE | . ..I:ILH;IFI'_'I FPTR FS:[@]
a4 058RS | . ERi
2 _I-1-FI'-'|:-H-- R0 ‘TR FS:[R1.ESP

EDI
HOY DWORD PTR 2S: (EEBP-181,ESP
DHUFD FTF. OS5z [<EK EFIHEL'h_ Getllersiol kernel32.GetUersion

SE handler installation

_Chung We will use the script for ceremony, the plugin menu, select arma_detach.osc scripts,
OllyScript will change for our work by manually pass blocker Debug Feature. If you see the EAX
= 1 is successful you have to remove Debug Blocker! Done, you'll stop here:
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SEE DWORD PTR O )
BEE14FEGH DWORD FTR O {ELS2.EnterCrit|L
FLISHAD
O ERX, ERk
! ZHORT Digitall, B840 _,[:15
HORT Digitall, &8
HORT EILl;:F aluU

HORT Digitall,
HORT Digitall
ORT Digitallt
HORT Digitall

_Xem PID process is by how much, my BOC:

Process [Mewe  [Windou | Pazh

S T ] s-rth-.-i'-'n'.-:.che
[t P PSEE T HDDES . RIS R -
Winlogon: HetDOE fGaent wPPC i [ HDORES S5 S TEREE M LN | ogon ., a3 e
BTV G [ Ca W IHOOWE 1 s ten 3T e T LoR S, e
PR e CE e [ OO o S Eam T | S - dicd
51.-1::'.-01-. - l:'xl.i[rl:i:q.rs-x-:_.--'l:enlw AR T -l
swohoat Lo L HOOWE g s b em 3 wavchont . e
e ot Cg ol [ HOCRES ™ S .6 .7‘ PRERSEE il
LA O Cr % I HOOMS - Sy 4 T amST koLt - g8
Lin (Eay Un iKey 2.6 Lo sPro ) F L Lea LU L ey sUn kEy . #ne
Explorer SyeFader Cinld] Explerer. EX
st [ fi l: ‘k'.'l”‘L.ll.'f":-‘\-x_raI:Fn?\?‘H-..;-w"u i
i =i e o “Program FilessExecut lve Sof tuareDiskeeper Dk Service. axe
st info E: o [ HOOWE S s tend2™ ingtsrvs inet inFo, axe
HOH CiwProgrsm FileivComesn Filei-Hicroiofe Shared S TDERNG -FOM. EXE
Taskawity H Ce ol I HOOWES . Sy st en32t sk aw i toh. a3
sl seTVT Co ~PROGRA™ 1M 16841 " 1~HSE0L b inn ~5g L $ervr . dwe
f SiE Dif i |t [HE G5l T MRS S At M3 F S0 H
pglnengr | SOL Sevudr Seruvice Haneges| CoPeogeam FilesHicropefts SOL Servee80n.Tools~BEinn ol neng . #1E
Stacdind Cr F'..-o ran Fllesllcchol Soft Rlcchol 1205vardindStardindService. axe
WISPTIS | Dafault IME Cemld S S i b B W [ SPT] S, EXE
il CE™~ U”l\'.'ﬂ:ﬂ:ﬁ-‘\-i'_r'\-trnﬂ‘\-u. F Qe e
Fast L2 M LHOOWE S S TAMEEF T eH e
L T2 Co b [HOOWE Sy s temdd~d | ihost . exe
I LT Cg M IHIOMS Sy sramSad | IRoRT . gx5F
[hi DLLW| TastDbsg - CCFLU] [esCracher-Debug= Ditasadnblarodgl 18 _orgwihl DLLYDES.EXE
medto Cr™ HlH"‘:.I'-:- "'":-'..'1.“!"1:-._' l1.-drc.c-e ;
Digits ] 14 !
D:-j:fall.l- Ce* FI.-D':I.I"'-ih Fnl-ﬁ E"Enl ’.r{u:h-cu Digi l:al L'hall-:-r--:lqe Ew :ilua'ru:q "'|:l|.‘:||T.:| '-I- e
o f P TF_Float inglaneBar_WndT it 14 Co e [HOOWE Sostend2 ot f mon. eHe
dinams  Minard Plavlist Editar CenProgrem Filed Minenp. inses, exe
fddirer venpl.tet - EnEdivor CexProgram Files~EREd iTorsdhad i vor. axa
WIMORD G Looarr-od) ] e oF oo CosProgeas FLlesssHicrosoft OF F Loe~0FF ICE] 1K 1HS0RD. E-E
Snapltd2 Enagle Caoture Proview CivProgran FilesTechSmithBnaglt T Snealtil.ene
TSCHa |p | CivPFragersn FiLles-TachSaich| Ce~Progeam F | las~TechSh ith~Snagle TTSCHe LD, e

_Mo A OllyDBG other up, Attach process with PID BOC, F9, F12 you here:

BR40GEA0
40 ’ IN AL, D& 140 command
=1
Drgiea U, aGF SRS
3itall. BB405
DORD FTR FS:LB]

pEPBEER MOU DWORD PTR FS:[01.ESP
SUB ESP,58
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_Change EBFE to 558B, Alt + M, located on Access Memory Breakpoint in Sections code. Shift +
F9 you to OEP:

Mo EE‘P E'.'.F‘
ADD E i

oL = ). BA4952
Digitalll. oB4a I-'-II g s
HOU EEX, DWORD FTR 73 Diglvall, aa49z8Ds
MO EfM, DWORD PTR
HOU El,Digltall, 8849 & RSCIT "Diailtal Clroculte Challenge™
gitall, 86454

Hou .' D STAED Digitall. 8B49581C
gL}
HOU ED, 49210C Digitalu.e

HL , ik :' e 49EF 59 Digitaly.e
M MR L
Mo #up LI _' 5 3 3 3B Digitall.084s

HOW EC EII-.HFLI PTR : Digitall, dE43
MOy E IIH’IF-I:I FTFI: |
SAF4 T8 Mo s OIA0R i Diaitall).k

FBFCFF Jita g & |

D4 EF 4988 HOW ECH, DRORD Drgresll, @
HOW ERX, DWORD PTR o
HOW ECQM, DRORD FTR IFTE Digitall.g

i} talll, BEa4s

HOW ECK, DBORED FTR 7 1EC Digitall, Bg
HOU ERX, OWORD FTR DS Et:

_Nhieu The call too, for sure which. Then, we see the first Call.

00495520 E8 F714F7FF CALL DigitalvV.00406A1C

_Khong As the tut, this soft bags not it bit Options How | used to find ways to IAT. Ok, press F8
trace down to 495,520, press F7 to jump to this function:

E&
A3
H
A3

_Trace Down to function 00406A28 E8 2BFFFFFF CALL DigitalV.00406958, press F7 to trace into,
we jump to the following code:
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{ kerne 32,
kernel32.

kernel22.TilsSetUalue

| JHF To kernel32.LocalRl loo

RETH

LER ERK,OWORD PTR D5 [ERKX]
HOW ER, 16

RETH

E
O
MW EBE

|:| A4E84580 FI CHP DWORD PTR D
> PR IHZ SHORT I-'Il.;lf
: oW ERM, 'E

Dig

HOU ERX, BEZ
s -JEIFFFF thltdl“ oEa4da4/F4
e JHF 5HI;I|='T Digitall. 384869CE

__This is the first order call to IAT, see the space where we see: [0049A264] = O0OBFDCG6B, does

not exist a function for this jump in orders. Right-click in
00406958-FF25 64A24900 JMP DWORD PTR DS: [49A264], select Print Follow dump=> Memory

Address.

[l T

. F-‘I R W
I | |...u|"||...|
1 6l
Hll.-.I"—|
#'qll.-.ll:lﬂll.-.l

[ W e W |
|"'| = j |"'|

e R e e N e R e e e i |

%0
)

.._.._.._.._
[ R R )
T Ty
[ R e )
— T
[ R e )
T T
[ R e )
— T
[en Bl T
T T
IS &S

i e Sl L Py
e lalafun)

d
A
A
A
A
=
C
1
T

DD oD DD EEE I
T L-EnDos
M= OmEmim
L0 = DT T T = i
m T~ b &

__Cuon Down to the meeting's end IAT.
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MW B |
WR dw=0dw
| Tédwe™ .

Aulmaln Yy fan}

0 = O 0 == [0 0

(R oy i e o e |
SO

S LN
1E S

_Do Long IAT = 49A893-49A168 = 72B

_Chung We need to set a breakpoint on Hardware Write, Dword at the start of the IAT 49A168.
OllyDBG Close the window of the process, the restart process OllyDBG father, as the steps similar

to the patch org bytes 55 8B. Here you through the window Memory dump, Ctrl + G, enter
49A168, selected first 4 bytes, placed on HardwareBreakpoint write Word style. Press Shift + F9

to run.

HOUL ERG, EDT
HOU E0, =

1] « EFCY
' OWORD PTR OS
* OWORD PTR O

OF
SUB BYTE PTR D5:[EDIY, &aC4
IH SHORT maswvert. rrod2F2Z5

Modif icat ton of

Modif ication of segment register

_ Press Shift + F9 again you will here:

BOC 1502

HOD ER, 4
HOU DWORD FPTR 55: [EBP-27F81,.ERX
P | 1 T e 1
DWORD FTR O > kernel32.GetT ickCount
.CWORD PTR 1
. D) TR

__Cuon Mouse over for signs of magic jump:
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E;IC%EEE? E'lﬂ'-'u S20IFFFF | LEA EEE::\DWRD FTR S5: [EBP-2ERZ]
AC1568 {

Bac158cs EE&E SED2FFFF | HOU EAX.DWORD PTR SS:[EBP-2002]
BRC15E. 8 FFza DEORED FTR D5z CEHS]

Sac158Ch ES AB2EFEFF BABFTFT?

BECISECF 2304 ac HOD ESF,@C

gaC15202 2085 SSDIFFFF | LEA ERM, DWORD PTR 55: [EBP-2ERS]
gacisens; ta ER

BaC1580% FFES &A0EFFFF DWORD PTR =5: [EBP=-2DAA]
2aC1580F FF15 42E3C 104 DWORD PTR DS5: [CIE2481] msvert . st iomp
BAC1538ES ECH

2AC158E6 fﬁ ECH

BAC1SBEY) BLCa TEST ER . ER

BAC158ES 75 11 SHORT QACISSFC

BAC1S8EE, SBAS SOD2FFFF HDU ER, DWORD PTR SS: [EBP-2DAZ]
BECI1GEF]| EB4B 82 HOU ERl, DWwORD FTR DS: CERK+E]
eaC153F4 8985 o4D2FFFF | HOU DWORD PTR S5: (EBP-200C1.EAK
BOC1S2FA ~EE 22 JMP SHORT BACIEEFE

BAC15EFC| ~EB S0 JHF SHORT BACISESE

BAC1S2FE 2EEE A4D4FFFF | HOU ERX, DWORD PTR SS5: [EBP-2BEC]
BOC15904| 40 IHNC Efn

eaC159a5 99395 A404FFFF | HOU DWORD PTR S55: (EBP-2BSC).ERK

AL 15938 238D &4D2FFFF B EHF‘ DWORD PTR SS5: [EEP=203C1,8
BBC15912 ~ 75 42 SHORT @BC1S95s

Bac15214) BFEYES CBOZFFFF HDUEH ERQX, WORD FTR S5: [EBP=-2093]
SaC1591R =508 TEST ER, EfX

gac1s21D 74 @F <E SHORT @8C1592E

BAC1S91F| BFETES E8DEFFFF MOUZY EAM,WORD FTR S8: [(EBF-2058]
Bac15926 2985 B4BDFFFF | HOU DWORD PTR SS: [EBP+FFFFBDE4], EAN
BRC15920 +EB &L JHF SHORT 8aCls9EH

SAC1592E) 2085 &QD2FFFF | MOU EAK, DWORD PTR SS5: [EBP-20AG]
E?Q;E?E; ??EEIEdEDFFFF Ho DTﬂRD FTR SS: [(EEP+FFFFED24]. EAX
BAC1593A &Q 2

__Ghi Memory address of the command function call before msvcrt. _stricmp is O0OC158CA ES8
A826FEFF CALL OOBF7F77.

_Lap Again: now you close the window OIllyDBG of the process, the restart process OllyDBG
father, as the steps similar to the patch org bytes 55 8B. Here you through the window Memory
dump, Ctrl + G, enter 49A168, selected first 4 bytes, placed on HardwareBreakpoint write Word

style. Press Shift + F9.

""|4LF4:
= PR29%s SEERCS A7) JMF DWORD FTR D5 CEDE#S+7 L4258 ]

8BCY HOL ERX, EDI

EH @aaseas HOW B0, 2

?"C4{ S3E9 B4 SUE ECH, 4

i F:b « e g B SHORT mewcrt . FrC42Fcd

TrLA2FEE| S23ED 83 AHD ERM, 2

TYC42FEE| 8308 AOD ECH. ERE

77CA2FED| FF248S PAZFC4T? JUP DWORD PTR DS: [EAMed4+77C42F70]

7"C4EF64 E§E4aﬂ 5= ﬁgg DWORD PTR DS: [ECK#d4+77C43858]

FF2480 ECEFC47Y JHF DWORD PTR DS: [ECH#4+7TC42FEC]

__Here you press Ctrl + G, enter 00C158CA, you will jump to this code:

BRC 15800 =8 ClDE

BAC158CE| SE ESI

BRCISEUF| 487 EE Modi¥icat ton of S8gMERTt &g liter
BaC15e01| =2CeF &8 H WIRD PTR DS: [EDI+681, 55

gacisand, C9 LERUE

esaC 15805 ER 1E JHF SHORT BAC1SSFS

2BC15807| EY FB QUT B8FE. ERX | I-0 command

eaC15e0% CB &FS2AC EHTER 526&F,8RC

BAC1580D| 3F AAS

gaC1s2DEl 2182 3D AHD DWORD FTR DS: [ERM+ZD], EBX

SAC158EL| ARG CHFS BYTE PTR D5:([E51]1,BYTE PTR ES:[EDI

BACI1S2EZ 47 I EDI

BAC1E8ES &5:B9 FIE2&mAC ECH, ACEREZFS Superf luous pref i
BACISBES PR 22 IEE SHORT @oCiS2sd

BRC 1 SRR LH, EL

BAC155ED EANM, 2B4F2CCE

BEC152F2 29 ) )

BAC158F4 0= |Hodif icat lon of segment e
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_Tai O0C158CA address, you must click, set a (HardwareBreakpoint on Excution), now remove
the breakpoint on write, press F9 to you here:

L HL L

HOD ESF, Bl

LER ERX, DWORD FTR
ERX

DWORD PTR CEBFP-20Ra]
DWORD FIR [CIES48] MALCTE . 2t LOMD

11
E"'I:l""F'FFF
HOU EAX. DWORD
-1-I:I"FFFF HOU DWORD PTR 3

_Chung We need to patch this function, enter at 00C158CA E8 A826FEFF CALL O0OBF7F77, you
jump into the jaw, Ctrl + E, the 55 to C3:

PUSH
[y EE-‘F.. ESF
DWORD PTR DS5:[C27464)

TE-T ERX, EQX
=H|I|F'T QAEF FFEE
188
28 MO DWORD PTR SS: [EEP=-4), 8343EEFE
] 5 BAC105CA | JHF to msvort, PEZEVARPAMIEE
HHHIHHF“H EEI.DE’EIF:D FTR DSz [ERX+18E]

Ce0RD FTR DSz LCE7de4 )

| JHF o msvort, FEZEVARPRRIEE

_Bam '-', Press CtrI + G, enter the address of OEP: 495514, we also set a breakpoint HE:
o : -
Copwy ¥
Bnany L
dysgridie Space
el :

it oo 1
I 2
d - Fun trace L [ME gt
r-.lnr.-r-.lun;ru here CirivGray * Emi F4
&0 b ¥
Froliows in Dump P Memory, on Sooess
aaih For " Moy, o yrita
Fird paferences to L]
Wy L -
Ciopy by eoohiut bl ¥
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_Yeah, Yeah:

=181
[E] Eie Wew Debug Plugns Optons Window Hel =181 %]
Sl x| wn| wfs wul ] < ufE]m]w|w]Ec] s kB[R] S| E=E 7]

D145 =7 FIEH

& | Begistars (FFUD
o

Diginaly

A5CIT ™D Cirowits Chal lenge™
Digioalir

Digivsiy

Digivailly

Digivalil, od

Dig

Oigitall
Digitalir

Digits

Command | ﬂ
Handware beeadport | ot Digitady' (0495514 P

Full _PETools dump:

Path PID Imags Base  Image Soe 4|
jc Twirdows | Svaam 32 vl migr ewe DO TR0EAS O o0 T CuOOD00
e wancows | system XX F ast o o0 300 O CoRCCR0 Q000
W] c\program flesimicrosoft officsloffios] | winword. e OO000EE 30000000 A0
e \progyam fdes\ seraditor semaditor e ODOOOZFE0  OO400000  CeES000
':_'In'. Lo ain Fssyaramy iundosy &l [T LEILLE &) B E L] [ LR ST
*I:l.l.'rh.'l'.ﬁ debug- dsassemblerjodbg | 10_ong)lh} clhydbg . exs OO0 OO 00000 ol S 3000
& c-\program Filesikechsmithisnagl: Tisnagh2.exe OOOOOECE  OO00000 w00
[ letprogram flesitachsmdhisnagt Titschelp s OO0 IC  OOd00000  CO0uAN
E_l’. oo & et s prodoct=|ohatsl chalanos avaliabionkiiol st axs (L D000 [ T
A ciprogesm fesistcal productspdotal challengs evauationidighahed axs [ ric O |2 CeE2E-A 000
*l.'.-:la-'irr-..i-'hh: disassambleriodbgl 10_ong)ih) olhydbg.exe OO400000  O0153000
(3] i crackariutiitiesipe books v1.5,400, 2000 xmas sdbionkpetools. se 400000 OOOHENDD -

_Fix IAT, Show Invalid, Thunks Cut. Run dumped_.exe. Oh my God, it's run, before it is run, |
run it before J.
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4 Import REConstructor v1.6 FINAL (C) 2001-2003 MackT /uCF =10] x|

Altach to an Active Process
In:;"apm-g:am fileshetcal productshdigital challenge evaluationddigitalvd exe (D000 2E) ﬂ Pick DLL I

Imparted Functions Found
[+ kemal32 dil FThunlc 00034168 NBFunc: 2E (decimal: 46) validYES - Show Invaid
- uzerd2 dil FThunk: 0009422 Func: 4 [decimat 4] walidYES D e
] advapi32.dil FThunk: 000943 NbFunc: 3 [decimal 3] valid YES Show Suspect
&) cleaut32 dil FThunk: 00094248 NbFunc:2 [decimat 2] vabd YES

& kemel32.dil FThunk: 00094258 NbFunc:4 [decimat 4] vabd YES
[+ advapi32 dil FThunk: 00094 26C NbFunc:2 [decimal 2] vabdYES
& kemel32.dil FThunk: 00094280 NbFunc:48 (decimal: 72) valid YES
&) version. dil FThunk: 00094380 NbFunc:2 [decimat 2] valid YE S

- gdid2. dil FThunk: 00084304 NbFunc:51 [decimab&l) vabd YE S | Clear Imparts

Auto Trace

“Log
Fixing