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*  Write-up for CRYPTO Badness
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DEFCON 18 CTF

Crypto Badness 100

http://quals.ddtek.biz/quals/c100 bb04baa9415423c44.html

S Crypto Badness 100 - Windows Intarmet Explorer

X MNAVER [ V] B | B0 Bl AE

wr EARI| | @ Crypto Badnsss 100

Decrypt please

Ocmln, up.'9.bif abanfoco odrane er wd, wecit dop. Joonnw urp wd. nrow lapy=v
Ydoo w.gy ,ao ,poyy.b gochi a2 ol.jcan t.furapew br bry .pirbrmciw frg aoodaww

Wdcbwy Yd. t.f frg ap. nrrtcbi urp co wd. bam.oat. ru wdco t.fxrapey WzdchyV ﬁ @
' 0
Decrypt please a P ‘@
w 4 ? :‘?
K

Ocmln. up.'g.bjf abanfoco odrgne er yd. ypcjt d.p. /,.nnw urp yd. nrﬁoy e
lapy=v Ydco y.qy ,ao ,pcyy.b gocbi a ol.jcan t.fxrapew br bry .pirbrmcjw . &5~ 7€
frg aoodayv WdcbyV Yd. t.f frg ap. nrrtcbi urp co yd. bam.oat. ru ydcoﬁf? Ny
t.fxrapev WzdcbyV W
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Crypto Badness 100

Decrypt please

Ocmln. up.'g.bjf abanfoco odrgne er yd. ypcjt d.p. /,.nnw urp yd. mroy
lapy=v Ydco y.qy ,ao ,pcyy.b gocbi a ol.jcan t.fxrapew br bry .pirbrmcjw
frg aoodayv WdcbyV Yd. t.f frg ap. nrrtcbi urp co yd. bam.oat. ru ydco
t.fxrapev WzdcbyV

DVORAK to QWERTY

Simple frequency analysis should do the trick here [well, for the most
part]. This text was written using a special keyboard, no not ergonomic, &

you asshat. <hint> The key you are looking for is the namesake of this
keyboard. </hint>

C100 Answer : DVORAK
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Crypto Badness 200

* Q:Some puzzles for you

* Decoding QR-Code

> http://quals.ddtek.biz/quals/c200_8e452fdd2a9b9744.html

forensic-proof.com 9 June 2010
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Crypto Badness 200

* http://quals.ddtek.biz/quals/c200 8e452fdd2a9b9744.html

* Decoding QR-Code

> http://quals.ddtek.biz:8080/qrcode
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Crypto Badness 200

* http://quals.ddtek.biz:8080/grcode

Answer Submission

Upload a file:

I. Choose File | Mo file chosen | Submit _;

* Upload a file and Submit
 Redirect http://quals.ddtek.biz/quals/qrsolve.html

- Refresh http://www.youtube.com/watch?v=dQw4w9WgXcQ

-‘ [
Youlllif: am | zmpEy | 2207

L a- T T
O =240 vevodol AR MR 0122 HS 2IMIA XSHet 2HIX} EREIH USLIC ‘@h AR
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Crypto Badness 200

* Second QR-Code (.png)

Name Value Start Size Color
uinted pngid 89504E470D0ATADAR Oh &h Fo: Bg
I* struct CHUMNEK chunk[0] IHDR (Critical, Public, Unsafe to Copy) &h 19h Fae Bg:
I struct CHUMNK chunk(1] sRGE (Ancillary, Public, Unsafe to Copy) 21h Ch Fg: Bg:
[* struct CHUMNK chunk[Z] PLTE (Critical, Public, Unsafe to Copy) 2Eh 12h Fae Bg:
I struct CHUNK chunk(3] BEGD (Ancillary, Public, Unsafe to Copy) 40h Oh Fg: Bg:
I struct CHUNK chunk[4] pHYs (Ancillary, Public, 5afe to Copy) 40h 15h Fge Bg:
I struct CHUNE chunk[5] tIME {Ancillary, Public, Unsafe to Copy) 62h 13h Fg: Bg:
4 struct CHUNK chunk[g] tEXt (Ancillary, Public, Safe to Copy) 75h 45h Fg: Bg:
uint32 length 57 75h 4h Fg: Eg:
I union CTYPE type tEXt 79h
__Em-l
uint32 crc 72D C709DhR Fag: Bg:
[+ struct CHUME chunk[7] IDAT (Critical, Public, Unsafe to Copy) EAH 194h Fag: Bg:
[* struct CHUME chunk[8] IEMD (Critical, Public, Unsafe to Copy) 24Eh Ch Fag: Bg: .
0030nh: 00 06 50 4C 54 45 FF FF FF 00 00 00 55 C2 D3 TE .PLTEYViy. . .UAO~ i . 3
0040h:| 00 00 00 01 &2 4B 47 44 00 88 05 1D/48 00 0O OO0 ..BREGD. . .H.. f E N
0050h:|( 05 70 48 59 732 00 00 0OB!13 00 00 OB 132 01 00 9&A ¥ ) !’
00s0h:| 9C 18 00 00 00 OT7 74 49.4D0 45 07 DA QS 11 08 33

0070h: o7 OB 00359 74 45
0080h:
0050n:
00A0R:
00BEOh:
00COh:

Generate groode
for "too

* Comment. Your turn. Generate qrcode for “too many secrets”

forensic-proof.com
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Crypto Badness 200

* QR-Code Generate : http://grcode.kaywa.com/

QR-CODE GENERATOR
EE Content type:

? ) URL @ Tt @ phone Number &) 'SMs
Content:
Free text: 224 characters left

[ ] too many secrets

Save t"l code to add it to your blog
or your do cuments

You can alsouse the code's parmalink,
or copy-paste the following HTML code:

zimg sro="http:/fgroode, kayws , comy ime Sizet M EI

m ] r Generste!

* http://quals.ddtek.biz:8080/grcode
Answer Submission \

Uplead a file:

. Choose File | Mo file chosen | Submit _.
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Crypto Badness 200

* Upload file and submission page leads to :
o http://quals.ddtek.biz/quals/c200_840bc203130f3638.html

© QR-Code and MP3(c200_9f5bcf9abbcfe85c.mp3)
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Crypto Badness 200

* Decoding QR-Code

C, Vil Vv1,03,20,06,D,D,T,AV,FI,DR,TX,EU,HK

* Morse code translation (mp3) — http://audacity.sourceforge.net/

BV E00 o oAb crasn

File '-_n:.lﬂ.:.T.-leu-' 'ro_.:n.:r-_-.-cﬂ'e'al:-: EHecr: Anaghyre  Help
= | Il | | = =
S ) & &y |3 & E 5 » o |
Bl o g e e LR O . =
0.5 [ 0.5 i 15 2.0 25 3.0 3.5
EEETTEEE T = E 2 = T 7z z z T E T z T S z T =
Wono, B000Hz
32-b1 foat Qe
Miste | Hohk
=5 0.5
L F
= 03
407
1.0
=
- mmm = - - —— - - - m  m - o owm - - m owm mm o= - - ;":T_- ‘;‘ﬁ
B;-I 3 e
iy o
- - - - --. - - - .--. --.- --.- .- - o - - - . - - - -.. WE s N
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Crypto Badness 200

* Decoding QR-Code

= CVIIIILVI03,20,06,D,D,T,AV,FI,DR,TX,EU,HK

* Translating the morse code (http://www.onlineconversion.com/morse_code.html)

= BOWS DLQX FXUT KIKL IXYT WWVX VTPN LVPQ QLAN FRWB VMHD D

o Reflector : C
o Rotors : VIII, I, VI

° Ring Position : 03, 20, 06

- Key:DDT

:-';

B
N
! -

L

o Plug connections : AV FI DR TX EU HK

§ S
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Crypto Badness 200

* €200 Answer : DDTEK IS A RIDDLE WRAPPED IN A MYSTERY INSIDE AN ENIGMA

0%
e R,
‘. Ry q ’

¢,

; N
.Lh_l
'Z"i_tli_ﬁ
2 .i-"‘;. ;
e, i
e
£ il

o
w5

#
r

forensic-proof.com 9 June 2010



DEFCON 18 CTF

Crypto Badness 300

* Q:Would you link to play a game

root@forensic:/home/forensic/DEFCON# file c300_f75bec6f545034716.bin

c300 f75bec6f545034716.bin: gzip compressed data, from Unix, last modified: Sun May 23 05:00:16
2010

root@forensic:/home/forensic/DEFCON# mv c300_f75bec6f545034716.bin
c300_f75bec6f545034716.8z

root@forensic:/home/forensic/DEFCON# gunzip c300_f75bec6f545034716.gz

root@forensic:/home/forensic/DEFCON# tar -xf c300_f75bec6f545034716 ﬁ ﬁ
root@forensic:/home/forensic/DEFCON# file c300_f75bec6f545034716 ik ? @
c300_f75bec6f545034716: POSIX tar archive (GNU) e B | ?
root@forensic:/home/forensic/DEFCON# file c300_f75bec6f545034716.xls ]
c300_f75bec6f545034716.xls: CDF V2 Document, Little Endian, Os: Windows, Ver5|o§'5 1, C%

1252, Name of Creating Application: Microsoft Excel, Create Time/Date: Wed Jul 26 11:1

1“.

.2:2
L Jﬁ- o ':‘.!:.'..:...
Last Saved Time/Date: Wed May 26 19:41:29 2010, Security: 1 % A
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Crypto Badness 300

* ¢300_f75bec6f545034716.xls

N E. o fictosor,,_|n e
Home Insert Page Layout Formulas Data Review View Developer 'E_E.' - B X
& | Arial -0 ~|||FT==| Al sl = 14 '
g || 0 0 | I W =S = B T = g 4
aste T = — 5 ells
- || A || E | || = i
Clipboard M Font Alignment : Number il | |l Editing
Al + £ |
A | B [ € D E F G H =
6 | =
?. 1
8
9 |
10 |
11
12|
13 | Click here to play Asteroids
1‘51 | Macros are required
16
Ll
18 |
19
CEER] Asteroids < ¥ 4

Ready | 5
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Crypto Badness 300

*  Click macro, can see sheeps (c:\\ram.exe)

.
|2 71

COETFsED2om N FQARELEO X

| |
= Computer | E Microsoft PowerP... I &) Untitled - Paint

*  ¢300_f75bec6f545034716.xls (97-2003) Eo
File-Open, File-Modify password is not set %«‘#})  d

-~ Worksheet, VBA Project password is set
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Crypto Badness 300

* Decrypt Password (decrypt tool using TMTO)

File: c300_f75bec6f545034716 - offvis.xls

Folder: C:\Users\proneer\Desktop\C300\

Protection: MS Excel 97-2003 - VBA Project, VBA Password, Protection Password
Complexity: Instant Unprotection

File-Open password: no password is set

File-Modify password: no password is set

Workbook password: [BQJSUWIIHZCUBHV] (no brackets) <Copy> (generated) (removed) & @ @

o

Worksheet [1] password: [BQISUWJIHZCUBHV] (no brackets) <Copy> (generated) (removed)®
VBA Project password: [Y6HA1H] (no brackets) <Copy> (generated)

Unprotected file: c300_f75bec6f545034716 - offvis-unprotected.xls
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Crypto Badness 300

* Decrypted XLS VBA Project

Project - VBAProject jﬂ

=3 Microsoft Excel Objects

|8 Sheetl (Asteroids)
B8] Sheet? (Data
Lg% | Thisworkbook

B (23 Forms

B9

----- %4 Modulel

forensic-proof.com 9 June 2010



DEFCON 18 CTF

Crypto Badness 300 Private Sub EX()

Dim OF As String
On Error Resume Next
° VBA Code UP = X("51092F")
OF = X("40521E4A574924")
RV = ShellExecute(0, "open", OF, "", UP, 3)
End Sub

Sub MN()

Dim SD As Date Private Function X(DI As String) As String

D?m ED As Date Dim CK, sDO As String
Dim CD As Date Dim IDP, iXV1, iXV2 As Integer
SD iX("071C41571D03715472") CK = Worksheets("Data").Range("AU2") &
ED :X( 071C41521D03715472") Worksheets("Data").Range("BE4866") & _<br>
CD = Date Worksheets("Data").Range("Z9550")
If (CD >=SD) And (CD < ED) Then
Call GF For IDP = 1 To (Len(DI) / 2) @
Call EX iXV1 = Val("&H" & (Mid$(DI, (2 * IDP) - 1 g
End If iXV2 = Asc(Mid$(CK, ((IDP Mod Len(CK)) + 1), 1)) ©
End Sub sDO = sDO + Chr(iXV1 Xor iXV2) # ? g
. Next IDP B . P
Private Sub GF() X = sDO '
WL = i 4
End Function ‘
X("5A470714081E6E15355D000A5D000223001C5C041E48

1647545FAF574B16") Function KG()

o . KG = Worksheets("SheetZ").Range("AE%Q &
FL=X("51092F16535C6F003A56") Worksheets("Sheet2").Range("Z95

n u

End Function
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Crypto Badness 300

* CK

CK = Worksheets("Data").Range("AU2") &
Worksheets("Data").Range("BE4866") &
Worksheets("Data").Range("Z9550")

¢ AU2:a23sd21
* BE4866 : AeB349sdfWewrf

* /9550 :w29552

* (€300 Answer : a23sd21 AeB349sdfWewrf w29552
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Crypto Badness 400

° Q:crack me

root@forensic:/home/forensic/DEFCON# gunzip c400 95bcb7c5807a366d.tgz
root@forensic:/home/forensic/DEFCON# tar -xvf c400_95bcb7c¢5807a366d.tar
blob.dat

pubkey.pem

root@forensic:/home/forensic/DEFCON# cat pubkey.pem

MGgCYQDK2YRVfIfgOUMalmrXJ/DG1D7z1BhGnxs3UEmyKYQ+6fg7H5dzisJO9fYf
QB8h8ZE+52S7MbVaONOYWN/tALE5LwilcRXEs1nnI2xhf8xzTwbj6VWmR2CRtS9G
LnIBPbUCAWEAAQ==

root@forensic:/home/forensic/DEFCON# xxd blob.dat
0000000: 8d33 84e4 1159 8ef3 0d52 db86 eaf8 1af0 .3..Y...R......

0000010: 0028 a37d 9e6f 79b0 4ba3 feb6 64df 9441 .(.}.oy.K...d..A
0000020: 9bcO0 bf3a af54 babd c3a7 2087 3d0a a428 ...:T.... .=..(
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Crypto Badness 400

* Base64 decoding pubkey.pem

root@forensic:/home/forensic/DEFCON# openss| enc -d -base64 -in pubkey.pem -out
pubkey dec.pem

root@forensic:/home/forensic/DEFCON# xxd pubkey_dec.pem

0000000: 3068 0261 00ca d984 557c 97e0 3943 1a22 Oh.a....U|..9C."

0000010: 6ad7 27f0 c6d4 3ef3 d418 469f 1b37 5049 j."...>...F..7PI

0000020: b229 843e e9f8 3b1f 9773 8ac2 74f5 f61f .).>..;..s..t...

0000030: 401f 21f1 913e 4b64 bb31 b55a 38d3 98¢0 @.!..>Kd.1.Z8... 5 @ i
0000040: dfed 00b1 392f 0889 711c 44b3 59e7 976c ....9/..q.DY..| g ¥
0000050: 617f cc73 406 e3e9 5c26 4760 91b5 2f46 a..s0..\&G'../F ¢ B ?
0000060: 2679 413d b502 0301 0001 yA=...... p

root@forensic:/home/forensic/DEFCON#
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DEFCON 18 CTF

Crypto Badness 400

*  RSA Public Key

root@forensic:/home/forensic/DEFCON# openssl enc -d -base64 -in pubkey.pem -out pubkey_dec.pem

root@forensic:/home/forensic/DEFCON# xxd pubkey_dec.pem

0000000: 3068 0261 00ca d984 557c 97e0 3943 1a22 Oh.a....U|..9C."

0000010: 6ad7 27f0 c6d4 3ef3 d418 469f 1b37 5049 j.'...>...F..7PI

0000020: b229 843e e9f8 3b1f 9773 8ac2 74f5 f61f .).>..;..s..t...

0000030: 401f 21f1 913e 4b64 bb31 b55a 38d3 98c0 @.!..>Kd.1.Z8...

0000040: dfed 00b1 392f 0889 711c 44b3 59e7 976¢ ....9/..q.D.Y..|

0000050: 617f cc73 4f06 e3e9 5¢26 4760 91b5 2f46 a..sO..\&G'../F ‘

0000060: 2e79 413d b502 0301 0001 YA=...... ? )r? 0
£

root@forensic:;/home/forensic/DEFCON#

° n= Oxcad984557c97e039431a226ad727f0c6d43ef3d418469f1b375049b229843e‘9f83b V.78
8ac274f5f61f401f21f1913e4b64bb31b55a38d398c0dfed00b1392f0889711c44b359e797 :
cc734f06e3e95¢26476091b52f462e79413db5 "*:‘;

e e=0x010001
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Crypto Badness 400

n = 0xcad984557c97e039431a226ad727f0c6d43ef3d418469f1b375049b229843ee9f83b1f9773
8ac274f5f61f401f21f1913e4b64bb31b55a38d398c0dfed00b1392f0889711c44b359e7976c617f
cc734f06e3e95c26476091b52f462e79413db5

n=123018668453011775513049495838496272077285356959533479219732245215172640050726
36575187452021997864693899564749427740638459251925573263034537315482685079170261
22142913461670429214311602221240479274737794080665351419597459856902143413

e = 0x010001

e = 65537

794080665351419597459856902143413
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Crypto Badness 400

. http://www.factordb.com/search.php?query=123018668453011775513049495838496272077

28535695953347921973224521517264005072636575187452021997864693899564749427740638

45925192557326303453731548268507917026122142913461670429214311602221240479274737

794080665351419597459856902143413

Search Seduences Seguence overview Report factors ‘Worker status Login

17728535695953347921973224521517264005072636575187452021997864693899564 749427740638459251¢ | Factorize

Result:
status (71 digits nurmber
FF 232 (Show) 12301866584, «292s = 3347807169, .. <116 - 3674604366, . <116 @
Saved results. @
Uger Time Bytes Digits Show b 4 [ 4
Robert Gerbicz January 7, 2010, 12:21 pm 116 116 Show 3

‘ 3 EM"
° p:3347807169895689878604416984821269081770479498371376856891243138898288379: 2 ‘ﬁ
TR o

287614711652531743087737814467999489 H»;; % f
s - A

i i ,-"_\-.#:

©  :367460436667995904282446337996279526322791581643430876426760322838157396¢ 1979
233373417143396810270092798736308917
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Crypto Badness 400

° takesp,q, e

°  p:33478071698956898786044169848212690817704794983713768568912431388982883793878002
287614711652531743087737814467999489

°  q:36746043666799590428244633799627952632279158164343087642676032283815739666511279
233373417143396810270092798736308917

© e=65537
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Crypto Badness 400

*  http://blog.stalkr.net/2010/03/codegate-decrypting-https-ssl-rsa-768.html

root@forensic:/home/forensic/DEFCON# gcc -Issl -o create_private create_private.c
root@forensic:/home/forensic/DEFCON# ./create_private
root@forensic:/home/forensic/DEFCON# cat private.key

MIIBywIBAAJhAMrZhFV8l+A5Qxoiatcn8MbUPVPUGEafGzdQSblphD7p+Dsfl30K
wnT19h9AHYHxXkT5LZLsxtVo405jA3+0AsTkvClIxHESzWeeXbGF/zHNPBuPpXCZH
YJG1LOYueUE9tQIDAQABAmMBODeSHYEQoNbgtXhmQRTqdFtt5dtP4uSi/mcDAHL6b

K1Pw1wOErQoGzbe/VFLOz629dNG3KBd/0OrkCMQCXWi353DJJ1tDe6Bv8TICah+Gl
MLEBCAedVgbA8OhPVI+tBd65q7jd7sXt5gIDxQECMGPaTUJkasmL/oHWpol6MdKQ
dntcO361GfmwHwW6EH2TILFpeozkoCUIj7+MWI4ZXaag==

root@forensic:/home/forensic/DEFCON# openssl rsautl -decrypt -in blob.dat -inkey private.pem -out resulwat
root@forensic:/home/forensic/DEFCON# cat result.dat

how long until 1024 falls by the wayside?

*  C400 Answer : how long until 1024 falls by the wayside?

forensic-proof.com
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Crypto Badness 500 (n/a)

° Q:crack me

root@forensic:/home/forensic/DEFCON# gunzip ¢500_2AA899AC00124DC3A023C3E4A2A16702.tgz
root@forensic:/home/forensic/DEFCON# tar -xvf c500_2AA899AC00124DC3A023C3E4A2A16702.tar
¢500.pcap

root@forensic:/home/forensic/DEFCON#
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Security is a people problem...
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Forensics 100

* Q: Find the key

root@forensic:/home/forensic/DEFCON# file f100_6db079ca91c4860f.bin
f100_6db079ca91c4860f.bin: x86 boot sector; partition 1: ID=0x7, starthead 0, startsector 31, 31558

sectors, extended partition table (last)\011, code offset 0x0
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Forensics 100

*  mount the image using WinHex

[F100_Bdb079cad1c... | F100_6db079cadic.... P1 |
\

Mame ™= 1E}d. 1 Size 1Created 1 Modified 1Accessed ]Aﬁr. 1 1st sector

(Root directory) 471 KB 2010-05-19 09:30:35 2010-05-19 09:3319 2010-05-19 09:33:19 5H 352
L 15Extend 4458 B 2010-05-18 09:30:35 2010-05-19 09:30:35 2010-05-19 09:20:35 SH 10534
._.;.whiteﬂag.jpg ipg 1.9 KB 2010-05-19 08:51:26 2010-05-19 09:3241 2010-05-19 08:51:26 A 344
._.'J.images.jpg ipg 43 KB 2010-05-19 09:21:00 2010-05-19 09:33:08 2010-05-19 09:21:00 A 1216
LQ.furries.jpg ipg 36.1 KB 2010-05-19 08:38:20 2010-05-19 09:3245 2010-05-19 08:38:20 A 1064
._.J.euidenu:e.jpg ipg 135 KB 2010-05-19 08:48:40 2010-05-19 09:31:55 2010-05-19 08:48:40 A 1032
;:].caught.jpg ipg 1165 KB 2010-05-19 08:49:08 2010-05-19 09:31:48 2010-05-19 08:48:08 A 3z
;_.'.].I::arpenter.png png 97 KB 2010-05-19 08:47:54 2010-05-19 09:31:41 2010-05-19 084754 A 288
;;:].EEIDEIMDB'I'ISEDTSE?M_'HEEHB_El.jpg ipag 326 KB 2010-05-19 08:52:26 2010-05-19 09:32:49 2010-05-19 08:52:26 A 1144
i_] Folume 0B 2010-05-19 09:30:35 2010-05-19 09:30:35 2010-05-18 09:30:35 SH
._] $UpCase 128 KB 2010-05-198 08:30:35  2010-05-19 09:30:35 2010-05-19 09:30:35 SH 24
._.'.].$Sec:ure 0B 2010-05-19 09:30:35 2010-05-19 09:30:35 2010-05-18 09:30:35 SH
J$ru1Frrv1irr 40 KB 2010-05-19 09:30:35 2010-05-19 09:30:35 2010-05-19 09:30:35 3H 16
._.Q.Mu—‘r 256 KB 2010-05-19 09:30:35 2010-05-19 09:30:35 2010-05-19 09:30:35 SH 10512 B
|_] FLogFile 20MB 2010-05-19 09:30:35 2010-05-19 09:30:35 2010-05-18 09:30:35 SH 2296
i_']$Elnnt 2.0 KB 2010-05-19 09:30:35  2010-05-19 09:30:35 2010-05-19 09:30:35 5H 0
.j FBitmap 496 B 2010-05-19 09:30:35 2010-05-19 09:30:35 2010-05-19 09:30:35 SH 10488
i:].$EladCIus 0B 2010-05-19 09:30:35 2010-05-19 09:30:35 2010-05-18 09:30:35 SH

FAftrD ef 25 KB 2010-05-19 09:30:35  2010-05-19 09:30:35 2010-05-19 09:30:35 SH 888
e kEY 0B 2010-05-19 07:45:50 2010-05-19 09:231:59 2010-05-18 074550 A

Yolume slack 30 KB 315562

|dle space

Free space 9.6 MB
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Forensics 100
*  Key file

* Resident attribute

Of fset
05421056
05421072
05421088
05421104
05421120
05421136
05421152
05421168
05421184
05421200
05421216
05421232
05421248
05421264
05421280
05421296k
05421312
05421328
05421344
05421360
05421376
05421392
05421408
05421424
05421440
05421456k
05421472
05421488
05421504
05421520
05421536
05421552

* F100 Answer : notdeleted,neverexisted

forensic-proof.com

-1

g

9 18 2 12
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* Q: Find the key

root@forensic:/home/forensic/DEFCON# file f200_02b7b50f575759cff7.tar.lzma
f200_02b7b50f575759cff7.tar.lzma: data

root@forensic:/home/forensic/DEFCON# unlzma f200_02b7b50f575759cff7.tar.lzma
root@forensic:/home/forensic/DEFCON# tar -xf 200 _02b7b50f575759cff7.tar
root@forensic:/home/forensic/DEFCON#

root@forensic:/home/forensic/DEFCON# Is - ./*.png | wc -

1121

%,;M |
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* Overview a png file
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* Convert using Imagemagick

root@forensic:/home/forensic/DEFCON# convert *.png -layers flatten flatten.png
root@forensic:/home/forensic/DEFCON# convert *.png -layers merge merge.png

root@forensic:/home/forensic/DEFCON# convert *.png -layers mosaic mosaic.png

* F200 Answer : http://is.gd/ced7F
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* Q:say my name cuz | got pain when i tried to get again

root@forensic:/home/forensic/DEFCON# file f300_46646289fff26adc0.bin
f300_46646289fff26adc0.bin: CDF V2 Document, Little Endian, Os: Windows, Version 1.0, Code page:
-535, Comments:
/9j/4AAQSkZIJRgABAQEASABIAAD//gDvSDRzSUNBQUFBQUFBQTNKbFkxOWtkWEFBQUJjQTZQOGZp,
Revision Number: 5, Total Editing Time: 02:37:48, Create Time/Date: Mon Apr 12 03:37:42 2010, Last

Saved Time/Date: Mon Apr 12 06:16:26 2010

forensic-proof.com 9 June 2010
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* Open the PowerPoint file

VYT

“ﬁ . ) 222 112 Card o
e [ i Laps Sedrn fivatin Ehnie Shizie Eauvea 5 1S Fassasir g
I B it = S L ] o = L) ke Frid
| | =l (LR | el ! =~ 5l B I_'_ = o
8 d e Rpah Tem el oo o =} __n__ A Bl thape S L B
£ sy o y t farae oy "
S Paral FerE e S Delrn | s ey AR ! ! t Ehi4 =N el sl e = L aewe
pas 4 idn B

o . e =]

s orbe | T Thers”  Faress
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*  CDF Summary Information

| General I File Hashes I Securty | Custom | Details |-F‘revious Versions |

Property Value
Description

Title

Subject

Tags

m

Home Insert Deasign Animations Slide Show Reviaw Vie
Categories

Comments 9/ 4ARQISKZIRGABAQEASABIA. . T N _ =] Layout ~
Origin : —1 5.4 Copy “E Raset

Paste Mew I be 8 AV . an-|| A
Authors = f Format Painter || ‘Slige~ 3 Delete (B I T abe A ||
Last saved by

TR Clipboard Ta Slides Font

| A a2

Version number

«® Document Properties =
Program name
Company :.-“-‘-.uthnr: : ;TitI g . .S ubject: Q

Manager |
Contert created  2010-04-13 2 = 12:37 CDI‘I’II’I‘IEI‘ltS
Date last saved 20100413 2= 318 AAifanal sk JRgABALEASABIAAD/ /gDy T k .|

i pnn_t?d ] [RiBWE nWHLISMWNEOLEGANR Y B 1YEInOVER TuRy " FREOIIFC :l
Total editing time 02:37-48 x e - é:

1

L, I'_r'

Remove Propeties and Personal Information

Wy

[ 0K _] I Cancel Bpply
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* CDF Summary Information = base64 decoding

i

Nijb.iH4=ICARL

[ N LI 41
furs

o I R
o =] k=]

[ |

ELDV/ OLnAwWAgAN/ /

QucDACARS /S 95w

IADT/ OLnAwhghM/ /

DucDRCART S OC5WME

IADE/2p02msAnADC

EQERRAD/S fxpizgUE
ADS fwARRAE

ha =] B3
o

aD
78

i

%]
T

O =] N
-

1.9
=
=]
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* CDF Summary Information = base64 dec = JPEG = Comment =» base64 dec

-] -

0000h: i i i 00 O

a3 A3
0010h: T 00 oo 00
0020h: 2 e T ES 13
0020h: a EF ST & 12
0040h: Q&S 43 ET DF A
0050h:| (ks 42 ET OF ETY
0060h: 3 42 E7T
0070h: [ 6L T4 |
0080h: &2 CE
0050h: 28
00RAOh: FF 00

* rec_dup.gz : recursive compressed file

o http://research.swtch.com/2010/03/zip-files-all-way-down.html
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*  #1Slide = JPEG file

| Stides "{ Qutine . .

- - . - -_— -

4B 96 49 46 00 01 031 01 DO 48

0050h:
0060h:
Q070h:
Q0080h:
0090h:
Q00ADh:
00BOh:
QOCOh:
00DO0Oh:
QOEQh:

]

TG SRS Sl R bl
s LR L e o TRE 3 el R il T i |
TR A N T e B Rk RS R AR

forensic-proof.com 9 June 2010

2aHROcDovEZ1 Y3
IpY3MuY ST 1Sy
SwaHL/aWQoOMTU4NT

[ I
X R T

fd =]
n

|
s
e
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Forensics 300 — writedown

* #1 Slide = JPEG Comment = base64 decoding

o Baseb4 decoded data : http://ircpics.com/img.php?id=15858
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o 2R 11 e L)
e CTE TR T

4 I.I s
sapie P R LL
rdHg

Lty

Aelratizan
|

#1 Slide =» Slide Note

Izerm

Tl

:—"'_ A % ] Lok -
= Rl

e

vy el

il Lol |

7k 1arsd
1% 7memoacdaT
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* #1Slide =» Slide Note = base64 decoding

0000h: 50 4B 03 04 14 00 00 00 OB 00 08 03 64 3C F9 F4 | PR.......... dend

0010h:| 89 64 48 01 00 00 B8 01 00 00 07 00 00 00 72 2F | ®dH...,....... r/
oozon: [ENESIRESEREE b0 25 00 DA FF 50 4B 03 04 14 00  |[PEEeY.s.UVPK....
0030h: 00 00 08 00 08 03 64 3C F9 F4 89 64 48 01 00 00 | ...... d<dhdH. . .
0040n: B2 01 00 00 07 00 00 00 72 2F 72 2E 74 63 70 00  ,....... r/r.zip.
0050h: 2F 00 DO FF 00 25 00 DA FF 50 4B 03 04 14 00 00  /.Dy.:.U¥PK.....
0060h: OO0 08 00 08 03 64 3C F9 F4 89 64 48 01 00 00 B8  ..... d<idhdH. . .,
0070h: 01 00 00 07 00 00 00 72 2F 72 2E 7A €9 70 00 2F | ....... r/r.zip./

* z.zip : recursive compressed file ; ‘

g K N
http://research.swtch.com/2010/03/zip-files-all-way-down.html| e R
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#2 Slide =» PNG file
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* #2Slide = Slide Note

Izens Ml Adlralizae

Bt .11

i | ] Lk~ B | JP —|J_| S ieape
: g — = 3 e - S vrane Al L Rwelnde
Facie Hw VY Srapet Amanre O - i

B S | s 1 ’ T 5 felurt =
vipeaarr Tires r FiH=n
Shdie . Oalin: L = - - o == -

] S | i P e )
1 2jd1F £
M1

Ak Mzac-we ik M-
BTV RV T E | R St X L

F i ¥ b | Bl YW [ I UK Aty N

“hArz el | OfMiraThewa™  Faress Fooey

forensic-proof.com 9 June 2010



DEFCON 18 CTF
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* #2 Slide = Slide Note = Base64 decoding
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*  #3 Slide = XLS OLE data

m
|,*|.-'b:--'.',1u ¥ el gmsdina 8
| Ml S

; 1
| ']T.-d.- 1 e Wally
| My .l-.lu-ah'dl-‘-‘- e
rk& .!I..'-'-.""ll'..,;l'- L)
| it sl il

¥,
F

EnTE
Pt S

=1

=

,_H.l".'-.'lT [ L = R )

ey ity

i g

L J‘ﬂ'—""“ =
Lo Pl | G airaee s :
LIPTEY: I PR B

s Mt 1 G =

s |t Fiffugl: e E
s s R 2
b .w.ﬁsﬁ, =]
ney } i

13 !

Ll

i .

]
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*  #3 Slide =» XLS OLE =» shopping list image

http://www.facebook.com/note.php?note id=349479444975

Welguono: <Dhar

U Mot

Lt e S

e heaae
T
R —
a1

| Bkl Wallla, (ke / tlack)
S

Dalt ruhon,
M;Mw',@u i (Voo |Ulack)

"

. ‘ Eap (Ml 2%
el

———

forensic-proof.com

*Don't forget to put gasoline in the
Buick !l

Walgreens : Shampoo

aspirin

toilet paper

preparation H for Walter

Birthday cards for xxxxxxxx

Hani : Dildo (strap-on | hlark)
Dildo (double-headed)

Anal Beads

Titdamps Lufe!!!

Butt-plug for walter (XL/clack)
Ball-gag " "
Ball stretcher
Cok-ring for xxxxx (leather | clark)
Thrytway : Bread | Eqg | milk (2%)
maroni Cheese

Fcour | Sugar | Varnlla ertrart
Chocolate chips

Corn Fcakes | Cheesios

Carrerts | Celery wiunrlier

Wine | Beer | Cigarettes

Yogurt | Cattage cheese
HamlImarga Heljser

Yroinl buy
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*  #3Slide = XLS OLE = cell data

Graphics 1 v J |
[A][B[C[D|EJF[G[H]I]I[K][L][M]|N][O][P]O][R][S][TIU[V][W]

252 954 ™11 Mes 137 208 M43 Mo3 M41 Moo 76 Bse 6o D47 M43 Bea 20 M54 oo o3 @25 Bo4a ol
132 085 247 7o 23 223 M10 254 254 222 "Me4 Mos 221 Mez a3 215 Moo M20 077 64 M43 B35 Mg
270 "o62 ™28 M24 "os "es oo 214 =20 "o "65 210 53 232 Ms3 24435 M7s "1s52 Mee Mos 5o b1y
F197 223 M27 237 o7 B22 Meo 27 Meo 27 ae M14 680 Mo 252 832 M14M10 27 "78 37 "2z Mozs
fo27 2031 Me4M37 2456 75 M4s 232 5o beo 26 Moe Mae 1515401 223 M35 Mes B1s Mao
547 "96 22 M15 "oz B30 543 44 M6z o5 B7s Bze M7z Bss 215 13 230 ™18 47 230 "bao 230 g
oo7 "es "e6 Moo 16 o7 "71 e o5 bas oo Mae Moo 49 M5 M52 o2 34 a5 245 M2o Be7 Bag
832 "o23 24 ™10 36 Deo Mos 211 M84Me2 4455 226 To57 Moa 14 20 ™21 26 230 Ma1 "se Moz
531 "M32 M40 70 30 Moo fiss M52 31 @53 B24 22 %15 Mee Bos 228 Mee "Bss Mes Mos D12 017 230
11 Mo24 "06 o6 043 o7 "M 10 o6 35 ez 094 a4 30 Bes 72 Moz 221 Mes M3z "Mes B3s M7s 2o has
12 Moz "33 201 Mos "e0 77 30 B7s o6 205 41 Mhze M1s o475 24 Mee Mae 243 247 "es o7 a7

19 Fan7 Fon a7 Fac finn FPer Fan FAac Fanrs Anac Fne ARoo FAoas Fine Fen Fac fivaPhns Fno Fann Fao Faco Fhoc

o e~ | e | e =

* cell data to Hex

0000R: | -FC 36 D3 aC 8% DO 8F C1 8D C7 BD 32|45 2F 8F 40 ﬁEﬁlhﬁ.i.Q“?Ef.@
0010n:|( 81 B8 00 CBEl D4 01 8453 F7 B3 7B!DE 77 FE FE ...Ea. .., U {Bwbb
0020n:| DE &8 Ca DD|&& 03 D7 C8 ES 4D A4 F3 26 8& 46 45 BhEYL.=EAMEASTFE
0030hm:| 1C 7C Coa A8 |00 D& ES5 58 AL D2 35 E8 595 F4 23 B2 BT DAYEQLa™AE s
0040h:! 58 A0 Ca 3B |11 C5 DF 7F ED &B 1& A0 [7F BD TF Fa ~ E:. AB.ik. .%.8

00506h:| 72 58 C4 FPCI20 72 77 7F B2 85 1 1C 1B ES 1F BS YAl rw.®%...d.,
D060R: 89 7C 9C AF 2E E8 3B 3C 7E Sh BR 97 9A BF DF BR %o .&;<~Z°—3:R5
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*  #3Slide =» XLS OLE =» AC64, AC65 cell

AE40 - f |
4 AB AC AD | AE

63 |

64 AQgxCDGAM

5 S00CGGEAWC

Eﬁ 1

67 |

68 |

* AC64 base64 decoding

9000m+ 01 08 31 08 31 20 30 01 08 31 08 31 20 34 01 08 | ..1.1€0..1.1€4..
0010h:{ 31 0831 80:30 22 31 E7 |89 62 11 C4 |61 31 F7F 91 1.1€0"1c™b. A, 150
0020h: 11 8Y DD 40 30 F7 95 20 00 D4 82 2% F7 9% 72 &1 . .B@Eo== .6,!%“‘I'

0030h: DO 85 11 F7 91 11 A1 54 40 30 E7T 18 20 00 CO ET7 | B_..:1".;T@Og. .iu;
0040h:| 0% DT 91 72 Bl 54 22 20 ET 18 62 10 CD A6 11 F7 e o= g:.b.fh:.%
0050h:| 99 72 Bl 54 87 08 C7 10|62 30 40 60 /29 C7 99 O || ™riT+.C.bOE ) C™.
006e0h:| 01 C4 07 18 C7 10 62 30 40 C2 Al QA FB BF RS A4 A, .E;.bO@fL; JAlg T H
D070h:| 28 BE OA F3 DB 12 60 &5 BO OA FF 6E 951 74 E1 E8 {..00. 1i%.¥n cas

* AC64 baseb5 decoding

0000h: FT 40 0Z 18 &0 30 A F} 85 03 1C 05|75 2B FF 40 =M. . mD.<.....y+V8

22 08 &5 70 3B FF 0D 52 |2C 24 E1 3B F2 D1 SE 28 "_epri.r, SaralE (
0020n:| 24 E0 ZB T2 ! 3F 8E 2C Z4 EQ0 2B 7E 7E OE 28 04 El $é+r_f,$é+~~.i.é
0030h:| 2B TA ZC 96 (2C 2C F1 3B | FB 3C 1E 28 25 79 0B T2 +2,—, (O;0<. (3V.C
0040h: D1 1F 2C 8D 23 3B D7 55 SE 28 C4 BB 2B DF 93 SE | H., .#;=UZ (A=+B8"%
0050nm:| 2C 25 BZ &3 |5E D2 1F 08 26 63 6B 1E BA 4D 0C 44 L Eren0. L ECk. oM.
D060h:| CA B3 78 A4 16 28 OC FF 73 D5 36 9F 3C 87 EF 23 || Exu. (.ys06¥<tit
0070m:| 50 CE 06 28|01 DT 92 F9 48 B3 74 41 'DE B2 70 04 Pi.(.=x"GH*tAB D.
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*  #3 Slide = Slide Note

[ foilon Asdralzar Sl Shre Tande
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Bt .11 = X
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*  #3 Slide = Slide Note =» base64 decoding

i
I
o -
] 5 &
N
th " S
2 o

T
| e
L '||,|,

l(

(= L 1

e

ey
o I S

= i 1 .'-il‘-

TS
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*  #4 Slide = JPEG file & comment

P e L e

¥pb
00 1% 6C 70 &3 2C 68 74 T4 70 3A 2F 2F &% 72 ZE ..1pc,http;ffis.

62 48 61 &6E 55 04 gquﬁanU_ﬁ3“”“yU'

00BOh: [ANEEEss
0ocon: G2NDONDS |
00DOR:
0OEQR:

FE =1 66 41 34

* lpc, http://is.gd/bKanU
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* lpc, http://is.gd/bKanU

forensic-proof.com

Eile Edit Wi History Bookmarks Tools Help
r@ F c A ﬁ' [m http://guanabee.com/shocker 5.7.08.jpg
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*  #3Slide =» XLS OLE =» AC64, AC65 cell

AEAD - f |

] AB AC AD | AE
63 |

64 | A0gxCDGAM

85 SQACGGEAWTC

ﬁ i

67 |

68 |

*  AC64 + AC66 base64 decoding

act4plus64 basesddecoding.bin m|

0000k : bl 08,31 0831 80 30 0108 31 08 31180 24 01 08 e e
0010h:|( 31 08 31 80 |30 22 31 E7.99 62 11 4 |01 31 F7 51 1.1€0"1g™p A 1"
0020h:( 11. 81 D040 30 F7 99 20 00 04 82 31 /F7 89 72 51 .BRO™ H, 1o
0030h:| DO 85 11 F7G%1 1131 54|40 30 ET7 1820 00 CO E7 || B...=". TROc. .ﬁg

0040h: | 0% DT 9172 B154 23 20 ET 18 &2 10 C0 26 11 F7 LHArET" q.h.ﬁ:.%
0050h:| 99 72 Bl 54 87 08 C7T 10 62 30 40 &0 2% C7 9% 01 | ™riT+.C.b0OR" ) ™.
006e0R:| 01 C4 OF 18 /CF 10 &2 30 40 C2 Al 0A FB BF A8 A4 .i..@.bﬂ@ii.ﬁ{"u
0070h:| 28 B8 0A F3 DB 12 60 69 BO 0A FF 6E 51 74 E1 E8 {,.00.%i°.{n ‘tae
0080h: | 2B FT TC 08 20 2D Bl 2B FEBE 2& 00 24 25 E8 1F FE ++]. —x+a&.5%e.40
00590K:| 30 78 20 85 o0 OB T 70 FC 2C AE 22 0B 76 BA F8 Ox .7 .vpd,®@".ve@
00a0h:| 28 &C &6 53 F7 D3 T8 2C EZ 2Dy 53 FF 5A F8 08 8E (~f5:0y, &4-5¥Zs.%
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*  #3 Slide =» XLS OLE =» AC64, AC65 cell = base64 decoding

o1 2 3 4 &5 & 0123456

goooooooe 01 o0 31 08 31 80 30 ..1.1.0
gooooooy 01 08 31 08 31 80 34 ..1.1.4
gooooocdeE  O1 08 31 08 31 80 =30 ..1.1.0
goooools 22 31 E7 99 6Z 11 C4 "1..hb..
gooooolc 01 31 F7 91 11 81 D0 . 1.....
gooooozs 40 30 FY 99 20 00 D4 @0.. ..
goooooza 82 21 F7 99 72 91 D0 .1, .r..
gooooosl &85 11 F7 91 11 21 54 ...... T
goooooss 40 30 E7 18 20 00 CO @O, .
gooooosr EY 09 DY 91 72 B1 54 ...
gooooo4e 22 20 E7 18 &2 10 co "
gooooo4n As 11 F7 99 72 B1 54
gooooos4 87 08 CF7 10 &2 30 40 ...
gooooose &0 29 CF7 99 01 01 ©4 " ).....
goooooez  0OF 18 ©F 10 &2 30 40 ....hLO@
goooooes CZ2 Al 0OA FB BF A8 A4 .......
goooooyo 28 B 0OA F3 DB 1a 60 (..... ’
goooooyy &% BO OA FF BGE 91 74 1...n.t
gooooo7E E1 E§ 2B F7 7C 08 20 ..+,
goooooss 200 B1 2B FB 26 00 24 -—.+.&.5
gooooosc 25 EB 1B FB 30 78 20 X%...0=x
gooooo9s 85 60 OB 76 70 FC 2C .7 .wvp. .,
gooooosa AE 22 0B 76 BA F8 283 . ".wv..|

* 54 bit frame synchronization : Linear Prediction algorithms for speech encoding
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Forensics 300 — writeup

*  <HINT>Speak Freely<HINT>
o http://www.speakfreely.org/

% Speak Freely

aleldleigtl Phonebook Window  Help

Connechon Chrl+P
=g 8-hbit Audio Ckrl+5
Woice Ackivation

Break Input

Jitker Cormpensakion

Simple Compression Ckrl+2
G5M Compression Chel+G
BOPCM Compression  Chrl+8
LP'C Compression kel
LPC-10 Compression Crel+1

Transmission Pratacal 2 Speak Freely

Robust Transmission F| Real Tirme Protocol (RTF)
| Wisual Audio Tool (¥AT)

Create Kew Chrl+HE

Ring File Mame, .,

Text Chat. ..
Show Your Face, .,
Look wWho's Talking

WWarkarounds

Mlew Fold)
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* Listen to NATO Phonetic Alphabet

root@forensic:/home/forensic/DEFCON# sox -t Ipc10 ac64plus64 _base64decoding.bin -d

a4 b0 b0 ac 76 6b 6b al aa 9f b5 9f a8 ab ac al a0 a5 9d a0 ae 9d a9 9d b0 a5 9f 9d 6a 9f ab a9 6b 89
a59fad4 al a8a8al 9 899d a0 a5a39daa

-

* Subtracting 0x3C from each given bytes :

s
'.*
&
-

http://encyclopediadramatica.com/Michelle_Madigan E

; :,:i%
.‘l}!':vu - L
- Fry rasg A
o Lk o
""-':-\. 5?". s ¥ ;
e -
W S

* F300 Answer : Michellen Madigan (?)
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* Q:Fillin the blank

root@forensic:/home/forensic/DEFCON# file f400_9¢1559dd4d155c99.bin

f400 9¢1559dd4d155¢99.bin: gzip compressed data, from Unix, last modified: Tue Jun 2 09:53:23 2009
root@forensic:/home/forensic/DEFCON# mv f400 9¢1559dd4d155¢99.bin f400 9¢1559dd4d155¢99.gz
root@forensic:/home/forensic/DEFCON# gunzip f400 9¢1559dd4d155¢99.gz
root@forensic:/home/forensic/DEFCON# file f400 9¢1559dd4d155c99

f400 9¢1559dd4d155c99: POSIX tar archive (GNU)

root@forensic:/home/forensic/DEFCON# tar -xf f400 9¢1559dd4d155¢c99 ﬁ ﬁ
root@forensic:/home/forensic/DEFCON# file MicroVault.dd i ? ﬁ
MicroVault.dd: x86 boot sector, code offset 0x58, OEM-ID "MSDOS5.0", sectors/cluster 32, rg'ot ﬁtriﬁ P
512, Media descriptor 0xf8, sectors/FAT 248, heads 255, sectors 2030592 (volumes > 32 MB %

number 0x44786¢73, unlabeled, FAT (16 bit)
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* mount given dd image using WinHex

MicroVault |
\
Mame ™= ]Ext. ]Size ]Created Jrﬂndiﬂed ]Accessed ]A’rtr. ]1stsectnr
| Esyslinux 16.0 KB 2009-06-01 20:26:29  2009-06-01 10:51:20 2008-06-01 2TER3Z
| ILive0Ss 16.0 KB 2009-06-01 20:24:47 2009-06-01 10:52:56 2008-06-01 15928
L 1EFI 16.0 KB 2009-06-01 20:24:45 2009-06-01 10:51:20 2008-06-01 536
|_lboot 16.0 KB 2009-06-01 20:29:27  2009-06-01 20:29:28 2008-06-01 2029734
(Root directary) 16.0 KB 504
?dlinux.sys SYE 134 KB 2009-06-01 20:29:28 2009-06-01 20:29:30 2009-06-01 SHRA 234664
Volume slack 4.0 KB 2030584
|dle space
Free space 368 KB
FAT 2 124 KB
FAT 1 124 KB
Boot sector 4.0 KB
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* All file list of mounted drive

MicroVault |
| and subdireciories
Mame ™= |Ex't ]Size |Created. Hﬂodiﬂed |Accessed iAttr. ]15t sector
i__] vmlinuz 25MB 2009-06-01 20:24:46  2009-06-01 10:51:20 2009-06-01 A 10904
ij vmlinuz0 25MB 2009-06-01 20:26:35 2009-06-01 10:51:20 2009-06-01 A 285976
|_j vesamenu.c32 c32 125 KB 2009-06-01 20:24:46 2008-08-01 10:51:18 2008-06-01 A 10648
.j vesamenu.c32 c32 125 KB 2009-06-01 20:26:34 2008-06-01 10:51:18 2009-06-01 A 285720
.j syslinux.cfg cfg 0.9 KB 2009-08-01 2002927 2009-06-01 20:29:28 20089-08-01 A 2029752
._j squashfs.img img 127 MB 2009-06-01 20:24:47 2009-06-01 10:54:26 20089-06-01 A 15992
._:| splash.xpm.gz gz 39.7 KB 2009-06-01 20:24.46 2009-06-01 10:51.20 2009-06-01 A 10552
|_] splash.jpg ipg 503 KB 2009-06-01 20:24:46 20089-06-01 10:51:18 2008-06-01 A 9528
1 splash.jpg jpg 503 KB 2009-06-01 20:26:34  2009-06-01 10:51:18 2009-06-01 A 284606
overlay-QUALS08-4478-6C73 0.8 GB 2008-06-02 D0:26:37 2009-06-02 00:29:28 2009-06-01 A 291000 |
|_| osmin.img img 4.0 KB 2009-06-01 20:24:47 2009-06-01 10:52:56 2009-06-01 A 15960
.j olpc.fth fth 1.2 KB 2009-06-01 20:29:27 2009-06-01 20:29:28 2009-06-01 A 2029816
.__] ldlinux.sys sYs 13.4 KB 2009-06-01 20:29:28 2009-06-01 20:29:30 2009-06-01 SHR 284664
._j isolinux.cfg cfg 0.9 KB 2009-06-01 20:24:46 2009-06-01 10:51:20 2008-06-01 A 9496
._] isolinux.bin bin 12.0 KB 2009-06-01 20:26:33 2009-08-01 10:51:18 2009-06-01 A 284632
|_] isolinux.bin bin 12.0 KB 2009-06-01 20:24:46 2009-06-01 10:51:18 2009-06-01 A 9464
|__] initrdd.img img 3.9 MB 2009-06-01 20:26:30  2009-06-01 10:51:20 2009-06-01 A 276606
ij initrd0.img img 39 MB 2009-06-01 20:24:46 2009-06-01 10:51:20 2009-06-01 A 1528
|__] grub.conf conf 365 B 2009-06-01 20:24:45 2009-06-01 105120 2009-08-01 A 1496
.j bootia32 efi efi 207 KB 2009-06-01 20:24:45 2008-06-01 10:51:20 2009-06-01 A 1080
.__] bootia32.conf conf 3658 2009-06-01 20:24:45 2009-06-01 105120 2009-08-01 A 1048
._j boot efi efi 207 KB 2009-06-01 20:24:45 2008-06-01 10:51:20 2008-06-01 A 632
._] boot.conf conf 365 B 2009-08-01 20:24:45 2009-06-01 105120 2009-08-01 A G500
|_] boot.cat cat 2.0KB 2008-06-01 20:26:29 2009-06-01 10:54:26 2009-06-01 A 276664
| Peolinux.cfg cfg 0.9 KB 2009-08-01 20:26:33 2009-06-01 10:51.20 20089-08-01 A 284664
?dlinux.sys sys 13.4 KB 2009-06-01 20:29:28 2009-06-01 20:29:30 Z2009-06-01 SHRA 284664
_| Wolume slack 4.0KB 2030584
Idle space
Free space 368 KB
|FAT 2 124 KB 256
FAT 1 124 KB 8
Boot sector 40 KB 0
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* strings.exe overlay-QUALS09-4478-6C73

0149352432 00 00 00 OO0 OO OO OO OO OO OO0 OO OO0 00 o0
0149352448 6D &5 74 Y2 30 3& 20 63 63 79 20 47 5C Z1
0149352464 75 BE 74 B8 BS 72 32 20 &F B8 2C 20 79 EF
0149352480 74 6F 75 B3 68 20 6D 79
0149352496 SF 0& 6D B3 74 72 30 3A 20 77 74 Bb6 3F D&
0149352512 BE 74 B3 b5 72 32 Z0 6D 6D 6D Z2E ZE ZE Z0
01489352528 20 64 69 BE 67 Z0 B4 69 BE B7 20 64 BF BE
014935Z544 00 00 00 OO0 OO OO OO OO OO OO OO OO0 00 o0

* Google search = ‘gunther’ or ‘ding ding dong’

*  F400 Answer : tralala

forensic-proof.com

metrld: hey G~ . g
unther: oh., vou
touch my NG
_.metrld: wtf? . gu
nther: mmm... my
ding ding dong.

MicroVault |

Live3

Mame ™ = JEH. ]SEE Created Madified Accessed Jﬁﬁn 15t sector

(il

,_'_'| squashfs.imag img 127 MB 2009-06-01 20:24:47  2009-06-01 10:54:26 2009-06-01 A 15882

J averlay-QUALS09-4473-6CT3 0.8 GB 2009-06-02 00:26:37 2008-06-02 00:28:28 2009-06-01 A 291000

,_] asmin.img img 4.0 KB 2008-06-01 20:24:47 2009-06-01 10:52:56 2008-06-01 A 15860
Offset W # 2 4 5 B 7 - It S 1 o IEQ o ] e
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* Q: Find the key

root@forensic:/home/forensic/DEFCON# gunzip f500_53ac9c7aea72fe3f.gz
root@forensic:/home/forensic/DEFCON# tar -xf {500 _53ac9c7aea72fe3f
root@forensic:/home/forensic/DEFCON# Is -al

total 31266204

drwxr-xr-x 2 root  root 36864 2010-05-28 14:21 .

drwxr-xr-x 5 forensic forensic 4096 2010-05-24 14:36 ..

-rwxrwxrwx 1 root root 8004132864 2009-06-04 15:13 backdrive.dd ﬁ ﬁ ﬁ

-rwxrwxrwx 1 root root 8004132864 2009-06-04 15:38 frontdrive.dd
-rw-r--r-- 1 webmaster webmaster 16008273920 2010-05-28 13:55 f500_53ac9c7aea72fe3f£ ] o P
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* mount a frontdrive.dd using WinHex

hould not be interpreted as a “physical” disk.

* Given ddimage is just 2 \
o Stripe

o Mirror
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*  Reconstruct RAID with WinHex

*  “Menu->Specialist->Reconstruct RAID System” =» config a “Stripe size in sectors” : 8

i R e - P

Components Heasiilt;i;e in "?' Level D

(70 Level 5 Adaptec, backw. parity
T: [frontdrive.dd) III o (7 Level 5: AMI, backw. dynamic
2. [backdrive dd] |:| i] (71 Level 5 HE/Compadq, b. delayed
: CJ [0 B s R
- 5 Stripe zize in gectors; B
2 i Humber of components 2
E: ]
2 il
8 ]
i i
10 0
1 0
12: 0
13 i
14 0
15 0
16 0

e (o T
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*  Reconstruct RAID with WinHex

| frontdrive | backdrive | RAID 0: frontdi... | RAID 0: frortdi..., P1 |

\

Mame == ] Size i Created Maodified Accessed Aftr. 15t sector
| 1§Extend 143 B 2009-06-04 135534 2009-06-04 135534 2009-06-04 .. SH 6291478
. |SRECYCLE.BIM 228 B 2009-06-04 14:28:19 2009-06-04 14:28:19 2009-06-04 .. 5H 6294470
(Root directory) 41 KB 2009-06-04 13:55:34 2009-06-04 14:25:.46 2009-06-04 .. SH 15627360
_lchatlogs 352 B 2009-06-04 14:03:33  2009-06-04 14:03:36 2009-06-04 . B291526
| 1pix 28 KB 2009-06-04 14:03:39 2009-06-04 14:06:26 2009-06-04 . BE272
|| System Volume Information 160 B 2009-06-04 14:28:46 2009-06-04 14:28:46 2009-06-04 .. SH G294476
._] SattrDef 25 KB 2009-06-04 13:55:34 2009-06-04 13:55:34 2009-06-04 .. SH 576
,_._.].$EladCIus 0B 2009-06-04 13:55:34 2009-06-04 13:55:34 2009-06-04 .. SH
;_] $Bitmap 118 KB 2009-06-04 13:55:34 2009-06-04 13:55:34 20089-06-04 .. 5H 15627392
i_:] fBoot 16.0 KB 2009-06-04 13:55:34  2009-06-04 13:55:34 2009-06-04 .. EH 0
Lj ELogFile 640 MB 2009-06-04 13:55:34 2009-06-04 13:55:34 2009-06-04 .. SH 6160352
'L._].$MI—‘I' 1.5MB 2009-06-04 135534 2009-06-04 13:55:34 2009-06-04 .. SH 6291456
._:I SMFTMirr 16.0 KB 2009-06-04 13:55:34 2009-06-04 13:55:34 2009-06-04 .. SH 15627232
,j.$59cure 0B 2009-06-04 135534 2009-06-04 13:55:34 2009-06-04 .. SH
.j ElpCase 128 KB 2009-06-04 13:55:34 2009-06-04 13:55:34 2009-06-04 .. 5H 15627648
._J FVolume 0B 2009-06-04 135534 2009-06-04 13:55:34 2009-06-04 .. ISH
Free space 14.6 GB g
ldle space L
Yolume slack 16.0 KB 31254496 |
S
Y
i
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* Reconstruct RAID with EnCase

*  “Cases->Devices” =» Edit Disk Configuration

* EnCase Forensic Training A

File Edit View Tools Help
=INew (5 Open g Save = Print “es Add Device ‘2, Search Refresh 7% Close

,,,b Archive Files - E'.ﬂ Encryption Keys _\/Lﬁ EnScript D':I : _E_] Report :§ Code

. File Signatures | A| File Types EFile Viewers 3] Hash Sets | MName ; .ﬁbch::l
s = o : | i Hat L
.D Home "-F_- Entries [:[:]Buukmarks ~1, Search Hits -:EE Records ||:| 1 | s backdrive
T = .
Devices '{{ Secure Storage <7 Keywords [ 2 e fromtiz-— ) 1
5% Acquisition Info < Sources 8 Subjects Delete Al Selected. . Cirl-Delete
YReadErrors ¥ Missing Sectors (@ Disk Elements
Adjust Rows
¥ CRC Errors =
L3 as Devices 2 Export...
3 ] ]
S5 Copy Cirl-C
EE chow Columne...
Coalumn k
Sort L4
Select Item Space
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* Reconstruct RAID with EnCase

* Set a stripe size (4) and check “Physical Disk Image”

E ) = T o 3 ':‘
Dizk Configuration Component Devices
Mone - [ [ Start | _
sm i : NarnE | Sector : Size |
| 3 1 | frantdrive 0 15,633,072
Mirror i ~i |
2 |badcdriue 0 15,633,072
RAID-5 N == - -
Span
Simple
Stripe Size (KE)
4 2
[¥] Physical Disk Image
Right-Handed Striping
Ok ] l Cancel l

forensic-proof.com
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* Reconstruct RAID with EnCase
57 EnCase Forensic Training L

File E_d'rt View Tools ﬂe!p
j New |7 Open gl Save =4 Print e Add Device \l, Search m Refresh

#‘-‘ Archive Files IIT_J;&:;I ;"5 Encryption Keys 1% EnScript X i ETalﬁel ;-:_iT_'.JF‘.eport ] Gallery 1})
< File Signatures | A|File Types 2l File Viewers 3] Hash Sets ' Name A
B Home E[jBnnlﬂ'narks L-l, Search Hits Lﬁé Records I|:| 1 g| SAtrDef
QDE'U"IEES '{;_;,'-" Secure Storage =% Keywords il:l ?_ =l sBadClus
oo File Extents @ Permissions [T1References EDB | Y $8adClus-§8ad
| Hash Properties ID ﬁ- QI Soitmap
A e B 1|0 5 |5 $Boot
O] Entries | 0 8l & sextend
—3[] e backdrive " _
—{_ |5 frontdrive iD 4 ?:EI #ogfie
E-G @ Stripe (LI SHE s
B0 C (Lo B snarTnice
H-CE) $Extend i[:l 10 2/ RECYCLE.BIN
|$|—D|:| & SRECYCLE.BIN |0 11| 5 $Secure
&2 chatiogs = 12 |5 sSecures5DH
'DDb pix ;I:I 13 = $5ecure-35D5
LTI System Volume Information “:|14:Q| $Secure-SSIT
58| svcee
|0 16 5| svolume
5 it oo
\C] 18 | (= C$TXF_DATA
:I:l ]_3_ EE MFT Allocation Bitmap
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* User directory : chatlogs, pix

| rontdrive | backdrive | RAID 0:frontdri. | RAID O:frontdsi. ., P1 |
\

Mame = = I Ext _i Size ! Created 1 Modified 1Accessed ]P-.ttr. i 1st sector
|_1§Extend 448 B 2009-06-04 13:55:34 2009-06-04 13:55:24 2009-06-04 .. SH 6291478
| ISRECYCLE.BIN BIM 328 B 2009-06-04 14:28:19 2009-06-04 14:28:19 2009-06-04 .. SH F294470
(Root directory) 41 KB 2009-06-04 13:55:34 2009-06-04 14:28:46 2009-06-04 .. SH 15627360
M chatogs | | 352B/2009-06-04 14.03:33 |2009-06-04 14:03:36 |2009-06-04 .| [6291526 |
| 1pix 128 KB 2009-06-04 14:03:39 2009-06-04 14:.06:26 2009-06-04 _. BE272
_;ISystem Volume Information 160 B 2009-06-04 14:28:46 2009-06-04 14:28:46 2009-06-04 .. SH 294476

* chatlogs directory: chat logs (skype...)

* Pix directory : many graphic files
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* Skype log of “a31337h4x0r”

* The logs and chat contents are stored SQLite file

| rontdrive | backdrive | RAID 0: frontd... | RAID 0:frontdr.... P1 |

\chatlogs\skype
Name * = | Ext. - | size | created i Modified | Accessed | Attr. | 1st sector
[ ]

a31337h4x0r | 16.1KB|2009-06-04 14:03:36 [2009-06-04 14:03:37 [2009-06-04 .| 46240
1My Skype Received Files 152 B 2009-06-04 14:03:37 2009-06-04 14:03:37 2009-06-04 .. 6291598
] sharad.xmi xmil 35.0 KB 1601-01-01 13:00:00 1601-01-01 13:00:00 1601-01-01 ... IA 44640

' %
a'.'i_!:',';
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SQLite Database Browser

http://sqlitebrowser.sourceforge.net/development.html

File Edit View Help

NBE° =t

Database Structure | Browse Data I Execute 50L |

Name | Obiect | Type
*-DbMeta table
+-Contacts table
SMSes table
CallMembers table
ChatMembers table
[+ Alerts table
H-Conversations table
[+-Particpants table
F LegacyMessages table
[+-Calls table
Accounts table
Transfers table
Voicemails table
Chats table
+i-Messages table
ContactGroups table
i sglite_autoindex_DbMeta_1 ndex

forensic-proof.com

| Schema.
CREATE TABLE DbMeta (key TEXT NOT MNULL PRIMARY KEY, ...
CREATE TAELE Contacts {id INTEGER. MOT MULL PRIMARY K...
CREATE TABLE SMSes (id IMTEGER MOT MULL PRIMARY KEY,...
CREATE TABLE CallMembers {id INTEGER MOT MULL PRIMAR...
CREATE TABLE ChatMembers (id INTEGER. MOT MULL PRIMA. ..
CREATE TABLE Alerts {id INTEGER NOT MULL PRIMARY KEY, ...
CREATE TABLE Conversations {id INTEGER MOT NULL PRIM. ..

CREATE TABLE Participants {jd INTEGER MOT MULL PRIMAR.. ..

CREATE TABLE LegacyMessages (jd INTEGER. MOT MULL PRI...
CREATE TABLE Calls {id INTEGER. MOT MULL PRIMARY KEY, i...

CREATE TABLE Accounts {id INTEGER. MOT MULL PRIMARY ...
CREATE TABLE Transfers {id INTEGER MOT MULL PRIMARY K...
CREATE TAELE Voicemails (jd INTEGER MOT MULL PRIMARY ...

CREATE TABLE Chats {id INTEGER MOT MULL PRIMARY KEY, ...
CREATE TABLE Messages (id INTEGER MOT MULL PRIMARY ...

CREATE TABLE ContactGroups {id INTEGER. MOT MULL PRIM...

*

m
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* View a message table

| S sQite Database
| Eile Edit View Help
Do | w2 fe oo
Datebase Struchure | BrowseData | ExecuteSQL |
Table: |Messages i INewﬁecord ‘ IDeiete Record

body xml chatmsa status b~

1 wazzup. itlapos;s petya | 4
2 ! | 2 i}
3 waaUp hdxor?! | 4
4 |matmu | 2
5 !just working on my latest hack | 4
6 |anything 133t | 2|
7 it wil totally roxor microoft | 4
3 ir u going to see the hoff with seryozha? | 2
9 serge is gay 4

2 L1 yeah, but the hoff! 2
11 |soHOT! 3|
: 0 ii&apos;.m more into plastid and aria right now 4!_
13 |iBapos;ve got some stuff you might be intersted in though 4
14 sent file Bguot;theHoffrarBguot; <fles alt=""><file size="20173564" index="0">theHoff.rar <file> < fflaz> 4
15 |there | 4|
16 |tight, thatBapos;l take a while, i8apos;m on crappy wireless | 2
17 is that for the h4ck? 2
18 |youBaposill see 4
19 ok 2
20 |dude. <ahref="http:/fwww.thecontrarianmedia.com/2009/05/ridiculouskickass-russian-metal-vid/">http:/fu 2
4 you think thats hawt?! check this out: <a href="http:/fwww.youtube. comfwatch?v=3mOFWYIxGek™ =http: ff 4
22 |igotplenty where that came from, heh 4
23 <a href:"htu:l:ﬂwww.youmbe.com;"watdﬂv:?mZKjONVSd_l“)hth:l:ﬁwww.youmhe.mmfwatm Py =7mZKIONY 4
24 |<ahref="http:/fwww. youtube.com/watch?v=Gfingr-mhpa”>http: ffwww. youtube. com/watch?v=GFfingr-mhp 4
25 | <a href="http:/fwww. youtube .comfwatch?v =bSIIWAS4AgA " >hitp: /fwww. youtube. comfwatch?v =bSIIWA94#| 4I
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* Suspicious file : chatlogs\skype\My Skype Received Files\theHoff.rar

* theHoff.rar is encrypted

http://www.youtube.com/watch?v=1E32QYXs
http://www.youtube.com/watch?v=HKh2CI6T_cO
http://www.youtube.com/watch?v=2ot_katYYiU
http://www.youtube.com/watch?v=e9IsnYd3n-I
http://www.youtube.com/watch?v=bSIIWA94AgA
http://www.youtube.com/watch?v=QH3JAp7vMuo
http://www.youtube.com/watch?v=ykSzwYQV6PU
http://www.youtube.com/watch?v=PCZjAYvrk-w
http://www.youtube.com/watch?v=gcDvRa7zdoU

http://www.youtube.com/watch?v=Gflngr-mhpo

http://www.youtube.com/watch?v=fq8OFqQWH_60
http://www.youtube.com/watch?v=Sfa2ptxw
http://www.youtube.com/watch?v=ANG7JmkJxHw
http://www.youtube.com/watch?v=7mZKjONV5cU
http://www.youtube.com/watch?v=fNy4tfx8XYo

http://www.youtube.com/watch?v=KbMmH%Lbuﬁ

http://www.youtube.com/watch?v=qtAMu36lePU

http://www.youtube.com/watch?v=7-FCQcg-nq| f
. :

* theHoff.rar password : Sfa2ptxwlE32QYXs

forensic-proof.com
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* Decrypted theHoff.rar

Organize = N:] Open = Share with = Print E-mail Burn Mew folder

.0 Favorites

.+ Libraries
gl] Desktop

__Ei Documents = MightRockerCDC pl020942 jpg plO60632 jpg picHasselHoff-74  Pioneer+Las+Veg

o' Music overjpg 7711.jpg as+Bowl+BYU+v
+Anzona+[LHGO

[ Pictures 505XLjpg

E Videos

L Ne armputer
&, Local Disk (C:)

— Local Disk (D:) " A —_—
s DATA (E) Premiere+of+MNB  Premiere+Sony+ restlessb.jpg thlsiSthel3yfll3. | The+Brit+ Awards
> C+s+Knight+Rid  Pictures+5tep+Br ot + 2009+ Arrivals+5

& thisi$thek3yf1l3 i Date modified: 2009-06-02 2= 10:40 Date created: 2010-05-28 @= 440
Text Document Size: 21 bytes

*  F500 Answer : 11dOnTH4SSL3theHOff!!
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