Secure Systems an

push
call
test

j=

jnz
mo
I
jkb
sub
push
push
push
push
mov
call
test

j=z

o

hiila ity

Pwning Popular Platfé

j=

edi

gub 314623

eax, eax

short loc 31306D
[ebp+arg 0], ebx
short loc_ 313066
eax, [ebp+var 70]
eax, [ebp+var 84]
short loc_ 313066
eax, [ebp+var 84]
esi

esi

eax

edi
[ebp+arg 0], eax
sub_31486R

eax, eax

short loc 31306D
esi

eax, [ebp+arg 0]
eax

esi, 1D0h

esi

IS

eax, eax
short loc_31306D

Modern Binary Explleitﬁatiéhn

IR

[ebp+arg 0], esi
short loc_31308F

CODE XREF: sub 312FD8
sub 312FD3+55

0Dh
. call sub 31411B
CSCI 4968 = Sprl ngﬂc2]@:15 s CODE XREF: sub 312FD8
s sub 312FD8+489
call sub 3140F3
test eax, eax
Markus Gaasedelen = s
call gub 3140F3
Jmg short loc_31308C
loc_31307D: 7 CODE XREF: sub 313FD#
call sub 3140F3
and €ax, UFFFEN
) eax, 850070000h
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loc_31308C: 7 CODE XREF: sub 312FD8
Mo [ebp+var 4], eax



push edi
call gub 314623
test eax, eax
j= short loc 31306D
CINEY [ebp+arg 0], ebx
e jnz short loc_ 313066
Lecture Overview
cInp eax, [ebp+var 84]
jb short loc_313066
suby eax, [ebp+var 84]
push esi
il Sod
push eax
push edi
oW [ebp+arg 0], eax
call sub_31486R
test Eax, eax
j=z short loc 31306D
push esi
lea eax, [ebp+arg 0]
push eax
i Ta i esi, 1D0h
push esi
push [ebp+arg 4]
push edi
call gub_ 314623
test eax, eax
j= short loc_31306D
o cmp [ebp+arg 0], esi
* Owning Game Consoles
loc_313066: ¢ CODE XREF: sub 312FD8
+ sub 312FD8+55
— Xbox 360
call sub 31411B
— Nintendo 3DS loc_31306D: ; CODE XREF: sub 312FD8
¢+ sub 312FD8+49
call gub 3140F3
test eax, eax
— PS3 jg short loc_31307D
call gub_3140F3
Jmg short loc_31308C
. R e e
* Current Generation
loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and €ax, UFFFEN
) eax, 850070000h
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loc 31308C: s CODE XREF: sub 312FD8
Mo [ebp+var 4], eax



push edi
call gub 314623

test eax, €ax
j= short loc 31306D
CINEY [ebp+arg 0], ebx
jne short loc_ 313066
O e n B S D Mo eax, [ebp+var 70]
cInp eax, [ebp+var 84]
jb short loc_313066
suby eax, [ebp+var 84]
push esi
PUsL
— - -
| 0], eax
ho

L 31306D
b+arg 0]

1

2 4]

“The OpenBSD project produces a FREE, multi- p”latf[;]_;ﬁm 4:4BSD-
based UNIX-like operating system. Our efforts emphasize = -ooei
portability, standardization, correctness,pg&gch\ié S B

security and integrated cryptography.” R — : sub siavsees

test eax, €ax

jg short loc_31307D
-openbsd.org ot i

Jmg short loc_31308C

loc_31307D: 7 CODE XREF: sub 312FD8
call sub_3140F3
and eax, UFFFFN
) eax, 80070000h
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loc 31308C: s CODE XREF: sub 312FD#

Mo [ebp+var 4], eax



push edi
call gub 314623

test eax, €ax
j= short loc 31306D
CINEY [ebp+arg 0], ebx
jne short loc_ 313066
O e n B S D Mo eax, [ebp+var 70]
cInp eax, [ebp+var 84]
jb short loc_313066
suby eax, [ebp+var 84]
push esi
PuUsil =1
push eax
[} [} ¥ edj
* Started in 1995 forking from NetBSD:1:0 -

test €ax, €ax
sgort loc 31306D

e “Try to be the #1 most secure ope;g;alggn[gw
system” -openbsd.org

i Tagtg esi, 1D0Oh

- CODE XREF: sub 312FD8

; sub 312FD8+55

loc_3130.D: ; CODE XREF: sub 312FD8
call  sub_3140F3
and €ax, UFFFER
) eax, 80070000h
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loc_31308C: ; CODE XREF: sub 312FD8

Mo [ebp+var 4], eax



OpenBSD - Added Techno

push
call
test
j=

CII

1y
Z
‘0

jkb

edi

gub 314623

eax, eax

short loc 31306D
[ebp+arg 0], ebx

nor®loc 313066
15
e wod]

MUrt loc_ 313066

suby eax, [ebp+var 84]
push esi
PuUsil L=
push eax
* ° rlsh edd
* Adds hardening & security technologies: -
cal  J1456A
test Eax, eax
A j=z short loc 31306D
W X push esi
lea eax, [ebp+arg 0]
push eax
¢ ° M hy mov esi, 1D0h
Privilege isolation
push [ebp+arg 4]
o push edi
call sub 314623
JaIIS test eax, eax
j= short loc_31306D
. cInp [ebp+arg 0], esi
Randomized malloc/mmap
loc_313066: - CODE XREF: sub 312FD8
° s sub 312FD8+55
Ships Crypto :
call sub 31411B
L4 loc 31306D: s CODE XREF: sub 312FD8
A few other things ¢ sun_s1zmosas
call sub 3140F3
test eax, eax
jg short loc_31307D
call gub 3140F3
Jmg short loc_31308C
loc_31307D: 7 CODE XREF: sub 313FD#
call sub 3140F3
and eax, UFFFFhO
) eax, 850070000h
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loc 31308C: s CODE XREF: sub 312FD#
Mo [ebp+var 4], eax



OpenBSD

push
call
test

edi

gub 314623

eax, eax

short loc 31306D
[eb arg U ebx

“secure by defa Lﬂﬁx::?ﬁ%

short loc_313066

* Good code is inherently secure = sz o1 e
~ Fewer bugs N e
— Utilizes secure coding practices HM

* Extensive code review and audits 155?5 iﬂ

* Reduces attack surface by dl;ianlmg

[ebp+arg 0], esi

rfi:i)mé%suaf

CODE XREF: sub 312FD8

sub 312FDE+55

push 0Dk
remote services in default install = s
loe 31306D: s CODE XREF: sub 312FD8
s sub 312FD8+489

call sub 3140F3
test eax, €ax
jg short loc_31307D
call gub 3140F3
Jir] short loc_31308C

loc_31307D: CODE XREF: sub 313FD#
call sub 3140F3
and eax, UFFFFh
) eax, 80070000h

MBE - 03/17/2015 Secure Systems 6

loc_31308C: 7 CODE XREF: sub 312FD8

Mo [ebp+var 4], eax



loc_313066:

push
call
test

j=

jnz
mov

jkb
sub
push
push
push
push
mov
call
test
j=z
push
lea
push
mow
push
push
push
call
test
j=

j=z

push

edi

gub 314623

eax, eax

short loc 31306D
[ebp+arg 0], ebx
short loc_ 313066

eax, [ebp+var 70]
eax, [ebp+var 84]

short loc_ 313066

eax, [ebp+var 84]

esi

esi

eax

edi
[ebp+arg 0], eax
sub_31486R

eax, eax

short loc 31306D
esi

eax, [ebp+arg 0]
eax

esi, 1D0h

esi

[ebp+arg 4]

edi

gub_ 314623

edx, eax

short loc_31306D
[ebp+arg 0], esi
short loc_31308F

0Dh

FEWER BUGS != MORE.SECURE"

r

CODE XREF: sub 312FD8
sub 312FD3+55

* CODE XREF: sub 312FD8

sub 312FD8+49

o o o o call sub 3140F3
One bug is still enough to blow things wide open b in e

jg short loc_31307D
call gub_3140F3
Jmg short loc_31308C

loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and eax, UFFFFhO
) eax, 850070000h
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loc 31308C: + CODE XREF: sup_SlEEDE

Mo [ebp+var 4], eax



p 15h edi
all gub 314623
eax, eax
short loc 31306D
[ebp+arg 0], ebx

Security-Enhanced Linux (SE}_I BiLiX)

short loc_313066
eax, [ebp+var 84]
pu h
PUsL
push ax
push d.
oW [ebp+arg 0], eax
call sub_31486R
test Eax, eax
j=z short loc 31306D
/"/ push
lea eax, [ebp+arg 0]
push eax
i Ta i esi, 1D0h

push
push [ebp+arg 4]

o — o — il
call  sub_ 314623

test eax, eax
J short loc : 31SUED
cIm [ebp+arg_ 0],

short loc 31SUEi

“SELinux is an implementation of mandatory.access contro
(MAC) on Linux. Mandatory access controls allow-an-

sub 31411B

administrator of a system to define how applications and userse:. ......
can access different resources such as files, dev:éﬁs nétiworks

short loc_31307D

and inter-process communication.” e iy e

CGF XREF: sub 312FD8
; sub 312FD8+55

_SelinuxprOjeCt.Org loc_31307D: - CODE XREF: sub 312FD8

call gub_3140F3

and €ax, UFFFFR
eax, 850070000h

MBE - 03/17/2015 Secure Systems 8
loc 31308C: ;- CODE XREF: sub 312FD8



SELinux - Overview

push edi
call gub 314623

* Open sourced by the NSA in 2000

test eax, eax

j= short loc 31306D
CINEY [ebp+arg 0], ebx
jne short loc_ 313066
Mo eax, [ebp+var 70]
cInp eax, [ebp+var 84]
jb short loc_313066
suby eax, [ebp+var 84]
push esi

PuUsil L=

push eax

push edi

oW [ebp+arg 0], eax
call sub_31486R

test Eax, eax

* Extended filesystem permissions controls.

push e
i Ta i esi, 1D0h

— Users and services should only haveraccess, to
exactly what they need

loc_313066:

loc 31306D:

loc_31307D:

push edi

call gub_ 314623

test eax, eax

j= short loc_31306D
cInp [ebp+arg 0], esi
j= short loc_31308F
push 0Dk

call sub 31411B

call sub 3140F3

test eax, eax

¢ short loc_31307D
call gub_3140F3

Jmg short loc_31308C

call gub_3140F3

MBE - 03/17/2015

Secure Systems

loc 31308C:

and eax, UFFFFhO
) eax, 850070000h

Mo [ebp+var 4], eax

r



push edi
cal gub 314623
test eax, €eax
short loc 31306D
[ebp+arg 0], ebx

Grsecurity (GRSEC)

jb short loc 313066
suby eax, [ebp+var 84]

[11+aDg ':I]

ort loc 3130 F

“Grsecurity is an extensive security enhancqmgnt to the Lmux

oD JL2C UG

kernel that defends against a wide range of security threats -

sub 31411

through intelligent access control, memory carruption- based_
exploit prevention, and a host of other A hal‘den:mg“tha’t .

generally require no configuration ... s

_grsecurItY'net loc 31307D: - CODE XREF: sub 312FD8
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loc_31308C: s CODE XREF: sub 312FD8
[ebp+var 4], eax



push edi
call sub 314623
& . -

aX, eax
short loc 31306D

CINEY [ebp+arg 0], ebx
° jne short loc_ 313066
GRSEC - Overview
cInp eax, [ebp+var 84]
jb short loc_313066
suby eax, [ebp+var 84]
push si
PUSLL 51
push eax
L4 p sh ed .
* Started in 2001 as a port of o (s, e
Sl L szt 31486R
test a a

ax, €ax
short loc 31306D

* Free, relatively easy to setup = Sl
* Besides robust access control like S $Elgmux

gub_ 314623

GRSEC has a large focus on hardemng against

[ebp+arg U],
short 1o 31SUEF

memory corruption based ezgglglts .
— High quality PAX ASLR, Memory Sanitizatien, Heap

loc 31306D:

Hardening, Active Response, to name afew ==

s:b 312FD8

jg ehf:: 1 c 313070
call gub 3140F3
Fm short loc_31308C

loc 31307D: - CODE XREF: sub 312FD8
call gub_3140F3

gax, UFFFFR

or eax, 80070000h
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loc_31308C: - CODE XREF: sub 312FD8
[ebp+var 4], eax


http://www.openwall.com/

push edi
call sub 314623
test eax, eax
j= short loc 31306D
CINEY [ebp+arg 0], ebx
e jnz short loc_ 313066
Lecture Overview
cInp eax, [ebp+var 84]
jb short loc_ 313066
suby eax, [ebp+var 84]
push esi
PUSIL [
push eax
push edi
oW [ebp+arg 0], eax
call sub 314862
test Eax, eax
j=z short loc 31306D
push esi
lea eax, [ebp+arg 0]
push eax
i Ta i esi, 1D0h
push esi
push [ebp+arg 4]
push edi
call sub 314623
test eax, eax
j= short loc_31306D
o cmp [ebp+arg 0], esi
* Owning Game Consoles
loc_313066: ¢ CODE XREF: sub 312FD8
s sub 312FD8+55
— Xbox 360 pusn  oon
call sub 31411B
. N i ntendo 3DS loc_31306D: ; CODE XREF: sub_312FD8
s sub 312FD8+49
call sub 3140F3
test eax, eax
T PSS jg short loc_31307D
call gub 3140F3
Jmg short loc_31308C
[ ) ] o e o e o
* Current Generation ’
loc_31307D: s CODE XREF: sub 3132FD8
call sub 3140F3
and eax, UFFFFhO
) eax, 850070000h
MBE - 03/17/2015 Secure Systems 12
loc_31308C: s CODE XREF: sub 312FD8
Mo [ebp+var 4], eax



GAME CONSOLES

A closer look at the bugs that brought down consoles beuﬂ‘géﬁératlon

loc_313066:

loc 31306D:

push
call
test

j=

jnz
mov

jkb
sub
push
push
push
push
mov
call
test
j=z
push
lea
push
mow
push
push
push
call
test
j=

j=

push
call

edi

gub 314623

eax, eax

short loc 31306D
[ebp+arg 0], ebx
short loc_ 313066

eax, [ebp+var 70]
eax, [ebp+var 84]

short loc_ 313066

eax, [ebp+var 84]

esi

esi

eax

edi
[ebp+arg 0], eax
sub_31486R

eax, €ax

short loc 31306D
esi

eax, [ebp+arg 0]
eax

esi, 1D0h

esi

[ebp+arg_4]

edi

gub_ 314623

eax, eax

short loc_31306D
[ebp+arg 0], esi
short loc_31308F

0Dh
sub 31411B

short loc_31307D

CODE XREF:

sub 312FD8

sub 312FDE+55

CODE XREF:

sub 313FD8

sub 312FD8+49

call gub_3140F3
Jmg short loc_31308C

loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and €ax, UFFFEN
) eax, 850070000h
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loc 31308C: s CODE XREF: sub 312FD8

Mo [ebp+var 4], eax



push edi

call gub 314623
t eax, €ax

5 short loc 31306D

CINEY [ebp+arg 0], ebx

jne short loc_ 313066
Game Consoles

cInp eax, [ebp+var 84]

jb short loc_313066

suby eax, [ebp+var 84]

push si

PuUsil =1

push eax

push di

* Evolving entertainment platforms = ©oeo o

call sub_ 31486A
t

— Play games, stream media, browse thewefrd
* 100% consistent machine for develo{:sie

[lwmﬂ]

— Don’t have to account for dn‘ferent specs (egl °P(“ff’ )

. Enforces DRM much better than PC S.Cal. T

e.:_x, eax

blessed by Sony, Microsoft, Nlntgmgdbo

@
call  sub_3140F3
and €ax, UFFFER
) eax, 80070000h
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loc_31308C: ; CODE XREF: sub 312FD8

[ebp+var 4], eax



push edi
call gub 314623
test eax, eax
j= short loc 31306D
CINEY [ebp+arg 0], ebx
jne short loc_ 313066
Xbox 360 - Nov. 2005 = =53
(] cInp eax, [ebp+var 84]
jb short loc_313066
suby eax, [ebp+var 84]
push esi
il Sod
push eax
push edi
oW [ebp+arg 0], eax
call sub_31486R
test Eax, eax
j=z short loc 31306D
push esi
lea eax, [ebp+arg 0]
push eax
i Ta i esi, 1D0h
push esi
push [ebp+arg 4]
push edi
call gub_ 314623
test eax, eax
j= short loc_31306D
cInp [ebp+arg 0], esi
j= short loc_31308F
loc_313066: ¢ CODE XREF: sub 312FD8
+ sub 312FD8+55
push 0Dk L
call sub 31411B
s CODE XREF: sub 313FD8
¢+ sub 312FD8+49
call  sub 3140F3 i
test eax, eax
jg short loc_31307D
call gub_3140F3
Jmg short loc_31308C

loc_31307D:

- CODE XREF: sub 312FD8

call sub 3140F3
and eax, UFFFFhO
) eax, 850070000h
MBE - 03/17/2015 Secure Systems 15
loc_31308C: s CODE XREF: sub 312FD8
Mo [ebp+var 4], eax



push edi
call gub 314623
test eax, eax
j= short loc 31306D
CINEY [ebp+arg 0], ebx
jne short loc_ 313066
Xbox 360 - Nov. 2005 = =&
) cInp eax, [ebp+var 84]
jb short loc_ 313066
suby eax, [ebp+var 84]
push esi
PUsL [
push eax
L4 ot push edi
* Security Perspective v e 01, e
call sub_31486R
test Eax, eax

— Only runs signed code or executables

JZ

lea
push

short loc 31306D
esi
eax, [ebp+arg 0]

— Rigorous chain of trust, secure bootgtré}gp“i’

— Encrypted runtime memory

— eFuses to enforce updates (

push
push
call
test
j=z

sub_314623

eax, eax

short loc_31306D
[ebp+arg 0], esi

these are awesome)

loc_313066: - CODE XREF: sub 312FD8
s sub 312FD8+55
— NX/DEP push 0Dk
call sub 31411B
loc 31306D: s CODE XREF: sub 313FD8
s sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc_31307D
call gub_3140F3
Jmg short loc_31308C
loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and €ax, UFFFEN
) eax, 850070000h
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loc 31308C:

Mmosr

s CODE XREF: sub 312FD#

[ebp+var 4], eax



KING KONG EXPLOIT

updates don’t always patch bugs, sometimes they intratluc

loc_313066:

loc 31306D:

push
call
test

j=

jnz
mov

jkb
sub
push
push
push
push
mov
call
test
j=z
push
lea
push
mow
push
push
push
call
test
j=

j=

push
call

edi

gub 314623

eax, eax

short loc 31306D
[ebp+arg 0], ebx
short loc_ 313066

eax, [ebp+var 70]
eax, [ebp+var 84]

short loc_ 313066

eax, [ebp+var 84]

esi

esi

eax

edi
[ebp+arg 0], eax
sub_31486R

eax, €ax

short loc 31306D
esi

eax, [ebp+arg 0]
eax

esi, 1D0h

esi

[ebp+arg_4]

edi

gub_ 314623

eax, eax

short loc_31306D
[ebp+arg 0], esi
short loc_31308F

0Dh
sub 31411B

&them

short loc_31307D

CODE XREF: sub 312FD8
sub 312FD3+55

CODE XREF: sub 312FD8
sub 312FD8+49

call gub_3140F3
Jmg short loc_31308C

loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and €ax, UFFFEN
) eax, 850070000h
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loc 31308C: s CODE XREF: sub 312FD8

Mo [ebp+var 4], eax



p 15h edi
all gub 314623
eax, €eax

short loc 31306D
[ebp+arg 0], ebx
313066
King Kong Exploit - Dec. ZOQﬁw
ebp+var 84]
short loc_313066
eax, [ebp+var 84]
pu sh
PUSLL

* Privilege escalation bug, resulting’i In code-
execution at the Hypervisor context :M

ort loc 31306D
p 12h eax

— Complete system control e’

18h

1sh edi

1 sub 314623
eax, eax

l

[y 'U'U
M0

short 1o 31SUED
[ebp+arg_0],
----- 1308F

* The bug leveraged by the King. J;(ong Expfom
was in kernel ver5|0ﬂl - 4532, and

patched two updates later in V4552 w7
— For reference, the Xbox 360 sh_l_ pp_g_c_t__@_&f?{@@@ ______________________
MBE - 03/17/2015 Secure Systems - eaxj o 18

loc 31308C: ;s CODE XREF: sub 312FD8



push edi

al gub 314623
tes eax, eax
j= nort loc 31306D
CINg [ bp+arg_0],
in loc 313066
About the Xbox 300 &« Gart esnw
clip ebp+var 84]
:h short loc 313066
eax, [ebp+var 84]
push esi

pusn

Y AI | executa b | eS ( .XEX,S) a re Figure 1. The Cryptographic Anatomy of a File

4-bytes: XEX2

signed by Microsoft which the
system verifies to prevent RSA Signature
tampering with code

* Data assets such as textures,
models, shaders, and audio as
used by games are
signed!

Section 1

Section 2

loc_31307D: : CODE XREF: sub 312FD8
. sub_3140F3
and ; UEEEERN
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loc 31308C: s CODE XREF: sub 312FD8

[ebp+var 4], eax



push edi
call gub 314623

test eax, eax
i short loc 31306D
CINEY [ebp+arg 0], ebx
° ’ Z short loc_ 313066
Stage One: King Kong's Rote & &
o i eax, [ebp+var 84]
jb short loc_313066
suby eax, [ebp+var 84]

push esi

LLLLL

* A maliciously crafted
shader file parsed by the signed  [§¥ gmees ~ 9

: ,_,...J.: J R JAC ‘_ = R
King Kong game XEX, can lead to :

unprivileged code execution on G J G (
NG e

the system DFFICIAL GAME OF THE MAVIE

* King Kong was one of many

possible memory corruption By .
vectors that could have been s N g o
used to get basic code exec / e
ExRS s UBISOFT . sub 312FD8
MBE - 03/17/2015 Secure Systems N A 20

Mo [ebp+var 4], eax



push edi

call gub 314623

test eax, eax
short loc 313060
[ebp+arg 0], ebx

About the Xbox 360 HypeF;\/ls““EE;

short loc_ 313066
ax, [ebp+var 84]
push esi

PUSLL E5L
push eax

* A small Hypervisor (Hv) sits next
to the kernel, near the top of
memory

* The Hv handles some crypto keys,
low level 10, memory
encryption/decryption operations
and more

- CODE XREF: sub 312FD8
s sub 312FDE+5S

* If you can take over the Hy, you
have access to physmem and the
highest privilege of execution e i

s CODE XREF: sub 312FD8
7 sub 312FD8+489

OXFFFFFFFF

s CODE XREF: sub 3132FD8

call gub_3140F3

and eax, UFFFFhO
) eax, 850070000h
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loc_31308C: s CODE XREF: sub 312FD8
Mo [ebp+var 4], eax



sub 314623
jz short loc 31306D
[ebp+arg 0], ebx
® i short loc 313066
Stage Two: Hyper Escalatian: &z
o (¥ eax, [ebp+var 84]
jb short loc_ 313066
sub eax, [ebp+var 84]

push esi

Pusii S

h eax

. L4 ( ) F Of ;.
* The PPC instruction 'sc’ is
pxt:826B9AF8
bkt :826B9AF8 # int _ cdecl SleepEx(int intervalls, int altertable)
Pt 826B9AF8 SleepEx: # CODE XREF: sub_826B2EAB+10Tp

used to make system calls et

bxt:826B9AF8 .set intervalMNs, -8x308

on the Xbox 360, the Hv fE i,

__ savegprlr_29

b=t :826B9B80 stuu %sp, —9x80(%sp)
b=t :B26B9BBY mr %r29, %ry
handles these calls as they  ggag g ., o eI
pxt:826B9B6C bne cré,
pxt 82689810 1i %11, 8 -1 -> B for KeDelayExecutionT
pxt:826B9B14 b
are I'Ia e bxt 182689818
pxt:826B9B18
pxt:826B9B18 H # CODE XREF: SleepEx+14tj
b=t :826B9B18 rldicl %r10, %r3, 0,32 # ms to units of 186ns
b=t :826B9B1C addi %r11, %sp, Bx8B8+intervalHls
pxt:826B9B828 mulli %r18, %r18, -0x2710
bt :B26B9B24 std %108, Bx80+intervalNs{%sp)
pxt:826B9B28
pxt:826B9B28 # CODE XREF: SleepEx+1CTj
Y f t t I I Xt 182689628 nr %30, %11
Unfortunate Y, alONg CamMeE a #amee: cplui cro, %r11, o0
pxt 82689830 bne cré, loc_B826B9B44 # if intervalMs=@, skip
. pxt 82689834 stu %r11, Bx88+intervalHs+4{%sp)
b n th II h ndl r ° pxt 82689838 lis %r11, -0x8000 # set msb=1 for relative time
ug I e Sysca a e ° bkt :826B9B3C addi %r38, %sp, Bx8@+intervalNs

b=t :B26B9B40 stu %r11, Bx80+intervalNs{%sp)

pxt:826B9B44

pxt:826B9B44 loc_826B9B44: # CODE XREF: SleepEx+38Tj
bt :B26B9B4Y clrlwi %r3d, %r29, 24

pxt:826B9B48

pxt:826B9B48 CODE XREF: SleepEx+6Clj
b=t :826B9B4R mr %r5, %r3e interval

b=t :826B9B4C mr %rh, %r29 alertahle

pxt 82689850 1i %r3, 1 waitHode

pxt:826B9B54 bl

pxt 82689858 cmplwi cré, %31, 8

pxt:826B9B5C beq cré,

pxt:826B9B68 cmpuwi cré, %r3, 8x181 # STATUS_ALERTED

prt 82689864 beq

pxt:826B9B6
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loc 31308C:




push edi
call gub 314623
test eax, eax
short loc 31306D

[ebp+arg 0], ebx

Pseudocode of the Hv Bug: = ==

short loc_ 313066
eax, [ebp+var 84]

int syscall handler(uint64 t syscall=num,_,..)
fzzh Z:i, [ebp+arg 0]

i Ta i esi, 1D0h

/* check for invalid syscall */ s il

push [ebp+arg 4]

if((uint32 t)syscall num > 0Ox61) ZI e

return 0; e e
/* call the respective syscall fung=*g = 3

Sysca-l_-l__table[Sysca-l_-l__num] ( . _105_3)33613: ; CODE XREF: sub_312FDS

7 sub 312FD8+489
call sub 3140F3

test eax, eax
jg short loc_31307D
call gub 3140F3
LI Jmg short loc_31308C
} loc_31307D: 7 CODE XREF: sub 313FD#
call sub 3140F3
and eax, UFFFFR
) eax, 850070000h
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loc_31308C: 7 CODE XREF: sub 312FD8

Mo [ebp+var 4], eax



push edi
call gub 314623
test eax, eax

j= short loc 31306D
CINEY [ebp+arg 0], ebx
jne short loc_ 313066
T e OO S Mo eax, [ebp+var 70]
cInp eax, [ebp+var 84]
jb short loc_ 313066
suby eax, [ebp+var 84]
push esi
PUSIL [

push eax

* Only the lower 32 bits of 0x00000000
the syscall number are
sanity checked

* The whole 64 bit number
is used in address
calculation

- CRDE XREF: sub 312FD8
) 312FD8+55

; DE XREF: sub 313FD8
7 jub_312FD8+489

syscall table[syscall num](...);

OXFFFFFFFF

s CODE XREF: sub 3132FD8

Just jump to userland memory/code

call sub 3140F3
and eax, UFFFFhO
) eax, 850070000h
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loc 31308C: s CODE XREF: sub 312FD#
Mo [ebp+var 4], eax




push edi

call sub_ 314623

test eax, eax

j= short loc 31306D

cap [ebp+arg_0], ebx

jne short loc_ 313066
Game Over -

cInp eax, [ebp+var 84]

jb short loc_ 313066

suby eax, [ebp+var 84]

push esi

ENEST) [

sub_3140K%

CODE XREF: sub 312FD8
sub 312FDE+55

CODE XREF: sub 312FD8
sub 312FD8+49

CODE XREF: sub 312FDA

ca
and eax, UFFFFH
) eax, 850070000h
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loc_31308C: ; CODE XREF: sub 31ZFD8
Mo [ebp+var 4], eax



loc_313066:

push
call
test

j=

jnz
mov

jkb
sub
push
push
push
push
mov
call
test
j=z
push
lea
push
mow
push
push
push
call
test
j=

j=z

push

edi

gub 314623

eax, eax

short loc 31306D
[ebp+arg 0], ebx
short loc_ 313066

eax, [ebp+var 70]
eax, [ebp+var 84]

short loc_ 313066

eax, [ebp+var 84]

esi

esi

eax

edi
[ebp+arg 0], eax
sub_31486R

eax, eax

short loc 31306D
esi

eax, [ebp+arg 0]
eax

esi, 1D0h

esi

[ebp+arg 4]

edi

gub_ 314623

edx, eax

short loc_31306D
[ebp+arg 0], esi
short loc_31308F

XBOX 360 HARDWARE .AITACKS

r

CODE XREF: sub 312FD8
sub 312FD3+55

* CODE XREF: sub 312FD8

sub 312FD8+49

o . . . * . ® call subk 3140F3
Straying from binary exploitation, but still interesting = & e

jg short loc_31307D
call gub_3140F3
Jmg short loc_31308C

loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and eax, UFFFFhL
) eax, 850070000h
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loc 31308C: s CODE XREF: sub 312FD#

Mo [ebp+var 4], eax



p 15h edi
all gub 314623

=Z'fr: loc 31306D
[ebp+arg 0], ebx

SMC / JTAG Hack - 2007- zu%zmza

short 1 313066
eax, [ebp+var 84]

LLLLL

* Uses the SMC and JTAG to trigger a DMA ovgserte

sub_ 31486A

instantly at bootup rather than having to load-a-game

such a King Kong an e’ T

* Cat and mouse for a few years, aIIowmgf hag};é{gagto
boot into downgraded, exploitable: kernels (eg v4532) -

* Eventually Patched by MS when they demdg;ito '
rework the boot process from the__g__B_I____ __a;@_gl__ﬁp{}ﬁ _______________________

call gub_3140F3

and eax, UFFFFh
) eax, 80070000h
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loc_31308C: ¢ CODE XREF: sub 312FD8
) [ebp+var 4], eax



push edi
call gub 314623

test eax, eax
j= short loc 31306D
CINEY [ebp+arg 0], ebx
jne short loc_ 313066
SMC / JTAG Hac
cInp eax, [ebp+var 84]
jb short loc_313066
suby eax, [ebp+var 84]
push esi
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REV. B 28 §ODE XREF: sub_312FDS
, : $=un 312r08449

L B e

Woha

«0ODE XREF: sub 312FDS

= Tcall  sSub_3140K3 -
and €ax, OFFFFR
) eax, 850070000h
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loc 31308C: s CODE XREF: sub 312FD#

Mo [ebp+var 4], eax



p 15h edi
all gub 314623
eeeeeeee ax
short loc 31306D
[ebp+arg 0], ebx

Reset Glitch Hack (RGH) - Aug 20T

short loc 313066
eax, [ebp+var 84]
h esi

* |In the 2bl there’s some hash checlﬁ% %@@ e

test Eax, eax

expect a O to be returned for a good hash; or

eax, [ebp+a Dg
push eax

for a hash mismatch (fail
O a aS IS a C al push esi
push [ebp+arg 4]
push 13
call ub_ 314623
test eax, eax
Z short Lo 31SUED

cmp [ bp+a rg aj .
----- b 11 505E

* Sending a specific reset signal. down a pin o] FRGI

the CPU clears the CPU registers = .

loc 31306D: ; CODE XREF: sub 312FD8

; sub 312FD&+49

call gub 3140F3

test eax, eax
short loc_31307D
sub 3140F3

* Reset the registers as the hash cherk returns .......

loc_31307D: + CODE XREF: st

call gub_3140F3
(]

ih 312FD8
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loc 31308C: s CODE XREF: sub 312FD#



Xbox 360 Reset Glitch Hack

push
call
test

j=

edi

gub 314623

eax, eax

short loc 31306D

ebp+arg 0], ebx

h Lo 6

RGH
i B4]

short loc_313066

suby eax, [ebp+var 84]
push esi
oLl Sod
eax
edi
[ebp+arg 0], eax
sub_31486R
eax, eax
short loc 31306D
esi
eax, [ebp+arg 0]
eax
esi, 1D0h
esi
[ebp+arg_4]
edi
gub_ 314623
edx, eax

short loc_31306D
[ebp+arg 0], esi
short loc_31308F

0Dh
sub 31411B

sub_3140F3

eax, eax

short loc_31307D
sub_3140F3

short loc_31308C

- CODE XREF: sub 312FD8
gub_3140F3

MBE - 03/17/2015
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loc 31308C:

Mmosr

€ax, UFFFEN
eax, 80070000h
30
s CODE XREF: sub 312FD#
[ebp+var 4], eax



push
call
test
j=

edi
sub 314623
eax, €eax

short loc 31306D

CINEY [ebp+arg 0], ebx
e jne short loc_ 313066
Nintendo 3DS - Feb. 2011z =&
(] cInp eax, [ebp+var 84]
jb short loc_313066
suby eax, [ebp+var 84]
push esi
PuUsil L=
push eax
push edi
oW [ebp+arg 0], eax
call sub_31486R
test Eax, eax
jz short loc 31306D
push esi
lea eax, [ebp+arg 0]
push eax
esi, 1D0h
NIF‘-JTENDDBDS esi
3 [ebp+arg_4]
edi
gub_ 314623
eax, eax

loc_31307D:

short loc_31306D
[ebp+arg 0], esi
short loc_31308F

- CODE XREF: sub 312FD8
; sub 312FD8+55

0Dh

sub 31411B

; CODE XREF: sub 312FD8
; sub 312FD8+49

sub 3140F3 i

eax, eax

short loc_31307D

sub_3140F3

short loc_31308C

call sub 3140F3
and eax, UFFFFhO
) eax, 850070000h
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loc_31308C: s CODE XREF: sub 312FD8
Mo [ebp+var 4], eax



push edi
call sub 314623
test eax, eax
j= short loc 31306D
CINEY [ebp+arg 0], ebx
e jnz short loc_ 313066
Nintendo 3DS - Feb. 2011z =&
) cInp eax, [ebp+var 84]
jb short loc_ 313066
suby eax, [ebp+var 84]
push esi
PUSIL [
push eax
L4 ot push edi
* Security Perspective v e 01, e
call sub 31486R
test AKX, €ax

— Very tightly sealed bootrom, hardware

push

— Only runs signed code or executables.

push
push

ETs”éﬁT”ed

eax, [ebp+arg 0]

esi, 1D0h
esi

[ebp+arg 4]

— Hardware based keyscrambler for cr’szptc}jxé S

— NX/DEP (Only on the ARM11 AppCore)

short loc_31306D

[ebp+arg 0], esi
short loc_31308F

loc_313066: - CODE XREF: sub 312FD8
s sub 312FD8+55
push 0Dk
call sub 31411B
loc 31306D: s CODE XREF: sub 313FD8
s sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc_31307D
call gub_3140F3
Jmg short loc_31308C
loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and €ax, UFFFEN
) eax, 850070000h
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loc 31308C:

Mmosr

s CODE XREF: sub 312FD#

[ebp+var 4], eax



push edi
call sub 314623
test eax, eax
j= short loc 31306D
CIND [ebp+arg 0], ebx
° o inz short loc_313066
Nintendo 3DS Architecturé =
eax, [ebp+var 84]
jb short loc_ 313066
suby eax, [ebp+var 84]
push esi
PUSIL [
push eax
push edi

loc_313066:

i

 TC58NVGOS3AFT

; sub 312FDE+55

CODE XREF: sub 312FD8

1Gb NAND SLC

A E ; CODE XREF: sub 313FD8
call sub_3140F3
and eax, UFFFFhO
) eax, 850070000h
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loc 31308C: ; CODE XREF: sub 312FD8

Mo [ebp+var 4], eax



push edi
call gub 314623
test eax, eax
j= short loc 31306D
CINEY [ebp+arg 0], ebx
e ° ine short loc_ 313066
Nintendo 3DS Architecturé :=':&::
eax, [ebp+var 84]
jb short loc_313066
suby eax, [ebp+var 84]
push esi
PuUsil L=
push eax
* AppC (ARM11) - ‘high level’ = =
— oW [ebp+arg 0], eax
p p O re I g eve call sub_31486R
test Eax, eax
. & J= short loc 31306D
— Runs your games, apps, anything visual-
lea eax, [ebp+arg 0]
push eax
( ) mov esi, 1D0Oh
(ARM9) - ‘low level
push [ebp+arg 4]
push edi

— Crypto, system 10, talks to hardware;like @ Hy

cmp

jz
* PXI
loc_313066:

3

[ebp+arg 0], esi
short loc_31308F

- CODE XREF: sub 312FD8

; sub 312FD8+55

— Pipeline for the cores to talk to each-other=

loe 31306D: s CODE XREF: sub 312FD8
s sub 312FD8+49
call  sub 3140F3 i
test eax, eax
jg short loc_31307D
call gub 3140F3
JIogy short loc_31308C
loc_31307D: 7 CODE XREF: sub 313FD#
call sub 3140F3
and eax, UFFFFh
) eax, 850070000h
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loc_31308C: 7 CODE XREF: sub 312FD8
Mo [ebp+var 4], eax



push edi
call gub 314623
test eax, eax
j= short loc 31306D
CINEY [ebp+arg 0], ebx
jne short loc_ 313066
Mo eax, [ebp+var 70]
cInp eax, [ebp+var 84]
jb short loc_ 313066
suby eax, [ebp+var 84]
push esi
push esi
push eax
push edi
oW [ebp+arg 0], eax
call sub_31486R
test Eax, eax
j=z short loc 31306D
push esi
lea eax, [ebp+arg 0]
push eax
i Ta i esi, 1D0h
push esi
push [ebp+arg 4]
push edi
call gub_ 314623
test eax, eax
j= short loc_31306D
cInp [ebp+arg 0], esi
j= short loc_31308F
loc_313066: ¢ CODE XREF: sub 312FD8
s sub 312FD8+55
push 0Dk
call sub 31411B
PWNING OVER THE PXl.... RO——
s sub 312FD8+49
. call gub 3140F3
Owning the SysCore through the PXI e
jg short loc_31307D
call gub_3140F3
Jmg short loc_31308C
loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and €ax, UFFFEN
) eax, 850070000h
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loc 31308C: s CODE XREF: sub 312FD8
Mo [ebp+var 4], eax



VerifyRsaSha256

push
call
test

:Z

edi

gub 314623

eax, eax

short loc_31306D
[ebp+arg 0], ebx

c_313066
J— n p+var_70]
u p+var_84]

short loc_313066

* Privilege escalation bug, resultingin (;;@gtem
execution on the ( |
— Complete system control

* Present from firmware version 1.0.0

au.b_SﬁS 5
o,

° °
short loc_31306D
[ebp+arg 0], esi

1

* Discovered only when Nintendo patch’ d 5c

ub J12FD8+5S

push 0Dk
call sub 31411B

loc 31306D: s CODE XREF: sub 313FD8

s sub 312FD8+49

call gub 3140F3
test eax, eax
¢ short loc_31307D
call gub_3140F3
Jmg short loc_31308C

loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and €ax, UFFFEN
) eax, 850070000h
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loc 31308C: s CODE XREF: sub 312FD8

Mo [ebp+var 4], eax



p 15h edi
all gub 314623
eax, eax
short loc 31306D
[ebp+arg 0], ebx

Stage One: ARM11 Code EX&G%E:E?E%

short loc_313066
eax, [ebp+var 84]

* A stack smash exists in the E‘fﬁ e

DS Profile fields in the e
native settings applicatio
on all 3DS’s at the time. No
need for any games!

 This is a straight stack
smash that will get us "
control, but there is DEP .
on the ARM 11 so you must i
ROP -
MBE - 03/17/2015 Secure Systems oo monme . eaxj T . e Xﬁﬁlub —

Mo [ebp+var 4], eax



push edi
call gub 314623

test eax, eax

j= short loc 31306D

CINEY [ebp+arg 0], ebx

jne short loc_ 313066
State of Contro

cInp eax, [ebp+var 84]

jb short loc_ 313066

suby eax, [ebp+var 84]

push esi

PUsL [

push eax

push edi

- CODE XREF: sub 312FD8
; sub 312FDE+55

loc_313066:

We have at least basic code exec 313060 :  sub 312FD3
through ROP on the ARM 11 '

 TC58NVGOS3AFT

1Gb NAND SLC
A E ; CODE XREF: sub 313FD8
call  sub_3140F3
and €ax, UFFFFH
) eax, 850070000h
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loc_31308C: ; CODE XREF: sub_312FD8

Mo [ebp+var 4], eax



push edi

call gub 314623

test eax, eax

j= short loc 31306D

CINEY [ebp+arg 0], ebx

jne short loc_ 313066
Normal PXI| Requests

cInp eax, [ebp+var 84]

jb short loc_ 313066

suby eax, [ebp+var 84]

push esi

PUsL [

push eax

push edi

loc_313066:

i

 TC58NVGOS3AFT

; sub 312FDE+55

CODE XREF: sub 312FD8

1Gb NAND SLC

A E ; CODE XREF: sub 313FD8
call sub_3140F3
and eax, UFFFFhO
) eax, 850070000h
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loc 31308C: ; CODE XREF: sub 312FD8

Mo [ebp+var 4], eax



push edi

call gub 314623

test eax, eax

j= short loc 31306D

CINEY [ebp+arg 0], ebx

jne short loc_ 313066
Normal PXI| Requests

cInp eax, [ebp+var 84]

jb short loc_ 313066

suby eax, [ebp+var 84]

push esi

PUsL [

push eax

push edi

verify this sig plz

loc_313066:

; sub 312FDE+55

CODE XREF: sub 312FD8

S TC58NVGOS3AFT =
= 1GbNANDSLC £
A E ; CODE XREF: sub 313FD8
call  gub_3140F3
and eax, UFFFFhO
) eax, 850070000h
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loc_31308C: ; CODE XREF: sub 312FD8
Mo [ebp+var 4], eax



push edi

call gub 314623

test eax, eax

j= short loc 31306D

CINEY [ebp+arg 0], ebx

jne short loc_ 313066
Normal PXI| Requests

cInp eax, [ebp+var 84]

jb short loc_ 313066

suby eax, [ebp+var 84]

push esi

PUsL [

push eax

push edi

verify this sig plz

signature is good!

- TC58NVGOS3AFT

loc_313066:

- CODE XREF: sub 312FD8
; sub 312FDE+55

1Gb NAND SLC
S i ; CODE XREF: sub_313FD§
sub_3140F3
Eax, UFFFFR
) eax, 850070000h
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loc 31308C:
Mo

s CODE XREF: sub 312FD#
[ebp+var 4], eax



push edi
call gub 314623
test eax, eax
j= short loc 31306D
CINEY [ebp+arg 0], ebx
jne short loc_ 313066
Mo eax, [ebp+var 70]
cInp eax, [ebp+var 84]
jb short loc_ 313066
suby eax, [ebp+var 84]
push esi
push esi
push eax
push edi
oW [ebp+arg 0], eax
call sub_31486R
test Eax, eax
j=z short loc 31306D
push esi
lea eax, [ebp+arg 0]
push eax
i Ta i esi, 1D0h
push esi
push [ebp+arg 4]
push edi
call gub_ 314623
test eax, eax
j= short loc_31306D
cInp [ebp+arg 0], esi
j= short loc_31308F
loc_313066: ¢ CODE XREF: sub 312FD8
s sub 312FD8+55
push 0Dk
call sub 31411B
TAKING OVER THE ARMY. RO——
s sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc_31307D
call gub_3140F3
Jmg short loc_31308C
loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and €ax, UFFFEN
) eax, 850070000h
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loc 31308C: s CODE XREF: sub 312FD8
Mo [ebp+var 4], eax



push edi
call gub 314623

test eax, eax
j= short loc 31306D
CIND [ebp+arg 0], ebx
® ® jnz short loc 313066
Malicious PXI Requests = =z
cmp eax, [ebp+var 84]
jb short loc_ 313066
suby eax, [ebp+var 84]
push esi
PUSLL [
push eax
push edi

malicious request

- CODE XREF: sub 312FD8
s sub 312FDE+5S

loc_313066:

;s CUNE XREF: sub 312FD8
2FD8+49

We have at least basic code exec
through ROP on the ARM11

 TCS8NVGOS3AFT
1Gb NAND SLC

s CODE XREF: sub 3132FD8

gub_3140F3
eax, UFFFFhO
) eax, 850070000h
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loc 31308C: + CODE XREF: sup_SlEEDE

Mo [ebp+var 4], eax



Malicious PXI Requests

push edi
call gub 314623

malicious request

test eax, eax

j= short loc 31306D
CINEY [ebp+arg 0], ebx
jne short loc_ 313066
Mo eax, [ebp+var 70]
cInp eax, [ebp+var 84]
jb short loc_ 313066
suby eax, [ebp+var 84]
push esi

PUSIL [

push eax

push edi

E)(p|0|t PXI handlerss-=1¢¢
on the ARM9 side!

We have at least basic code exec
through ROP on the ARM11

 TCS8NVGOS3AFT
1Gb NAND SLC

i
o

- CODE XREF: sub 312FD8
s sub 312FDE+5S

s CODE XREF: sub 3132FD8

call gub_3140F3

MBE - 03/17/2015 Secure Systems

loc 31308C:

and eax, UFFFFhO
) eax, 850070000h
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- CODE XREF: sup_SlEFDE

Mo [ebp+var 4], eax



push
call
test

j=

edi

gub 314623

eax, eax

short loc 31306D
[ebp+arg 0], ebx

Pseudocode of the ARM9 Bug=:

jb

o loc 313066

suby eax, [ebp+var 84]
push esi
.
push edi
. . . MoV [ebp+arg 0], eax
int ps VerifyRsaSha256(RSA SIG * sig) B

j=z
{ push
lea

RSA SIG localsig; // 0Ox208 byte sig obfect
memset (localsig, 0, sizeof(RSA SIG)); =

push
call
test

/* copy the RSA signature into a local iig

short loc 31306D
esi
eax, [ebp+arg 0]

&Sl
esi
[ebp+arg_4]
edi

gub_ 314623
8dXx, €ax

Qn stack

BEEL L */

short logc 31308F

memcpy (localsig.sigbuf, sig->sigbuf, 51g >s1gsize);

loc 31306

CUDF XREF: sub 312FD8

s sub 312FDE+5S

push 0Dk
call sub 31411B
loc 31306D: s CODE XREF: sub 312FD8
7 sub 312FD8+489
call sub 3140F3
return result; e
’ jg short loc_31307D
call gub 3140F3
}- Jmg short loc_31308C
loc_31307D: 7 CODE XREF: sub 313FD#
call sub 3140F3
and eax, UFFFFR
) eax, 850070000h
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loc 31308C:

Mmosr

s CODE XREF: sub 312FD#

[ebp+var 4], eax



Pseudocode of the ARM9

push
call
test

j=

B

edi

gub 314623

eax, eax

short loc 31306D
[ebp+arg 0], ebx

o loc 313066
ebp+var_70]
bp+var_84]

sho loc 313066

RSA SIG localsig;
memset(localsig, 0, sizeof(RSA SIG));

sig- >51gbuf

push
push
push
call
test

/* copy the RSA signature into a local iig

memcpy (localsig.sigbuf, 51g >s1gsize);

push
call

jkb

suby eax, [ebp+var 84]
push esi

PUSIL [

push eax

push edi

oW [ebp+arg 0], eax

int ps VerifyRsaSha256(RSA SIG * si0) i e

j=z short loc 31306D
push esi

lea eax, [ebp+arg 0]

// 0x208 byte sig obgect:qp stack

esi

[ebp+arg_4]

edi

gub_ 314623

edx, eax
BRGEL L */

short loc 31308F

CUDF XREF: sub 312FD8
s sub 312FDE+5S
0Dh
sub 31411B

Attacker€entrolled Dataz-

call sub 3140F3
return result; E o

’ jg short loc_31307D
call gub 3140F3
Jmg short loc_31308C

7 CODE XREF: sub 313FD#

call sub 3140F3
and eax, UFFFFR
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or

Mmosr

eax, 80070000h
46

s CODE XREF: sub 312FD#
[ebp+var 4], eax



p 15h edi

VerifyRsaSha256() - Jun. ZO;;};:;;
* Bug is basically a memcpy with us r o ﬂ;traelled

data, and a user specified size . o

eax, [ebp+arg 0]

esi
p h [11}"15134]
edi

sim}blv”“ﬁfierwrlte

===== 1306D

return address and jump onto your butfer! (:

e 313 ; CODE XREF: sub 312FD8
; sub_312FD8+55

* With control of the you can. dgbaaaythm‘g
— Load a custom firmware & soft____r_glg_gg@_j:_ﬁgfg)_/gc_gm _____________
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loc 31308C: ;s CODE XREF: sub 312FD8



loc_31307D:

push
call
test
CIE
jn=z
mo
cmp

sub

edi

gub 314623

eax, eax

short loc 31306D
[ebp+arg 0], ebx
short loc_ 313066

eax, [ebp+var 70]
eax, [ebp+var 84]

short loc_313066

eax, [ebp+var 84]

101, eax
16A

[ 4
c_31306D

p+arg 0]

1

14]

523

4
¥o_31306D
1 0], esi
c_31308F

L1B

F3

4
auuvew 103G 31307D
sub_3140F3
short loc_31308C

gub_3140F3

r

r

CODE 2

sub

CODE X

sub

MBE - 03/17/2015

Secure Systems

loc 31308C:

Mmosr

gax, UFFFFR
eax, 80070000h

[ebp+var 4], eax

r

CODE



push edi
call sub 314623
t

eax, €eax
i short loc 31306D

CINEY [ebp+arg 0], ebx

e jne short loc_ 313066
Owning the 3DS
cInp eax, [ebp+var 84]

jb short loc_313066

suby eax, [ebp+var 84]

LLLLL

ea.x, eax

— Tons of crappy vulnerable games eV@swahere less

exciting exploits exist to do this o, 10m
. Owning the ( )1 I§3EI!;T] UCh harﬁé!ﬂ- XR‘_ sub 312FDS8
— Limited attack surface with little useriinput.

— Owning the is what separates.the boys from™

€ax, eax

jg short loc_31307D
the men =
Jmg short loc_31308C

loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3

and eax, UFFFFRO
) eax, 80070000h
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loc 31308C: s CODE XREF: sub 312FD#
) [ebp+var 4], eax



push edi
call gub 314623
test eax, eax
j= short loc 31306D
CINEY [ebp+arg 0], ebx
° jnz short loc 313066
PlayStation 3 - Nov. 2000 = =&
(] cInp eax, [ebp+var 84]
jb short loc_ 313066
suby eax, [ebp+var 84]
push esi
PUsL [
push eax
push edi
oW [ebp+arg 0], eax
call sub_31486R
test Eax, eax
j=z short loc 31306D
push esi
lea eax, [ebp+arg 0]
push eax
i Ta i esi, 1D0h
push esi
push [ebp+arg 4]
push edi
call gub_ 314623
test eax, eax
j= short loc_31306D
cInp [ebp+arg 0], esi
j= short loc_31308F
¢ CODE XREF: sub 312FD8
s sub 312FD8+55
push 0Dk
call sub 31411B
s CODE XREF: sub 313FD8
s sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc_31307D
call gub_3140F3
Jmg short loc_31308C
A loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and €ax, UFFFEN
) eax, 850070000h
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loc 31308C: s CODE XREF: sub 312FD8
Mo [ebp+var 4], eax



push edi
call sub 314623
;:St jz:;te?_ﬁc_:ilsnﬁn
[ ) CInp [ebp+arg 0], ebx
jne short loc_ 313066
PlayStation 3 - Nov. 2006 = =3
[ ] cmp eax, [ebp+var 84]
jb short loc_ 313066
suby eax, [ebp+var 84]
push esi
] . .
* Security Perspective e
call sub_ 31486A&
- FreeBSD Based OS ;:ﬂ :g;te?_ﬁc_iiliiﬂﬁﬂ
push esi
— Only runs signed code or executables o it
i Ta i esi, 1D0h
— Rigorous chain of trust, secure bootstrapping == =
. push edi
— Cell Architecture Al sub 314623
j= sh:;t loc 31306D
* |solates cores from each other, HV e Bsborarg Ok mid
. . j= short loc_31308F
* Dedicated System / Security Cell
loc_313066: s CODE XREF: sub 312FDg
. 5 sub_312fﬂﬁ+55
— Encrypted runtime memory
call sub 31411B
- Encrypted HDD loc 31306D: s CODE XREF: sub_SIQFDS
s snb 312FD8+£9
s eFUSGS call  sub 3140F3 i
test eax, eax
jg short loc_31307D
- NX/ DEP ;:an;l Zﬁ?ﬁliﬁ;mae
loc_31307D: ; CODE XREF: sub_SlEFDS
call gub_3140F3
sl
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loc 31308C:

Mmosr

s CODE XREF: sub 312FD#

[ebp+var 4], eax



T AT e nre—a

- Hi: o | - e
|

push

edi

gub 314623

eax, eax

short loc 31306D
[ebp+arg 0], ebx
short loc_ 313066
eax, [ebp+var 70]
eax, [ebp+var 84]
short loc_ 313066
eax, [ebp+var 84]
esi

esi

eax

edi
[ebp+arg 0], eax
sub_31486R

eax, €ax

short loc 31306D
esi

eax, [ebp+arg 0]
eax

esi, 1D0h

esi

[ebp+arg_4]

edi

gub_ 314623

eax, eax

short loc_31306D
[ebp+arg 0], esi
short loc_31308F

0Dh
sub 31411B

sub_3140F3

eax, eax

short loc_31307D
sub_3140F3

short loc_31308C

CODE XREF: sub 312FD8
sub 312FD3+55

CODE XREF: sub 312FD8
sub 312FD8+49

loc_31307D: s CODE XREF: sub 3132FD8
call sub 3140F3
and eax, UFFFFhO
) eax, 850070000h
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loc_31308C: s CODE XREF: sub 312FD8
Mo [ebp+var 4], eax



MName

push  edi

call gub 314623
test eax, eax
iz short loe 31306D

Chain of Trust

Processor /

updateable

revocable®

usage

Hnd_e
SPE

“boot V0.

PPE HY

boot Ivl

%

"
i *
| TR ! kil )

SPE

decrypt vl

DE XREF: sub 312FD®
b 312FDE+55

DE XREF: sub 312FD8
b 312FD8+489

loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and €ax, UFFFFH
) eax, 850070000h
MBE - 03/17/2015 Secure Systems 53
loc 31308C: s CODE XREF: sub 312FD#

Mo [ebp+var 4], eax



push edi
call gub 314623
test eax, eax
rt loc 31306D
[ebp+arg 0], ebx

GeoHot Owns PS3 Hv - JaA. 2840

rt loc 313066
suby eax, [ebp+var 84]
push esi

sl [

* Through OtherOS (Linux on
PS3) and chip glitching,
GeoHot owns the PS3
Hypervisor

* Glitching ‘creates’ a use after
free scenario in the Hypervisor
that is then exploited to get
code exec

* Dumps of PS3 HV & kernel
make their way public

and ea.x: UFFFFR
) eax, 850070000h
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loc_31308C: s CODE XREF: sub 312FD8
Mo [ebp+var 4], eax



Name

Chain of Trust

| Processor /
Mode

updateable

revocable®

push edi

call gub 314623

test eax, eax

iz short loe 31306D

usage

bootldr

SPE

boot Iv0

Iv0

PPE HY

boot Ivl

A A

decrypt vl

312FD8

312FD8

loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and €ax, UFFFFH
) eax, 850070000h
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loc 31308C: s CODE XREF: sub 312FD#

Mo [ebp+var 4], eax



&

gub 314623

test eax, eax

j= loc 31306D
[ebp+arg 0], ebx
ng loc /519080

2% [ebp+vght W0]

- ey A
o, @S 2, 1

loc_ 313066
x, [ebp+var_84]

7O L

loc 31308C: ¢ CODE XREF: sub 312FD8




p 15h edi
all gub 314623
eax, eax
short loc 31306D
[ebp+arg 0], ebx

PS3 Jailbreak - Aug. 2010 ;;1:5”5&

short 1 313066
eax, [ebp+var 84]
pu h

PUsi

* With the PS3 Kernel (LV2) dumped ﬁeépmm -

14864
e.:_x, eax

eax, [ebp+arg 0]

while the system searches for a Ser\éj;ngjlg

push (= ]p+ rg 4]

* The main bug is an overflow in long t’:lei?iiﬁﬂm
descriptors that leads to memory corruption-en~=

sub 31411B

the heap — S

; sub 312FD&+49

call sub 3140F3

test eax, €ax
jg short loc_31307D
call gub_3140F3
i short loc 31308C
[ )
* Results in control of the LV2
loc 31307D: s CODE XREF: sub 3132FD8
11 ub_3140F3
€ax, UFEFEE
) eax, 80070000h
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loc 31308C: s CODE XREF: sub 312FD8



push edi

call gub 314623

test eax, eax

j= short loc 31306D
[ebp+arg 0], ebx

PS3 Jailbreak - Aug. 2010 = ===

jb short loc_313066
suby eax, [ebp+var 84]
push esi
JLLEEL [

r CODE XREF: sub 312FD8
; sub 312FDE+55

* CODE XREF: sub 312FD8
! sub 312FD8+49

; CODE XREF: sub 312FDA

ca s3ub_. 410
and eax, UFFFFhO
) eax, 850070000h
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loc 31308C: + CODE XREF: suq_SiQFDE

Mo [ebp+var 4], eax



push edi
call gub 314623
test eax, €ax
short loc 31306D
[ebp+arg 0], ebx

PS3 Jailbreak - Aug. 2010

* Heap overflow setup and triggered tfi ‘ough a
USB hub ( ) and six USB’s = o
* It’s a bit like musical chairs, plugging a ﬁd

p+arg_0] ,

unplugging a number of USB’s to malloc/free

loc_313066: - CODE XREF: sub 312FD8

ub 312FD8+55

stuff - everyone just emulates thlss:;pmgess

loc 3130&D: CODE XREF: sub 312FD8

with a single USB b T

call sub 3140F3

test eax, €ax
jg short loc_31307D
call gub_3140F3
Jmg short loc_31308C
loc 31307D: s CODE XREF: sub 3132FD8

call gub_3140F3

and eax, UFFFFR
) eax, 80070000h
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loc 31308C: - CODE XREF: sub 312FD#

Mo [ebp+var 4], eax

o



Name

Chain of Trust

| Processor /
Mode

updateable

revocable®

SPE

PPE HY

push edi

call gub 314623

test eax, eax

iz short loe 31306D
usage

312FD8

312FD8

mosr

loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and €ax, UFFFFH
) eax, 850070000h
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loc 31308C:

s CODE XREF: sub 312FD#
[ebp+var 4], eax



PS3 ECDSA KEY EXTRACIION

Largest console break of this generation stems from crypto

loc_313066:

push
call
test

j=

jnz
mov

jkb
sub
push
push
push
push
mov
call
test
j=z
push
lea
push
mow
push
push
push
call
test
j=

j=

push

edi

gub 314623

eax, eax

short loc 31306D
[ebp+arg 0], ebx
short loc_ 313066
eax, [ebp+var 70]
eax, [ebp+var 84]
short loc_ 313066
eax, [ebp+var 84]
esi

esi

eax

edi
[ebp+arg 0], eax
sub_31486R

eax, €ax

short loc 31306D
esi

eax, [ebp+arg 0]
eax

esi, 1D0h

esi

[ebp+arg_4]

edi

gub_ 314623

eax, eax

short loc_31306D
[ebp+arg 0], esi
short loc_31308F

0Dh
sub 31411B

j‘b 140F3

short loc_31307D

CODE XREF: sub 312FD8
sub 312FD3+55

CODE XREF: sub 312FD8
sub 312FD8+49

call gub_3140F3
Jmg short loc_31308C

loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and €ax, UFFFEN
) eax, 850070000h

MBE - 03/17/2015 Secure Systems 61

loc 31308C: s CODE XREF: sub 312FD8

Mo [ebp+var 4], eax



push edi
all gub 314623
eax, €eax
short loc_31306D
[ebp+arg 0], ebx

PS3 ECDSA Key Extraction - Jaﬂ _2!1:&

short 1 313066
eax, [ebp+var 84]

IR ke
U.'I
&5 H s

* Executables running on SELb g
the PS3 are modified
SCE header

ELF’'s known as SELF’s T

encrypted metadata key
metadata

* Signed by Sony’s ECDSA | ECDSA sinaturs
Key, encrypted by the ehdr + phdr (again...)

. LL phdr #0 data
associated Lv(0,1,2) keys —l phdr #1 data
— Elliptic Curve Digital
. . phdr #N data
Signature Algorithm ca TS
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loc 31308C: ;s CODE XREF: sub 312FD8



push edi
call gub 314623
test eax, €ax
short loc 31306D
[ebp+arg 0], ebx

PS3 ECDSA Key Extraction - Ja;n 2011

* With control of the LV2, you can lakglgrynpto
requests to the security SPE and use it 35"

push eax

black box o o

push [ebp+arg 4]

* An egregious crypto |mplem§g£ﬁahon[eﬁa§§%isig

uncovered by failOverflow regardlng sony’s™
ECDSA signatures Rirsior= e

call sub 3140F3

test eax, €ax
jg short loc_31307D
call gub 3140F3
Jmg short loc_31308C
loc_31307D: 7 CODE XREF: sub 313FD#
call sub 3140F3
and eax, UFFFFR
) eax, 80070000h
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loc_31308C: 7 CODE XREF: sub 312FD8

Mo [ebp+var 4], eax



push edi

call gub 314623

test eax, €eax

j= short loc 31306D
[ebp+arg 0], ebx
short loc 313066
eax, [ebp+var 70]
eax, [ebp+var 84]

short loc 313066
eax, [ebp+var 84]
esi
eax
edi
[ebp+arg 0], eax
sub_31486R
eax, €ax
j=z short loc 31306D
: push esi
y =x"-4x+0 lea eax, [ebp+arg 0]

loc_31306D
rg 0], esi
loc_31308F

1oy

4118
loc 3130&D: s CODE XREF: sub 312FD8
s sub 312FD8+49
call sub 3140F3
test eax, eax
L4 LN B jg short loc 31307D
these might look familiap ==
Jligy short loc 31308C
loc_31307D: 7 CODE XREF: sub 312FD8
call sub_3140F3
and eax, UFFFER
or eax, 80070000h
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loc 31308C: s CODE XREF: sub 312FD#

Mo [ebp+var 4], eax



push edi

call sub 314623

test eax, €ax

loe 313060

CINg [ebp+arg 0], ebx
jne short loc 313066
Const Instead of Nonce = =&
CIn eax, [ebp+var 84]
jb loc_ 313066
311 ax, [ebp+var_84]

A signature is a pair of numbers R. S computed
o )
by the signer as

R = (miG )

=

e+ kR

m

k. —

RN e
;s CODE XREF: sub 312FDS

=1al 21 2FNA2LE L
SUD SLlz0UoTa2

It is imperative to have a random m for every ; CODE AREF: sub_31268
signature: from a pair of signatures that use the
same m, we can compute m and k.
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loc_31308C: ; CODE XREF: sub 312FD#
[ebp+wvar 4], eax



DU edi

E

call sub 314623
test eaX, €ax

wm
=]

CINg [ebp+arg 0], ebx
jne short loc 313066
Const Instead of Nonce = =&
CIn eax, [ebp+var 84]
jb short loc_ 313066
eax, [ebp+var 84]

push esi

Sa1

B = (mG)s R = (mG),
. e1 + kR ex + kR
Sl — l— }52 = e

m m

When m is identical for two signatures, so is R.
and

S1— 52
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loc_31308C: ; CODE XREF: sub 312FD#
[ebp+wvar 4], eax



push edi

call gub 314623

test eax, eax

j= short loc 31306D

CINEY [ebp+arg 0], ebx

° jne short loc_ 313066

Effects of Missteps

cInp eax, [ebp+var 84]

jb short loc_313066

suby eax, [ebp+var 84]

push esi

push

* With only TWO signatures from the @w@’ee SPE,

test

eax, eax

you can compute Sony’s Private EGDS;A“Kéy

eax, [ebp+arg 0]

push

i Ta i esi, 1D0h
push esi

push [ebp+arg 4]
push edi

call gub_ 314623

* With the ECDSA Key, the ﬂoodgates are.opened

— You can sign anything as Sony... ......

[ebp+arg 0], esi
short loc_31308F

- CODE XREF: sub 312FD8
s sub 312FD8+55%5
° ° ° push 0Dk i
— This key is embedded in hardware R
loe 31306D: s CODE XREF: sub 312FD8
s sub 312FD8+489
call sub 3140F3
test eax, eax
jg short loc_31307D
call gub 3140F3
Jmg short loc_31308C
loc_31307D: CODE XREF: sub 313FD#
call sub 3140F3
and eax, UFFFFh
) eax, 850070000h
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loc_31308C: 7 CODE XREF: sub 312FD8
Mo [ebp+var 4], eax



edi

gub 314623

eax, €eax

short loc 31306D

[ebp+arg 0], ebx
rt loc 313066

eax, [ebp+var 70]
eax, [ebp+var 84]
rt loc 313066
i, [ebp+var 84]

metldr Owned

(n (1
el 51|

Sv_lﬁa_il?u_mﬂ:]uleéelf Iv2_kervel.self
rvklist / / sL._Lsa_afm_maAule‘self wkiault / ps2_emenself
rkaraI / mc_Lm_sFu_maAule‘self gt / Fsﬂ._nrzem‘self

/ me_Laa_;Fu_maAuleself ! Fs‘:‘._aaﬂem.self _____________________

Ivt,self

5 94 aEnE
sub 312FDS
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loc 31308C: s CODE XREF: sub 312FD#




Chain of Trust
Name Fm;li?:” updateable revocable® usage
bootldr SPE x b boot Iv0
PPE HV v % boot Ivl
SPE # x run *idr
v

decrypt vl

312FD8

312FD8

MBE - 03/17/2015

Secure Systems

loc_31307D: s CODE XREF: sub 3132FD8
call sub 3140F3
and eax, UFFFFhO
) eax, 850070000h
69
loc_31308C: s CODE XREF: sub 312FD8

mosr

[ebp+var 4], eax



edi

gub 314623
eax, eax
short loc 31306D
CINg [ebp+arg 0], ebx
short loc 313066
Sony Nukes metldr
v eax, [ebp+var 84]
I short loc 313066
eax, [ebp+var 84]
esi
edi

[ebp+arg 0], eax
sub_31486R

€AaX, €ax

nort loc 313060

7]
M

G

[ebp+arg 0]

o f

]

1]
[wrl
F

L

[
=)

M M @ O O

1]
[urg

[ebp+arg 4]
edi
sub 314623

nort loc 31306D
[ebp+arg 0], esi
short loc 31308F

Ivildy
; 312FD8
sub 31411B

; sub 3140F3
w_v;a_fur_r»slemu.éelf i i
| me_iso_for_ps2eme.sel Iv2_kervel.sel e
’Tu_'l;a_: _Fv:oAT:sel: / ps2 ‘me "-]ff e
/ i ed Al A

it vsh.self P Ivt.self sub_3140F3

/ 4L_i-;a_;Fu_maAule.4elf / Fﬂi_-’riér‘nﬂ.ﬂe'f
[ we_iso_spa_modale self / ps2_sottemaiself

/ me_iso_sru_ma&ale.qeif

short loc 31308C
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loc 31308C: s CODE XREF: sub 312FD#




push edi

call gub 314623

test eax, eax

j= short loc 31306D
[ebp+arg 0], ebx

Sony Sues Geohot - Jan. 20 1=

jb short loc_ 313066
suby eax, [ebp+var 84]
push esi
Pusii [=
push eax
push edi
- 0], eax
- A
] at
.« 9 s 31306D
T L [ =
PN
rarg 0]
" 4 - 1
- e
.
ALY )
Neimt 1D AN 33
-
" ""- . e 31306D
FTrrT =i
z_31308F
-
Nelane & tig ,, : CODE XREF: sub 313FD8
T n """ : sub 312FDE+5S
_. - .. ] =
- 4 1 I N LB
"o 23 -

= L I
o

GEFORGE HOT Z
, ELECTRONICS H ACKER o

* CODE XREF: sub 312FD8
! sub 312FD8+49

Mo [ebp+var 4], eax

e ke BY ine . ; CODE XREF: sub 313FD8
L e A —
call ~ sub_ 3140F3
and ®ax, UFFFFR
) eax, 850070000h
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loc 31308C: ;

CODE XREF: sub 312FD8



Name

Chain of Trust

| Processor /
Mode

updateable

revocable®

SPE

PPE HY

push edi

call gub 314623

test eax, eax

iz short loe 31306D
usage

312FD8

312FD8

mosr

loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and €ax, UFFFFH
) eax, 850070000h
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loc 31308C:

s CODE XREF: sub 312FD#
[ebp+var 4], eax



push edi

call gub 314623

test eax, €ax

j= short loc 31306D

CINEY [ebp+arg 0], ebx

e jne short loc_ 313066

Owning the IvO

cInp eax, [ebp+var 84]

jb short loc_313066

suby eax, [ebp+var 84]

push esi

PuUsil =1

push

* metldr is gone, so you need to own

uzh

test
j=z
push
lea
push

thgg IO

€ax, eax
short loc 31306D
esi

eax, [ebp+arg 0]

* |vO blobs can be signed, but they’re @hwgrypted

h h k push edi h
and we don’t have the keys to deCW st:them
[ebp+arg | I:I]r esi
j= short loc_31308F
loc_313066: - CODE XREF: sub 312FD8
s sub 312FDE+5S
push 0Dk
. What do O d ??7?? call sub 31411B
‘§" lvl (:) e o o o o
loc 31306D: s CODE XREF: sub 312FD8
s sub 312FD8+49
call  sub 3140F3 i
test eax, €ax
¢ short loc_31307D
call gub 3140F3
Jmg short loc_31308C
loc_31307D: 7 CODE XREF: sub 313FD#
call sub 3140F3
and eax, UFFFFh
) eax, 80070000h
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loc 31308C: s CODE XREF: sub 312FD#
Mo [ebp+var 4], eax



push edi
call gub 314623
eax, eax

i short loc 31306D

CINEY [ebp+arg 0], ebx

e jne short loc_ 313066
Owning the IvO
cInp eax, [ebp+var 84]

jb short loc_313066

suby eax, [ebp+var 84]

* metldr is gone, so you need to owfn tem iv@

=ht:: loc 31306D
push esi
lea eax, [ebp+arg 0]

* |vO blobs can be signed, but they’ F@ She¢ ncrypted
and we don’t have the keys to denyp‘t lfhem

31488a

short 1o 31SUED
[ebp+arg 0],
short Lo 31SUEF
loc_313066: ¢+ CODE XREF: sub 312FD3
s sub 312FD8+55
push 0Dk
e What do vou do????? e
ooooo

loc 31306D: ; CODE XREF: sub 312FD8

— Sign random data blobs, and hope the msi:ructlongw

short loc_31307D

at the entry point ‘decrypt’ to a Jmp,i’italf ttf code

that you CO ntrOI loc_31307D: s CODE XREF: sub 3132FD8

call gub_3140F3

and eax, UFFFFhO
) eax, 850070000h
MBE - 03/17/2015 Secure Systems 74
loc 31308C: s CODE XREF: sub 312FD#
[ebp+var 4], eax



push edi
call gub 314623

test eax, eax
j= short loc 31306D
CINEY [ebp+arg 0], ebx
jne short loc_ 313066
vO Owned - Oct. 2012 = =&
o cInp eax, [ebp+var 84]
jb short loc_313066
suby eax, [ebp+var 84]
push esi
PuUsil L=
push eax

* Trying randomly signed blobs evehatually: works

and execution is achieved at level

loc_313066:

loc 31306D:

loc_31307D:

t Eax, eax

3z g - - 31306D

of WO

lea eax, [ebp+arg 0]

push eax

i Ta i esi, 1D0h

push esi

push [ebp+arg 4]

push edi

call gub_ 314623

test eax, eax

j= short loc_31306D

cInp [ebp+arg 0], esi

j= short loc_31308F
¢ CODE XREF: sub 312FD8
+ sub 312FD8+55

push 0Dk L

call sub 31411B

call sub 3140F3

test eax, eax

jg short loc_31307D
call gub_3140F3

Jmg short loc_31308C

call gub_3140F3
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loc 31308C:

and eax, UFFFFhO
) eax, 850070000h

s CODE XREF: sub 312FD#
Mo [ebp+var 4], eax



Name

| Processor /
Mode

updateable

Chain of Trust

revocable®

push edi

call gub 314623

test eax, eax

iz short loe 31306D

usage

SPE

PPE HY

312FD8

312FD8

loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and €ax, UFFFFH
) eax, 850070000h
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loc 31308C:

s CODE XREF: sub 312FD#
Mo [ebp+var 4], eax



push edi
call gub 314623
test eax, eax
j= short loc 31306D
CINEY [ebp+arg 0], ebx
jne short loc_ 313066
vO Owned - Oct. 2012 = =&
o cInp eax, [ebp+var 84]
jb short loc 313066
suby eax, [ebp+var 84]
push esi
push eax
° ° PU
* Decryption keys are retrieved as IvO. New-you
test Eax, eax
306D
can create meaningful IvO blobs, efncr ypt™
prarg_|
push
m m i Ta i esi, 1D0h
the ) and Slgn the push esi
push [ebp+arg 4]
push edi
call gub_ 314623
test edx, eax
short loc_31306D
[ebp+arg J], esi
* bootldr also exploited and dumped forftm
loc_31306 + CODE XR‘E: sub 312FD#8
- sub 312FD8+55
— Not updateable anyway, so it doesn‘t:matter much
loc 31306D: s CODE XREF: sub 312FD8
s sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc 31307D
call gub_3140F3
Jir] short loc_31308C
loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and €ax, UFFFEN
) eax, 850070000h
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loc 31308C: s CODE XREF: sub 312FD8
hiiTay [ebp+var 4], eax



push edi
call gub 314623

test eax, eax

j= short loc 31306D
CINEY [ebp+arg 0], ebx
jne short loc_ 313066
Mo eax, [ebp+var 70]
cInp eax, [ebp+var 84]
jb short loc_ 313066
suby eax, [ebp+var 84]
push esi

push esi

push eax

push edi

lebr+aprg 0], eax
L

313060

warg 0]

. 31306D
0], esi
: 31308F

call sub 3140F3

test eax, eax

jg short loc_31307D
call gub_3140F3

Jmg short loc_31308C

CODE XREF: sub 312FD8
sub 312FD3+55

* CODE XREF: sub 312FD8
! sub 312FD8+49

loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and eax, UFFFFhO
) eax, 850070000h
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loc 31308C: -

Mo [ebp+var 4], eax

* CODE XREF: sub 312FD8



push edi
call gub 314623
test eax, eax
j= short loc 31306D
CINEY [ebp+arg 0], ebx
jne short loc_ 313066
PS3 Aftermat
cInp eax, [ebp+var 84]
jb short loc_313066
suby eax, [ebp+var 84]
push esi
PuUsil L=
push eax
hd hd ush edi
* Sony drops lawsuit against Geohot' o -
call sub_31486R
test Eax, eax
jz short loc 31306D
ThEn esi
lea eax, [ebp+arg 0]
push eax
i Ta i esi, 1D0h
push esi
push [ebp+arg 4]
pysh edi o
* No more updateable seeds of trust exist on
Lt "
j= short loc_31306D
oje cInp [ebp+arg 0], esi
the PS3 that Sony can utilize
loc_313066: ¢ CODE XREF: sub 312FD8
- sub 312FD8+55
— PS3 totally broken ;
call sub 31411B
loc 31306D: s CODE XREF: sub 313FD8
s sub 312FD8+49
call  sub 3140F3 i
test eax, eax
¢ short loc_31307D
call gub_3140F3
Jmg short loc_31308C
loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and €ax, UFFFEN
) eax, 850070000h
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loc 31308C: s CODE XREF: sub 312FD8
Mo [ebp+var 4], eax



push edi
call sub 314623
test eax, eax
jz short loc 31306D
o cap [ebp+arg_0], ebx
jne short loc_ 313066
Lecture Overview ===
cInp eax, [ebp+var 84]
jb short loc_ 313066
suby eax, [ebp+var 84]
push esi
PUSIL ==
push eax
: & Patch = =
Secure Systems & Patch Sets mov lemsara ol cax
call sub_ 31486A&
test Eax, eax
jz short loc 31306D
— OpenBSD pun oo
lea eax, [ebp+arg 0]
N push eax
— Mo esi, 1D0h
SELInux o o
push  [ebp+arg_4]
° push edi
— Grsecu r|ty call  sub_ 314623
test eax, eax
j= short loc_31306D
- cmp [ebp+arg_0], esi
* Owning Game Consoles
loc_313066: - CODE XREF: sub 312FD8
s sub 312FD8+55
— Xbox 360 pusn  oon :
call sub 31411B
[ ]
— loc 3130&D: s CODE XREF: sub 312FD8
Nintendo 3DS ooy
call sub 3140F3
test eax, eax
B PSS jg short loc_31307D
call gub 3140F3
Jmg short loc_31308C
@ e e e e e
* Current G f
u rre n e n e ra O n loc_31307D: 7 CODE XREF: sub 313FD#
call sub 3140F3
and eax, UFFFFh
or eax, 80070000h
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loc 31308C: s CODE XREF: sub 312FD#
Mo [ebp+var 4], eax



push edi
call gub 314623
test eax, eax
j= short loc 31306D
CINEY [ebp+arg 0], ebx
jne short loc_ 313066
Mo eax, [ebp+var 70]
cInp eax, [ebp+var 84]
jb short loc_ 313066
suby eax, [ebp+var 84]
push esi
push esi
push eax
push edi
oW [ebp+arg 0], eax
call sub_31486R
test Eax, eax
j=z short loc 31306D
push esi
lea eax, [ebp+arg 0]
push eax
i Ta i esi, 1D0h
push esi
push [ebp+arg 4]
push edi
call gub_ 314623
test eax, eax
j= short loc_31306D
cInp [ebp+arg 0], esi
j= short loc_31308F
loc_313066: ¢ CODE XREF: sub 312FD8
s sub 312FD8+55
push 0Dk
call sub 31411B
CURRENT GENERATION.... RO——
s sub 312FD8+49
A k tth t ti f I call gub 3140F3
peekK a € current generation or COnsoles test  eax, eax
jg short loc_31307D
call gub_3140F3
Jmg short loc_31308C
loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and €ax, UFFFEN
) eax, 850070000h
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loc 31308C: s CODE XREF: sub 312FD8
Mo [ebp+var 4], eax



push edi
call gub 314623
test eax, eax
j= short loc 31306D
° CINEY [ebp+arg 0], ebx
jne short loc_ 313066
Current Generation
cInp eax, [ebp+var 84]
jb short loc_313066
suby eax, [ebp+var 84]
push esi
Pusii [
push eax
push edi
* Xbox One 2 e,
call sub_31486R
test Eax, eax
o . 4 j=z ort loc 31306D
— | did some reversing over winter break (-
lea ; [ebp+arg 0]
push eax
i Ta i esi, 1D0h
push esi
push [ebp+arg 4]
push edi
@ PS4 call sub 314623
test eax, eax
j= short loc_31306D
) cInp [ebp+arg 0], esi
— I don’t know as much about, sorry ):- =
loc_313066: ¢ CODE XREF: sub 312FD8
s sub 312FD8+55
push 0Dk
call sub 31411B
loc 31306D: s CODE XREF: sub 313FD8
s sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc_31307D
call gub_3140F3
Jmg short loc_31308C
loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and €ax, UFFFEN
) eax, 850070000h
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loc 31308C: s CODE XREF: sub 312FD8
Mo [ebp+var 4], eax



push edi

call gub 314623

test eax, eax

jz short loc 31306D

[ebprarg_0], ebx

Xbox One - Nov. 2013 = ===%

short loc 313066
eax, [ebp+var 84]

[

Mo

jkb

sub

push esi
PUSIL

push

. 313060
0], esi
. 31308F

: 313070
F3
: 31308C

call gub_3140F3

CODE XREF: sub 312FD8
sub 312FDE+55

CODE XREF: sub 312FD8
sub 312FD8+49

; CODE XREF: sub 312FDA

and eax, UFFFFhO
or eax, 850070000h
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loc 31308C: -~

Mo [ebp+var 4], eax

83

CODE XREF: sub 312FD8



push edi
call gub 314623
test eax, €ax
j= short loc 31306D
CINEY [ebp+arg 0], ebx
jne short loc_ 313066
Xbox One OS
cInp eax, [ebp+var 84]
jb short loc_313066
suby eax, [ebp+var 84]
push esi
PuUsil =1
push
hd S J.l
* Ditches the 360’s custom operati "g yﬂ@m
eax, €ax

— Xbox OS (XOS) is forked from Wlndows ;§ ish)’

rﬂlsll
MoV

push
push

esi, 1D0Oh
esi
[ebp+arg 4]

* Spins up minimal windows VM instanees to

short loc_31306D
cInp [ebp+arg 0], esi
run your games, apps, etc
) I
loc_313066: - CODE XREF: sub 312FD8
7 sub 312FDB8+55
push 0Dk
call sub 31411B
loc BB3p6D: s CODE XREF: sub 312FD8
s sub 312FD8+49
Fa11~" [wan) sl a0E) i
test eax, €ax
¢ short loc_31307D
call gub 3140F3
Jmg short loc_31308C
loc_31307D: 7 CODE XREF: sub 313FD#
call sub 3140F3
and €ax, UFFFEN
) eax, 80070000h
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loc_31308C: 7 CODE XREF: sub 312FD8
Mo [ebp+var 4], eax



p 15h edi

Xbox Virtual Disks :;g;
* Starting out, most things are in ABSléﬁgﬁ;] =

test €ax, €ax

encrypted containers known as XVDs:&XVCs

eax, [ebp+arg 0]
p“l eax

push esi
p ‘1 [IL arg_4]

* Just like an encrypted virtual disk c;ér zfrii”

contains .exe’s, assets, directory strud&?ﬁf_ etc
* A lot of the security elements of the __3_6@’ kil

XEX’s were inherited by the )__(_\_[_[_)__s[)_(_}[@_@g _______________________
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loc 31308C: s CODE XREF: sub 312FD#



push edi
call gub 314623

test eax, eax
j= short loc 31306D
CIN [ebp+arg 0], ebx
jne short loc_ 313066
X OX O n e PS P Mo eax, [ebp+var 70]
CcImp eax, [ebp+var 84]
jb short loc_313066
suby eax, [ebp+var 84]
push esi
Pusii [
push eax
ush
* AMD snuck an ARM Platform Secufitye=.. -
1 31486A
° test AKX, €ax
j= short loc 31306D
Processor into the Xbox One CPU :. =
lea eax, [ebp+arg 0]
push eax
i Ta i esi, 1D0h
push esi
push [ebp+arg 4]
push edi
call sub 374623
Lest dax, eax
jz short loc_31306D

[ebp+arg 0], esi

— AMD only ever announced they Wer“é Wofkfﬁ% on

this technology, not that it was reIeasec;l

loc 31306D: ; CODE XREF: sub 312FD8

sub 312FDE+55

[N XY W )
 31411B

call sub 3140F3

test eax, eax
jg short loc_31307D
call gub 3140F3
Jmg short loc_31308C
loc_31307D: 7 CODE XREF: sub 313FD#
call sub 3140F3
and eax, UFFFFR
) eax, 850070000h
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loc_31308C: - CODE XREF: sub 312FD8

Mo [ebp+var 4], eax



push edi
call gub 314623

test eax, €ax
j= short loc 31306D
CINEY [ebp+arg 0], ebx
Xb O jnz short loc 313066
OX n e PS P Mo eax, [ebp+var 70]
cInp eax, [ebp+var 84]
jb short loc_313066
suby eax, [ebp+var 84]
push esi
S e
® ush edi
* Nobody can decrypt system files, dpdates;
N ‘ , test e;x? eax
without the ‘green’ AES256 ODK .. o=
lea eax, [ebp+arg 0]
push eax
i Ta i esi, 1D0Oh
push esi
push [ebp+arg 4]
o push edi
31
* Host OS queries the PSP for the greeti’/AES256
short loc_31306D
rg 0], esi
ODK key, PSP passes it to the Host OS forXVD
loc_313066: » CODE sub 312FD8
. 7 sub 312FDB8+55
decryption il I
loe 31306D: s CODE XREF: sub 312FD8
s sub 312FD8+49
call sub 3140F3
test eax, €ax
¢ short loc_31307D
call gub 3140F3
Jmg short loc_31308C
loc_31307D: 7 CODE XREF: sub 313FD#
call sub 3140F3
and eax, UFFFFh
) eax, 80070000h
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loc_31308C: - CODE XREF: sub 312FD8

Mo [ebp+var 4], eax



push edi
call gub 314623

EESt 2ifézei§c_31SUﬁD
= nmu
Xbox One Host OS = e
jkb short loc_313066
sub eax, [ebp+var B84]
push esi
et e
* Owning the system means ownlng‘g?tﬁ;be;ﬁbleast ON
EESt ::ir:e;ﬁc_313ﬂﬁﬂ
push esi
;E:h eax, [ebp+arg 0]
* You can’t effectively comb the Host Qm
push edi
bugs if you can’t decrypt its system fites”
= s
loc_313066: + CODE Xﬁ‘_f sub 312FDS8
s sub 312FDE+5S
* You need to own the Host OS to get aceess to
loc 3130&D: s CODE XEL_.:; .Z_.l.'- 312FD8
the keys used to decrypt it s, R
EZSt iifé:eiﬁc_313UTD
call gub_3140F3
______________ R st e e e
loc 31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
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Mo [ebp+var 4], eax



push edi
call gub 314623

test eax, eax
j= short loc 31306D
CINEY [ebp+arg 0], ebx
jne short loc_ 313066
PS4 - Nov. 2013
(] cInp eax, [ebp+var 84]
jb short loc_ 313066
suby eax, [ebp+var 84]
push esi
PUSIL [
push eax
push edi
oW [ebp+arg 0], eax

sub 314864

- CODE XREF: sub 312FD8
s sub 312FDE+5S

s CODE XREF: sub 312FD8
! sub 312FD8+49

loc_31307D: s CODE XREF: sub 3132FD8
call gub_3140F3
and eax, UFFFFhO
) eax, 850070000h
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loc 31308C: + CODE XREF: sup_SlQEDE

Mo [ebp+var 4], eax



PS4 Details

push edi
call gub 314623

test eax, €ax

j= short loc 31306D
CINEY [ebp+arg 0], ebx
jne short loc_ 313066
Mo eax, [ebp+var 70]
cInp eax, [ebp+var 84]
jb short loc_313066
suby eax, [ebp+var 84]
push esi

PuUsil =1

push

| really don’t know as much abouf{fth“@»aﬁsélx OS
or its security features

test €ax, €ax

j=z short loc 31306D
push esi

lea eax, [ebp+arg 0]
push eax

i Ta i esi, 1D0Oh

push esi

push [ebp+arg 4]

push edi

| do know that it has a very similar-AMD CPU

as the Xbox One

loc_313066:

loc 31306D:

loc_31307D:

short loc_31306D
cInp [ebp+arg 0], esi
j= short loc_31308F
- CODE XREF: sub 312FD8
s sub 312FD8+55
=N 0Dh
call sub 31411B

; CODE XREF: sub 312FDS
; sub 312FD&+49
call  sub 3140F3

test eax, €ax

¢ short loc_31307D
call gub_3140F3

Jmg short loc_31308C

- CODE XREF: sub 312FD8
call gub_3140F3
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loc 31308C:

and €ax, UFFFEN
) eax, 80070000h
90
s CODE XREF: sub 312FD8
Mo [ebp+var 4], eax



push edi
call sub 314623
test eax, eax
j= short loc 31306D
CINEY [ebp+arg 0], ebx
e in short loc_ 313066
References, Readings, Talks ===
’ ’ eax, [ebp+var 84]
jb short loc_ 313066
suby eax, [ebp+var 84]
push esi
PUSIL [
push eax
° push edi
oW [ebp+arg 0], eax
° call  sub 314B6A
test Eax, eax
° iz short loc 313060
push esi
® lea eax, [ebp+arg 0]
push eax
b MO esi, 1D0h
push esi
® push [ebp+arg 4]
push edi
b call sub 314623
test eax, eax
® jz short loc_31306D
cInp [ebp+arg 0], esi
° jz short loc_31308F
L4 Loc 4la0es - CODE XREF: sub 312FD8
s sub 312FD8+55
° push 0Dh
call sub 31411B
°
loe 31306D: s CODE XREF: sub 313FD8
s sub 312FD8+49
° call sub 3140F3
Sasl LS ORR S
° jg short loc_31307D
call gub 3140F3
° Jmg short loc_31308C
loc_31307D: s CODE XREF: sub 3132FD8
call sub 3140F3
and €ax, UFFFEN
) eax, 850070000h
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loc_31308C: s CODE XREF: sub 312FD8
Mo [ebp+var 4], eax
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